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A B S T R A C T   

Recent research has demonstrated that employees can develop novel solutions to work-process-related problems 
that they experience directly, but in order for organizations to benefit from this form of user innovation 
(“employee-user innovation”), employee-developed innovations need to diffuse within the innovator’s organi-
zation. This paper challenges the prevalent assumption in studies of employee-user innovation that employee- 
users readily reveal and diffuse their innovations. Based on a grounded analysis of 117 innovations developed 
by rank-and-file workers that we identified during 32 months of ethnographic fieldwork in two police units and 
two military units in Denmark, we show that employee-users frequently invest considerable effort in actively 
hiding their innovations. We (i) identify four distinct hiding practices that employee-user innovators enact, (ii) 
demonstrate how decisions about whether and how to hide are based on interpretations of a range of material 
and organizational conditions, and (iii) show how these decisions negatively impact the employee-user inno-
vation process by impeding not just use and diffusion, but also the development of innovations. Our findings 
carry implications for user innovation research, as well as for how we understand both covert innovation pro-
cesses in organization and the relationship between bureaucratic organization and innovation.   

1. Introduction 

It is well established that both user-firms and the end-users of com-
mercial products frequently develop innovative solutions for their own 
use (von Hippel, 2005, 2016; de Jong, 2016), but recent scholarship has 
demonstrated that user innovation also occurs within organizations as 
employees develop solutions that they apply in their own work processes 
(Svensson and Hartmann, 2018; Schweisfurth and Dharmawan, 2019; 
Wu et al., 2020). This is what we refer to as employee-user innovation 
and the phenomenon is interesting not just because it would expand the 
empirical scope of user innovation, but also because employee-users 
might well play important roles in shaping the innovativeness of their 
employer-organizations: Employee-users may be well-positioned to 
identify a particular kind of innovation opportunity within organiza-
tions (e.g. Brown and Duguid, 1991; Tucker and Edmondson, 2003); 
they may be well-equipped to efficiently develop relevant, innovative 
solutions (e.g. Hienerth et al., 2014; von Hippel, 1994, 2021); and their 
innovations might be important to organizational productivity (e.g. 
Sting and Lokh, 2016). 

In practice, realizing the potential value of employee-users’ in-
novations will often hinge on diffusion: an innovation needs to diffuse 

beyond the individual innovator if it is to substantively benefit the in-
novator’s organization (De Jong et al., 2015, De Jong et al., 2022b). This 
diffusion has been treated as relatively unproblematic in most research 
on employee-user innovation, following the assumption that employee- 
users might freely reveal their innovation. This assumption seems 
meaningful a priori, given that free revealing has been a long-standing 
central tenet of user innovation research (Harhoff et al., 2003; von 
Krogh and von Krogh, 2006; Von Hippel, 2005; von Hippel, 2007). 

However, there seem to be reasonable grounds for questioning this 
assumption. Within the user innovation literature, scholars have begun 
to suggest that free revealing might be more rare than what early studies 
of the phenomenon observed, implying that employee-users might not 
necessarily reveal innovative solutions. Studies of innovative user-firms 
suggest that free revealing is not a common practice (Henkel, 2006; 
Henkel et al., 2014; De Jong and Flowers, 2018), and studies of 
consumer-innovators (De Jong et al., 2015) show that an absence of 
diffusion incentives can lead to non-revealing. Also, there is suggestive, 
anecdotal evidence within the broader organization studies literature of 
workers developing what appear to be employee-user innovations and 
not only not diffusing them, but instead making considerable efforts to 
hide them from peers and superiors. Based on especially workplace 
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ethnographies and other in-depth studies of everyday work, (e.g. Bens-
man and Gerver, 1963; Mars, 1982; Thomas, 1994; Bernstein, 2012), 
this research could be taken to imply that employee-users will not only 
not reveal, but actively conceal. 

This paper, then, sets out to understand the role of hiding in the 
innovation process of employee-users. During 32 months of ethno-
graphic fieldwork in two police organizations and two military units in 
Denmark, we identified 117 employee-user innovations: functioning, in- 
use solutions that innovators described as novel in their organizational 
context, many of which are incremental process innovations and ‘micro- 
innovations’ (Hyysalo, 2009). Of these 117 innovations, approximately 
half (53 %) were hidden, with the innovator taking active steps to 
conceal the existence of the innovation and thereby prevent its diffusion 
within their organization. Our grounded analysis reveals three sets of 
observations about employee-users’ hiding practices. First, hiding can 
take four discrete forms that we label complicit hiding, collusive hiding, 
hiding in plain sight, and evasive hiding. Second, whether and how in-
novators hide depends on how innovators interpret a range of material 
and organizational circumstances, specifically ones relating to their 
discretion, their innovation’s importance and visibility, and their man-
ager’s experience with the focal problem and tolerance for rule-bending 
behavior. Third, hiding practices not only influence the use and diffu-
sion of employee-user innovations. They also negatively impact the 
innovation process by encouraging underinvestment in innovation 
development, overreliance on local resources, narrowing of design 
scope, and, in some cases, abandonment of functioning innovations. 
Taken together, these observations suggest that hiding is empirically 
common, diversely practiced, preemptively chosen, and consequential 
in the employee-user innovation process. 

The primary contribution of these findings relates to the how we 
conceptualize the diffusion behaviors involved in the employee-user 
innovation process. Where previous research has understood the spec-
trum of diffusion practices as ranging from free revealing (where efforts 
are actively made to diffuse) to ‘passive’ non-revealing (where no efforts 
are made to diffuse), our study documents that users might also delib-
erately hide their innovations. This is a possibility not previously 
considered in the literature on employee-users and their innovation 
processes, and one that tends to be dismissed in the user innovation 
literature broadly (e.g. von Hippel, 2007). Given that hiding is conse-
quential for the innovation process, this seems a substantial oversight 
and one that has concrete implications for both research and manage-
ment practice. Our conceptualization of the specific dynamics that lead 
innovative employee-users to adopt specific hiding practices might 
contribute to future research that engages more deeply with this pre-
viously unmeasured innovation activity and the organizational pro-
cesses that surround it. 

We propose that the paper offers two further contributions. First, we 
advance research on the dynamics of covert, or ‘underground’ (De Jong 
et al., 2022a), innovation in organizations. Previously, research has 
understood and studied this behavior as concentrated amongst R&D 
workers and sought to explain it primarily in terms of how hiding might 
improve individual innovation performance (Augsdorfer, 2005; Criscuolo 
et al., 2014; Globocnik and Salomo, 2015). Our findings lend weight to 
the interpretation that underground innovation may be a much more 
distributed activity than previously assumed and that engagement in it 
can be motivated by use-related, private benefits. Second, we contribute 
to the scholarly understanding of the relationship between bureaucratic 
organizing and innovativeness (e.g. Thompson, 1967; Burns and Stalker, 
1961; Abernathy, 1978; Damanpour and Aravind, 2012; Demircioglu 
and Audretsch, 2017; Nowacki and Monk, 2020). We suggest that 
structural and managerial conditions assumed to inhibit innovation 
could instead enhance innovativeness (as suggested in e.g. Monteiro and 
Adler (2022)) and encourage hiding practices in the organizational 
frontline, creating an illusion of non-innovativeness. Bureaucracies may 
well appear non-innovative because frontline workers within them hide 
the true extent of innovation, not because innovative activities are 

necessarily stifled. Innovation in bureaucracies may be hidden, not 
absent. 

2. Employee-user innovators and innovation diffusion 

Scholarship on user innovation has historically focused on innova-
tion by user-firms and consumer-users (von Hippel, 1976, 1988, 2005, 
2016), but recent work has begun to examine user innovation by 
workers within organizations. One stream of this work examines 
“embedded lead users”, i.e., employees who are also lead users of their 
employer’s products (e.g. Schweisfurth and Raasch, 2015; Herstatt 
et al., 2016). The other, which we focus on in this paper, examines 
employees developing innovations that they benefit from using in their 
own work processes (e.g. tools, process equipment, techniques, etc.). 
This latter phenomenon is what we refer to in this paper as employee-user 
innovation. In recent years, scholars have examined how access to 
innovation support units enable this form of innovation (Svensson and 
Hartmann, 2018), as well as how lead-userness predicts employee-users’ 
contributions to idea management systems (Schweisfurth and Dharma-
wan, 2019) and innovative work behavior (Wu et al., 2020). Less 
directly, we have also seen employee-user innovation studied in relation 
to the under-diffusion of clinician-developed innovations (Von Hippel 
et al., 2017) and the sources of technique innovations (Hienerth, 2016), 
and indeed employee-users have made up the empirical context for 
several prior studies (Lindsay, 2010; Morrison et al., 2000; von Hippel 
and Finkelstein, 1979). 

Employee-user innovation can reasonably be understood as a 
potentially valuable contributor to the overall innovativeness of their 
organization (e.g. Brown and Duguid, 1991; Jensen et al., 2007; Lee and 
Walsh, 2016; Sting and Lokh, 2016; Kesting and Ulhøi, 2010; Engen and 
Magnusson, 2015; Santos-Vijande et al., 2016), but the realization of 
that contribution depends on diffusion of their solutions. They could, 
like other innovative users, possess “sticky” knowledge of possible 
innovative solutions and the systems-of-use in which those solutions 
would need to function (von Hippel, 1994; Von Hippel, 2021). Em-
ployees with lead-user characteristics might also be very efficient in 
developing innovations (Hienerth et al., 2014) that might be valuable 
also to other users (Franke et al., 2006; Hartmann and Hartmann, 2020). 
For that value to manifest and the organization to benefit substantively 
from an innovation developed by an employee-user, innovations need to 
diffuse beyond the individual innovator (De Jong et al., 2022b). Unless 
innovation are “self-revealing” (Von Hippel, 2016; de Jong and Turro, 
2022), this diffusion is dependent on the innovator sharing their 
innovation. 

Sharing is treated as unproblematic in most research of employee- 
users’ and their innovation activities. Studies of this phenomenon as-
sume that employee-users might willingly share their innovations, either 
on their own initiative or given appropriate mechanisms for sharing 
their innovations (e.g. an idea management system), as evidenced by the 
methods underpinning those studies. For instance, both Svensson and 
Hartmann (2018) and Schweisfurth and Dharmawan (2019) study in-
novations that workers had submitted to, respectively, formally orga-
nized makerspaces and formal idea management systems (i.e., digital 
suggestion boxes). Wu et al. (2020) rely on workers’ self-reports about 
their innovative activities and managerial evaluations of workers’ 
innovativeness, with the latter requiring, by definition, at least some 
sub-set of those workers’ innovations to have been shared with 
managers. 

This assumption is justified if one assumes that a central idea of user 
innovation also applies in the case of innovative employee-users, namely 
that they willingly engage in “free revealing” (Von Hippel and Von 
Krogh, 2006; Von Hippel, 2005). Studies of free revealing emphasize 
that users face few incentives to conceal their innovations because they 
benefit primarily from using the innovation, and because they might 
even benefit from sharing it with others. Other users might, for instance, 
provide feedback or assistance, or develop follow-on innovations that 
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the innovator might benefit from (Harhoff et al., 2003; Von Hippel and 
Von Krogh, 2006; Lakhani and von Hippel, 2004). Free revealing has 
been observed by, amongst others, Allen (1983), Nuvolari (2004) and 
Morrison et al. (2000) and has become one of the core ideas of user 
innovation research. Following this line of research, it seems entirely 
reasonable to assume, or at least not problematize, that employee-users 
will share their innovations. 

More recent research, however, has painted a more ambiguous pic-
ture of free revealing. De Jong and Flowers (2018) have argued that free 
revealing by user-firms may be relatively rare empirically, and Henkel 
(2006) argued that when free revealing does happen, it is often strategic 
and highly selective on the part of revealers. De Jong et al. (2015) have 
also provided evidence that free revealing by users in the household 
sector is relatively rare, primarily because such innovators lack in-
centives to diffuse their innovations and face substantial costs when 
attempting to do so. Von Hippel et al. (2017) showed that clinicians 
might also refrain from freely revealing innovations for similar reasons. 
Taken together, this evidence suggests that non-revealing might also be 
likely, and that there could be instances where employee-users might 
refrain from sharing their innovations. 

A different and more scattered literature raises even deeper ques-
tions about employee user innovators’ propensity to freely reveal. 
Various accounts (e.g., Mars, 1982; Halle, 1984; Gasser, 1986; Burawoy 
and Lukacs, 1992; Orr, 1996; Kusterer, 1978; Lindsay, 2010; Gomez- 
Marquez and Young, 2016) provide anecdotal evidence1 of workers 
developing innovations for themselves and subsequently taking action 
to prevent superiors from observing the development and use of them. 
Consider, for instance, Bensman and Gerver’s (1963) description of how 
aeronautic assembly workers developed unsanctioned techniques for 
assembling airframes using prohibited tools. In that study, focused on 
the social functions of deviance, the authors describe how workers had 
routines in place to avoid managers and inspectors observing their 
techniques being used. In another study, Thomas (1994) describes 
aluminum factory workers developing alternative methods for per-
forming particular operations. Focusing on the limits of “smart ma-
chines” in the workplace, the study described workers deliberately 
keeping these innovation secret from superiors and co-workers. In a 
third study, exploring how managers’ ability to observe workers in-
fluences productivity, Bernstein (2012) describes how electronic as-
sembly workers develop new techniques, how they share those 
techniques with colleagues, and how they also pass on methods for 
keeping those new techniques hidden from superiors. 

In our interpretation, both the studies focused on the absence of free 
revealing in user innovation generally and those offering anecdotal ac-
counts of decidedly hidden innovation in organizations suggest that 
current understandings of employee-users’ sharing behavior might be 
overly limited. The scope of behaviors that we ought to consider might 
well extend from workers actively revealing (investing in diffusion) via 
non-revealing (not investing in diffusion) to workers actively attempting 
to hide (investing in non-diffusion). This paper sets out to examine this 
possibility and asks why employee-users hide their innovations and 
what hiding means for their innovative process. 

3. Methods 

The data that informs our study comes from 32 months of multi-sited 
ethnographic fieldwork in two police units (“Country” and “City”) and 
two military units (“Alpha” and “Bravo”) in Denmark. Country is a po-
lice district comprised of several midsize towns and the rural areas in 
between; City is an urban district covering one of Denmark’s largest 
cities. Police work in both these districts cover the full spectrum of police 
activities from routine patrols to criminal investigations. Both districts 
are geographically distributed across several local police stations. Alpha 
and Bravo are identical infantry companies, which include approxi-
mately 150 professional soldiers, most of whom have international 
deployment experience. The two companies belong to the same regi-
ment of the Danish Army and reside at the same military base. In this 
sense, they are “typical” of army units in their country, and City and 
Country are typical of police units in theirs. All sites represent organi-
zations with high levels of standardization and limited work autonomy. 

Initially, the first author conducted 18 months of explorative 
ethnographic fieldwork (6 months full time, 12 months half time) in 
Country, examining the meanings and practices that rank-and-file police 
officers associate with innovation. This revealed that hiding and secrecy 
was integral to police officers’ innovation processes. To develop this 
observation further, we focused more narrowly on hiding practices and 
collected data on specific innovations developed by rank-and-file 
workers at the three other sites. The first author did so for five months 
in City and the second author for five months in Alpha and four months 
in Bravo. The data consisted in interviews and participant observations 
recorded in field notes, as well as transcribed interviews and photo-
graphic documentation. 

We collected 110 innovation histories during this second phase: 40 in 
City, 51 in Alpha and 19 in Bravo. Innovations were typically developed 
by individuals, and those individuals were the ones we interviewed in 
detail about their innovations. Sometimes we interviewed the same 
person several times if they had developed multiple innovations or if 
reflections on the first interview necessitated further inquiry. The aim of 
these interviews with innovators was to generate a rich account of their 
specific innovation process. Questions covered the specific problem 
solved by the solution, how the solution solved the problem, how the 
solution was developed (i.e., the idea, the resources, the difficulty, etc.), 
how the solution was put into use, who knew about the solution, 
whether and what kind of attempts were made to hide the solution, and 
why these attempts were made. Retrospectively, we had sufficient data 
to write seven innovation histories from observations in Country. The 
resultant 117 innovation histories form the basis of our explorative 
analysis (Glaser and Strauss, 1967). 

We apply a relatively low-threshold definition of innovation in 
classing solutions as innovations. Importantly, all were solutions that 
were put into use and considered to be novel in the innovator’s organi-
zational context by the innovators. None of the innovations observed are 
radical in nature, and many represent “micro-innovations” (Hyysalo, 
2009) or incremental, dimension-of-merit improvements on equipment 
and tools that soldiers and police officers use on a frequent basis in their 
everyday work. We included these micro-innovations in the sample for 
two reasons. They are included for completeness. Micro-innovations are 
an important, albeit mundane, outcome of employee user innovation 
and removing them from the sample might leave the impression that this 
is not the case. They are also included to give a balanced account of 
hiding. Because innovators were more likely to hide innovations that 
they considered important, a more restrictive definition of innovation 
would have eliminated many non-hidden innovation from our sample 
and overplayed the importance of hiding in the employee-user innova-
tion process. 

In this regard, the innovations that we observe reflect the kind of 
innovations that one might expect to see developed in units of this kind. 
As Foley (2012) writes, “[T]actical units are obviously unable to pro-
duce new weapon systems or effect permanent changes to force 

1 These studies do not deal explicitly with frontline innovation or the hiding 
of innovations specifically. Most fall within organizational sociology and or-
ganization studies and examine questions related to e.g., power, deviance, 
identity, control or transparency. When we say that they provide anecdotal 
evidence, it is because empirical presentations in these studies describe to what 
appear to be process innovations developed by frontline workers and often 
describe those innovations as somehow hidden from observation by managers 
and, sometimes, their peers. To use them as evidence of hiding by employee 
user innovators, in other words, involves a re-interpretation of the data in these 
papers, but this re-interpretation is possible precisely because the empirical 
accounts offers in them are sufficiently “thick” (Geertz, 1973). For our pur-
poses, however, we rely on these accounts only as suggestive anecdotes. 
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structure” (p. 804; see also Kreutzmann, 2022; Kollars, 2014; Carafano, 
2016; Lupfer, 1981; Hay, 1974). Moreover, such radically new solutions 
are rare by definition (Salter and Alexy, 2016). “Stumbling upon” them 
in everyday practice would require a rare level of fortuitousness. For an 
elaboration of the criteria that we applied in classifying solutions as 
innovations as well as a summary overview of the innovations, see Ap-
pendix I. 

Beyond this summary overview, Appendix II contains information on 
each of the 117 innovations, as well as how we coded them, in tabular 
form. Section II.A identifies the innovation and where it was observed, 
its attributes and whether and how the innovation was hidden. These 
hiding practices are the topic of the first section of our findings. Section 
II⋅B contains codes related to the hiding decision, which is covered in the 
second findings section. Section II.C contains codes related to the 
innovation process and is covered in the third findings section. As we 
present our findings, we refer to specific innovations using the ID found 
in the leftmost column of the table. The ID is composed of two letters 
that identify the site: Al for Alpha, Br for Bravo, Ci for City and Co for 
Country, and a number, such that Ci30 refers to innovation number 30 
from City (a tool for breaking car windows developed by a police officer) 
and Al47 to innovation number 47 from Alpha (a tool developed by a 
military mechanic to perform maintenance of his unit’s heavy machine 
guns). 

4. Findings 

In the following sections, we will show three aspects of our findings. 
First, we show how employee-users conceal the existence, use and 
diffusion of their innovations using four distinct hiding practices. Then, 
we show why innovators choose specific hiding practices. Finally, we 
show how hiding practices and, more specifically, the anticipated neces-
sity of hiding influences the development of employee-user innovations. 

4.1. Hiding practices 

55 innovations (47 %) were subject to open use. When an innovation 
is used openly, it is generally not revealed, or “voiced” (Morrison, 2014). 
It is used without any active effort to hide. As such, we use the term 
“open use” to describe the situation where an innovator simply puts the 
innovation to use without reservation once it is developed. A soldier in 
Alpha, for instance, developed a method for attaching cable reels to the 
unit’s mobile generators (ID Al21 in Appendix) which allowed him to 
quickly set up a generator and connect it to his unit’s command center. 
This solution was obviously visible when the reels were placed on the 
generator (picture 1). In City, an officer enlisted his father, a blacksmith, 
to help design and construct a battering ram (Ci5) for situations where 
the officer needed to break through particularly insidious barricades, for 
example in drug raids (picture 2). Both solutions were plainly available 
for others to see and use. When workers engaged in open use of their 
innovations, they experienced no repercussions for their development or 
use of the innovations, and peers discussed them freely. 

We observed only one innovation of open use being followed by 
active revealing. A police officer in City designed a winter hat (Ci9) as an 
improvement over the standard issue hat, an earflap cap that many of-
ficers considered anachronistic and unpractical. The police officer 
developed a prototype hat and sent pictures of it to his superiors in the 
hope that it could replace the issued version. He was subsequently 
severely reprimanded by those superiors for using the official police logo 
on a non-issued and unofficial item of clothing because such use violated 
organizational rules. Despite all research sites offering employees access 
to formal idea suggestions schemes as well as informal means of sharing 
ideas with superiors, for none of the remaining innovations did in-
novators make an active effort to diffuse. 

The remaining 62 (53 %) innovations were subject to one of four 
forms of hiding practice: complicit hiding, collusive hiding, hiding in 
plain sight, and evasive hiding. Complicit hiding implies that innovators 

rely on explicit agreements with their immediate managers to collabo-
ratively hide the innovation from the wider organization. Here, man-
agers know about the specific innovation, and contribute to the hiding 
practice. Information about the innovation intentionally “leaks” to them 
in order to enable hiding from others. When a soldier in Alpha developed 
a body armor system (Al24), used for carrying hard armor plates, the 
innovation was hidden complicitly (picture 3). Once he had developed 
it, the soldier discussed the innovation with his platoon commander 
despite formal rules stating that soldiers must use issued equipment. 
Failing to do so can mean that military insurance may not cover them in 
case they are injured in the line of duty. The platoon commander 
recognized the solution as superior to issued equipment and asked the 
soldier to produce a copy of the plate carrier for his personal use. 
However, both the soldier and the platoon commander also recognized 
that the innovation could not be used openly. This form of hiding 
required the least effort from the innovator. When managers conspired 
to hide, innovators could use their innovations almost openly, and 
needed only be cautious when other managers might observe them. 
Their immediate manager might alert them when hiding was necessary. 
Consequently, innovators experience their culpability to be limited. 

Collusive hiding implies that the innovator relies on an implicit 
agreement with their manager that the manager will not try to observe 
an innovation. Innovators conceal innovations from managers but in a 
way that depends on the manager not actively looking for it. If managers 
were to look, innovators knew that the innovation would be readily 
observed, and so this practice depended on managers refraining from 
observing workers and equipment too closely. 

When police officers in City designed belts that allowed them to carry 
their equipment underneath their clothes rather than around their hips 
for undercover assignments (Ci25 and Ci26; Ci25 is depicted in picture 
4), they knew that they violated organizational rules stating that they 
only wear issued equipment on assignments. However, they expected 
that their managers would simply not inquire into how they were now 
able to execute tasks that had previously been difficult to achieve using 
issued equipment. Prior to developing the innovation, officers would 
frequently complain about the problem of being undercover while car-
rying conspicuous police equipment; with the innovation, the opera-
tional problem ceased. Furthermore, they were quite certain that 
managers, while not knowing about the specific innovation, would have 
to be aware that somebody had solved the problem. 

In this way, collusive hiding worked through managers’ “willful 
ignorance” (Schaefer, 2019) of the possible existence of innovations and 
related rules violations. Innovators recognized that managers needed 

Picture 1. Fixture for cable reels.  
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“plausible deniability” about an innovation if other and potentially 
disapproving managers observed it. As such, they used the innovation 
discretely so that managers’ deniability remained plausible. When in-
novators hid collusively, the experience of culpability was greater than 
with complicit hiding, because it entailed deliberately withholding 

information from managers. 
Hiding in plain sight does not depend on explicit or implicit agree-

ments with managers. When enacting this form of hiding, innovators 
believe that their innovations may be observable, but not identifiable, to 
managers. Managers, innovators believe, may see an innovation without 
noticing it or recognizing that it is in fact an unauthorized solution (as 
also observed in Bernstein, 2012). When the Danish Defense Material 
Command, the military’s central unit tasked with specifying procedures 
for maintenance of weapon systems, issued a change to the routine 
maintenance procedure for the Army’s Browning M2 machine guns, a 
military mechanic in Alpha saw the change as an improvement over 
current procedure. However, he also knew that that the tool set that he 
had available did not contain a tool to execute this operation. In order to 
live up to the new formal procedure, he developed a new tool for 
adjusting his unit’s machine guns (Al47; depicted in picture 5). He ex-
pected that his superiors would not know what tools were meant to be in 
his toolset and workshop and, by implication, would be unable to 
recognize a non-regulation tool. His own innovation could be hidden by 
blending in with his other tools. 

When enacting this form of hiding, innovators needed to use their 
innovations in ways that did not attract managerial attention or raise 
questions, which required more effort than complicit and collusive 
hiding. As innovators knew managers were not aware of this form of 
hiding, and therefore could not condone the innovation, their experi-
ence of culpability was substantial when using and hiding an innovation 
in plain sight. Subsequently, innovators also asked peers to treat the 
innovation with discretion i.e., use it with care, avoid accidents and take 
precautions to prevent managerial inquiry. For the military mechanic, 
painting the tool yellow served this function. It signaled to others that 
the tool was not professionally made and had to be used fittingly. 

Evasive hiding implies deliberately keeping innovations away from 
managerial observation. Innovators assumed that managers would 
recognize these innovations if they observed them, so innovators pre-
vented managers from observing innovations by using them only where 
managers could not see it. Furthermore, innovators kept innovations 
completely out of sight when there was a risk of observation. A police 
officer had developed a “window breaker” after an experience arriving 
as the first responder at the scene of a car accident where an unconscious 
woman and her child were trapped inside the vehicle, with gasoline 
leaking from it. This tool (Ci30; depicted in picture 6) was evasively 
hidden. The police officer kept it concealed in his pocket and avoided 
exposing or even mentioning it to superiors. He only used it on patrol 
when no one could observe him doing so. He believed that if he used it, 
he could always claim that he used some other implement to break a 
window if managers asked questions. Such precautions required sub-
stantial effort by innovators because they actively worked to conceal the 
innovations on an on-going basis. Hiding required both vigilance and 
preemptive measures. This creates a heightened sense of culpability. 

Picture 2. Battering ram.  

Picture 3. Body armor.  

Picture 4. Undercover equipment belt.  
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Innovators that evasively hid knew that their innovation violated 
explicit organizational rules and that active hiding of rule violations 
were acts of “bad faith,” likely making sanctions more severe if their 
innovations were to be identified. 

These hiding practices shape how innovations are used and diffused. 
While open use meant that innovators used their innovations, and let 
them be observed, freely, the possibilities for use and diffusion were 
narrowed as hiding practices became more elaborate. When innovators 
engaged in complicit hiding, they used their innovations only within 
their own unit, where managers supported them in hiding from out-
siders and only when outsiders were not present. They would still 
readily share accounts of their innovations with others, often with the 
acknowledgement that their managers made the hidden use of this 
innovation possible. When innovators engaged in collusive hiding, they 
were more vigilant. They would use innovations in inconspicuous ways, 
making sure not to attract managerial attention to the use. Sometimes, 
this meant that use stopped when managers were present, but mana-
gerial presence always led workers to consider whether use could 
continue. When they shared information about their innovations with 
peers, they did so freely but also offered precautions about the necessity 
of hiding and encouraged those peers to invest substantially in hiding. 

When innovations were hidden in plain sight, innovators ceased the 
use of an innovation when managers were present and made sure to 
conceal that they had solved the particular problems that their in-
novations addressed. For instance, the mechanic who designed the 
machine gun tool never discussed the formal demand for a new 

maintenance procedure with his superiors. Hiding in plain sight also 
meant that diffusion was guarded. Innovators shared descriptions of 
innovations readily only with close peers. They rarely share descriptions 
beyond these close peers and when they did, it was together with pre-
cautionary advice. When innovators hid evasively, the use of an inno-
vation was limited to very particular contexts, which was when workers 
were confident that they could not be observed. Use of evasively hidden 
innovations was relegated to times, places and situations where man-
agers were clearly absent. When managers were present, the innovator 
had to find ways to keep the innovation out of sight. Because of the 
culpability that innovators feel, they share information about their in-
novations only rarely, and when they do, it is with very close peers. 

Table 1 summarizes the attributes of these hiding practices and their 
occurrence across the four research sites. 

4.2. Choosing hiding practices 

Innovators generally preferred open use over hiding. Hiding prac-
tices demanded effort, limited the utility of an innovation, and created a 
sense of culpability, and for this reason, it was best avoided. At the same 
time, hiding was often necessary to bring an innovation into use because 
open use could bring the risk of sanctions and formal bans of the inno-
vation. As such, innovators chose the form of hiding that was least 
demanding while still being viable. Their assessment of viability is based 
on how they interpret a range of contingencies, and those in-
terpretations are in turn shaped by the “war stories” (e.g. Orr, 1996) that 
circulate in their communities of practice about earlier efforts to keep 
innovations hidden from managers. Fig. 1 provides a graphic overview 
of this decision structure, which we elaborate below. 

The first interpretation concerns whether to use an innovation 
openly or to hide it. Here, innovators primarily consider two things: 
their formal discretion and the importance of their innovation. If in-
novators interpret an innovation as being unambiguously within their 
discretion, the innovator will use it openly. There would be no reason to 
invest effort in hiding. Neither police officers nor soldiers are meant to 
develop innovations as part of their work, and yet both kinds of work 
offer workers a measure of discretion to solve specific and contingent 
problems. While there are manuals that specify the details of the pro-
cedure that a soldier must follow when performing regular rifle main-
tenance, and rules that police officers must follow when securing a crime 
scene or conducting an arrest, there are also parts of their work where it 

Picture 5. Tool for heavy machine gun maintenance.  

Picture 6. Window breaker.  

M.R. Hartmann and R.K. Hartmann                                                                                                                                                                                                       



Research Policy 52 (2023) 104728

7

is impossible or impractical to specify exact details of how things should 
be done. Some improvisation and “adaptation to the terrain” and to 
specific circumstances are sometimes a practical and tactical necessity 
(Lipsky, 1969; Marcus, 2015). Similarly, there are parts of their work 
where both police officers and soldiers can develop their discretionary 
solutions without coming into conflict with formal procedures. The 
police officer developing the battering ram (Ci5), for instance, was 
completely confident that there were no rules barring him from making 
and using this particular tool. Furthermore, the soldier that installed the 
cable reel fixtures on his unit’s power generators (Al21) believed he was 
not in violation of any rules, and that no one could or would be upset by 
the solution. In such cases, hiding practices were considered unnec-
essary, which leaves innovators free to rely on open use. 

If an innovator interprets an innovation as being of less importance 
for their practice, it will also be used openly. While some innovations 
were immensely important to the innovator, many were minor im-
provements and not considered particularly important. A soldier in 
Alpha designed a pouch specifically for the purpose of holding a tin of 
chewing tobacco (Al17; picture 7). This pouch attached his chest rig, 
making the tin easy to reach so that he could share tobacco with his 
peers and immediate superior during breaks. While this was clearly 
neither issued equipment nor within his discretion to make, he used it 
openly because there was little to lose in case he was banned from using 
it. It served primarily as a way to boost morale, but he recognized that 
there were many other ways that it could be done. The innovation, 
therefore, was considered trivial enough to be used openly. 

Hiding was considered necessary only for those innovations that 
innovators interpreted as likely to exceed their discretion and as sub-
stantively important. The choice of a specific hiding practice, however, 
depended on further interpretations. To assess whether complicit hiding 
would be viable, innovators assessed whether their manager would have 
first-hand experience that made them likely to recognize the problem 

Table 1 
Hiding practices and their occurrence across sites.   

Open Complicit hiding Collusive hiding Hiding in plain sight Evasive hiding 

Definition The innovator 
makes no efforts to 
conceal the 
innovation. 

The innovator’s immediate 
manager knows about the 
innovation. 
The innovator’s manager 
helps to hide the innovation 
from outside observation. 

Managers do not know about the 
specific innovation, but knows that 
innovation occurs. 
The innovator’s manager does not 
actively try to observe the innovation. 

Managers do not know 
about innovation 
occurring. 
Managers would not 
recognize innovation if 
they observed it. 

Managers do not know about 
innovation occurring. 
Managers are prevented from 
observing the innovation. 

Occurrence      
Country (n = 7) 3 (43 %) 1 (14 %) 2 (29 %) 1 (14 %) 0 (0 %) 
City (n = 40) 18 (45 %) 2 (5 %) 2 (5 %) 7 (17 %) 11 (28 %) 
Alpha (n = 51) 23 (45 %) 9 (18 %) 8 (16 %) 10 (20 %) 1 (2 %) 
Bravo (n = 19) 11 (58 %) 1 (5 %) 2 (11 %) 5 (26 %) 0 (0 %) 
Total 55 (47 %) 13 (11 %) 14 (12 %) 23 (20 %) 12 (11 %) 

Characteristics of 
hiding practice 

None Explicit discussion between 
innovator and manager about 
innovation and the need for 
hiding. 
Collaboration between 
innovator and manager to 
hide. 

Explicit discussion between 
innovation and manager about 
problems solved by the innovation. 
Implicit or explicit agreement 
between innovator and manager that 
manager does not look for innovation 
(s). 

Innovators do not 
physically conceal 
innovations. 
Innovations are 
functionally invisible, 
due to camouflage, 
opacity or ignorance. 

- Innovators physically conceal 
innovations 
- Innovations are kept away 
from managerial observation 

Effort required 
for hiding 

None. Limited. Managers help gauge 
when hiding is called for. 

Some. Innovators gauge the necessity 
of concealment based on implicit or 
explicit signals from managers. 

Some. Innovators 
continuously gauge the 
viability of using the 
innovation. 

Considerable. Innovators work 
deliberately to keep innovation 
concealed from managers and 
continuously gauge the 
viability of using it. 

Implications for 
use 

Innovation is used 
freely. 

Innovation is used freely 
within innovator’s unit. When 
outside of observers are 
present, use is considered and 
sometimes ceases. 

Use of innovations is inconspicuous. 
When managers are present, use is 
considered and may stop. 
Managers must be allowed plausible 
deniability. 

Use of innovations is 
inconspicuous. 
When managers are 
present, use ceases. 

Use of innovation is displaced 
away from managerial 
observation. 
When managers are present, 
use ceases and innovation is 
concealed. 

Implications for 
diffusion 

Innovations 
diffuse freely 
amongst peers. 

Innovations diffuse freely 
amongst peers. 

Innovations diffuse freely amongst 
peers, but with advised precautions. 

Innovations diffuse 
freely amongst close 
peers and slowly and 
with precautions to 
others. 

Innovations diffuse slowly 
amongst close peers.  

Fig. 1. Hiding decisions.  
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solved by the innovation. Soldiers in Bravo typically viewed their 
managers as operating in a very separate sphere of practice from 
themselves. While they described themselves as craftsmen, their man-
agers were described as academics with little interest in the practicalities 
of soldiers’ work. Managers were construed as belonging to communities 
of practice separate from those of their subordinates (Brown and Duguid, 
1991; Lave and Wenger, 1991) and, therefore, as lacking knowledge of 
use contexts that would allow them to appreciate the merit of an inno-
vation. In Country and City, workers referred to managers as “house 
mice” or “management cops” (see also Reuss-Ianni and Ianni, 1983). To 
innovators, house mice rarely ventured out of their offices and kept 
themselves free of the operative work done by “street cops” (ibid.). As 
such, they were perceived as unwilling to participate in conspiring to 
hide many innovations. 

By contrast, soldiers in Alpha construed several (not all) of their 
officers as deeply interested and immersed in their practices, based on 
how they had previously engaged with their subordinates and especially 
regarding issued equipment. One officer in particular was noted for his 
proximity to practice and his interest in soldiers’ practical problems. For 
instance, he partook in testing new pistol holsters and asked soldiers for 
advice on how to make modifications that allowed for faster drawing of 
the weapon (Al28 and Al29). This same officer bought a plate carrier 
(Al24, picture 3) from one innovator, and enabled its complicit hiding. 
Similarly, when we observed complicit hiding in City and Country, it 
was when innovators described their managers as having “been in the 
trenches” and as possessing “street credibility.” 

Despite lacking first-hand experience of innovators’ problems, some 
managers were seen as tolerant of a measure of rule bending. When this 
was the case, innovators would consider collusive hiding viable. Soldiers 
in Alpha would often refer to an episode where their company’s com-
manding officer used a morning assembly (a short, daily gathering of the 
entire unit) to inform his subordinates that superiors “at battalion” were 
planning inspections of Alpha’s buildings. Here, he expressly stated that 
he did not want to know about the solutions that people might be hiding, 
but that anything out of the ordinary would have to be kept out of sight 
during this inspection. By underscoring that inspections would become 
more frequent and intense if his superiors noticed anything amiss, and 
that more inspections would obstruct Alpha’s ability to get “serious 
work” done, he underscored a reputation of being willing to bend formal 
rules. In City, police officers engaged in undercover work also saw their 
managers as being tolerant of their efforts to find non-sanctioned 

solutions (Ci21 and Ci22) that allowed them to carry their police 
equipment underneath their clothes for plainclothes assignments (pic-
ture 5). Here, officers expected their managers to be sufficiently prag-
matic to appreciate that plainclothes assignment would likely be 
compromised if they adhered to formal rules about using only issued 
police equipment. 

In cases where managers were considered intolerant of rule viola-
tions, collusive hiding became unviable, and innovators proceeded to 
made interpretations of their innovations’ visibility in order to assess the 
possibility of hiding in plain sight. If an innovation was either opaque or 
difficult to observe being used, hiding in plain sight was considered a 
viable hiding practice. In the case of the machine gun adjustment tool 
(Al47; picture 5), the mechanic realized that this tool would be effec-
tively invisible to his managers once and blended into the mass of tools 
in his workshop. In other cases, innovations were interpreted as opaque 
because they were largely indistinguishable from standard solutions. 
Certain uniform modifications (Ci27, Al42), self-produced pouches 
(Ci23), pistol holster modifications (Br16) and various changes to radios 
(Br17) and vehicles (Al50) could only be distinguished from issued 
equipment through up-close observation. However, as one soldier 
explained, to someone with a deep interest in equipment, a non-standard 
solution would stand out dramatically. 

For innovations that would not be opaque or difficult to observe, 
evasive hiding became the only viable hiding practice remaining. The 
window breaker (Ci30; picture 6) developed by a City police officer 
clearly did not blend in and could not be effectively camouflaged. He 
believed it would be readily apparent to any observer that it was based 
on a stolen bus hammer. As such, evasive hiding was the only viable way 
to use it. A shooting instructor who organized a non-sanctioned shooting 
exercise to simulated soldiers moving away from enemies while drag-
ging a wounded colleague while firing their weapon (Al51; picture 8) 
similarly made the interpretation that if a manager observed this exer-
cise, they would immediately recognize it as a violation of the formal 
rules. Consequently, the only way to use this innovation would be 
through evasive hiding. 

4.3. The consequences of hiding practices 

Hiding, by definition, negatively impacts the use and diffusion of 
employee-user innovations. As already described, hiding inhibits the use 
of an innovation and limits the diffusion of it. However, these are not the 
only negative consequence of innovation hiding. Specifically, we 
observe that hiding practices negatively influence both the development 
and implementation of employee-user innovations. 

This influence is possible because tentative hiding decisions occur 
prior to innovation development. Because innovators recognize that 
their ability to use an innovation is shaped by whether and how it will be 
hidden, they tend to make their hiding decisions before prototyping. The 
shooting instructor in Alpha who developed a shooting exercise to 
simulate pulling a wounded soldier while firing (Al51; picture 8), for 
instance, knew that this innovation would need to be evasively hidden 
and planned how this hiding would occur prior to coming up with the 
specific arrangements for how the shooting exercise would be executed. 
Hiding, in other words, is not an afterthought to the development pro-
cess. Rather, it is an integral part of developing the idea of an innova-
tion, because hiding can profoundly shape the utility that the innovator 
ultimately derives from the innovation. 

The preemption of hiding constrains innovators’ investment in pro-
totyping. Workers self-produced prototypes of their ideas through 
bricolage (Levi-Strauss, 1966) and made use of “local knowledge” that 
they, or people close to them, already possessed (Lüthje et al., 2005; 
Kreutzmann, 2022). They also relied on material resources that were 
already present in their working environment or that they had access to 
in their private lives, bought with their private funds, or that they could 
“scavenge”, i.e., find and re-purpose. The mechanic in Alpha who made 
a machine gun tool (Al47), for instance, used a tool that was part of the 

Picture 7. Chewing tobacco pouch.  
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standard-issued equipment package to get the materials for his innova-
tion and welded them together using other tools at his disposal (picture 
5). Police officers in City had their parents help them sew the equipment 
belts they needed for undercover assignments using commercially 
available fabrics (Ci21 and Ci22; picture 4). In Country, shooting in-
structors drove around to clothing stores to source discontinued 
mannequin dolls for use in shooting exercises (Co3). They engaged in 
this form of bricolage because hiding implied that they had no formal 
resources allocated with which to design their solutions. Innovators in 
Alpha also described how some of their innovations required them to 
obtain parts and materials from their garrison’s specialized workshops. 
They traded favors and drew on personal relationships with workers in 
those workshops to obtain those parts. This is reminiscent of the bottom- 
up military innovation processes described in Lindsay (2010) and Kol-
lars (2014). 

Bricolaging could be enabled by informal and rule-violating orga-
nizational processes, but engagement in this kind of process can also 
necessitate more elaborate hiding practices post-development. A police 
officer in City who designed modified uniform trousers (Ci27) relied on 
resources from what officers referred to as the “uniform graveyard”: a 
depot where discarded uniforms and equipment were brought prior to 
being formally destroyed. Here, depot workers would set aside a reserve 
of items that had been written off by the organization, but that they 
knew were in demand by police officers who used them to design cre-
ative solutions. This was against organizational rules, but the officer had 
already decided that his innovation would be hidden in plain sight, and 
he could therefore violate organization rules in developing his solution, 
because he would not need managerial acceptance at a later time. 

Anticipation of hiding practices also shaped how innovators 
designed their innovations. When innovators anticipated that they 
would hide in plain sight or evasively, the innovation would be designed 
specifically to enable this form of hiding. Opacity or concealability 
would need to be “designed in,” so the innovation was made to be 
inconspicuous. A soldier in Bravo developed a combat shirt with better 
fit and faster wicking (Br19) and designed it specifically so that most 
parts of the shirt that were visible beyond his body armor resembled the 
issued uniform. The obvious differences were concealed beneath the 
body armor (picture 9). He anticipated that he should hide it in plain 
sight and anticipation guided how conspicuous he made the solution. 
The window breaker (Ci30), where the innovator anticipated evasive 

hiding, was designed to be small and compact, enabling the innovator to 
easily hide it in a pocket when managers might observe him. Such efforts 
to design inconspicuous and hidable innovations negatively impacts the 
innovation process, because constraints on design limited innovators’ 
ability to design solutions that best fit their needs. 

Finally, after innovations are developed, innovators may abandon 
them due to the need for hiding.2 This abandonment can happen when 
innovators interpret that only certain practices can viably be used to 
hide their innovations, but they also discover that these practices 
constrain the functioning of their innovation too much. While practicing 
the response to a school-shooting incident, officers in Country developed 
a method for avoiding friendly fire, which is a notoriously difficult 
problem to navigate in close quarter confrontations. Their method 

Picture 8. Shooting exercise simulating dragging of wounded soldier.  

Picture 9. Breathable combat shirt.  

2 Given that our data collection in City, Alpha and Bravo was focused on 
innovations that were in use, it is only in Country that we have observations of 
abandoned innovations. 

M.R. Hartmann and R.K. Hartmann                                                                                                                                                                                                       



Research Policy 52 (2023) 104728

10

involved marking police officers with particularly high-visibility vests 
that they found made them readily identifiable. This method, they 
believed, would need to be evasively hidden to avoid managerial sanc-
tion, but because all police officers arriving at the scene would need to 
know about and utilize it, evasive hiding would compromise the inno-
vation. They decided to abandon the innovation rather than attempt to 
develop it further or explore alternative solutions, effectively leaving the 
problem unsolved. 

5. Discussion 

This study found that hiding is common and consequential in the 
employee-user innovation process. The employee-user innovators in the 
study did not reveal their innovations prior to development. Only in a 
single instance did an innovator make an active effort to disclose a 
developed innovation. For approximately half of the innovations stud-
ied, the innovator made active efforts to hide their innovations. We 
observed four distinct practices in use to make this hiding possible, 
spanning complicit hiding, collusive hiding, hiding in plain sight and evasive 
hiding. Innovators exhibited a preference for openness over hiding and 
for less demanding forms of hiding over more demanding ones. How-
ever, they could be ‘pushed’ to invest more in hiding when in-
terpretations of their formal discretion, the importance and material 
visibility of their innovation, and their managers’ experience and 
tolerance for innovation made such investments appear necessary. We 
also observed innovators make tentative decisions about whether to 
hide and which hiding practices to engage in prior to taking active steps 
towards prototyping. The hiding practices that innovators choose based 
on these interpretations negatively influences their innovation pro-
cesses. Most obviously, hiding leads to reduced diffusion of innovations 
because hidden innovations do not diffuse beyond the innovator, or do 
so only slowly. Hiding practices also shape innovators’ investments in 
their innovations and narrow the scope of possible designs, impeding the 
functionality of innovations because innovators choose them before 
making substantive prototyping efforts. Hiding practices can also lead to 
abandonment of innovations when hiding efforts impede the func-
tioning of innovations sufficiently to make the innovation pointless. 

For research on user innovation, our findings extend this literature in 
further demonstrating the occurrence of work-process-related innova-
tion by users within formal organizations. However, we also challenge 
current understandings of the diffusion efforts in which such innovative 
users engage. Both classic and recent studies in this line of work (e.g. 
Von Hippel and Finkelstein, 1979; Morrison et al., 2000; Svensson and 
Hartmann, 2018; Schweisfurth and Dharmawan, 2019) assume 
employee-user innovators to be broadly willing to share their in-
novations. Wu et al. (2020) discuss the possibility that users may not 
reveal their innovation, but they also note that they do not observe this 
behavior empirically and that process standardization and legal re-
quirements would often force innovative process users to disclose their 
innovation if those innovations are to be used in practice. Contrary to 
these observations, we find that internal process users may actively 
invest in keeping their innovations invisible to their organizations. The 
implication is that the spectrum of diffusion-related behaviors that 
future research on employee-users consider should also encompass 
active hiding efforts and take seriously the possibility that such hiding 
may, under certain conditions, be empirically widespread and have 
substantive consequences for the way that employee-users innovate. 

For the broader innovation management literature, this study dem-
onstrates that the range of hidden innovation projects considered be 
expanded to also encompass innovation by internal employee-users. 
Typically, hidden innovation projects are assumed to occur as “boot-
legging,” a term used to describe R&D workers developing new in-
novations without formal permission (Augsdorfer, 2005; Criscuolo et al., 
2014; Globocnik and Salomo, 2015). In this line of work, bootlegging is 
construed as a temporary form of hiding, focused on delaying managerial 
evaluation of innovation that an R&D worker has developed. We suggest 

that hidden employee-user innovation could also be considered a form 
of “underground innovation” (following De Jong et al., 2022a), but one 
that differs fundamentally from bootlegging. When employee-user in-
novators hide, they do not do it to boost their innovative performance 
but rather to improve their operational performance and their motives 
for hiding relate to the expected benefits of using innovations. The hiding 
in which they engage is also not intended to be temporary, but is 
something that they do persistently. These differences might encourage 
future work to examine the diversity of hidden innovation activities as 
they occur also outside of R&D units and the ensuing diversity of mo-
tives for and effects of hiding on non-formalized innovation. 

Finally, we submit that our findings carry implications for how we 
conceptualize the relationship between innovation and bureaucracy. 
The canonical interpretation of this relationship, dating back to the work 
of especially Thompson (1967), Burns and Stalker (1961) and Abernathy 
(1978), but widely accepted within organization science and managerial 
practice, is that bureaucracy impedes innovation. As Damanpour and 
Aravind (2012) have shown, this interpretation fails because both 
innovation and bureaucracy are multi-dimensional concepts: while el-
ements of bureaucracy may impede some forms of innovation, other 
elements might enhance others, just as a single organization may have 
subunits that are bureaucratic to different degrees. Our findings offer a 
complimentary critique. As a hypothesis for future scholarship, we offer 
the suggestion that bureaucracies might create the semblance of non- 
innovativeness rather than actual non-innovativeness. It may be the 
case that bureaucracy could enhance innovativeness (Adler et al., 1999; 
Brown and Duguid, 1991; Bigley and Roberts, 2001; Klein et al., 2006; 
Briscoe, 2007; Monteiro and Adler, 2022) and that bureaucracy en-
hances innovators’ experienced need for hiding. Together, two effects 
could create a situation where bureaucracies appear non-innovative 
when, in fact, the result of bureaucratic organizing is increased inno-
vation and concurrently increased innovation hiding. 

Our data imposes two key limitations on these contributions. First, 
the empirical settings studied may drive the levels of hiding and the 
occurrence of innovation such that our findings related to the extent of 
hiding may be an artefact of the organizations studied. Both police and 
military organizations are large public bureaucracies where workers 
may simultaneously experience particularly strong incentives to inno-
vate and have surprisingly extensive opportunities to hide. We would 
suggest, though, that this limitation does not necessarily challenge our 
theorization of why hiding happens or what effects it might have on the 
innovation process. Second, our sample of innovations seems to be 
heavy in material innovations; most of the 117 innovations that we 
studied were tangible objects and only a few innovations take the form of 
techniques and other behavioral innovations (Hienerth, 2016; Von 
Hippel and Cann, 2021), although these less tangible solutions may also 
be immensely important (e.g. Foley, 2012; Kollars, 2017). A more 
extensive sampling of non-material innovations might have revealed 
additional hiding practices, and it is quite possible that the in-
terpretations that inform hiding decisions around immaterial in-
novations will differ from those around material ones. It is also possible 
that hiding effects the development of immaterial innovations in distinct 
ways. Both of these caveats, of course, represent obvious opportunities 
for further empirical research. 

6. Conclusion and implications for practice 

Hiding is both integral to and consequential for the innovation 
processes of employee-users. When employee-users innovate, decisions 
about whether and how to hide happen prior to the development of 
innovations and can prompt users to engage in four distinct forms of 
hiding. In making this decision, users draw on their interpretations of 
the their formal discretion, their innovation’s importance, their man-
ager’s problem-related knowledge and tolerance for rule violations, and 
their innovation’s visibility to select the least demanding but still viable 
form of hiding. Decisions to hide in turn influence how innovations are 
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developed, implemented and diffused and, in some cases, abandoned. 
When hiding is a common practice, which is the case in our data, these 
effects substantively inhibit employee-users in benefiting from their own 
innovative solutions and obstruct the ability of organizations to benefit 
from the innovative capacity of employees. As a result, both workers and 
organizations may be faced with problems that could be overcome if 
hiding was not necessary or necessary in as elaborate a form. Addi-
tionally, to the extent that employee-users do solve problems but sub-
sequently hide their innovations, the true magnitude of operational 
problems in an organization may be obscured, the distance between 
formal procedure and actual practice enlarged, and learning inhibited 
(Brown and Duguid, 1991; Adler and Borys, 1996; Morrison, 2014; 
Tucker et al., 2002; McPherson et al., 2022). 

Before answering the question of how organizations might seek to 
benefit from this potentially under-leveraged innovative capacity, it is 
worth underscoring that hiding might make this capacity appear less 
valuable than is actually the case for three reasons. When workers hide 
their innovation, it can lead to an under-estimation of the extent of 
employee-user innovation (see also Bradonjic et al., 2019). Also, when 
workers hide the innovations that they find important and primarily use 
trivial innovations openly, it can create the erroneous impression that 
what gets developed by employee-users is, in fact, mostly trivial. Finally, 
when workers’ decisions to hide lead to underinvestment and constrain 
the design space that they explore, hidden innovation may well be less 
impactful than would have been the case without the need for hiding. In 
other words, it is likely that the capacity of employee-users to innovate 
will be negatively misrepresented. By implication, the innovative ca-
pacity of employee-users is likely to be substantially underestimated in 
organizations where hiding is prevalent. To gain a more accurate sense 
of the extent and nature of employee-user innovation, managers might 
need to managers might need to embrace a deeper interest in the in-
tricacies of workers’ practices (Kärreman et al., 2021) and a greater 
openness to deviance from formal procedures (Vadera et al., 2013). This 
kind of managerial behavior, of course, carries several complicated 
trade-offs. 

To leverage employee-users’ innovative capacity more effectively, 
we posit that it is necessary to foreground employees’ motives for 
innovating. Employee-users innovate primarily to benefit from their 
own use of the innovation, not to contribute to an organizational goal of 
innovating more or increasing productivity. What is likely to important 
is to develop organizational interventions that allow innovative users to 
benefit more in their own use. This seems considerably more central to 
their innovative activity that the prospect of receiving rewards, prizes or 
praise from their managers, as is often in focus when building better 
“idea suggestion systems” or designing innovation competitions meant 
to elicit innovation ideas. To connect to this particular motivation, 
managers might think about systems that not only provide workers with 
clemencies that give innovators a permission to use their innovations 
after being revealed. They might also provide workers with access to 
tools and materials that allow them to build better versions of their ideas 
or platforms that allow them to receive feedback from other, perhaps 
more expert, employee-users, so that their ideas might be refined for the 
direct benefit of the innovator. MakerSpaces (e.g. Svensson and Hart-
mann, 2018), organizational spaces in which to experiment with ideas 
(e.g. Hartmann, 2014), and peer-to-peer platforms (e.g. Bobrow and 
Whalen, 2002) might be relevant in this regard; although, there may 
well be many other viable opportunities for scholars and practitioners to 
explore. As scholarship and practice explore these opportunities, the 
present paper might serve a reminder that transparency into workers’ 
ideas and innovation is not just something that organizations choose to 
have. It is also something that workers choose to give. 
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Henkel, J., Schöberl, S., Alexy, O., 2014. The emergence of openness: how and why firms 
adopt selective revealing in open innovation. Res. Policy 43 (5), 879–890. 

Herstatt, C., Schweisfurth, T., Raasch, C., 2016. When passion meets profession: how 
embedded lead users contribute to corporate innovation. In: Harhoff, D., Lakhani, K. 
(Eds.), Revolutionizing Innovation – Users, Communities and Open Innovation. MIT 
Press, Cambridge.  

Hienerth, C., 2016. Technique innovation. In: Harhoff, D., Lakhani, K.R. (Eds.), 
Revolutionizing Innovation: Users, Communities, and Open Innovation. MIT Press. 

Hienerth, C., von Hippel, E., Jensen, M.B., 2014. User community vs. producer 
innovation development efficiency: a first empirical study. Res. Policy 43 (1), 
190–201. 

Hyysalo, S., 2009. User innovation and everyday prac-tices: micro-innovation in sports 
industry development. R&D Manag. 39, 247–258. 

Jensen, M.B., Johnson, B., Lorenz, E., Lundvall, B.A., 2007. Forms of knowledge and 
modes of innovation. Res. Policy 36, 680–693. 

Kesting, P., Ulhøi, J., 2010. Employee-driven innovation: extending the license to foster 
innovation. Manag. Decis. 48 (1), 65–84. 

Klein, K.J., Ziegert, J.C., Knight, A.P., Xiao, Y., 2006. Dynamic Delegation: Shared, 
Hierarchical, and Deindividualized. 

Kollars, N., 2017. Genius and mastery in military innovation. Survival 59 (2), 125–138. 
Kollars, N.A., 2014. Military acquisition’s dialectic: gun trucks and rapid acquisition. 

Secur. Stud. 23 (4), 787–813. 
Kreutzmann, A., 2022. Communities of Practice as Vibrant Sources of Knowledge and 

Innovation Within a Rigid Public Hierarchy. Springer. 
Kusterer, K.C., 1978. Know-how on the Job: The Important Working Knowledge of 

“Unskilled” Workers. Westview Press. 
Kärreman, D., Spicer, A., Hartmann, R.K., 2021. Slow management. Scand. J. Manag. 37 

(2), 101152. 
Lakhani, K.R., von Hippel, E., 2004. How open source software works: “free” user-to-user 

assistance. In: Herstatt, C., Sander, J.G. (Eds.), Produktentwicklung mit virtuellen 
communities: Kundenwünche erfahren und innovationen realisieren. Springer. 

Lave, J., Wenger, E., 1991. Situated Learning: Legitimate Peripheral Participation. 
Cambridge University Press, Cambridge MA.  

Lee, Y.N., Walsh, J.P., 2016. Inventing while you work: knowledge, non-R&D learning 
and innovation. Res. Policy 45 (1), 345–359. 

Levi-Strauss, C., 1966. The Savage Mind. Weidenfeld & Nicolson, London.  
Lindsay, J., 2010. War upon the map: user innovation in American military software. 

Technol. Cult. 51 (3), 619–651. 
Lipsky, M., 1969. Towards a theory of Street-level Bureaucracy. In: The American 

Political Science Association. Discussion Paper Presented at the 1969 Annual 
Meeting of the American Political Science Association in New York, Sept. 2-6, 1969. 

Lupfer, T.T., 1981. The Dynamics of Doctrine: The Change in German Tactical Doctrine 
During the First World War. Leavenworth Papers, Fort Leavenworth.  

Lüthje, C., Herstatt, C., Von Hippel, E., 2005. User-innovators and ”local” information: 
the case of mountain biking. Res. Policy 34 (6), 951–1965. 

Marcus, R.D., 2015. Military innovation and tactical adaptation in the Israel–Hizballah 
conflict: the institutionalization of lesson-learning in the IDF. J. Strateg. Stud. 38 (4), 
500–528. 

Mars, G., 1982. Cheats at Work: An Anthropology of Workplace Crime. George Allen & 
Unwin, London, UK.  

McPherson, A., Breslin, B., Akinci, C., 2022. Organizational learning from hidden 
improvisation. Organ. Stud. 43 (6), 861–883. 

Monteiro, P., Adler, P.S., 2022. Bureaucracy for the 21st century: clarifying and 
expanding our view of bureaucratic organization. Acad. Manag. Ann. 16 (2), 
427–475. Preprint available ahead of print.  

Morrison, E.W., 2014. Employee voice and silence. Annu. Rev. Organ. Psych. Organ. 
Behav. 1, 173–197. 

Morrison, P.D., Robert, J.H., von Hippel, E., 2000. Determinants of user innovation and 
innovation sharing in a local market. Manag. Sci. 46 (12), 1513–1641. 

Nowacki, C., Monk, A., 2020. Ambidexterity in government: the influence of different 
types of legitimacy on innovation. Res. Policy 49 (1), 103840. ISSN 0048-7333.  

Nuvolari, A., 2004. Collective invention during the British Industrial Revolution: the case 
of the Cornish pumping engine. Camb. J. Econ. 28 (3), 347–363. 

Orr, J.E., 1996. Talking About Machines: An Ethnography of a Modern Job. Cornell 
University Press, New York.  

Reuss-Ianni, E., Ianni, F., 1983. Street Cops and Management Cops: Two Cultures of 
Policing. MIT Press. 

Salter, A., Alexy, O., 2016. The nature of innovation. In: Dodgson, M., Gann, D., 
Phillips, N. (Eds.), The Oxford Handbook of Innovation Management. Oxford 
University Press. 
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