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Security Analysis of Lightweight IoT Encryption Algorithms:
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bstract

his paper presents the differential cryptanalysis of two lightweight ciphers, namely, SIMON and

IMECK. The first cipher SIMON was presented by the U.S. National Security Agency in 2013 and

he second one SIMECK was presented by researchers from the University of Waterloo, Canada

n 2015. Both block ciphers belong to the lightweight encryption family that relies on the Feistel

tructure. The primary goal of making a differential attack is finding a high probability differential

haracteristic (path) for the cipher. However, finding a differential characteristic in a limited

mount of time is the most challenging and take several hours, which can possibly be reduced by

heuristic approach. This paper used nested tree search-based methods to find differential paths

nd presented a state of art results but in reduced time and simpler framework.

eywords: Differential Cryptanalysis, ARX ciphers, Lightweight Encryption, Nested Tree

earch, Heuristic Techniques, Block Ciphers, Internet of Things (IoT)

. Introduction

Lightweight ciphers are very popular nowadays due to the need for resource-constrained appli-

ations such as sensor networks, smart cards, IoT devices, RFID tags. In the past few years, many

ightweight encryption algorithms have been proposed. In 2013, the National Security Agency

NSA) of the United States proposed two novels Feistel based block ciphers: SPECK and SIMON

1]. These ciphers have better performance in both software and hardware platforms. After a few

ears in 2015, another similar lightweight cipher was proposed by Yang et al. [2] in CHES’2015.

he designers combined SPECK and SIMON’s properties and presented a more efficient and com-

act cipher in hardware. Both block ciphers use a very simple round function with operations

alled bitwise AND and rotation. SIMON mostly inspires the design of SIMECK; however, de-

igners chose a different set of rotation constants to construct the SIMECK round function. The

arallel architecture of both ciphers allows a very fast implementation on Multi-Core systems and

rocess one round of the message in one clock cycle, and one round of the key schedule at the same

lock cycle.

Differential cryptanalysis[3, 4] is one of the most powerful and important cryptanalytic tools

or symmetric-key primitives. Therefore security margin against differential cryptanalysis is the

Email addresses: add.digi@cbs.dk (Ashutosh Dhar Dwivedi), srivastavag@brandonu.ca (Gautam
rivastava)
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major challenge for designers. As for S-box based ciphers, several heuristics or automatic search

algorithms exist for differential cryptanalysis. The S-box size is typically 8 or 4-bit, and therefore,
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onstructing a difference distribution table (DDT) is easy for them. However, SIMON and SIMECK

ike ciphers do not use S-boxes. The only non-linear component in both ciphers is bitwise AND

peration. Such ciphers’ block size is generally between 32 to 128 bits, and constructing a DDT

able for such ciphers requires 22n bytes of memory for n-bit input. Therefore constructing a DDT

able even with the word size 32 bits is infeasible.

Kölnl et al. [5] presented differential cryptanalysis of SIMON and gave an explicit formula

o calculate differential probabilities. Based on this formula, they applied SAT solver to find the

ifferential path for SIMON. In the paper, they presented the results for SIMON32, SIMON48, and

IMON64. Such methods can easily be applied to SIMECK also due to a similar round function.

Although above algorithmic approaches are feasible and find provably optimal trails, they

till take several hours, which can possibly be reduced by a heuristic approach. Finding a good

ifferential path in these large-sized block ciphers (with relatively high probability) is the kind of

roblem, where huge state space is a common problem. Such types of problems are available in

ifferent areas where we need to take a certain decision from a large space of options. Such problems

re very common in artificial intelligence, and we are inspired by how it is solved in single-player

ames such as Morpion Solitaire, SameGame, and Sudoku. The heuristics Nested Monte-Carlo

earch [6] works very nicely for these games. However, applying these types of algorithms directly

o our problem is not feasible, and therefore we used our algorithm inspired by such methods in

rtificial intelligence. The proposed algorithm is suitable to find a differential path in SIMON-like

iphers.

. Our Contribution

This paper aims to provide an efficient heuristic algorithm to find differential paths in those

lock ciphers where constructing a difference distribution table (DDT) is infeasible. Finding differ-

ntial paths in these large states block cipher is time-consuming and requires a lot of calculations.

n most of the related works, e.g. [7], algorithms take several hours to experiment with smaller

lock sizes (32, 48, 64). However, with the same size of blocks, the Nested based heuristic provides

lmost similar (even better in few cases) and very quick results as shown in Table 1. In our previous

orks, we already analysed two similar ARX ciphers LEA[8] and SPECK[9, 10] and in this paper,

e mainly focussed on heuristic algorithm results on SIMON and SIMECK rather than focussing

n how to apply heuristic on ARX ciphers.

The approach makes our work more promising as it can provide state of the art results with an

fficient algorithm. The algorithm provides a differential path in a few minutes and does not require

ny high computational server or cluster, and therefore energy consumption in this algorithm is

uite low.

2
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Cipher Distinguisher rounds Probability Reference
SIMON32 13 2−30.2 [11]
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13 2−29.69 [7]
14 2−30.81 [5]
11 2−30.0 [12]
15 2−32.0 This paper

SIMON48 15 2−43.0 [11]
15 2−42.11 [7]
17 2−46.32 [5]
15 2−46.0 [12]
15 2−48.0 This paper

SIMON64 21 2−61.0 [11]
21 2−58.07 [7]
22 2−61.32 [5]
19 2−64.0 [12]
18 2−64.0 This paper

SIMON96 30 2−92.2 [11]
28 2−96.0 [12]
22 2−94.0 This paper

SIMON128 41 2−124.6 [11]
37 2−128.0 [12]
27 2−128 This paper

SIMECK32 13 2−32.0 [12]
13 2−27.28 [13]
13 2−32.0 This paper

SIMECK48 19 2−48.0 [12]
21 2−45.65 [13]
19 2−48.0 This paper

SIMECK64 25 2−64.0 [12]
26 2−60.02 [13]
25 2−64.0 This paper

Table 1: Summary of differential paths for SIMON and SIMECK

.1. Outline

The rest of the paper is organized as follows: In Section 3, a brief introduction to the SIMON

nd SIMECK cipher is presented. Section 4 describes differential cryptanalysis and how to calculate

OR differential probability of AND, that is used in SIMON and SIMECK ciphers. Section 5 gives

brief introduction of the heuristic tool used in this paper and explain it using a toy example.

ection 6 provides a formal description of the heuristic tool algorithm used to find the differential

ath in both ciphers. Section 7 shows the results of searching differential path obtained through the

euristic tool and also present the attack based on the given differential path. Section 8 presents

he closing remark in the form of a conclusion. Notations used in the paper are defined in Table 2.

. Description of SIMON and SIMECK

SIMON is a lightweight encryption scheme from the Feistel-based block ciphers’ family where

ach block is divided into two halves. The cipher provides high performance on software and

ardware and suitable for small IoT devices. SIMON cipher [1] was presented by the National

3
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Notation Description
n half of the block size
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∨ bitwise OR
p̄ bitwise NOT of p
&,�,∧ bitwise AND
wt(p) hamming weight of p
⊕ bitwise exclusive OR (XOR)
4p XOR difference of p and p′

p ≪ r left circular shift of p by r position
q ≫ r right circular shift of q by r position
Pr−1,L Left n-bit input words to the r-th round
Pr−1,R Right n-bit input words to the r-th round

Table 2: Notations used in the paper

ecurity Agency (NSA) of the US in 2013 and operates on a 2n-bit state, where n denotes the

ord size. SIMON has 5 variants (see Table 3) with size n = 16, 24, 32, 48 and 64 and therefore

ach variant supports the block size of 32, 48, 64, 96 and 128 bits. The key size composes of m · n
it words where m = 2, 3, 4. SIMON2n/mn has a block size 2n bits and a key size m ·n bits using

he parameters mentioned above.

Variant Block Size (2n) Word Size (n) key size mn Key Words (m) Rounds

SIMON32 32 16 64 4 32

SIMON48 48 24 72 3 36
96 4 36

SIMON64 64 32 96 3 42
128 4 44

SIMON96 96 48 96 2 52
144 3 54

SIMON128 128 64 128 2 68
192 3 69
256 4 72

Table 3: SIMON parameters

ound Function:

The SIMON round function is very simple and use three basic operations namely: bitwise AND

∧), bitwise XOR (⊕) and left circular shifts (≪). The round function (see Figure 1) is defined

s:

F (p) = ((p ≪ 1) ∧ (p ≪ 8))⊕ (p ≪ 2) (1)

et Pr−1,L and Pr−1,R denotes the left and right n-bit input words to the r-th round of SIMON.

he output of r-th round Pr,L and Pr,R is computed as:

Pr,L = F (Pr−1,L)⊕ Pr−1,R ⊕ kr (2)

Pr,R = (Pr−1,L) (3)

4
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Figure 1: SIMON round function

SIMECK is also a lightweight encryption scheme from the family of Feistel based block ciphers

nd presented by Yang et al. [2] in 2015. The cipher is mostly inspired by SIMON and SPECK

ipher and combines both cipher components to make a more efficient and compact algorithm

uitable for hardware. Instead of using five variants, SIMECK has only three variants (see Table

) namely: SIMECK32, SIMECK48 and SIMECK64.

Variant Block Size (2n) Word Size (n) key size mn Key Words (m) Rounds

SIMECK32 32 16 64 4 32

SIMECK48 48 24 96 4 36

SIMECK64 64 32 128 4 44

Table 4: SIMECK parameters

ound Function:

The SIMECK round function is also similar to SIMON and use three basic operations namely:

itwise AND (∧), bitwise XOR (⊕) and left circular shifts (≪). The round function (see Figure

) is defined as:

F (p) = ((p) ∧ (p ≪ 5))⊕ (p ≪ 1) (4)

et Pr−1,L and Pr−1,R denotes the left and right n-bit input words to the r-th round of SIMECK.

he output of r-th round Pr,L and Pr,R is computed as:

Pr,L = F (Pr−1,L)⊕ Pr−1,R ⊕ kr (5)

Pr,R = (Pr−1,L) (6)

5
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Figure 2: SIMECK round function

. Differential cryptanalysis

Biham and Shamir first introduced differential cryptanalysis [14] in the late 1980s for the

ryptanalysis of block cipher FEAL. Differential cryptanalysis is a famous cryptanalytic tool and

ecame more popular when used to analyze the full round of Data Encryption Standard (DES).

o analyze the cipher using differential cryptanalysis, we take a pair of plaintexts (P1, P2) and

tudy the propagation of their difference (4P = P1 ⊕ P2) throughout the cipher. The plaintexts

ifference (4P = P1 ⊕ P2) is propagated through various round of encryption to get output

iphertext difference (4C = C1 ⊕C2). The sequence of this propagation has a certain probability

f p. An ideal cipher follows the random distribution process of plaintexts and ciphertext pairs

ith probability 22n, where 2n is the state’s size. If the differential path’s probability is greater

han 22n, then such a path can be used to distinguish the block cipher from a random permutation.

ote that, the same key is used to encrypt both plaintext pair (P1, P2). During the propagation of

ifferences and due to the cipher’s internal structure, where keys are simple XORed to the state,

ey bits are canceled out. Therefore we do not consider the keys in the differential path.

.1. Calculating XOR differential probability of AND

SIMON and SIMECK both use bitwise AND as non-linear component. In each round, AND

peration takes two inputs and we need to find an output with high probability. To calculate the

ifferential probabilities we use following definitions [15]:

efinition 4.1. Consider p, p′, q, q′ ∈ {0, 1}, and f(p, q) = p ∧ q. Let a = p ⊕ p′, b = q ⊕ q′,

= f(p, q)⊕f(p′, q′). The XOR-differential probability of the logical AND (xdp∧) is the probability

ver all p, q ∈ {0, 1}n, such that

6



Journal Pre-proof

xdp∧(a, b→ c) = 2−2n|{(p, q) : f(p, q)⊕ f(p⊕ a, q ⊕ b) = c}| (7)
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efinition 4.2. Let hw(·) is the hamming-weight function and a, b, c be fixed n-bit XOR differ-

nces. Then,

xdp∧(a, b→ c) =





0 if c ∧ a ∨ b 6= 0n,

2−hw(a∨b) otherwise.

. Heuristic approach used to find differential path

To find a differential path in the cipher, we used a binary tree-like heuristic approach that

s based on random sampling. Such random sampling methods are used to formulate very hard

valuation functions in the deep neural network. In our problem of finding differential path, the

on-linear layer in each round can be considered as a decision point, where we have two input

ifferences (a and b), and we need to find an output difference (c) with a high probability (see

igure 3).

a

b

c ?&

Figure 3: Transition through bitwise AND

To understand the concept lets take a toy example of binary tree heuristic shown in Figure 4

. Consider the root of the tree as a starting point, and the leaf is the ending point. Each left

ove increases the cost by 1, and each right move increases the cost by 0. For example: to reach

rom root node to the leaf, the maximum cost is 3 with the path {A,B,C} and the minimum cost

s 0 with the path {A,C,G}. The problem aims to reduce the cost of the path by using a random

ampling method. We categorize the search into the following points:

• Consider two empty lists (see Figure 4 B) are taken initially before experiment: BestPath

and CurrentPath. The BestPath stores the best path list from the previous search and

CurrentPath stores the path currently under investigation (the First 3 places represent the

path, and the last one place represents total cost). The nodes under investigation are coloured

dark. For the first iteration, we make a random move and store it in the CurrentPath.

Initially, there was no previous search, and therefore CurrentPath will be the same as

BestPath.

7
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• In the next step, the algorithm moves one level down (see Figure 4 C) by following the

BestPath list and make a random move from node B. The current path score is better than
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the previous best path score and therefore BestPath is updated by CurrentPath.

• Algorithm follows the same step as before and goes one level down (see Figure 4 D) by

following BestPath list, and this time start a random move from E. The new score is not

better than the previous best path score, and therefore BestPath list remains unchanged.

Once the algorithm reaches the leaf node, it starts the next iteration again from the root

node with the saved best path score.

A

B

D E

C

F G

3 2 2 1 2 1 1 0

Current Path: { } 
Best Path:      { }  A

B

D E

C

F G

Current Path: {A, B, D, 2} 
Best Path:      {A, B, D, 2} 

3 2 2 1 2 1 1 0

A

B

D E

C

F G

3 2 2 1 2 1 1 0

Current Path: {A, B, E, 1} 
Best Path:      {A, B, E, 1} 

A B

C

A

B

D E

C

F G

2 2 1 2 1 1 0

Current Path: {A, B, E, 1} 
Best Path:      {A, B, E, 1} 

D

3

Figure 4: Heuristic based on nested tree search

In the real problem of finding a differential path in the cipher, the cipher’s non-linear component

an be treated as a node in the search tree. At this node (non-linear layer) a decision has to be

aken for the best probable output. The cost at each level is treated as probabilities calculated

rom Section 4.1. The number of tree levels will represent the number of cipher rounds for which

ifferential path is required.

. Formal description of Heuristic algorithm

In the proposed heuristic algorithm, we defined two functions that are mainly the algorithm’s

uilding blocks. The first one RandomPath(current round position) is the function (see Algo-

8
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rithms 1), that randomly find a differential path from the current position of round to the end of

the round. So, if there are i rounds in the cipher then the function will be called i− 1 times and
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nd differential path from round 1 to i, 2 to i, 3 to i .... i− 1 to i. Every time, the current round

osition will go one level down by following the previous best differential path. This is exactly

imilar to the search tree, where the algorithm moves one level down on the tree and search the

ath from the current level to the leaf. For clarity and easy understanding, we skip too many

echnical details of internal cipher operations.

lgorithm 1 Generate a random differential path

1: function randomPath(current round position)
2: while current round position 6= last round do
3:

4: Calculate hamming weight of non-linear layer with
5: two inputs and one random output
6:

7: Proceed to the next round
8: end while
9: return weight, path

10: end function

The second function Nested(current round position) is a recursive function (see Algorithms

). The function calls itself at each level of the cipher round until it reaches the last round. In

his function, we need one global variable list, called “best path” (best path) to store the best

ifferential path and another global variable “best weight” that stores corresponding hamming

eight (best weight). Initially, the best path list is empty and the best weight is initialized with

very big value (The goal is to reduce the hamming weight).

lgorithm 2 Nested recursive function

function Nested(current round position)
while current round position 6= last round do

weight, path = RandomPath(current round position)
if (weight < best weight) then

best weight = weight
best path = path

end if

update current round position
and go one level down by following best path

if current round position 6= last round then
Nested (current round position)

end if
end while

end function

The Nested function can be called any number of times (see Algorithms 3), for example, until

e don’t get a minimum weight that satisfies our criteria. This criterion could be the best weight

ess than the state size of the cipher. For example, for the state size of the 128-bit cipher, the

9
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weight should be less than the state size.
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lgorithm 3 Iterative calls to the Nested function

1: best weight = 999, current round position = 1, last round = cipher rounds
2: while j < iterations do
3: Nested (current round position)
4: j = j + 1
5: end while

. Results

The experiment is performed by using the algorithm given in Section 6. The goal is to produce

state of art differential paths efficiently and an easy framework that quickly produces the results.

nstead of using any cluster or high processing servers, a normal laptop, operating system Mac OS,

nd 2.3 GHz dual-core with RAM 8 GB has been used during the experiment. The experiment

oes not provide the same differential path every time due to its random sampling behaviour. All

he experiments run for 1 to 15 minutes, and detailed results are presented in Section 8. We noticed

hat the algorithm performs well for smaller state size, e.g. 32, 48, 64, for the larger state, e.g. 96

nd 128, search space becomes very large and therefore algorithm could not produce state-of-the-

rt results. One obvious question arises, what if the experiment is performed for a large amount of

ime, say several hours. In such a case, the heuristic tool is not efficient. However, to improve the

esults, a well-known fact has been used, that is, dividing the algorithm into two parts: forward

nd backward direction. We break the cipher rounds into two parts from the middle and applied

he heuristic tool. Breaking the cipher rounds into two parts improved the results of finding the

ifferential path for more number rounds. The best result summary is presented in Tables 5 and

.

Variant 2n/mn Probability p Trail

SIMON 32/64 2−32 15/32
SIMON 48/72 2−48 15/36
SIMON 48/96 2−48 15/36
SIMON 64/96 2−64 18/42
SIMON 64/128 2−64 18/44
SIMON 96/96 2−94 22/52
SIMON 96/144 2−94 22/54
SIMON 128/128 2−128 27/68
SIMON 128/192 2−128 27/69
SIMON 128/256 2−128 27/72

Table 5: Differential trails for SIMON

. Conclusion

This paper has presented a dedicated heuristic tool to find differential paths in SIMON and

IMECK ciphers. The tool’s goal is to find a differential path for a given cryptographic function

10
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Variant 2n/mn Probability p Trail

SIMECK 32/64 2−32 13/32
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SIMECK 48/96 2−48 19/36
SIMECK 64/128 2−64 25/44

Table 6: Differential trails for SIMECK

ith a limited amount of time. From the cryptanalyst’s perspective, the tool is efficient, flexible,

imple to use, and easy to extend to find differential paths in other target ciphers. The algorithm

erforms very well and provide a state of art results for smaller block sizes and can also be applied

o other ciphers. The promising and simple approach of the tool encourages the application of

uch algorithms for different target ciphers.
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ppendix

Differential trails for SIMON produced by Nested heuristic algorithm are shown in Table 7 and

. ∆L and ∆R are the left and right half of the input difference respectively. Probability can be

alculated using hamming weight (weight) and with the formula 2−weight. The algorithm runs

nly in one (forward) direction and values are presented in hexadecimal. We have mentioned the

iming to perform the experiment. However, due to the random sampling of heuristic tool, timing

s not the same for each experiment’s trial. We also run the experiment for larger amount of time

ut to improve one more round, it takes several hours especially for larger states. The algorithm

s broken into two parts to improve the number of rounds: Forward and Backward direction.
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Differential trails for SIMON by breaking the rounds into two parts are shown in Table 9 and 10.

Each iteration start with same input but in two directions. Similar experiments are performed for

t
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he SIMECK cipher and the results for differential trails are presented in Table 11 and 12. Code

f the algorithm is available at https://github.com/ashudhar7/SIMECK-and-SIMON-analysis.

SIMON32 SIMON48 SIMON64
Round ∆L ∆R weight ∆L ∆R weight ∆L ∆R weight

1 0000 4000 0 000000 800000 0 00000000 80000000 0
2 4000 0000 2 800000 000000 2 80000000 00000000 2
3 0001 4000 2 000002 800000 2 00000002 80000000 2
4 4004 0001 4 800008 000002 4 80000008 00000002 4
5 0010 4004 2 000020 800008 2 00000020 80000008 2
6 4044 0010 6 800088 000020 6 80000088 00000020 6
7 81c1 4044 4 000202 800088 4 00000202 80000088 4
8 c542 81c1 4 800880 000202 6 80000880 00000202 6
9 148a c542 4 00a000 800880 4 00002080 80000880 4
10 956a 148a 2 028880 00a000 8 80000a80 00002080 8
11 020200 028880 4 00000a82 80000a80 8
12 088080 020200 6 80002088 00000a82 8
13 00008120 80002088 4
14 80020408 00008120 4

Σrpr (1 min) 30 (2 min) 48 (2 min) 63

Table 7: Differential trails for SIMON32, SIMON48, SIMON64

SIMON96 SIMON128
Round ∆L ∆R weight ∆L ∆R weight

1 000000000000 800000000000 0 0000000000000000 8000000000000000 0
2 800000000000 000000000000 2 8000000000000000 0000000000000000 2
3 000000000002 800000000000 2 0000000000000002 8000000000000000 2
4 800000000008 000000000002 4 8000000000000008 0000000000000002 4
5 000000000020 800000000008 2 0000000000000020 8000000000000008 2
6 800000000088 000000000020 6 8000000000000088 0000000000000020 6
7 000000000202 800000000088 4 0000000000000202 8000000000000088 4
8 800000000880 000000000202 6 8000000000000880 0000000000000202 6
9 000000002080 800000000880 4 0000000000002000 8000000000000880 2
10 800000000a80 000000002080 8 8000000000008880 0000000000002000 8
11 000000000a82 800000000a80 8 0000000000020202 8000000000008880 6
12 800000003188 000000000a82 12 8000000000088088 0000000000020202 10
13 000000000ca0 800000003188 8 0000000000200020 8000000000088088 4
14 800000000308 000000000ca0 8 8000000000888008 0000000000200020 10
15 000000000082 800000000308 4 0000000002020002 8000000000888008 6
16 800000000000 000000000082 2 8000000008808000 0000000002020002 8
17 000000000000 800000000000 0 0000000020000000 8000000008808000 2
18 800000000000 000000000000 2 8000000088808000 0000000020000000 10
19 000000000002 800000000000 2 0000000202020002 8000000088808000 8
20 8000000880888008 0000000202020002 14
21 0000002000200020 8000000880888008 6

Σrpr (7 min) 89 (12 min) 127

Table 8: Differential trails for SIMON96, SIMON128

13



Journal Pre-proof
Jo
ur

na
l P

re
-p

ro
of

SIMON32 SIMON48 SIMON64
Round ∆L ∆R weight ∆L ∆R weight ∆L ∆R weight

9 80000880 00002000 2
8 ebf5 2850 2 00000202 80000880 6
7 8787 ebf5 2 800088 000202 4 80000088 00000202 4
6 f5eb 8787 4 000020 800088 6 00000020 80000088 6
5 5028 f5eb 2 800008 000020 2 80000008 00000020 2
4 b54a 5028 2 000002 800008 4 00000002 80000008 4
3 8502 b54a 2 800000 000002 2 80000000 00000002 2
2 a140 8502 2 000000 800000 2 00000000 80000000 2
1 0000 a140 2 800000 000000 0 80000000 00000000 0

Break
1 0000 a140 0 800000 000000 2 80000000 00000000 2
2 a140 0000 2 000002 800000 2 00000002 80000000 2
3 8502 a140 2 800008 000002 4 80000008 00000002 4
4 b54a 8502 2 000020 800008 2 00000020 80000008 2
5 5028 b54a 2 800088 000020 6 80000088 00000020 6
6 f5eb 5028 2 000202 800088 4 00000202 80000088 4
7 8787 f5eb 4 800880 000202 6 80000880 00000202 6
8 002000 800880 2 00002000 80000880 2
9 80008880 00002000 8

Σrpr (3 min) 32 (2 min) 48 (7 min) 64

Table 9: Differential trails for SIMON32, SIMON48, SIMON64

SIMON96 SIMON128
Round ∆L ∆R weight ∆L ∆R weight

13 8000000000088088 0000000000200020 4
12 0000000000020202 8000000000088088 10
11 800000008880 000000020202 6 8000000000008880 0000000000020202 6
10 000000002000 800000008880 8 0000000000002000 8000000000008880 8
9 800000000880 000000002000 2 8000000000000880 0000000000002000 2
8 000000000202 800000000880 6 0000000000000202 8000000000000880 6
7 800000000088 000000000202 4 8000000000000088 0000000000000202 4
6 000000000020 800000000088 6 0000000000000020 8000000000000088 6
5 800000000008 000000000020 2 8000000000000008 0000000000000020 2
4 000000000002 800000000008 4 0000000000000002 8000000000000008 4
3 800000000000 000000000002 2 8000000000000000 0000000000000002 2
2 000000000000 800000000000 2 0000000000000000 8000000000000000 2
1 800000000000 000000000000 0 8000000000000000 0000000000000000 0

Break
1 800000000000 000000000000 2 8000000000000000 0000000000000000 2
2 000000000002 800000000000 2 0000000000000002 8000000000000000 2
3 800000000008 000000000002 4 8000000000000008 0000000000000002 4
4 000000000020 800000000008 2 0000000000000020 8000000000000008 2
5 800000000088 000000000020 6 8000000000000088 0000000000000020 6
6 000000000202 800000000088 4 0000000000000202 8000000000000088 4
7 800000000880 000000000202 6 8000000000000880 0000000000000202 6
8 000000002000 800000000880 2 0000000000002000 8000000000000880 2
9 800000008880 000000002000 8 8000000000008880 0000000000002000 8
10 000000020302 800000008880 6 0000000000020202 8000000000008880 6
11 800000088488 000000020302 10 8000000000088088 0000000000020202 10
12 0000000000200020 8000000000088088 4
13 8000000000888008 0000000000200020 10
14 0000000002020002 8000000000888008 6

Σrpr (9 min) 89 (15 min) 127

Table 10: Differential trails for SIMON96, SIMON128
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SIMECK32 SIMECK48 SIMECK64
Round ∆L ∆R weight ∆L ∆R weight ∆L ∆R weight

1 0000 4000 0 000000 800000 0 00000000 80000000 0
2 4000 0000 2 800000 000000 2 80000000 00000000 2
3 8000 4000 2 000001 800000 2 00000001 80000000 2
4 4001 8000 4 800002 000001 4 80000002 00000001 4
5 0002 4001 2 000004 800002 2 00000004 80000002 2
6 4005 0002 6 80000a 000004 6 8000000a 00000004 6
7 8000 4005 2 800011 80000a 4 00000011 8000000a 4
8 4004 8000 4 800008 800011 4 80000008 00000011 4
9 0000 4004 0 000000 800008 0 00000000 80000008 0
10 4004 0000 4 800008 000000 4 80000008 00000000 4
11 8000 4004 2 000001 800008 2 00000011 80000008 4
12 80000a 000001 6 8000000a 00000011 6
13 000004 80000a 2 00000004 8000000a 2
14 800002 000004 4 80000002 00000004 4
15 000001 800002 2 00000001 80000002 2
16 800000 000001 2 80000000 00000001 2
17 00000000 80000000 0

Σrpr (2 min) 28 (2 min) 46 (4 min) 48

Table 11: Differential trails for SIMECK32, SIMECK48, SIMECK64

SIMECK32 SIMECK48 SIMECK64
Round ∆L ∆R weight ∆L ∆R weight ∆L ∆R weight

13 14000000 20000000 2
12 08000000 14000000 4
11 04000000 08000000 2
10 00000000 04000000 2
9 000000 040000 2 04000000 00000000 0
8 040000 000000 0 08000000 04000000 2
7 080000 040000 2 14000000 08000000 2
6 0400 0800 2 140000 080000 2 20000000 14000000 4
5 0000 0400 2 200000 140000 4 54000000 20000000 2
4 0400 0000 0 540000 200000 2 08000000 54000000 6
3 0800 0400 2 080000 540000 6 44000000 08000000 2
2 1400 0800 2 440000 080000 2 00000000 44000000 4
1 2000 1400 4 000000 440000 4 44000000 00000000 0

Break
1 2000 1400 2 000000 440000 0 44000000 00000000 4
2 5400 2000 6 440000 000000 4 08000000 44000000 2
3 0800 5400 2 080000 440000 2 54000000 08000000 6
4 4400 0800 4 540000 080000 6 20000000 54000000 2
5 0000 4400 0 200000 540000 2 14000000 20000000 4
6 4400 0000 4 140000 200000 4 08000000 14000000 2
7 0800 4400 2 080000 140000 2 04000000 08000000 2
8 040000 080000 2 00000000 04000000 0
9 000000 040000 0 04000000 00000000 2
10 040000 000000 2 08000000 04000000 2
11 14000000 08000000 4
12 20000000 14000000 2

Σrpr (5 min) 32 (2 min) 48 (8 min) 64

Table 12: Differential trails for SIMECK32, SIMECK48, SIMECK64
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