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A B S T R A C T

In recent years, decentralized applications such as Distributed Ledger Technologies and
blockchain have evolved as suitable applications for secure sharing of information in a decen-
tralized fashion using privacy preserving techniques like zero-knowledge protocols. However,
the biggest issue with the traditional zero-knowledge protocols on a blockchain ledger is their
slow performance on big data. This paper presents the advance zero-knowledge ledger by
replacing their range-proof technique with the most efficient range-proof technique based on
the improved inner product based zero-knowledge proofs. Moreover, this technique allows
the aggregation of multiple range-proofs into a single range-proof, which makes the current
zero-knowledge ledger system more efficient than the existing one.

. Introduction

The first notion of the Zero-Knowledge Proof (ZKP) technique was originally proposed by Goldwass et al. [1], as a cryptographic
echanism and a theorem-proving procedure using interactive proof systems that limit the amount of information that is required

or a sender to be able to prove knowledge about particular data. A ZKP allows the holder of data to reveal knowledge (e.g., an
ttribute) about the data by providing a suitable proof that the knowledge about the data is correct (e.g., the value of the attribute
s within a certain range), but without the need to reveal the data itself. The most important utility of ZKP concept is that a prover
an prove the correctness of an assertion or a fact to the verifier without leaking any extra information [2]. Even though the ZKP
echnique was initially developed with the application purpose to prove the correctness of the cryptographic protocols in a modular
ay, the ZKP technique received a lot of attention especially after the evolution of Decentralized Ledger Technologies (DLT) and
lockchain as a way of privacy-preserving technique to share knowledge in a secure way. The notations used throughout the paper
re given in the Table 1.

In order to illustrate the core concept of ZKP, we offer a simple analogy [3] that uses a thought experiment. Consider two
articipants: Alice and Bob. Let us assume that Alice (the verifier) is a colorblind person who cannot distinguish between red and
lue. Bob (the prover) would like to prove to Alice that the two balls that he is presenting to her, belong to two different colors.
ote that Alice cannot difference the colors, which is the same as Alice not seeing the colors (the data), but she is interested in
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Table 1
Notations used throughout the paper and their description.

Symbol Description

𝑝, 𝑞 Prime number
G Cyclic group of prime order
Z𝑝 Ring of integers modulo 𝑝
G𝑛 Vector space of dimension 𝑛 over G
Z𝑛
𝑝 Vector space of dimension 𝑛 over Z𝑝

Z∗
𝑝 Z𝑝 without 0

𝑔, ℎ, 𝑢 Generators of G
 ∶ Z2𝑛+1

𝑝 → G Hash function
𝛼 Blinding factor in the commitment
𝑥, 𝑦, 𝑧 ∈ Z∗

𝑝 Random challenge
#»𝑎 = (𝑎0 , 𝑎1 ,… , 𝑎𝑛) ∈ F𝑛 Vector with scalar elements 𝑎𝑖 ∈ F
#»𝐿𝑎 = (𝑎1 ,… 𝑎𝑘) Left slice of vector #»𝑎 for 0 ≤ 𝑘 ≤ 𝑛
#»𝑅𝑎 = (𝑎𝑘+1 ,… , 𝑎𝑛) Right slice of vector #»𝑎 for 0 ≤ 𝑘 ≤ 𝑛

#»𝑒 𝑛 = (1, 𝑒, 𝑒2 ,… , 𝑒𝑛−1) Vector containing the first 𝑛 powers of 𝑘 for 𝑘 ∈ Z∗
𝑝

#»𝑝 (𝑋) ∈ Z𝑛
𝑝[𝑋] Vector Polynomials with vector coefficients

𝐀 ∈ F𝑚×𝑛 Matrix with 𝑚 rows and 𝑛 column
𝑎𝑖,𝑗 Elements of matrix 𝐀
#»𝑎 ◦

#»𝑏 = (𝑎0𝑏0 , 𝑎1𝑏1 ,… 𝑎𝑛𝑏𝑛) Hadamard Product of vectors #»𝑎 and #»𝑏

𝑣 ∶= ⟨

#»𝑎 , #»𝑏 ⟩ =
𝑛
∑

𝑖=0
𝑎𝑖 ⋅ 𝑏𝑖 Inner product of vectors #»𝑎 and #»𝑏

⟨

#»𝑙 (𝑋), #»𝑟 (𝑋)⟩ =
𝑛
∑

𝑖=0

𝑖
∑

𝑗=0
⟨

#»𝑙𝑖 , #»𝑟𝑗 ⟩ ⋅𝑋𝑖+𝑗 Inner product of vector polynomials #»𝑙 (𝑋) and #»𝑟 (𝑋)

𝐶 ∶= #»𝑔 #»𝑎 =
𝑛
∏

𝑖=1
𝑔𝑎𝑖𝑖 Binding but not hiding commitment to vector #»𝑎

knowing if the colors are different from each other (the information). In this context, a ZKP mechanism by which Bob can prove to
Alice that both balls are of the same color, works as follows: Alice puts both balls behind her back, such that she can switch them
between her hands without Bob noticing. Then, she brings both balls forward and shows them to Bob, such that Bob knows which
hand holds the red ball and which hand holds the blue ball. Alice will at this stage hide the balls again behind her back, which gives
her the opportunity, but not the obligation, to switch them between hands. After changing (or not changing) the balls from hand,
Alice will show them to Bob again and ask him if she switched the balls between her hands. If both balls are of the same color, Bob
is forced to guess, whereas if both balls have different colors, Bob will always know what Alice did behind her back and, therefore
always rightfully guess. After performing the experiment for several times and observing the constant rightfulness of Bob’s answers,
Alice comes to the conclusion that the balls belong to two different colors. As a result of this experiment, Alice knows that both
balls are of different colors (i.e., the information), but has never seen the colors (i.e., the data) of the balls. Let us now assume that
Bob is dishonest and tries to convince Alice that both balls belong to different colors, whereas in reality, both balls are of the same
color (either red or blue). In doing so, Bob will have to randomly guess if Alice changed the balls behind her back. This gives Bob
a 50% probability of successfully guessing each time. If Alice performs these experiments several (𝑛) times, the probability of Bob
correctly guessing in each run will decrease exponentially (such that the success probability of correctly guessing all the consecutive
trials will be equal to 0.5𝑛). Hence, if Alice performs this experiment 10 times, then the probability of Bob guessing correctly in
ach run will be reduced to 0.510 = 0.00098. In this case, Bob will not be able to demonstrate that both balls are of the same color
since they are not). In this case, Alice has not seen the color of the balls (i.e., the data) but has gained information about them.
imilar to this analogy, ZKP is an extremely powerful technique that allows sharing essential knowledge about information without
ctually revealing the information itself, but at the same time providing proof that the knowledge about information is correct. This
echnique can be quite instrumental in privately sharing personal data-driven information (without the need for sharing data) at an
ndividual level and in a trustworthy manner.

The rest of the paper is as follows. In Section 1.1, we will introduce to basics of Zero-knowledge Ledger and then we will describe
elated research in the area of ZKP in Section 2. Preliminary concepts will be introduced in Section 3. Sections 4 and 5 described
he Range proof used in zkLedger and range proof using bulletproof where as our proposed range-proof technique is described in
ection 6 and finally we conclude in Section 7.

.1. Zero-knowledge ledger

Zero-knowledge ledger (zkLedger) is the first zero-knowledge proof [1] based distributed ledger system introduced by Narula
t al. [4] for the bank auditing purpose. zkLedger provides strong transaction privacy, public verifiability, complete, fast and
rovably correct auditing. The ledger has a table-like structure and consists of rows and columns. Each column in the table represents
participant of the system, and each row in the table represents a transaction among the participants. A transaction entry consists
f some payment amount for each and every participant whether the participant was involved or not in that transaction. If the
articipant was not involved in any particular transaction, then the row entry value in the table for that participant will be 0. Every
articipant keeps the commitment caches, which are rolling products of every participants’ column in the ledger. zkLedger has the
ollowing properties:
2
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1. zkLedger is built for non-trusted setup, meaning that the participants do not trust each other. So, in the zkLedger system,
participants can be either honest or dishonest or malicious.

2. It uses the Schnorr-type non-interactive zero-knowledge (NIZK) proofs which substantially reduces the cost of message
communication among the system participants.

3. It guarantees strong transaction privacy by hiding the transaction amount, sender and receiver information, transaction
graph, or linkages between transactions. Only the timestamp or time of transactions and the type of asset being transferred
are known publicly. To hide the secret value or information, zkLedger uses Pedersen commitments scheme which can be
homomorphically combined.

4. It guarantees completeness, meaning that no participant can hide the transactions from the verifier or auditor. This is possible
due to the row-column construction of the table. Moreover, participants use rolling caches to produce and verify answers to
the queries quickly.

5. It allows a wide variety of auditing queries such as sums, moving averages, ratios, standard deviations and variances. To
compute measurements beyond sums like variance, skew, and outliers, it uses an interactive map or reduces paradigm over
the ledger with NIZK proofs.

6. zkLedger based system is fast. For a ledger with 100,000 transactions, it produces provably correct answers to the verifier or
auditor queries in less than 10 milliseconds. However, its efficiency can further be improved.

7. Since zero-knowledge proofs in zkLedger is defined on an elliptic curve over a prime field which is a cyclic group of prime
order and uses modular arithmetic. It is required from the prover side to provide a range-proof that all the commitment
values are in this cyclic group.

Range-proof is a zero-knowledge proof in which a prover proves to a verifier that a number say 𝑣 lies in a certain range or interval
ay (𝐴,𝐵) without revealing the number itself. So 𝑣 is hidden from the verifier, called a secret value while the range (𝐴,𝐵) is known
o both prover and verifier. Consider a simple example of a bank loan. To apply for a bank loan, an applicant need to show that
is salary satisfies the minimum criteria meaning that is above or at least equal to the minimum salary band. With zero-knowledge
ange-proof, an applicant can prove to the bank that his salary is good enough to apply for a bank loan while keeping his salary
ecret. Apart from improving the zkLedger performance, our proposed zero knowledge range proof is efficient and has wide variety
f application. Some of them are listed below.

– Membership proof of a club or group.
– Banking to prove that the customer belongs to a certain range group and has a salary in a certain range group which helps in

approving the loan.
– Healthcare to prove the patient’s reading is in certain range.
– Supply chain to prove that the temperature based medicines or products are in a certain range throughout the supply chain

process.
– Know Your Customer (KYC) to validate that a specific piece of private information belongs to a certain range.
– Electronic voting.
– Electronic auction.

. Related work

First of all, Wu et al. [5] provided a detailed survey on how zero-knowledge proofs gradually improved in the last 20 years.
uthors studied the basic principles, application and efficiency improvement of the non-interactive zero-knowledge proof system.
hey summarize the research progress achieved by the non-interactive zero-knowledge proof system on the following aspects:
non-interactive zero-knowledge proof system of NP problems, the definition and related models of the non-interactive zero-

nowledge proof system, non-interactive statistical and perfect zero-knowledge, the connection between interactive zero-knowledge
roof system, non-interactive zero-knowledge proof system.

One of the first research works that adopted ZKP technique in DLT and blockchain is Zerocoin. Miers et al. [6] proposed
ryptographic extension to Bitcoin named Zerocoin. The protocol used in Zerocoin allows for fully anonymous currency transactions
ithout requiring a trusted setup. Further, they explained Zerocoin’s cryptographic construction, its integration into Bitcoin, and
xamine its performance both in terms of computation and impact on the Bitcoin protocol. Some of the recent work on privacy issue
an be found in Iwendi et al. [7] and Patel et al. [8] and others [9–11]. Furthermore, Boudot et al. [12] provided the efficient (less
han 20 exponentiation to perform and less than 2 Kilobytes to transmit) and exactly zero knowledge range-proofs to show that a
ommitted number belongs to an interval without revealing the number itself. Their proofs has potential application in different
reas such as electronic cash, group signatures, publicly verifiable secret encryption, etc.

Similarly, Camenisch et al. [13] proposed two different way of building set-membership zero-knowledge proofs. The first
embership proof is based on bilinear group assumptions while, the second is based on a strong RSA assumption. Depending on the

pplication, for example, when membership set is a published set of values such as frequent flyer clubs, cities, etc., these alternative
roofs provides privacy-preserving solutions.

In terms of range-proof techniques, Peng et al. [14] also proposed a range-proof technique that needs a constant cost and is more
fficient than the Boudot et al. [12] range-proof schemes. Therefore their technique improves the efficiency of range-proof without
urther compromising security. Koens et al. [15] proposed a more efficient zero-knowledge range-proof and compared it with the
3
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Fig. 1. Zero knowledge for distributed systems.

current zero-knowledge range-proof used in Ethereum. Surprisingly, their zero-knowledge range-proof is 10 times more efficient
than the current zero-knowledge range-proof used in Ethereum. They modified the work of Peng [14], by making it non-interactive.
Some of the recent works on Blockchain can found at [16].

Based on the Fiat–Shamir heuristic transformation [17], Yuen et al. [18] proposed the efficient (reduced proof with only constant
size) non-interactive range-proof. Chaabouni et al. [19] showed that the range-proof proposed by Yuen et al. [18] is insecure.
Moreover, they build a secure non-interactive range-proof. Their proofs required either very short communication or very efficient
prover’s computation. Bünz–Bootle et al. [20] proposed a new non-interactive zero-knowledge proof protocol named Bulletproofs,
with very short proofs. Moreover, the proofs do not require a trusted setup. Their zero-knowledge proofs are based on improved
inner product space. The efficiency of Bulletproofs is very well suited for the distributed and trustless nature of blockchains. Thus
it has applications in the area of cryptocurrencies such as confidential transaction [21], non-interactive zero-knowledge proofs for
Smart Contracts like Zether [20] etc. Finally, Morais et al. [2] provided an extensive survey on the range-proofs by explaining and
comparing the three different schemes given by: Boudot et al. [12], Camenisch et al. [13] and Bünz–Bootle et al. [20]. Some of the
recent works on Blockchain and privacy preserving techniques can be found at [22–24].

2.1. Our contribution

Range-proof in zkLedger is used to verify that the certain asset value lies in a predefined range, moreover, it helps to prevent the
system from cheating user to create a new asset into the system which is non-detectable by the system users. However, the current
zkLedger suffers from the slower transaction creation and validation process because of the range-proof scheme chosen from the
confidential asset paper by Poelstra et al. [21] that uses the Borromean ring signature technique. These range-proofs are 10 times
larger than the size of other zero-knowledge proof used and are computationally expensive which are the major drawback of the
system, For example, it takes 5 times more than the other zero-knowledge proofs to prove and validate. So, it is important to address
this issue in order to make the system efficient. To address this important issue, we use the range-proof technique as described in
Bulletproofs paper by Bünz et al. which drastically reduce the proving and verification size. Moreover, this range-proof technique
allows to aggregate multiple-proof into a single range-proof which has a significant advantage and can further improve the system
performance. For example, to prove that a number is in range (0, 210) and if there are 20 such range-proofs then the zkLedger takes
(0.63 ⋅𝑚 ⋅ 𝑛) = 126 elements from cyclic group G which is an elliptic curve over prime field and (1.26 ⋅𝑚 ⋅ 𝑛+ 1) = 153 elements from
the group of prime integer Z𝑝. While, Bulletproof only take 2(log2 𝑚 + log2 𝑛) + 4 = 19.2876 elements from group G and 5 elements
from the group Z𝑝. Bulletproofs techniques itself inspired by the work of Bootle et al. [25].

3. Preliminaries

The most challenging issue with financial systems is to share information about data and transactions while keeping sensitive
information confidential and secure. Nowadays, blockchain is used as a decentralized and distributed system where information such
as transaction details etc. are stored in public distributed ledger transparently, at the same time with suitable privacy mechanisms
build into it using asymmetric cryptography and other cryptographic mechanisms. Similarly, IoT devices are much popular nowadays
that are connected with blockchain and produce a lot of data. These devices are resource-constrained and are mainly used in smart
applications such as smart home, smart city etc. Privacy is a major issue with IoT and blockchain ledger where Zero-Knowledge
can play an important role (see Figs. 1 and 2). For example, Zero-knowledge allows any prover to prove that he/she is the owner
of any data, and he/she can access that data without revealing his/her identity. This is similar to prove that Alice (Prover) is the
account holder of a bank account without revealing her name to Bob (Verifier). The zero-knowledge protocol has three main phases
namely: commitment, challenge and verify:
4



Computers and Electrical Engineering 103 (2022) 108290R. Singh et al.
Fig. 2. Zero-knowledge based ledger.

1 Commitment: During the commitment phase, prover commits the secret to the verifier, and it is just an encrypted value that
ensures verifier that later prover cannot change the secret value. Therefore, Alice (Prover) generate the commitment and
send it to Bob (verifier).

2 Challenge: When once Bob receives the commitment, he sends a query to Alice, and this query is generally in the form of
checkpoint called a challenge. For example, if Alice declares that she knows the solution of a Sudoku puzzle, then in such
case, Bob can ask for the sum of the first row.

3 Verify: The last face is verification where Bob verifies the solution sent by Alice. By verifying the solution, Bob can now
make an assurance that Alice is not cheating.

A probabilistic polynomial-time (PPT) adversary  is a probabilistic interactive Turing Machine that runs in polynomial time
in the security parameter 𝜆. Throughout the paper,

$
←←←←←←← symbol represents that the element is chosen uniformly at random from

either the group or space. Now we define the discrete log assumption which is required to ensure the provable security in our zero
knowledge range proof. Next we define the commitment scheme that is used by the prover to convince the verifier. This is one of
the important tool to write any zero knowledge protocol.

Definition 1 (Discrete Log Assumption).
Let (G, ⋅) be an abelian group and 𝑔, ℎ be generator of the group. Given 𝑔, ℎ ∈ G, Discrete Logarithm Problem (DLP) is defined

by Eq. (1)

Find 𝑥 ∈ {0, 1,… , 𝑞 − 1}, so that ℎ = 𝑔𝑥 (1)

Note that if G is a cyclic group of prime order 𝑞 with generator 𝑔, solving DLP (1) is computationally hard or considered as infeasible.
Moreover, the order 𝑞 of the group used is implicitly dependent on the security parameter 𝜆, which guarantees that the DLP in these
groups is intractable for PPT adversaries . So we will leave the 𝜆 notation when it is implicit.

The commitment scheme defined in Definition 3 has some properties as specified below.

Definition 2 (Binding Commitment Scheme).
Consider public parameter 𝑝𝑝 ∈  , message 𝑚,𝑚′ ∈  and randomness 𝑟, 𝑟′ ∈ . A commitment scheme is binding if for all

PPT adversaries , the probability of  generating Commit(𝑝𝑝, 𝑚′, 𝑟′) with 𝑚 ≠ 𝑚′ such that Commit(𝑝𝑝, 𝑚′, 𝑟′) = Commit(𝑝𝑝, 𝑚, 𝑟) is
negligible. Commitment scheme is perfectly binding if this probability is 0.

Definition 3 (Commitment Scheme).
5

A commitment scheme consists of two probabilistic polynomial-time algorithms (as shown in algorithm 1): Setup and Commit.
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Algorithm 1:

1. Setup ∶ ⋅ → 
INPUT: Security parameter 𝜆;
COMPUTE: 𝑝𝑝 = Setup(1𝜆)
OUTPUT: Public parameter 𝑝𝑝 in parameter space 

2. Commit ∶  × × → 
INPUT: A message 𝑚 from message space  i.e., 𝑚

$
←←←←←←← ,

A random number 𝑟 draws uniformly from randomness space  i.e., 𝑟
$
←←←←←←← ,

COMPUTE: 𝑐 = Commit(𝑝𝑝, 𝑚, 𝑟)
OUTPUT: Committed value 𝑐 in a commitment space ;

Definition 4 ( Hiding Commitment Scheme).
Consider public parameter 𝑝𝑝 ∈  , message 𝑚,𝑚′ ∈  with 𝑚 ≠ 𝑚′ and randomness 𝑟 ∈ . A commitment scheme is

hiding if the probability distributions 𝐷 = {𝑐 ∶ 𝑐 = Commit(𝑝𝑝, 𝑚, 𝑟)} and 𝐷′ = {𝑐 ∶ 𝑐 = Commit(𝑝𝑝, 𝑚′, 𝑟)} are computationally
ndistinguishable. Commitment scheme is perfectly hiding if both distributions are equal.

efinition 5 (Homomorphic Commitment). Consider public parameter 𝑝𝑝 ∈  , message 𝑚,𝑚′ ∈  with 𝑚 ≠ 𝑚′, randomness
, 𝑟′ ∈  and two distinct commitments 𝑐 = Commit(𝑝𝑝, 𝑚, 𝑟) and 𝑐′ = Commit(𝑝𝑝, 𝑚′, 𝑟′). A commitment 𝑐 is called homomorphic
f 𝑐 = 𝑐 + 𝑐′ i.e., Commit(𝑝𝑝, 𝑚 + 𝑚′, 𝑟 + 𝑟′) equals to Commit(𝑝𝑝, 𝑚, 𝑟) + Commit(𝑝𝑝, 𝑚′, 𝑟′). Now, we define an specific commitment
cheme that is based on discrete log assumption.

efinition 6 (Pedersen Commitment).
The Pedersen Commitment scheme consists of two probabilistic polynomial-time algorithms: Setup and Commit as shown in

lgorithm 2.

Algorithm 2:

1. Setup ∶
Take  =  = Z𝑞 for 𝑞 to be prime number.
Take  to be an isomorphic elliptic curve group.
Choose two generators 𝑔, ℎ

$
←←←←←←← Z𝑞 such that no one knows log𝑔 ℎ

2. Commit ∶  × Z𝑞 × Z𝑞 → 

INPUT: 𝑚
$
←←←←←←← Z𝑞 and 𝑟

$
←←←←←←← Z𝑞

COMPUTE: Commit(𝑝𝑝, 𝑚, 𝑟) = 𝑔𝑚ℎ𝑟

OUTPUT: 𝑐 = Commit(𝑝𝑝, 𝑚, 𝑟)

We use the Pedersen commitment scheme defined in Definition 6 throughout the paper to develop the zero knowledge range
roof. Our proposed version of zero knowledge proof uses the vector spaces, therefore we now define the Pedersen commitment
cheme for the vectors which we call it as Pedersen vector commitment.

efinition 7 (Pedersen Vector Commitment).
Similar to the original Pedersen Commitment (Definition 6), our proposed Pedersen vector commitment scheme also contains

wo probabilistic polynomial-time algorithms: Setup and Commit as shown in algorithm 3.

Pedersen commitment and Pedersen vector commitment, both schemes are computationally binding and perfectly hiding.
owever, if we put 𝑟 = 0 then both commitment scheme is binding but not hiding. Next we define the range proof for the
omomorphic commitment scheme.

efinition 8 (Range-proof ).
Consider a homomorphic commitment scheme with lower bound 𝐿 and upper bound 𝑈 that is 0 ≤ 𝐿 ≤ 𝑈 ≤ 𝑞. Range-proof of
6

he interval or range I = [𝐿,𝑈 ] consists of two algorithms as shown in algorithm 4.
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Algorithm 3:

1. Setup ∶
Take  = Z𝑛

𝑞 and  = Z𝑞 for 𝑞 to be prime number.
Take  to be an isomorphic elliptic curve group.

Choose 𝑔 = (𝑔1,… , 𝑔𝑛)
$
←←←←←←← Z𝑛

𝑞 and ℎ
$
←←←←←←← Z𝑞 such that no one knows log𝑔 ℎ

2. Commit ∶  × Z𝑛
𝑞 × Z𝑞 → 

INPUT: �⃗� = (𝑚1,… , 𝑚𝑛)
$
←←←←←←← Z𝑛

𝑞 and 𝑟
$
←←←←←←← Z𝑞

COMPUTE: Commit(𝑝𝑝, �⃗�, 𝑟) = 𝑔�⃗�ℎ𝑟

OUTPUT: 𝑐 = Commit(𝑝𝑝, �⃗�, 𝑟)

Algorithm 4:

1. ProveI ∶  × →  × × 
INPUT: 𝑚 ←←← 
GENERATE: Commitment 𝑐 to value 𝑚.
OUTPUT: 𝑐 ∈  with opening information,
An associated range-proof 𝜋 from space of possible range-proofs .

2. VerifyI ∶  ×  ×  → {𝑡𝑟𝑢𝑒, 𝑓𝑎𝑙𝑠𝑒}
INPUT: 𝑐 ←←←  and 𝜋 ←←← 
OUTPUT: Accept if true and Reject if false.

Algorithm 5: zkLedger: Prover Algorithm
INPUT: secret integer 𝑣.

UTPUT: Range proof 𝑅 =
[

𝑐0, (Com0, 𝑠0),… , (Com𝑛−1, 𝑠𝑛−1)
]

. Publish the range proof 𝑅.

Rewrite 𝑣 into base 2 form as 𝑣 =
𝑛−1
∑

𝑖=0
2𝑖 ⋅ 𝑏𝑖 for 𝑖 = 0, 1,… , 𝑛 − 1 do

if 𝑏𝑖 = 0 then
For Z𝑝 be a prime field and 𝑔 be a generator of a cyclic group
Choose a random integer 𝑟𝑖 ∈ Z𝑝, Compute the commitment 𝑃𝑖 = 𝑔𝑟𝑖 ,
end

if 𝑏𝑖 = 1 then
Choose random integer 𝛿𝑖 ∈ Z𝑝 and 𝑟𝑖 ∈ Z𝑝

Compute the commitment Com𝑖 = ℎ2𝑖⋅𝑏𝑖 + 𝑔𝛿𝑖 . Compute the challenge 𝑐𝑖 = Hash(𝑔𝑟𝑖 ).
Compute 𝑃𝑖 = (Com𝑖)𝑐𝑖 .
end

end
Calculate the initial challenge 𝑐0 by simply concatenating the all 𝑃𝑖 and then taking hash: 𝑐0 = Hash(𝑃0 ‖ 𝑃1 ‖… ‖ 𝑃𝑛−1).
for 𝑖 = 0, 1,… , 𝑛 − 1 do

if 𝑏𝑖 = 0 then
Choose a random integer 𝑟′𝑖 ∈ Z𝑝,
Calculate the challenge 𝑐′𝑖 = Hash

(

𝑟′𝑖 + 2𝑖 ⋅ 𝑐0𝐻
)

Rewrite the commitment as Com𝑖 =
𝑃𝑖
𝑐′𝑖

≡ 𝑟𝑖𝐺
𝑐′𝑖

Calculate a random point on a line along the secret bit as 𝑠𝑖 = 𝑟′𝑖 +
𝑟𝑖𝑐0
𝑐′𝑖

end
if 𝑏𝑖 = 1 then

Choose random integer 𝑠𝑖 ∈ Z𝑝,
Compute a random point on a line along the secret bit as 𝑠𝑖 = 𝑟𝑖 + 𝛿𝑖𝑐0.
end

end

Calculate the sum of all the commitments as Com =
𝑛−1
∑

𝑖=0
Com𝑖 and denote by Cm.
7
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4. Range-Proof used in zkLedger

The range-proof consists of two algorithms, Prove and Verify as further explained in the following paragraphs. The Prover has
a secret number 𝑣 and a random integer 𝛿 as his input. He wants to prove that 𝑣 lies in the interval (0, 264) without revealing
the actual value of 𝑣. For brevity of notation, we denote the bit form of 𝑣 as 𝑏𝑖. For example, if 𝑣 = 7, then its bit form is 0111.
So, the prover will follow the algorithm 5 as explained below to generate a range proof for his secret number 𝑣. The zkLedger
uses the non-interactive range-proof technique used in Confidential Asset paper by Poelstra et al. [21]. The authors used the bit
decomposition method and the Borromean ring signature-based OR proofs. Moreover, this range-proof can be used to prove that a
secret number 𝑣 lies in between a range (0, 𝑘𝑛) without revealing the 𝑣. Here 𝑘 represents the base in which we want to write the
number 𝑣, while 𝑛 represents the length of base 𝑘. Although, the proof is given for any base, we only need the base 𝑘 = 2 and length
𝑛 = 64 in zkLedger.

After generating the range proof 𝑅, the sender will send it to the verifier. Since the verifier has the range proof 𝑅, he knows 𝑐0,
and a series of commitments with their random points on a line along the secret bit (Com𝑖, 𝑠𝑖) for all 𝑖 such that 𝑖 = 0, 1,… 𝑛 − 1.
To verify this range proof, the verifier needs to follow steps defined in the algorithm 6 as explained below.
Algorithm 6: zkLedger: Verifier Algorithm
for 𝑖 = 0, 1,… , 𝑛 − 1 do

Check if the challenge is calculated correctly by computing 𝑐′𝑖 = Hash
(

𝑠𝑖𝐺 − 𝑐0Com𝑖 − 𝑐0𝐻2𝑖
)

Check if the 𝑃𝑖 is calculated correctly by computing 𝑃𝑖 = Com𝑖 ⋅ 𝑐′𝑖
end

Recomputes the initial value of the challenge as 𝑐0 = Hash(𝑃0 ‖ 𝑃1 ‖… ‖ 𝑃𝑛−1).

Recomputes the sum of all the commitments as Com =
𝑛−1
∑

𝑖=0
Com𝑖.

f 𝑐0 = 𝑐0 and Com = Com then
accept the proof

else
otherwise reject.
end

Algorithm 7: Improved Inner Product: Prover Algorithm
if 𝑛 = 1 then

Compute the commitment value as 𝑃 ∶= Com
(

( #»𝑎 , #»𝑏 ), 0
)

= #»𝑔 #»𝑎 ⋅
#»ℎ

#»𝑏 ⋅ 𝑢𝑐 .
Publish the vectors #»𝑎 , #»𝑏 and commitment value Com to the verifier.
end

if 𝑛 > 1 then
while 𝑛 > 1 do

Halves the length of each vector as: 𝑛′ = 𝑛
2

Define a Hash function  as ( # »𝐿𝑎, # »𝑅𝑎, # »𝐿𝑏, # »𝑅𝑏, 𝑐) = # »𝐿𝑔
#»𝐿𝑎 ⋅

#  »𝑅𝑔
#»𝑅𝑎 ⋅

#  »𝐿ℎ
#»𝐿𝑏 ⋅

#  »𝑅ℎ
#»𝑅𝑏 ⋅ 𝑢𝑐 .

Using the function from Eq. ??, calculate the values of 𝐿, 𝑅 ∈ G as
𝐿 = 

(

#»0
𝑛
2 , # »𝐿𝑎, # »𝑅𝑏,

#»0
𝑛
2 , ⟨ # »𝐿𝑎, # »𝑅𝑏⟩

)

𝑅 = 
(

# »𝑅𝑎,
#»0

𝑛
2 ,

#»0
𝑛
2 , # »𝐿𝑏, ⟨ # »𝑅𝑎, # »𝐿𝑏⟩

)

Given a random challenge 𝑟 ∈ Z𝑝, compute new vectors #»𝑎 ′, #»𝑏 ′, #»𝑔 ′ and #»ℎ ′ as:
#»𝑎 ′ = 𝑟 ⋅ # »𝐿𝑎 +

#»𝑅𝑎
𝑟

#»𝑏 ′ =
#»𝐿𝑏
𝑟 + 𝑟 ⋅ # »𝑅𝑏

#»𝑔 ′ = ( # »𝐿𝑔)𝑟−1◦( #  »𝑅𝑔)𝑟
#»ℎ ′ = ( #  »𝐿ℎ)𝑟◦( #  »𝑅ℎ)𝑟−1

Compute the new commitment value as 𝑃 ′ = (𝐿)𝑟2 ⋅ Com ⋅ (𝑅)𝑟−2 .
Publish 𝐿, 𝑅, #»𝑎 ′, #»𝑏 ′, #»𝑔 ′, #»ℎ ′ and P′, so the verifier will know all these values.
end

end

5. Range-proof from bulletproofs

In this subsection, we define the zero knowledge range proof that is based on the concept of inner product space of linear algebra.
ote that, the Improved inner product proofs requires an additional step by proving an equivalent statement to the original inner
roduct proofs. Although, proving the equivalent statement is equally complex to solve or prove, but it is relatively shorter in size.

efinition 9 (Improved Inner Product Proofs).
8
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Prover convince the verifier that he knows two vectors #»𝑎 , #»𝑏 such that

Com = #»𝑔
#»𝑎 ⋅

#»ℎ
#»𝑏 and 𝑣 = ⟨

#»𝑎 , #»𝑏 ⟩ (2)

or vector #»𝑔 , #»ℎ ∈ G𝑛, commitment Com ∈ G, inner product value 𝑣 ∈ Z𝑝, and vectors #»𝑎 , #»𝑏 ∈ Z𝑛
𝑝. Note that the commitment Com is

linding but not hiding vector commitment to vector #»𝑎 , #»𝑏 . An equivalent statement to (2), a prover can also prove that he knows
wo vectors #»𝑎 , #»𝑏 such that

Com = #»𝑔
#»𝑎 ⋅

#»ℎ
#»𝑏 ⋅ 𝑢𝑣 for 𝑣 = ⟨

#»𝑎 , #»𝑏 ⟩ (3)

To prove the statement in (3), the prover follows the steps defined in Algorithm 7. In order to verify the statement in (3), the
erifier follows the steps shown in Algorithm 8. To develop an efficient range proof, we need a zero knowledge proof that is shorter
n size. To do so, we use the zero knowledge proofs based on the vector polynomials. In order to achieve that, we first define the
ommitment to vector polynomials.
Algorithm 8: Improved Inner Product: Verifier Algorithm
if 𝑛 = 1 then

Check if the inner product value is correct by computing 𝑐 = #»𝑎 ⋅
#»𝑏 .

Check if the commitment value is correct by recomputing 𝑃 = #»𝑔 #»𝑎 ⋅
#»ℎ

#»𝑏 ⋅ 𝑢𝑐 .
if 𝑃 = 𝑃 then

Accept the proof
else

Reject the proof
end

end
if 𝑛 > 1 then

while 𝑛 > 1 do
Check if the new commitment value is correct by recomputing 𝑃 ′ = (𝐿)𝑟2 ⋅ 𝑃 ⋅ (𝑅)𝑟−2 .
Compute the new hash value by using new #»𝑔 ′, #»ℎ ′ as ′ = 

(

#»𝑎 ′

𝑟 , 𝑟 #»𝑎 ′, 𝑟 #»𝑏 ′,
#»𝑏 ′

𝑟 , ⟨ #»𝑎 ′, #»𝑏 ′
⟩

)

.

if 𝑃 ′ = 𝑃 ′ = ′ then
Accept the proof

else
Reject the proof
end

end
end

Algorithm 9: New Range proof: Verifier Algorithm
Check if 𝑥 = Hash

(

Com(𝑡1, 𝛿),Com(𝑡2, 𝜌)
)

holds
Check if 𝑦 = Hash

(

Com( # »𝐿𝑣, #  »𝑅𝑣, 𝛽),Com( # »𝐿𝑠, # »𝑅𝑠, 𝛾)
)

holds
Check if 𝑧 = Hash

(

Com( # »𝐿𝑣, #  »𝑅𝑣, 𝛽),Com( # »𝐿𝑠, # »𝑅𝑠, 𝛾), 𝑦
)

holds
Compute the new generator vector #»ℎ ′ by computing its component values as: ℎ′𝑖 = ℎ𝑦

1−𝑖

𝑖 , for 𝑖 = 1, 2,… , 𝑛.
For 𝑓 (𝑦, 𝑧) = (𝑧 − 𝑧2) ⋅ ⟨ #»1 𝑛, #»𝑦 𝑛

⟩ − 𝑧3 ⋅ ⟨
#»1 𝑛,

#»2 𝑛
⟩ and 𝑡0 = 𝑓 (𝑦, 𝑧) + 𝑧2 ⋅ 𝑣

heck if 𝑡(𝑥) = 𝑡0 + 𝑡1𝑥 + 𝑡2𝑥2 holds by checking that the following holds:
𝑡(𝑥) ⋅ ℎ𝜏? = COM𝑧2 (𝑣, 𝛼) ⋅ 𝑔𝑓 (𝑦,𝑧) ⋅ COM𝑥(𝑡1, 𝛿) ⋅ COM𝑥2 (𝑡2, 𝜌)

Check the commitments to #»𝑙 (𝑋) and #»𝑟 (𝑋) by recomputing them as
Comnew = COM(𝑣, 𝛼) ⋅ COM𝑥( # »𝐿𝑣, #  »𝑅𝑣, 𝛽) ⋅ #»𝑔 −𝑧 ⋅

#»ℎ ′𝑧⋅
#»𝑦 𝑛+𝑧2⋅ #»2 𝑛

.
Check if Comnew = ℎ𝜇 ⋅ #»𝑔

#»𝑙 (𝑥) ⋅
#»ℎ ′

#»𝑟 (𝑥) holds.
Check if the inner product is calculated correctly by checking:
𝑡(𝑋) = ⟨

#»𝑙 (𝑋), #»𝑟 (𝑋)⟩.
If all the above equality holds then accept the proof, otherwise reject.

Definition 10 (Commitment to Polynomials).
Note that a polynomial 𝑝(𝑋) = 𝑝0 + 𝑝1𝑋 + 𝑝2𝑋2 +⋯+ 𝑝𝑘𝑋𝑘 can also be represented as a column vector of their coefficients 𝑝𝑖 in

vector space,

𝑝(𝑋) ∶=
𝑘
∑

𝑖=0
𝑝𝑖 ⋅𝑋

𝑖 =

⎡

⎢

⎢

⎢

⎢

⎣

𝑝0
𝑝1
⋮
𝑝𝑘

⎤

⎥

⎥

⎥

⎥

⎦

⋅
[

1 𝑋1 … 𝑋𝑘] (4)

In commitment to vector polynomials scheme, prover commit to a polynomial 𝑝(𝑋) by committing to each of its non-zero coefficients
𝑝 for 𝑖 = 0, 1,… , 𝑘. For this, he uses the Pedersen commitment scheme which has the homomorphic property. In the range-proof
9

𝑖
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scheme, we have a quadratic polynomial so, 𝑝(𝑋) = 𝑝0+𝑝1 ⋅𝑋+𝑝2 ⋅𝑋2. Prover chooses 𝛿, 𝜌 uniformly at random from Z𝑝 to calculate
he commitments 𝑃1 and 𝑃2 to non-zero coefficients 𝑝1 and 𝑝2 as

𝑃1 ∶= Com(𝑝1, 𝛿) = 𝑔𝑝1 ⋅ ℎ𝛿 (5)
𝑃2 ∶= Com(𝑝2, 𝜌) = 𝑔𝑝2 ⋅ ℎ𝜌 (6)

Algorithm 10: New Range proof: Prover Algorithm
choose random 𝛼 ∈ Z𝑝
compute 𝑉 ∶= Com(𝑣, 𝛼) = 𝑔𝑣ℎ𝛼 for 𝑉 ∈ G
choose # »𝐿𝑣 ∈ {0, 1}𝑛 such that

⟨

𝑣𝑏𝑖𝑡𝑠,
#»2 𝑛

⟩

= 𝑣

define #  »𝑅𝑣 = # »𝐿𝑣 − #»1 𝑛 such that # »𝐿𝑣◦ #  »𝑅𝑣 = #»0 𝑛 for #  »𝑅𝑣 ∈ Z𝑛
𝑝

choose random 𝛽 ∈ Z𝑝

compute 𝐴 ∶= Com
(

( # »𝐿𝑣, #  »𝑅𝑣), 𝛽
)

= #»𝑔
#»𝐿𝑣 ⋅

#»ℎ
#»𝑅𝑣

⋅ ℎ𝛽 for 𝐴 ∈ G
choose random # »𝐿𝑠, # »𝑅𝑠 ∈ Z𝑛

𝑝 and random 𝛾 ∈ Z𝑝

compute 𝑆 ∶= Com
(

( # »𝐿𝑠, # »𝑅𝑠), 𝛾
)

= #»𝑔
#»𝐿𝑠 ⋅

#»ℎ
#»𝑅𝑠

⋅ ℎ𝛾 for 𝑆 ∈ G
compute challenge 𝑦 = Hash(𝐴,𝑆) for 𝑦 ∈ Z∗

𝑝
compute challenge 𝑧 = Hash(𝐴,𝑆, 𝑦) for 𝑧 ∈ Z∗

𝑝
choose random 𝛿, 𝜌 ∈ Z𝑝 and
compute commitment to polynomial coefficients 𝑡1, 𝑡2:
𝑇1 ∶= Com(𝑡1, 𝛿) = 𝑔𝑡1ℎ𝛿

𝑇2 ∶= Com(𝑡2, 𝜌) = 𝑔𝑡2ℎ𝜌

compute challenge 𝑥 = Hash(𝑇1, 𝑇2) for 𝑥 ∈ Z∗
𝑝

calculate vector polynomial #»𝐿, #»𝑅 as:
#»𝑎 = #»𝑙 (𝑋) = # »𝐿𝑣 − 𝑧 ⋅

#»1 𝑛 + # »𝐿𝑠 ⋅𝑋
#»𝑏 = #»𝑟 (𝑋) = #»𝑦 𝑛◦

(

#  »𝑅𝑣 + 𝑧 ⋅
#»1 𝑛 + # »𝑅𝑠 ⋅𝑋

)

+ 𝑧22𝑛

calculate 𝑡 ∶= ⟨

#»𝑙 (𝑋), #»𝑟 (𝑋)⟩ =
𝑛
∑

𝑖=0

𝑖
∑

𝑗=0
⟨

#»𝑙𝑖 ,
#»𝑟𝑗 ⟩ ⋅𝑋𝑖+𝑗

calculate 𝜇 = 𝛽 + 𝛾 ⋅ 𝑥
calculate 𝜏 = 𝜌 ⋅ 𝑥2 + 𝛿 ⋅ 𝑥 + 𝑧2 ⋅ 𝛼
calculate commitment to #»𝑎 , #»𝑏
𝑃 ∶= Com(( #»𝑎 , #»𝑏 ), 0) = #»𝑔

#»𝑎 ⋅
#»ℎ

#»𝑏

compute challenge 𝑤 = Hash( #»𝑔 , #»ℎ , 𝑃 , 𝑡)
calculate 𝑃 ′ = 𝑃 ⋅ 𝑢𝑤⋅𝑡

INPUT: ( #»𝑔 , #»ℎ , 𝑃 ′, 𝑢𝑤, #»𝑎 , #»𝑏 )
if 𝑛 = 1 then

Publish 𝑎 and 𝑏.
end
if 𝑛 > 1 then

while 𝑛 > 1 do
𝑛′ = 𝑛

2
# »𝐿𝑐 = ⟨

# »𝐿𝑎, # »𝑅𝑏⟩
# »𝑅𝑐 = ⟨

# »𝑅𝑎, # »𝐿𝑏⟩
𝐿 ∶= 

(

#»0
𝑛
2 , # »𝐿𝑎, # »𝑅𝑏,

#»0
𝑛
2 , # »𝐿𝑐

)

= #  »𝑅𝑔
#»𝐿𝑎 ⋅

#  »𝐿ℎ
#»𝑅𝑏 ⋅ 𝑢𝑤⋅

#»𝐿𝑐

𝑅 ∶= 
(

# »𝑅𝑎,
#»0

𝑛
2 ,

#»0
𝑛
2 , # »𝐿𝑏, # »𝑅𝑐

)

= # »𝐿𝑔
#»𝑅𝑎 ⋅

#  »𝑅ℎ
#»𝐿𝑏 ⋅ 𝑢𝑤⋅

#»𝑅𝑐

compute challenge 𝑟 = Hash(𝐿, 𝑅)
compute #»𝑎 ′ = 𝑟 ⋅ # »𝐿𝑎 + 𝑟−1 ⋅ # »𝑅𝑎
compute #»𝑏 ′ = 𝑟−1 ⋅ # »𝐿𝑏 + 𝑟 ⋅ # »𝑅𝑏
compute #»𝑔 ′ = ( # »𝐿𝑔)𝑟−1◦( #  »𝑅𝑔)𝑟

compute #»ℎ ′ = ( #  »𝐿ℎ)𝑟◦( #  »𝑅ℎ)𝑟−1

compute 𝑃 ′′ = (𝐿)𝑥
2
⋅ 𝑃 ′ ⋅ (𝑅)𝑥

−2

New INPUT:
(

#»𝑔 ′, #»ℎ ′, 𝑃 ′′, 𝑢𝑤, #»𝑎 ′, #»𝑏 ′)

end
end

In our case, coefficients of the polynomials are not scalars but vectors. A naive approach is that verifier sends an evaluation point
as a random challenge to prover. In reply the prover sends him the commitments 𝑃1, 𝑃2, and the value of polynomial at 𝑥 that is
(𝑥). Finally, the verifier checks if 𝑝0 is equal to 𝑝(𝑥) − (𝑃1)

𝑥 ⋅ (𝑃2)
𝑥2 or not. In the affirmative case, the verifier will get convinced

y the prover’s proof and accept it while in the other case, he rejects the proof. However, using this approach leaks the partial
10
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information about the coefficients 𝑝1, 𝑝2 of polynomial 𝑝(𝑋). Solution to this information leak problem is to blind the coefficients
by a blinding value 𝑠, calculate one more commitment to this blinding value and denote it by 𝑆. Commitment to 𝑠 is defined as
𝑆 ∶= Com(𝑠, 𝜔) = 𝑔𝑠 ⋅ ℎ𝜔. A quadratic polynomial in vector form with blinded value can be written as:

�̈�(𝑋) ∶= 𝑝(𝑋) + 𝑠 ⋅𝑋 =

⎡

⎢

⎢

⎢

⎢

⎣

𝑝0
𝑝1
𝑝2
𝑠

⎤

⎥

⎥

⎥

⎥

⎦

⋅
[

1 𝑋 𝑋2 𝑋
]

(7)

Now, the verifier get convinced by checking if 𝑝0 = 𝑝(𝑥) − (𝑃1)
𝑥 ⋅ (𝑃2)

𝑥2 ⋅ (𝑆)𝑥 is true or not. He accept the prover’s proof if and only
if the above equality holds, otherwise reject.

6. Proposed efficient range-proof

Consider a simple statement to prove that a secret number 𝑣 is in range (0, 2𝑛). To prove it, the prover needs to provide a range
f proof to the verifier that will guarantee the verifier that he is telling true that the value is, in fact, in the range without revealing
he value itself. Several range-proof techniques exist in literature; however, in all of them, the bit decomposition technique used in
ulletproof paper named ‘‘proof of knowledge of vector’’ is the most efficient. Since any integer which is a scalar number 𝑣 can be
ecomposed into bit form. To ensure that 𝑣 lies in the interval (0, 2𝑛), the decomposition need to be done using 2𝑛−1. For example
o prove that 𝑣 = 5 lies in interval (0, 24), we can rewrite integer 𝑣 = 5 as 5 = 1 ⋅ 20 + 0 ⋅ 21 + 1 ⋅ 22 + 0 ⋅ 23. We can also define the bit
orm of value 𝑣 = 5 as one vector and call it #»𝑎 similarly, base 2 values as another vector and call it #»𝑏 . So, vector #»𝑎 = (1, 0, 1, 0) and
ector #»𝑏 = (20, 21, 22, 23) with 𝑣 = #»𝑎 ⋅

#»𝑏 . Notice that #»𝑎 . ⋅ #»𝑏 is nothing but the inner product value of two vectors. Therefore, in this
cheme, for given 𝑣, the prover convinces the verifier that he knows two vectors #»𝑎 and #»𝑏 such that their inner product is equal to
that is 𝑣 = ⟨

#»𝑎 , #»𝑏 ⟩. The prover uses the Pedersen commitment scheme but the randomness value as zero, making the commitment
cheme binding but not hiding.

In the proposed range proof, prover follows the procedure given in Algorithm 10. In order to use our new efficient range proof,
he verifier needs to follow the procedure given in algorithm 9.

. Discussion and conclusion

This work improved the current zkLedger-based auditing system by replacing their range of proof with the most efficient range
roof technique based on the improved inner product based zero-knowledge proofs. Replacement of range proof substantially
mproves the system efficiency by reducing the proof size. To prove that a number lies in the range (0, 2𝑛) and if there are 𝑚
uch range-proofs then the current zero-knowledge ledger range-proof takes (0.63 ⋅𝑚 ⋅ 𝑛) elements from a cyclic group G(an elliptic
urve over the prime field) and (1.26 ⋅𝑚 ⋅𝑛+1) elements from the group of a prime integer Z𝑝. While, the new range-proof technique
akes only 2(log2 𝑚 + log2 𝑛) + 4 elements from G and 5 elements from Z𝑝. Due to this reduction, the overall requirement in terms
f computational power and memory for the new range-proof will be significantly decreased. This aspect is quite useful, especially
or resource-constrained devices such as IoT sensors and mobile devices and thereby helps to run zero-knowledge proofs on these
esource-constrained devices. Moreover, the idea is not only theoretical but also realistic and practically implementable. Therefore,
s part of future work, we would like to implement our range-proof technique in the current zkLedger prototype using Golang
anguage to demonstrate the efficiency of our technique and also do a suitable evaluation by comparing it with the other range-proof
mplementations.
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Appendix

Definition 11 (Recursive Inner Product Argument).
In this scheme, forgiven 𝑐 ∈ Z𝑝, prover convince the verifier that he knows two vectors #»𝑎 and #»𝑏 such that their inner product

is equal to 𝑐 that is 𝑐 = ⟨

#»𝑎 , #»𝑏 ⟩. Prover uses the Pedersen commitment scheme but using the randomness value as zero since the
zero-knowledge is not really required here. He computes the binding but not hiding commitments denoted by 𝐴 and 𝐵, to the vector
#»𝑎 and #»𝑏 as

𝐴 ∶= Com( #»𝑎 , 0) = #»𝑔
#»𝑎 =

𝑛
∏

𝑖=1
(𝑔𝑖)

𝑎𝑖 (8)

𝐵 ∶= Com( #»𝑏 , 0) = #»ℎ
#»𝑏 =

𝑛
∏

𝑖=1
(ℎ𝑖)

𝑏𝑖 (9)

Binding but not hiding vector commitment to inner product of #»𝑎 and #»𝑏 which is denote by 𝐼 , can be calculated as

𝐼 ∶= Com
(

( #»𝑎 , #»𝑏 ), 0
)

= #»𝑔
#»𝑎 ⋅

#»ℎ
#»𝑏 =

𝑛
∏

𝑖=1
(𝑔𝑖)

𝑎𝑖 ⋅ (ℎ𝑖)
𝑏𝑖 = 𝐴 ⋅ 𝐵 (10)

As the name suggests, prover recursively computes the new commitments 𝐴′, 𝐵′ to shorter vectors #»𝑎 ′, #»𝑏 ′ and replacing them with
previous 𝐴,𝐵 until he reaches to the base case which reduce the inner product of two vectors into a simple multiplication of two
scalars. For this, he computes the recursive value of 𝐴𝑘, 𝐵𝑘 and 𝑐𝑘 for 𝑘 = (1 − 𝑛), (2 − 𝑛),… , (𝑛 − 1) as

𝐴𝑘 =
min{𝑛,𝑛−𝑘}

∏

𝑖=max{1,1−𝑘}
(𝑔𝑖)

𝑎𝑖+𝑘 , 𝐵𝑘 =
min{𝑛,𝑛−𝑘}

∏

𝑖=max{1,1−𝑘}
(ℎ𝑖)

𝑏𝑖+𝑘 , 𝑐𝑘 =
min{𝑛,𝑛−𝑘}

∑

𝑖=max{1,1−𝑘}
𝑎𝑖 ⋅ 𝑏𝑖+𝑘

Note that, 𝐴0 = 𝐴, 𝐵0 = 𝐵 and 𝑐0 = 𝑐.
Given a random challenge 𝑥 ∈ Z∗

𝑝 by the verifier, prover computes the new shorter vectors #»𝑎 ′, #»𝑏 ′, new generator values #»𝑔 ′, #»ℎ ′,
new commitment values 𝐴′, 𝐵′ and new inner product value 𝑐′ as

#»𝑎 ′ =
𝑛
∑

𝑖=1
𝑎𝑖 ⋅ 𝑥

𝑖, #»𝑏 ′ =
𝑛
∑

𝑖=1
𝑏𝑖 ⋅ 𝑥

−𝑖, 𝑐′ =
𝑛−1
∑

𝑘=1−𝑛
𝑐𝑘 ⋅ 𝑥

−𝑘 (11)

#»𝑔 ′ =
𝑛
∏

𝑖=1
𝑔𝑖 ⋅ 𝑥

−𝑖, #»ℎ ′ =
𝑛
∏

𝑖=1
ℎ𝑖 ⋅ 𝑥

𝑖, 𝐴′ =
𝑛−1
∏

𝑘=1−𝑛
(𝐴𝑘)

𝑥𝑘 , 𝐵′ =
𝑛−1
∏

𝑘=1−𝑛
(𝐵𝑘)

𝑥−𝑘

If the prover is honest then the following should hold

𝐴′ = (𝑔′)
#»𝑎 ′

, 𝐴′ = (𝑔′)
#»𝑎 ′

,
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