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Abstract 
 

The exponential development in technology has created great opportunities for businesses. 

Companies worldwide has taken part in the digital transformation with great benefits, but 

unfortunately, the transformation is linked to new cyber related risks.  

 

This thesis focusses on the stock market reactions to news of data breaches in the United States 

considering new, stricter SEC regulation enacted in 2018. 

The Data Breach Disclosure Guidance of 2018 addressed several issues for the first time. First, data 

breaches are deemed as likely to be material, which implies that companies must disclose breaches 

to the public, and that insiders are prohibited from trading on such information prior to disclosure.  

This study therefore analyzes whether 2018 SEC regulation have influenced initial market reactions 

to disclosures, insider trading prior to disclosures and market efficiency. All hypotheses are 

analyzed using the Event Study Methodology. 

 

This study finds that firms who are subject to data breaches after the introduction SEC regulation 

experience significant and more negative abnormal returns compared to previous breaches.  

Furthermore, I find that the explicit ban on insider trading has not neutralized the apparent trading 

on private information prior to public disclosure; in fact, it seems the mandated disclosure laws 

have prompted insiders to trade on private information several weeks in advance. 

Finally, I find that markets have become inefficient in reacting to data breaches after the enaction of 

2018 regulation. Breached companies initially experience significant and negative abnormal returns, 

followed by a significant, positive drift. This implies that markets initially overreact to news of a 

data breach, followed by a stock price reversal. 

 

My results have both academic and practical contributions. The results on abnormal returns raise 

awareness to researchers of possible changes in market reactions over time, and thus promotes the 

distinction between time periods in future research. 

Moreover, the systematic overreaction and reversal offer insight and potential investment strategies 

to investors. Specifically, event-driven investors may formulate a trading strategy based on these 

findings.  

Finally, my results show the existence of insider trading despite the explicit ban, which may 

motivate regulators to take further actions to neutralize such practices. 

 

 

Acknowledgement 
 

I would like to pay my special regards to my supervisor Peter Belling for his valuable, accurate, and 

constructive input during the preparation of this thesis. He was always available, and his 

contribution has allowed for the presentation of useful insights in this paper.  

 



Page 3 of 101 
 

Table of Contents 

1. Introduction ......................................................................................................................................... 5 

1.1 Research Question ............................................................................................................................... 6 

1.2 Paper Overview ................................................................................................................................... 6 

1.3 Definition of Data Breach.................................................................................................................... 6 

2. Regulation ............................................................................................................................................ 7 

2.2 State Security Breach Notification Laws ............................................................................................. 7 

2.3 SEC Cybersecurity Disclosure Guidance ............................................................................................ 8 

2.4 Other SEC efforts .............................................................................................................................. 11 

2.5 Health Insurance Portability and Accountability Act of 1996 (HIPAA) ........................................... 12 

3. Literature Review ................................................................................................................................ 14 

3.1 Criteria for the included literature ..................................................................................................... 14 

3.2 Short term effects............................................................................................................................... 15 

3.3 Long-term effects .............................................................................................................................. 19 

3.4 Determinants of impact on shareholder value ................................................................................... 19 

3.5 Insider Trading .................................................................................................................................. 20 

3.6 Cost of a Data Breach ........................................................................................................................ 20 

3.7 Cyber Insurance ................................................................................................................................. 23 

4. Theory ................................................................................................................................................. 24 

4.1 The Efficient Market Hypothesis....................................................................................................... 24 

4.2 Inefficient market hypotheses ............................................................................................................ 27 

5. Hypotheses Development .................................................................................................................. 29 

5.1 Hypothesis 1 ...................................................................................................................................... 30 

5.2 Hypothesis 2 ...................................................................................................................................... 30 

5.3 Hypothesis 3 ...................................................................................................................................... 31 

5.4 Hypothesis 4 ...................................................................................................................................... 33 

6. Scientific Method ................................................................................................................................ 34 

6.1 Quantitative approach ........................................................................................................................ 35 

6.2 Choice of Methodology ..................................................................................................................... 36 

6.3 The Bad Model Problem .................................................................................................................... 37 

7. Methodology ....................................................................................................................................... 37 

7.1 Event Study Methodology ................................................................................................................. 37 

7.2 OLS Regression on CAAR ................................................................................................................ 47 

7.3 Application of Methodology ............................................................................................................. 48 



Page 4 of 101 
 

7.4 Event Study – Implementation .......................................................................................................... 49 

8. Data ..................................................................................................................................................... 50 

8.1 Database ............................................................................................................................................ 51 

8.2 Final Sample ...................................................................................................................................... 52 

8.3 Descriptive summary ......................................................................................................................... 53 

8.4 Group Definition................................................................................................................................ 54 

8.5 OLS assumptions ............................................................................................................................... 55 

9. Analysis & Results ............................................................................................................................... 58 

9.1 Hypothesis 1 ...................................................................................................................................... 58 

9.2 Hypothesis 2 ...................................................................................................................................... 59 

9.3 Regression Results ............................................................................................................................. 62 

9.4 Hypothesis 3 ...................................................................................................................................... 64 

9.5 Hypothesis 4 ...................................................................................................................................... 68 

10. Discussion .............................................................................................................................................. 71 

10.1 Initial Market Reaction .................................................................................................................... 71 

10.2 Reversals .......................................................................................................................................... 72 

10.3 OLS regression ................................................................................................................................ 73 

10.4 Insider .............................................................................................................................................. 74 

10.5 Market Efficiency ............................................................................................................................ 75 

10.6 Event Windows................................................................................................................................ 76 

10.7 Implications ..................................................................................................................................... 76 

11. Conclusion ...................................................................................................................................... 78 

11.1 Delimitations ................................................................................................................................... 79 

11.2 Limitations & Future Research ........................................................................................................ 80 

References ............................................................................................................................................... 81 

Appendix .................................................................................................................................................. 94 

 

 



Page 5 of 101 
 

1. Introduction 
 

Digital transformation presents tremendous opportunities and benefits to companies. These include 

increased efficiency and productivity, improved customer engagement, greater innovations, and 

decreased costs (Westermann & Bonnet, 2014) to name a few. The global pandemic in 2020 has 

further accelerated the digital transformation and affected how consumers and employees interact 

with businesses, especially given the increased flexibility allowed by digitization (Nagel, 2020).  

Unfortunately, the benefits enjoyed by companies are accompanied by increased risk (Yucel, 2018), 

some of which are potentially costly in terms of revenue and reputation. Possible risks of digital 

transformation include those related to regulation, privacy, operations, technology, and data 

breaches (ibid.), with the latter being the focus of this thesis.  

 

Management in American companies considers cyber risk to be among the top five threats posed to 

their companies (Crovini et. al, 2018), and the United States government categorizes cybersecurity 

as a top priority (Homeland Security, 2021). These statements are supported by increasing 

investments in cybersecurity (Gordon et. al, 2015), which according to IT specialists are essential in 

increasing firm and government robustness against continuous cyber threats (ibid.). However, the 

increase in the number of successful data breaches over the last decade indicates that these 

measures are insufficient in neutralizing posed threats. Recently breached companies include 

Facebook, Adobe, Apple and even cybersecurity experts FireEye. 

 

This study is interested in the stock market’s reaction to public disclosures of data breaches in listed 

companies. American companies experience the majority of breaches worldwide (Ponemon, 2021) 

and will thus be the focus of this study.  

For the past two decades the digital transformation has been accompanied by the enaction of state 

regulation, increasing federal requirements and litigation. While existing literature has extensively 

researched initial stock market reactions to breaches over the last decades and determinants thereof, 

there has been no differentiation in terms of possible changes in market reactions over time which 

limits the usefulness of insights presented by previous studies in a contemporary context. 
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1.1 Research Question 
 

This study seeks to analyze the stock market movements surrounding data breaches in a 

contemporary context. The goal is to produce practical insights into stock market dynamics 

surrounding breaches to companies, investors, and regulators. The effects of SEC’s Cyber 

Disclosure Guidance in 2018, in which the federal agency addresses issues in a far stricter manner 

than previously, have not yet been quantified and are therefore the starting point of this study. 

Moreover, a broad literature review on data breaches will allow for the detection of specific and 

relevant research gaps. The research question of this study is: 

 

How has the introduction of the 2018 Data Breach Disclosure Guidance 
affected market reactions in response to disclosures of data breaches? 

 

1.2 Paper Overview 
 

This paper consists of seven sections. Section 1 was the introductory and presentation of research 

question. Section 2 will review the development of United States regulation regarding data breach 

disclosures. Section 3 reviews existing literature. Section 4 discussed relevant theory. Section 5 will 

develop four hypotheses derived from the literature review. Section 6 outlines and discusses the 

scientific approach. Section 7 will describe and discuss methodological approach. Section 8 reviews 

the data collection. Section 9 presents the empirical results of all four hypotheses. Section 10 

interprets, discusses, and concludes on the results and their practical implications. Finally, section 

11 discusses limitations of this study followed by brief suggestions for future research.  

 

 

1.3 Definition of Data Breach 

 

I initially start by specifying the focus area of this thesis and explaining the various terms of risk 

and incidents related to businesses’ IT systems in general. The terms are often used 

interchangeably, and it is thus helpful to clarify which types of incidents this thesis focuses on, 

since this delimitation will narrow the literature search. 

 

Cyber risk is any risk of financial loss, disruption, or damage to the reputation of an organization 

from some sort of failure of its information technology systems (Institute of Risk Management)1. As 

such, the term is broad and includes risks related to all sorts of cyber incidents with the 
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beforementioned effects.  

These types of incidents include among others malware, DDoS attacks, phishing, ransomware, and 

trojan virus, many of which can result in a security breach. 

A data breach is defined as “[…] the loss, theft or other unauthorized access to data containing 

sensitive personal information that results in a potential compromise of the confidentiality or 

integrity of the data” (38 USC § 5727 (4)). Personal Identifiable Information (PII) is defined as any 

kind of information that permits the identity of an individual to be directly or indirectly inferred 

(Department of Homeland Security). Examples of PII are social security number, passport number, 

driver’s license number, personal address and phone number, patient number, and medical and 

financial information (ibid.). 

 

2. Regulation 
 

U.S Security Breach Notification Laws and Regulations 

 

Regulations on whether to disclose breaches affect corporate disclosure decisions and are therefore 

essential to understand when analyzing stock market reactions to news of disclosures. 

 

This section briefly summarizes these laws and regulations including the State Security Breach 

Notification Laws, the SEC Cybersecurity Disclosure Guidance and the Health Insurance 

Portability and Accountability Act (HIPAA) of 1996. While the State Security Breach laws differ 

from state to state, the SEC Disclosure Guidance and HIPAA laws are universally applied to all 

states across the US (SEC Data Breach Disclosure Guidance, 2011 & 2018; HIPAA, 1996).  

 

2.2 State Security Breach Notification Laws 
 

State security breach laws require firms to notify affected individuals when their personal 

information is compromised (NCSL, 2021). Furthermore, 34 states require notification to the 

Attorney General. Of these 34 states, 13 states publish information on data breaches (PRC, 2021).  

 

The first state law was introduced in 2003 by the State of California, followed by nine states in 

2005 and 18 more in 2006. By 2009, state security laws had been introduced in 46 states and 4 

territories (ibid.). As of 2018, all US states had introduced breach notification laws2. It is important 

to note that disclosure is required according to the laws of the residency of affected customers, and 

not the headquarters of targeted firms (Shinichi et al., 2019).  

 

While each state has its own formulations in its breach notification laws, they do have common 

provisions that their firms must follow. These common provisions address which entities must 

 
2 See Appendix 2 for overview of years of introduction by state 
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comply with the laws, definitions of “personal information,” what is regarded as a breach, 

requirements for notice and exemptions (NCSL, 2021). 

 

Thus, the state security laws themselves and their year of introduction have an impact not only on 

the number of breaches registered over time, but also on the disclosures themselves. While the state 

laws may differ in formulation, they possess common provisions (Palmatier & Martin, 2019), such 

as: 

 

• Notifying affected state residents without unreasonable delay 

• Notifying certain agencies, including state attorneys general 

• Notification exceptions, such as for encrypted data and when low risk of harm is determined 

 

 

While the majority of states do not further specify what “unreasonable delay” is, several states do. 

These specifications vary from 10 days in Alabama to 90 days in Connecticut (ITGovernance USA, 

2021). 

 

To summarize, the state notification laws impose requirements for firms to notify affected 

individuals, and in some cases the state attorney generals, who in 13 states publish this information. 

However, state notification laws do not require companies to publicly notify investors. This 

requirement is however imposed by the SEC in its Cybersecurity Disclosure Guidance of 2018, 

which we will now turn to. 

 
 

2.3 SEC Cybersecurity Disclosure Guidance 
 

Materiality of Data Breaches 

 

With the introduction of the Regulation of Fair Disclosure (FD) in 2000, publicly traded companies 

are required to disclose “material non-public information” through channels that reach out to the 

average investor (Regulation Fair Act, 2000). Firms are therefore prohibited from selectively 

disclosing information to analysts, institutional investors, and others without concurrently making a 

general disclosure to the public (ibid.). 

 

Since firms are only required to disclose material information, the definition of what is “material” in 

a specific context is important. 

Information is considered “material” (Securities Act, 1933) if: 

• it may influence the price of a security 

• reasonable investors would want to know the information before making an investment 

decision. 
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Material information typically includes, but is not limited to: earnings, mergers & acquisitions, 

bankruptcies, legal disputes, and new patents.  

Apart from the general definition of material nonpublic information, no formal guidance on when 

firms must disclose cyber incidents existed until 2011, when the SEC released its first Guidance on 

Public Company Cybersecurity Disclosures (from here on Disclosure Guidance). Here the SEC 

acknowledged the impact that cyber incidents may have on target firms’ bottom line and advised 

public firms to disclose cyber incidents and risks if deemed material. However, the guidance issued 

in 2011 included the following caveat:  

 

“The statements in this CF Disclosure Guidance represent the views of the Division of Corporation 

Finance. This guidance is not a rule, regulation, or statement of the Securities and Exchange 

Commission. Further, the Commission has neither approved nor disapproved its content” 

(Disclosure Guidance, 2011, Supplementary Information, p.1).  

 

As stated clearly, the 2011 Guidance consisted of the recommendations and views of the staff but 

was not legally binding. Regarding staff interpretations in general, the SEC stated that 

  

“These staff interpretations provide guidance to those who must comply with the federal securities 

laws. However, because they represent the views of the staff, they are not legally binding” (SEC, 

Staff Interpretations, 2021).  

 

The 2011 guidance was therefore criticized by investors and lawyers as being too vague, especially 

regarding the definition of materiality, which increased the risk of firms underreporting incidents 

and information investors would deem relevant and material (Schroeder, 2017). 

In September 2017 senators asked the SEC to review and potentially update the guidelines 

regarding cyber incidents disclosure (ibid.). 

 

In February 2018, the SEC updated its guidelines from 2011, which became more specific and 

addressed issues related to cyber risk which were not included in the guidance from 2011. The 

updated guidance of 2018 was, in contrast to the first from 2011, not just a recommendation of SEC 

staff, but an interpretation of laws (17 CFR, 229 & 249) from the Commission, which is the highest 

instance in the SEC. In this updated guidance, the SEC states that “Companies are required to 

establish and maintain appropriate and effective disclosure controls and procedures that enable them 

to make accurate and timely disclosures of material events, including those related to cybersecurity” 

(Disclosure Guidance 2018, section 1), stressing the importance of timely disclosure of cyber 

incidents.  

 

First, the SEC Commission sought to clarify the definition of materiality regarding cyber incidents 

by presenting the following formulation: 
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“The materiality of cybersecurity risks or incidents depends upon their nature, extent, and potential 

magnitude, particularly as they relate to any compromised information or the business and scope of 

company operation.” (SEC Disclosure Guidance 2018, p.11) As for the type of breached 

information, the SEC offer the following examples: “[…] For example, the compromised 

information might include personally identifiable information, trade secrets or other confidential 

business information” (Disclosure Guidance 2018, reference 33). 

 

Apart from clarifying the materiality of cyber incidents in general, including data breaches, the 

updated SEC guidelines address two further topics: i) the content of public disclosures of breaches, 

which must include sufficient information, and ii) how insiders are explicitly prohibited from 

trading on material nonpublic information related to cyber incidents before public disclosure 

(Disclosure Guidance, 2018).  

 

 

Contents of public disclosure 

 

In its updated guidance of 2018, the SEC addressed what needed to be included in public 

disclosures. According to the Securities Act (1933) and Registration Act (1933) firms are obligated 

to disclose “[...] all material facts required to be stated therein or necessary not to make the 

statement misleading.” (17 CFR, § 240.14a). This includes information on risks and incidents that 

has legal, financial, and reputational consequences for the company. The SEC acknowledges that 

some material information may not be available at the time of initial disclosure, and it may take 

time to discern the implications of incidents which may affect the scope of the initial disclosure. 

This does, however, not provide a basis for avoiding disclosure of material cybersecurity incidents 

(Disclosure Guidance, 2018). The guidance further reminds firms that they have a duty to correct 

and update prior disclosure that the company determines to be untrue or lacking information, and 

therefore misleading. It is further expected that companies provide disclosures with information that 

is specific to the incidents and therefore useful for investors and that companies should avoid using 

“boilerplate language” or static requirements (ibid.).  

 

Insider trading  

Corporate insiders are prohibited from trading when in possession of material non-public 

information (Securities Act, 1933). However, the lack of clear guidelines regarding data breaches 

prior to 2018 made it unclear whether information on such incidents was deemed “material.” This 

was addressed in 2018 Data Breach Disclosure Guidance, which apart from categorizing cyber 

incidents as material, explicitly stated that “ […] directors, officers, and other corporate insiders 

must not trade a public company’s securities while in possession of material nonpublic information, 

which may include knowledge regarding a significant cybersecurity incident experienced by the 

company” (Disclosure Guidance, 2018, p. 5). Thus, it was clarified that trading when in possession 

of such information is illegal. 
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2.4 Other SEC efforts 
 

In May 2017 Jay Clayton was appointed Chairman of the SEC, and in September 2017 the 

chairman issued a statement on the importance of cybersecurity and related regulation, stating that 

the commission will prioritize its efforts in the area to promote effective cybersecurity practices 

(Clayton, 2017).  

 

That same year the SEC created a “Cyber Unit” as part of an initiative to combat cyber-based 

threats and protect retail investors (SEC, 2018). Among other areas, the unit’s main areas of focus 

include the detection of insider trading and issuer disclosures of cybersecurity incidents (SEC, 

Cybersecurity). This unit is involved in the investigation of incidents and the enforcement of 

regulations. 

 

In 2020 the SEC, through its Office of Compliance Inspection and Examinations (OCIE), issued an 

updated Cybersecurity Guidance, which is the most detailed cyber guidance to date. The OCIE 

highlights the importance of firms’ assessment and management of cyber risk due to the increasing 

aggressiveness and sophistication of bad actors together with the fact that the SEC has and will 

continue to focus on cybersecurity issues, including market systems, customer data protection and 

the disclosure of material incidents and risks (ibid.).  

 

Interestingly, the first time the SEC charged a company with failure to disclose a breach was in 

2016, when Yahoo! settled charges with the SEC for failing to disclose a breach from 2014. 

Following this settlement, the SEC did not charge a firm with lack of disclosure until recently. In 

June 2021 the SEC charged First American Financial Corporation (FAFC) for failing to maintain 

disclosure controls and procedures due to insufficient internal communication to senior officers 

when the company became aware of a breach in May 2019 (SEC, Press Release, 2021), leading to a 

lack of public disclosure of material information.  

 

In August 2021 the SEC charged the London-based educational company, Pearson plc, with 

omitting material information to investors in previous disclosures from 2019, including the type and 

amount of personal information stolen, thereby understating the severity of the breach. Pearson 

agreed to pay a $1 million penalty to settle charges of misleading its investors3.  

Since the topic of this thesis is specifically data breaches involving the loss of personal information, 

the recent SEC charges against Pearson empathize that losses of personal data are considered 

material information and must therefore be disclosed.  

 

 

 

 
 



Page 12 of 101 
 

2.5 Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
 

Besides the State Breach Notification Laws and SEC guidelines there is the Health Insurance 

Portability and Accountability Act of 1996 (HIPAA) regarding personal health information.  

 

The HIPAA Privacy Rule was proposed in 1996 and enacted in 2003 (HIPAA, 1996) to protect 

individuals’ private health information and medical records held by “covered entities,” which 

according to the Health and Human Services (OCR, 2017) includes doctors, clinics, pharmacies, 

health insurance companies and health care clearinghouses. 

Protected information includes information in medical records, health care insurance and billing 

information (ibid.). 

 

These covered entities are required to protect the privacy of health information and set limits and 

conditions to their usage (ibid.). Should any covered entity experience a breach of such protected 

information, the affected individual must be notified without unreasonable delay and no later than 

60 days after the breach is discovered (ibid.). Should the breach involve personal records of more 

than 500 residents of a state or jurisdiction area, the entity is required to disclose the incident 

through a “prominent media outlet serving the state or jurisdiction” (ibid.). 

 

 

Concluding remarks  

 

When summarizing the introduction and significance of breach notification laws, we must 

distinguish between state and federal regulation and their requirements. 

In 2003 the federal government enacted HIPAA to protect individuals’ medical records, which was 

the first federal law introduced containing requirements regarding breach disclosure. This law is 

however only applicable to “covered entities,” as described above. 

State notification laws were introduced in the 46 different states between 2003 and 2009, with all 50 

states having such laws by 2018. These laws require notification of individuals but have no 

requirements regarding public disclosure.   

In 2011 the SEC Cybersecurity Disclosure Guidance was introduced, and further updated in 2018. 

The update imposed obligatory disclosure by categorizing data breaches as likely to be material and 

prohibited insider trading. Furthermore, in 2017 a SEC “Cyber Unit” was introduced as part of the 

emphasis Jay Clayton put on cybersecurity risk upon taking office as the new chairman of the SEC. 

 

Since then, there has been another, more thorough update of cybersecurity guidance issued by the 

SEC, and recent charges have been made against both FAFC and Pearson due to both companies 

failing to follow procedures regarding data breaches. Figure 1 summarizes the introduction of 

regulations and SEC actions.  
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Figure 1, Overview of US Regulation & Litigation on Data Breaches (own creation) 
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3. Literature Review  

The review of the existing literature will assist in understanding the knowledge already created on 

the subject, including empirical observations, methodology and results. There exists a great amount 

of research related to cybersecurity in general; however, historically there has been relatively little 

research conducted regarding the business and economic aspect of data breaches (Eling, 2018). This 

may be related to the difficulty of data collection, which is now mitigated due to the increased 

frequency of breaches and the introduction of strict laws in 2018 by the SEC ensuring public 

disclosure.  

There exist mainly two types of literature review: traditional and systematic (Byrman & Bell, 2011), 

with the systematic review being by far the more thorough and less biased due to its structured and 

well-defined approach. However, analyzing and synthetizing existing literature is beyond the scope 

of this thesis. The literature review will therefore be traditional, with the intent to present a 

comprehensive background of the literature and its presented results, and to identify gaps and 

recognize inconsistencies (Danson & Arshad, 2015). Traditional reviews can help in refining, 

focusing, and shaping research questions (Coughlan et al., 2007). Moreover, it establishes a 

benchmark for comparing this thesis’ results with previous findings (ibid.). 

 

3.1 Criteria for the included literature 
 

When reviewing existing literature, it is important to set some criteria that research must satisfy in 

order to be included and reviewed, since the literature can shape the research question of this thesis.  

The criterion of inclusion is the well-known CRAAP test (Blakeslee, 2004), which has the 

following components: Currency, Relevance, Authority, Accuracy and Purpose. 

 

Currency concerns whether the sources included are up to date, which is ensured by emphasizing 

the inclusion of the newest literature on the subject. However, older research is also included to 

understand possible variations in results across time. 

 

Relevance relates to the connection between my research question and the literature. Thus, only 

literature concerned with data breaches on US companies is included. This excludes general 

research on cyber security, including research on other beforementioned types of cyberattacks in 

general. Furthermore, research on non-US companies is excluded.  

 

Authority relates to where the source was published. Authority is ensured by only including 

literature that is peer-reviewed and/or published in academic journals.  

 

Accuracy relates to the reliability and validity of the research, including whether the information 

and results presented can be verified against other data. This is initially ensured by only including 

literature with a quantitative, scientific approach. Any study with contradicting research will not be 
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excluded but will on the contrary be included and possible reasons for differences in results will be 

discussed. 

 

Finally, purpose relates to the objectivity of the authors. This is ensured by striving to exclude any 

literature that was either prepared or funded by any entity related to businesses or organizations 

with an interest in the field. This was possible for all themes included in this review except for 

literature on the cost of data breaches. No literature living up to the CRAAP standard is available, 

and I must therefore rely on reports produced by cybersecurity professionals and insurance 

companies. This possible lack of objectivity is kept in mind throughout this study, including in the 

hypotheses development and interpretation of results. 

 

The literature presented was found mainly through Open Educational Resources (OER) such as 

JSTOR, SAGE Publishing, Wiley Online Library, ResearchGate and EBSCO.  

The keywords used in the search for literature (in combination with data breach) were market 

reaction; impact; firm value; effect; cost; event study; long run; insider trading; market efficiency.  

 

The next sections describe and discuss the literature satisfying the CRAAP test. The review will 

take a thematic approach, reporting and discussing key results on the following themes in the listed 

order: 

• short-run market reactions 

• long-run effect 

• determinants of impact on shareholder value 

• insider trading surrounding data breaches 

 

3.2 Short term effects 

The effect of data breaches on US companies’ stock prices over the past two decades has been 

analyzed and presented by various researchers. Research analyzing the effect of cyberattacks in 

general has been conducted but will not be included in this review for the sake of commonality. 

Therefore, only papers regarding data breaches specifically will be reviewed. Most of the literature 

analyzes data breaches experienced by US companies, while recent papers have included the small 

fractions of breaches with non-US companies as targets (Hogan, 2020; Kammoun, 2019). However, 

since 95% of publicly announced breaches were experienced by US companies (Hogan, 2020), 

these will be the focus of this literature review.  

The following section starts by outlining the results presented by existing literature, followed by a 

discussion of differences in methodologies and data used.  

Results presented in the literature 

The existing literature variously finds significant negative changes in value for firms affected by 

data breaches in general (Cavusoglu et al., 2003), significantly negative change in value only when 
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confidential data is lost (Campbell et al., 2003), significantly negative change in value and negative 

effects on firm reputation (Sinanaj & Muntermann, 2013), significantly negative change in value 

only when financial data is lost (Shinichi et al., 2019), and a relatively stronger negative effect on 

the value of firms with late disclosure and that are less forthcoming with information about the 

breach (McCullough, 2010; Amir et al., 2018). Furthermore, McCollough et al. show that firms 

with lower book-to-market value experience a greater negative effect on stock price. 

Conversely, a few studies find no significant or even a positive effect on target firms’ stock prices. 

Kannan (2007) distinguishes between events occurring pre and post 9/11 and finds no significant 

effect after 15 days. The study does however not analyze short-term reactions, which is the focus of 

previously mentioned literature.   

Gordon et al. (2011) support these findings, showing no significant effect in the post-9/11 period. 

Garg, Curtis, and Halper (2003) find positive abnormal returns when only non-financial personal 

information is lost.  

Summing up these results, apart from the positive cumulative abnormal average returns (CAAR) 

reported by Garg, Curtis, and Halper (2003), all remaining studies report negative CAAR with some 

of these results being insignificant. The significant negative CAARs reported by these papers range 

from -0.23% (Hogan, 2020) to -1.89% (Shinichi et al.). The results of each study are reported in 

appendix 1. 

There are three possible explanations for insignificant or positive returns observed in part of the 

literature. The first is related to the companies’ communication strategy when experiencing a data 

breach. Hovav and D’Arcy (2004) argue that applying a correct communication strategy may 

mitigate the negative reactions of the financial market. This argument is further supported by 

McCollough (2010) and Amir et al. (2018), who as mentioned find that communication strategy can 

have a significant impact on market reactions. 

The second explanation for insignificant, or even positive returns, is related to the financial cost of 

data breaches, where researchers find the average costs of a breach to be decreasing (Gordon et al., 

2011). According to Romanosky (2016), the median cost of a data breach is less than $200k, which 

is a modest financial impact considering the increased frequency of breaches (Kammoun, 2019). 

However, the same study estimates the mean cost of a breach to be approximately $5.8 million, 

indicating a heavily skewed cost distribution. These costs correspond, on average, to a 0.4% loss of 

target firms’ annual revenues (ibid.). These cost estimations are however derived from consulting 

reports produced by IT professionals and insurance companies (Romanosky, 2016).  

Finally, a third explanation is a bias in data input. Due to the relatively small samples of less than 

100 events in some studies, the mean abnormal returns may not be representative of the whole 

population.  
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In conclusion, most research finds that data breaches are related to significantly negative abnormal 

returns, with a few papers arguing the opposite.  

Methodology used in the literature  

Interestingly, all of the above-mentioned papers use the Event Study Methodology with only a few 

differences in procedure between them. These differences mainly concern the choice of benchmark 

model used to calculate the expected daily returns, including alpha and beta. Hogan (2020), 

Shinichi et al. (2019) and Amir et al. (2018) use the equally weighted CRSP, Kannan (2007) uses 

S&P 500, Campbell et al. (2003) use an equally weighted NYSE/Nasdaq/AMEX benchmark, and 

Kammoun (2019), Muntermann and Sinanaj (2013), and McCullough (2010) use the market model, 

which involves using the respective market that each security is traded on as a benchmark. 

The differences between benchmark models can statistically result in a bias in estimated predicted 

returns, and therefore bias in abnormal returns. However, since daily returns are expected to be 

close to zero (Fama, 1991), the choice of benchmark model does not have a significant effect. This 

is especially true when analyzing smaller event windows (ibid.) and is therefore not assumed to be 

the reason for differences in results. The choice of benchmark model becomes more crucial the 

longer the event window becomes, since long-term analyses of abnormal returns might become 

contaminated by biased predicted returns as these are compounded (ibid.). 

 

Significance tests 

The cumulative abnormal returns are mainly tested using parametric tests, with only two studies 

using both parametric and non-parametric Wilcoxon tests (Shinichi et al., 2019; Cavusoglu et al., 

2003). Kammoun et al. (2019) uses two t-test and Patell Z, both of which are parametric. Gordon et 

al. (2011) and Campbell et al. (2003) rely on Z-tests, Kannan et al. (2007) and Amir et al. (2019) 

rely on t-tests, while Hogan (2020) uses only Patell Z. However, for samples with more than 30 

degrees of freedom, the T distribution equals the standard normal distribution of the Z-test, and thus 

the test results of the two are equal (Stock & Watson, 2015). 

To summarize, most of the literature reviewed relies on a parametric test of significance, with only 

two studies also including a non-parametric equivalent.  

Event windows  

Another discrepancy between the papers is the event windows themselves. Since there is no 

consensus on the length of event window to use when conducting any type of event study, 

researchers apply different windows surrounding the event when measuring cumulative abnormal 

returns. MacKinlay (1997), Chen and Siems (2004), and Pirounas et al. (2014) suggest using [-1;1], 

while Gewald and Gellrich (2007) and Cheng et al. (2007) use [-5;5]. Even longer event windows 
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have been suggested depending on the event studied with [-20;20] by Gewald and Gellrich (2007) 

and [-45;5] by Sinanaj et al. (2015). 

To study market reactions following a breach, Hogan (2020), Kammoun (2019), Campbell et al. 

(2003), and Amir et al. (2018) use event windows stretching from [-1;30], while Shinichi et al. 

(2018) use a window of [-5;5].  

The difference in event windows can have a significant impact on the results of an event study. 

Specifically, McCullough (2010) and Amir (2018) show findings for late announcements by 

companies when breached. These findings advocate against using too-narrow event windows pre-

event due to the possible understatement of abnormal returns caused by omitting any leak of 

information or insider trading that could affect the stock price even before public disclosure. 

Furthermore, using event windows such as [-1;1] assumes a semi-strong market efficiency, where 

news is fully 

 incorporated into stock prices immediately after becoming publicly available. Whether this 

assumption is true for data breaches has not been tested, which further problematize the results 

found by several previous research papers. Therefore, the use of narrow event windows can be 

argued to only analyze the initial and immediate effect on stock prices, excluding the effect on pre-

announcement days and potential drift in abnormal returns post-announcement.   

Data used in the literature 

Differences in the magnitude of market reactions can be argued to be due to the input data of each 

study, as indicated by Hogan (2020). The most recent research, including Hogan (2020) and 

Kammoun et al. (2019), uses data on breaches acquired from Advisen Ltd., a leading provider of 

statistics. This is reported to give access to over 3500 data breaches on public companies ranging 

from 1990 to 2019, all of which were used in both studies. Earlier studies use far fewer events in 

their analyses, ranging from 22 (Campbell et. al, 2003) to 350 (Shinichi et al., 2019).  

 

However, due to changes in regulation and litigation across the analyzed period, and possible 

changes in firm and customer awareness, the pooling of data breaches across two decades as done 

in recent literature does not assist in understanding the effect of data breaches in a contemporary 

context.  

To understand data breaches in a current context it is therefore essential to distinguish between 

periods of time, using relevant milestones as splitting points for the analyzed events. This issue will 

be further addressed in the hypothesis development of section 5.  
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3.3 Long-term effects 

In addition to studying short-term market reactions around the announcements of data breaches, 

several studies have focused on long-term effects on stock performance, where long term is defined 

as one to three years post announcement (Khotari & Warner, 2006).  

Ali et al. (2021) have studied security breaches in general. Using 73 security breach announcements 

between 2011 and 2019, the paper finds significant negative abnormal returns for twelve months 

following a breach of -15% (ibid.). Chang (2020) finds similar results using a set of 47 breaches 

between 2003 and 2015 and also finds a significant abnormal return of -10.21% twelve months 

following a breach.  

 

Thus, both studies find evidence of long-term significant abnormal returns following a data breach. 

However, it is worth noting that these studies use different methodologies. Chang et al. (2020) use 

Event Study Methodology, which is problematic in the long run (Khotari & Warner, 2006), as any 

bias in predicted returns becomes magnified over longer periods, which contaminates the abnormal 

returns. To avoid such miscalculations, the study by Ali et al. (2021) uses a matching approach, 

matching each target firm with a control firm with similar size and prior performance (Ali et al., 

2021).   

Apart from a significant abnormal return in the long run, Ali et al. (2021) find a significant increase 

in stock price volatility, amounting to an 11% increase in target stock prices compared to the 

control sample.  

3.4 Determinants of impact on shareholder value 

Shinichi et al. (2019) and Chang (2020) further analyze the determinants of changes in shareholder 

value following a data breach. Both use ordinary least squares (OLS) regressions in which the 

dependent variable is CAR [-1;1], and thus only focus on immediate effects.  

The significant explanatory variables are shown to be: 

• Repeated data breach within one year 

• Lack of board oversight of risk management4 

• Size of event (number of breached records) 

• Market-to-book value  

All the above variables are shown to be negative and significant.  

Firm and industry characteristics found to be insignificant include firm size, ROA, sales growth, 

institutional block ownership and industry (ibid.). 

 
4 “Board oversight on risk management is equal to one if a specific board committee … explicitly monitors 
firm-wide risks a risks management, and zero otherwise,” Shinichi et al., p. 21 



Page 20 of 101 
 

3.5 Insider Trading 

Insider trading is often done through the purchase and sale of stocks but can also be done through 

derivatives. Naranjo and Petrova (2021) analyze breaches occurring between 2011-2016 and find 

evidence of an increase in trades of bearish option strategies, i.e., trades betting on the decline of a 

stock price prior to disclosure. Specifically, the study finds an increase in out-of-money trades, 

which is related to an increased expectation of negative news (ibid.). Lin et al. (2018) use self-

reported insider trading to test for informed trading. Their study analyzes 258 breaches between 

2011 and 2016 and finds evidence of opportunistic trading, with the bulk of opportunistic trading 

happening 72-55 days before public disclosure. As in the case of Naranjo and Petrova (2021), the 

data used in this study is from before the enactment of stricter SEC regulation in 2018 on insider 

trading, and these results may therefore not reflect the reality in today’s market.  

3.6 Cost of a Data Breach 
 

It is relevant to understand what the actual costs of breaches are. This is however not an easy task, 

since companies usually experience both direct and indirect costs, making the quantification even 

more difficult for analysts. Therefore, no consensus exists on how to measure the dollar cost of data 

breaches, which may make it difficult both for stock markets to react proportionately and for 

researchers to assess the efficiency of the market itself. Where the market reaction to data breaches 

has been researched, there exists no academic literature quantifying the costs of the breaches and I 

must therefore rely on consulting reports provided by either independent research institutes or cyber 

risk professionals. The annual reports provided by Ponemon Inc., Verizon and NetDiligence are 

deemed to be the most prominent.  

These reports may however be biased due to possible conflict of interest, since the reports were 

either funded or produced by IT professionals providing security services and who can therefore be 

assumed to hold an interest in these reports. I start with the most extensive report produced by 

Ponemon, and continue to Verizon and NetDiligence, outlining their differences in approach and 

results. 

 

Ponemon Inc., an independent research institute specializing in the use of information and privacy 

management practices (Ponemon, 2021), has together with IBM provided extensive annual Data 

Breach Cost Reports since 2006. However, the selected report does not use a scientific approach 

when quantifying costs but relies upon participants, i.e., affected firms, to estimate costs 

themselves. 

 

The report categorizes the cost of data breaches using an activity-based approach, which identifies 

activities and assigns a cost according to actual use (ibid.). The costs are assigned to four categories 

of activities, which are detection and escalation, notification, post-breach response and lost 

business (ibid.). By including lost business, which consists of revenue lost due to business 

disruption, cost of lost customers and acquiring new customers, reputation losses and diminished 
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goodwill, the report takes a holistic approach to cost assessment (ibid.). Figure 2 shows the average 

cost of data breaches on US firms between 2006 and 2020 using this approach. 

 

Figure 2, Total Average Cost of Data Breaches, US Firms, source: Ponemon Inc. (2020) 

 
 

 

As we can see, the report estimates the average cost to be at an all-time high, reaching nearly $9m 

in 2020. 

 

Interestingly, the costs associated with loss of business are the highest contributor to total cost 

throughout the whole period, ranging from 68% in 2009 to 38% in 2020. But even though cost of 

business is essential in (re)valuing the securities of a company, parts of these estimates are not 

accounting but opportunity costs which must therefore be viewed with caution.  

For the remaining cost categories, detection & escalation is reported to account for 29% of total 

cost, post-breach response for 27% and notification for 6% (2021).  

 

The study further reports that costs are distributed over 3 years post breach, with 67% of costs being 

realized the first year, 22% the second and 11% the third year. Moreover, smaller businesses are 

found to be relatively more affected in terms of cost-to-firm value. This is not surprising, as many 

of the costs associated with detection, hiring consultants, notification, response etc. have fixed 

elements that are not expected to increase proportionally with firm size. 

 

Turning to industries, the study suggests that healthcare, financial and tech companies experience 

the highest total costs. These industries suffer less initially but more in the long run (21-24 months). 

 

Besides Ponemon’s annual report, which as mentioned takes a non-scientific approach to cost 

estimation, Verizon and NetDiligence offer annual reports that use a statistical approach with 

insurance claim data as input. Although both studies use insurance data their estimated costs of data 

breaches vary widely, probably due to Verizon pooling all companies and NetDiligence splitting 

companies into SMEs and Large companies. 
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Verizon’s DBIR reports a cost range between $148 and $1.6m, which is far below Ponemon´s 

estimation of nearly $9m.  

NetDiligence (Cyber Claim Study, 2020) takes the approach of splitting their datasets into SMEs 

and Large companies, with an annual revenue of $2b as the splitting point. The results reported by 

NetDiligence are average breach costs of $175k and $9.1m for SMEs and Large companies, 

respectively, with SMEs accounting for 98% of cases. Thus, the cost of $9.1m for Large companies 

can be considered an outlier when taking the whole population of companies into account. 

  

However, by using insurance data the studies not only restrict their measures to direct cost, but to 

insurance claims, which may differ from actual costs. This means the major cost category of lost 

business is essentially not included in estimates by Verizon and NetDiligence, since the losses of 

future profits are not covered by cyber insurance as discussed in the next section. 

 

The approach of estimating lost revenue because of customer loss has been debated by researchers, 

since previous research often relied on surveying the customers about their consumer behavior 

rather than analyzing their actions. A study from 2015 concludes that up to 28% of consumers will 

avoid certain merchants if their information is lost or misused (Javelin, 2015). However, relying on 

consumers’ vocally expressed displeasure may lead to studies reporting inflated rates of customer 

turnover compared to what companies actually experience. A recent study (Williams, 2019) 

analyzed a sample of 1031 consumers’ behavior following 15 breaches between 2013 and 2015 

experienced by American companies and suggests that only 2% of consumers did in fact avoid 

companies following a data breach.  

 

In conclusion, the quantification of costs related to data breaches is difficult due to data availability, 

estimation procedure and research approach. The valuation of a company, using methods such as 

DCF, includes future earnings and cashflows (Ross, 2017) and is therefore also interested in future 

losses of revenue and earnings instead of only relying on direct costs. There is no consensus on 

which approach is more reliable, and thus not possible to conclude which of the estimates is 

superior.  

 

Besides analyzing the costs of breaches, all three security reports address which measures are 

recommended for firms to alleviate the costs of a potential breach. These measures are primarily 

related to investing in IT security, including having an incident response team, using encryption, 

vetting third-party partners, and implementing data backups (Ponemon, 2021; Verizon, 2020). The 

related costs of the proposed measures are directly incorporated into companies’ financial 

statements and are thus assumed to already be incorporated into companies’ stock prices. In 

addition to policies and potential response teams, firms can reduce the potential costs of a breach by 

purchasing cyber insurance. The next section will briefly describe the coverage of such insurance in 

relation to the cost categories mentioned in this section.  
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3.7 Cyber Insurance 

 

Throughout the last decade, companies worldwide have increasingly purchased cyber insurances 

(Advisen, 2018). The increasing occurrence of high-profile data breaches has made companies more 

aware of the importance of cyber risk management (Xi Xeng, 2020), with the US market 

experiencing an increase in premiums written to $2.73b in 2020, an increase of 173% since 2015 

(NAIC Report, 2020). Policies can be categorized as Stand-Alone policies, which are more 

sophisticated policies specific to cyber risk (Toregas & Zahn, 2014; Santos; 2017), and Package 

Policies, which offer cyber insurance as part of a general commercial insurance. The distribution of 

each category in total premiums written between 2015 and 2020 is visualized in figure 3. 

 

Figure 3, Total Premium Written, 2015-2020 United States (source: NAIC, 2020) 

 
 

 

While Stand-Alone policies tend to be more sophisticated, with better coverage than Package 

Policies, both typically cover to some extent the direct costs, e.g. data recovery, investigation, 

notification & liability costs and loss of income for temporary closing of business or operations. 

Most notably, cyber insurance does not cover the loss of future profits, which according to some of 

the beforementioned estimates has always been the largest contributor to total loss. Given the 

assumption that firms do in fact suffer from future losses of profit, it is not possible to fully hedge 

the risk of a potential data breach and associated costs with insurance. The reported average claim 

for Stand-Alone policies was $359,000 in 2020, increasing from $145,000 in 2019 (FitchRatings, 

2020), which is below cost estimates when taking loss of business into account. In conclusion, 

cyber insurance can alleviate the direct costs incurred by breached companies, but is to this day far 

from offering coverage for possible indirect losses which may be significant.  

 

Having reviewed the literature on regulation, market reaction, costs of breaches and insurance, the 

literature review is concluded. I now turn to underlying theories of market reactions to new 

information and its efficiency. The next section outlines and discusses theories proposing efficient, 

inefficient and “efficiently inefficient” markets. 
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4. Theory 

This section will outline and discuss relevant theory to the concept of asset pricing and investor 

behavior. The disclosure of a data breach to the public is regarded as new information, and thus 

theories regarding the incorporation of new information into stock prices are relevant. 

The theory of market efficiency, as proposed by Fama (1970), relates to the extent to which new 

information is incorporated into stock prices. 

The idea of market efficiency is to this day hotly debated and has split the financial industry into 

those who believe financial markets are efficient, and those who don’t (Pedersen, 2015). For 

instance, the Noble Prize in economics in 2013 was awarded jointly to Eugene Fama, the father and 

defender of the Efficient Market Hypothesis, Robert Shiller, the father of Behavioral Economics 

and believer in inefficient markets, and Lars Hansen, who developed tests for market efficiency 

(ibid.). 

4.1 The Efficient Market Hypothesis 

The theory of efficient markets was first introduced by Eugene Fama in 1970 (Fama, 1970). In his 

original paper, Fama states that “A market in which prices always ‘fully reflect’ available 

information is called efficient” (Fama, 1970, p. 383). 

According to Fama (1970), conditions of capital market efficiency are i) no transactions costs, ii) all 

available information is accessible to all investors at no cost and iii) all investors agree on the 

interpretation of given information (ibid.). 

These assumptions are however not very realistic (ibid.). Investors do in fact face trading costs such 

as fees, spread costs, execution costs and taxes, and all information is not available at no cost 

(Pedersen, 2015). Furthermore, it is unlikely that all investors have homogenous interpretations and 

expectations of the impact of information on security prices (Levy, 2006). In his sequel, Fama 

(1991) acknowledges a weaker, more sensible version of market efficiency, where prices reflect 

information to the point where marginal benefits of acting on information do not exceed the 

marginal cost, as pointed out by Jensen (1978). The marginal costs are due to transaction and 

information cost (ibid.).  

Apart from proposing his theory of efficient markets, Fama (1970) provided a distinction between 

three degrees of efficiency (Titan, 2015). The three degrees are weak, semi-strong and strong, all of 

which will be elaborated and discussed in the following. 
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Figure 4, Efficient Market Hypothesis (Fama, 1970) (own creation) 

 

Weak form 

The weak form efficiency theory argues that all historical information, including past prices, are 

reflected in current asset prices (Fama, 1970), and was originally defined as the ability to use past 

prices and returns to predict future returns. Given the weak form efficiency, it is no possible to 

obtain abnormal returns by analyzing the information in historical prices (ibid.). In his sequel, Fama 

(1991) extends this form of efficiency to further include elements of return predictability, which 

besides historical prices are seasonal patterns such as the January effect, dividend yields and term 

structure variables. Furthermore, momentum and contrarian patterns are also included in return 

predictability (ibid.). Thus, if abnormal returns can be obtained through analyzing historical asset 

prices, this weak form EMH is rejected (ibid). 

Researchers typically test weak form EMH using tests of autocorrelation in returns (Campbell et al., 

1988), the runs test (Bradley, 1968) for randomness and the variance ratio test introduced by Lo and 

MacKinlay (1988).  

De Bondt and Thaler (1985) introduced the concept of a contrarian strategy, based on price 

reversals on and together with Jegadeesh (1990), they provide proof of the strategy’s ability to 

obtain abnormal profits. Later, Jegadeesh and Titman (1993) observed a continuation in asset prices 

in the medium horizon, which led to the strategy today known as the momentum strategy 

(Jegadeesh, 1990). These findings and strategies contradict the weak form EMH.  
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Semi-strong form 

The semi-strong form builds upon the assumptions of the weak form and assumes that all publicly 

available information is immediately incorporated into stock prices (Fama, 1970). Hereafter, stock 

prices should instantly revert to a random walk (ibid.). 

In his sequel, Fama (1991) proposes changing the title of this category to “event studies” since 

event studies come closest to studying the impact of new information on stock prices (Campbell, 

Lo, & MacKinlay, 1997). However, event studies testing stock price reaction post earning-

announcement find that prices “drift” into place (Ball & Brown, 1968; Bondt & Thaler, 1985).  

Such findings of significant drift (Brown, 1968; De Bondt and Thaler, 1985; Brandt et al., 2008) 

strongly contradict the semi-strong EMH. Observations of systematic, non-zero abnormal returns 

following an event imply the opportunity to apply a profitable trading rule when ignoring trading 

costs (Khotari & Warner, 2006, p. 12). 

Thus, given the assumption of all information being incorporated into stock prices immediately, in 

the semi-strong form of efficiency, investors can only obtain abnormal profits by obtaining private, 

non-public information.  

Strong form 

The strong-form efficiency, which builds upon the weak and semi-strong forms, assumes that 

market prices incorporate all existing information; historical, publicly available, and private 

information (Titan, 2015). In his sequel, Fama (1991) proposed changing the title of this strongest 

category from “strong form” to “test for private information.”  

This form thus implies that no investor can consistently obtain abnormal profits even when 

possessing private, non-public information (Fama, 1970). Researchers have presented evidence both 

in support and rejection of the strong form EMH, as in the case of weak and semi-strong EMH.  

Jensen (1969) used 115 investment funds as a proxy for investors with access to private information 

and concluded that these funds are not capable of obtaining abnormal profits when accounting for 

fees and expenses. Correspondingly, Brown, Richardson and Trzcinka (2003) find evidence in 

support of the strong EMH in the Canadian stock market. 

Conversely, numerous studies reject the strong form of EMH. These include Denning (1998), 

Morse (1980), Penman (1982), Jaffe (1974), Pettit and Venkatesh (1995), Chowdhury, Howe and 

Lin (1993), Ambachtsheer (1972, 1974) and Keown and Pinkerton (1981).  
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4.2 Inefficient market hypotheses 

The counterpart of the efficient market hypothesis, which assumes rational market investors, is the 

study of behavioral finance introduced by Robert Shiller (1981). This school of thought assumes 

that market inefficiency is influenced by investor irrationality and behavioral biases (Pedersen, 

2015). While advocators of passive investments assume markets are efficient, and therefore not 

possible to beat, active investors reject this notion and attempt to exploit pricing inefficiencies to 

obtain abnormal returns (Pedersen, 2015).  

This section will provide a basic overview of this opposing view to EMH.  

Behavioral Finance 

Where the Efficient Market Hypothesis (EMH) relies on the assumption of the perfect rationality of 

investors (Titan, 2015), the assumption is challenged by proponents of behavioral finance(ibid.). 

Instead, it is argued that humans “sacrifice” in decision-making, meaning we attempt to do the best 

we can under the circumstances given (Shiller, 1981). This results in a decision-making process 

where we attempt to satisfice instead of optimizing is called the theory of Bounded Rationality 

(Simon, 1982); we are bounded by cognitive limitations, imperfect information, and time constraint 

(ibid.) 

 

Bounded rationality posits that it is “[…] unreasonable to believe that man is capable of the kind of 

complicated optimization problems that conventional economic models assume” (Bowman & 

Buchanan, 1995, p. 99), 

Numerous other behavioral theories rejecting the theory of the Rational Man have emerged. 

Kahneman and Tversky (1979) propose the Prospect Theory, suggesting people value gains and 

losses differently. Keynes (1936) suggested that investors participate in a so-called “beauty-

contest”, which implies that investors don’t actually invest in what they deem as valuable assets but 

invest in what the “average investor” deems valuable to gain short-term profits. Thaler (1985) 

proposed the theory of Mental Accounting, where people are argued to classify their funds 

differently which leads to sub-optimal decision making in investments and expenditure.  

The Dual Process theory (Kahneman, 2003) further expand the school of behavioral finance by 

introducing the idea of two different system used in human information processing and decision 

making. Kahneman (2003) suggest that humans possess both an intuitive and rational system, with 

the first being impulsive, effortless, and subconscious, and the latter being thoughtful, slow, and 

conscious (ibid.). His theory further argues that most decisions are made by our intuitive system due 

to the either impossible or impractical process of system 2. This often leads to fast, suboptimal 

decisions (ibid.).  
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Efficiently Inefficient 

If market were always truly efficient there would be no point in active investing, since securities 

would reflect all possible information at any time (Pedersen, 2015). However, given that investors 

willingly pay money managers billions of dollars in fees annually, it must mean that either 

securities markets are inefficient so that active managers can outperform, or the market for asset 

management is inefficient since investors would then be paying a fee for nothing (ibid.). It is 

therefore logically impossible that both security and money managing markets are fully efficient 

(ibid.). 

Lasse Pedersen (2015) proposes that the truth lies somewhere between the two extremes and 

propose that markets are efficiently inefficient (ibid.) This form of efficiency argues that prices are 

pushed away from their fundamental values because of demand pressures and institutional frictions. 

Thus, markets are inefficient enough that active investors and money manager can be compensated 

for their time, costs, and risk, and just efficient that the entry of new investors or additional capital 

is not encouraged (ibid.). 

Final Remark on Market Efficiency 

The evidence supporting both EMH, and behavioral finance theories, is too great to ignore. 

Researchers have found proof of both, to the extent that, in some sense, both must be true. Markets 

are thus a continuum between being perfectly efficient, where all information is reflected in security 

prices where it is thus not possible to obtain abnormal profits consistently, to the completely 

inefficient (Bowman & Buchanan, 1995). 
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5. Hypotheses Development 
 

This section will develop the hypotheses to be tested based on literature and theory reviewed in 

previous section. Specifically, the hypothesis will be developed to fill apparent research gaps found 

in literature related to my research question 

How has the introduction of the 2018 Data Breach Disclosure Guidance 

affected market reactions in response to disclosures of data breaches? 

 

While existing literature has done extensive research regarding the impact of data breaches the days 

surrounding public disclosure in general, there has been little focus on the impact of implemented 

federal regulation on stock market reactions. The increased SEC focus on time from discovery to 

disclosure, on content of disclosures and ban on insider trading regarding data breaches, has not 

been addressed by previous literature known to the author. This clear distinction in regulation 

between the time before February 2018 and after therefore present an apparent gap in literature. 

Consequently, the SEC Data Breach Disclosure Guidance enacted in February 2018 will be the 

starting point of the hypotheses for following reasons.  

 

First, there existed no clear SEC regulation regarding public disclosure prior to the 2018 guidelines. 

As mentioned previously, the guidelines issued in 2011 began by stating that it represented the view 

of SEC staff and was therefore not legally binding (Disclosure Guidance, 2011). In contrast, the 

updated and stricter guidelines from 2018 were issued by the Commission, the highest instance of 

the SEC. These updated guidelines are therefore considered regulation per se, and explicitly states 

that companies are obligated to follow these.  

  

Secondly, the guidelines from 2018 explicitly addresses issues regarding breaches that has not been 

addressed until then. The SEC states in its 2018 update that it considers data breaches as likely to be 

material information and bans all insider trading between discovery of breach until public 

disclosure. Moreover, the SEC has charged several companies and top officials for the past several 

years for their inability to follow these guidelines, emphasizing their intent to enforce their 

regulations. Finally, the SEC has further addressed the content of initial disclosure and require 

breached companies to provide sufficient information, and thus refrain from using vague, 

uninformative announcements.  

 

In summary, the introduction of SEC guidelines has applied strict regulation on the conduct of 

targeted companies both in regard of their actions and public communication. This paper will 

therefore hypothesize and test the effects of these regulation.  
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My analysis will begin by performing an event study of the immediate effect in line with previous 

studies, and thereafter, extending my analysis on potential changes in market dynamics by splitting 

the sample into two groups of pre- and post-2018 events. 

 

Based on apparent gaps in literature the hypotheses will address potential changes in immediate 

market reaction, the existence of insider trading and the efficiency of stock market reactions to 

breaches. In assessing the market efficiency, I will apply the theoretical definition and framework of 

the EMH developed by Fama (1970) himself, where the semi-strong degree is tested by analyzing 

whether new information is instantly absorbed by the market and thus reflected in stock prices. 

 

Despite using the same methodology in testing for market reactions, insider trading and market 

efficiency, each hypothesis rely on its own theoretical framework which is now explained. 

 

5.1 Hypothesis 1 
 

The goal of my first hypothesis is to test for significant abnormal returns in the days surrounding a 

public disclosure of a data breach, using the whole sample: 

 

Hypothesis 1: The public disclosure of a data breach leads the immediate significant abnormal 

returns for target firms in days surrounding public disclosure 

 

Formally, the null and alternative hypotheses are formulated as 

 

 

𝐻0: 𝐶𝐴𝐴𝑅𝐴𝑙𝑙 𝑒𝑣𝑒𝑛𝑡𝑠 = 0 

 

𝐻1: 𝐶𝐴𝐴𝑅𝐴𝑙𝑙 𝑒𝑣𝑒𝑛𝑡𝑠  ≠ 0 

 

5.2 Hypothesis 2 
 

To understand the dynamics of market reactions in following hypotheses, I first begin with 

presenting the overall reaction across all events. Thereafter, the dataset will be split into two subsets 

across time, with the implementation of February 2018 SEC guidelines as separation point. The 

second hypothesis is: 

 

Hypothesis 2: Events occurring after the introduction of 2018 SEC regulation experience 

significantly different reaction than pre-2018 events 
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Formally, the null and alternative hypotheses are formulated as 

 

𝐻0: 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝1 = 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝2 

 

𝐻1: 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝1 ≠ 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝2 

 

 

The analysis of both hypotheses serves two goals: 

 

First, by conducting an overall analysis similar to existing literature both in terms of methodology 

and procedure, it is possible to compare magnitude and significance of my data set to existing 

literature. This will allow recognizing any difference in results and possible bias in my dataset 

before discerning the market reactions of each subgroup. 

 

Secondly, the splitting of data into two subperiods will allow testing for significant differences in 

market reaction following 2018 SEC guidelines, which fills a gap in existing literature. The splitting 

will further be a starting point in the following hypotheses regarding insider trading and market 

efficiency.  

 

5.3 Hypothesis 3 
 

My third hypothesis relates to the explicit ban on insider trading prior to public disclosure of a data 

breach. Recent studies have found empirical evidence of insider trading related to data breaches 

prior to public disclosure. However, the research has not distinguished between pre 2018 events and 

post 2018 events, which is a relevant distinction due to the enacted regulation was enacted. 

 

Hypothesis 3: The explicit ban on insider trading in February 2018 on information regarding data 

breaches has neutralized insider trading prior to disclosure.  

 

 

Since the 2018 regulation specifically bans insiders from trading before disclosure, I will abstain 

from using Form 4 filings to the SEC as previous studies has done (Lin et al., 2018). This is due to 

the informed traders´ incentive and efforts to avoid filing such illegal trades (Beny & Seyhun, 

2013), and attempts to hide their trades (Berkman et. al, 2014) since it may have legal consequences 

for these individuals as in the case of Equifax officials. Furthermore, trading on material non-public 

information can also be done by nonemployees, and so only relying on Form 4 filings may 

understate the existence of insider trading. 
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Alternatively, researchers use event study methodology to determine signs of insider trading prior to 

public disclosure of M&A´s and earnings announcements (Pham & Ausloos, 2020; Ma et al., 2009; 

Meulbroek, 1992; Sirri & Cornell, 1992). This method assumes that insider trading affect market 

prices, which prior research has found empirical evidence of (Chakravarty & McConell, 1997; 

Meulbroek, 1992). Since the theory assumes abnormal returns to be insignificant and zero in the 

absence of any significant events, the detection of abnormal returns prior to public announcement is 

seen as a sign of insider trading (Pham & Ausloos, 2020).  

 

Just as mergers and acquisitions are expected to affect target companies stock prices positively, data 

breaches are expected to affect target company´s stock prices negatively, which offer the incentives 

and possibility of informed investors to gain abnormal returns if they trade on such information 

prior to public disclosure. 

To assess the effect of SEC enforcement on insider trading through their updated and stricter 

guidance in 2018 the stock price itself will be used as a proxy (Manne et. al, 2009, p. 93). 

The intuition in this approach is that effective regulation should result in no significant abnormal 

return prior to public disclosure. Figure 5 offers a visual representation of the effect of successful 

enforcement on stock price movements (Lin & Wu, 2019). 

 

 

Figure 5, Visual representation of successful insider trading enforcement  

 
 

As visualized in figure 5, the successful enforcement against insider trading should influence the 

timing of stock price movements relative to time of disclosure. Specifically, the run-up, i.e., change 

in stock price prior to announcement, should be essentially non-existent as there should exist no 

abnormal returns prior to announcement (Lin & Wu, 2019).  

 

 

 

 

https://www.sciencedirect.com/science/article/pii/S0144818818301856#bib0160
https://www.sciencedirect.com/science/article/pii/S0144818818301856#bib0180
https://www.sciencedirect.com/science/article/pii/S0144818818301856#bib0080
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5.4 Hypothesis 4 
 

My fourth and last hypothesis tests the semi-strong form of efficiency of the stock market when 

news of a data breach is publicly disclosed, where efficiency is defined as the degree to which the 

market fully reflects available information (Fama, 1970).  

 

Hypothesis 4: Event occurring after the introduction of SEC regulation in 2018 experience an 

efficient market reaction to public disclosure of data breaches 

Using the Efficient Market Hypotheses, we recall that the theory distinguishes between three forms 

of efficiency. The Strong Form assumes that all information, both private and public, is 

incorporated into stock prices. This indicates that at the time of public disclosure, the market would 

have already factored the private information of the breach into stock prices, and there would be no 

significant effect at the time of disclosure. This form is widely rejected by previous researchers, 

including Denning (1998), Morse (1980), Penman (1982), Jaffe (1974), Pettit & Venkatesh (1995), 

Chowdhury, Howe & Lin (1993), Ambachtsheer (1972, 1974) and Keown & Pinkerton (1981).  

This study seeks to test the semi-strong efficiency of the market, i.e., the degree of which public 

disclosure is immediately incorporated into stock prices (Fama, 1970). The market efficiency 

following the disclosure of new information, especially post-earnings announcement drifts (PEAD), 

has been studied extensively using event study methodology (Fink, 2020; Goyal et. al, 2009; Chung 

& Hrazdil, 2011).  

As illustrated in figure 6, an efficient market reaction to news of data breach should happen 

immediately and without drift. Thus, in the case of post-announcement drift measured in abnormal 

returns, the market can be considered inefficient (ibid.). 

Figure 6, Depiction of Efficient market reaction to new (negative) information 
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Summary of Hypotheses 

 

The four hypotheses presented are thus:  

 

1. Hypothesis 1: The public disclosure of a data breach leads the immediate significant 

abnormal returns for target firms in days surrounding public disclosure 

 

2. Hypothesis 2: Events occurring after the introduction of 2018 SEC regulation experience 

significantly different reaction than pre-2018 events 

 

3. Hypothesis 3: The explicit ban on insider trading in February 2018 on information 

regarding data breaches has affected insider trading prior to disclosure.  

 

4. Hypothesis 4: Event occurring after the introduction of SEC regulation in 2018 experience 

an efficient market reaction to public disclosure of data breaches 

 

 

6. Scientific Method 
 

This study will follow the epistemological philosophy of critical rationalism advocated by Karl 

Popper (1902-1994) and takes thereby a deductive approach in proposing and testing hypotheses. 

The philosophy is characterized by the method of ‘trial and error’, which according to its´ adherents 

is applicable in all scientific disciplines, philosophy, and politics (Mouritzen, 2011). The paradigm 

argues that the creation of knowledge cannot start from nothing or simply from an observation. 

However, the growth of knowledge consists mainly in the modification of earlier knowledge, and 

thus a reasoning should be formulated as to why we believe in the theory proposed (ibid.) The 

theory presented must then be tested, and efforts must be directed towards falsifying the theory. 

Without the testable property of a theory, it is not considered scientific (Popper, 1959). 

The goal of the scientific approach is therefore not to collect confirming evidence, since this can 

often be done easily; instead, we must test the theory through a well-defined falsification method. If 

the theory proposed is proven false, researchers can then reformulate their proposition incorporating 

what has been learned and conduct new falsification tests (Mouritzen, 2011). Science is thus 

produced through a series of falsifications, each time leading to a theory incorporating what has 

been learned through previous tests (ibid.). 

 

If a theory is not falsified when testing, it is not accepted as a fact, as according to critical 

rationalism there is no final truth; new empirical evidence or experience can falsify earlier accepted 

theories. Thus, if the theory is not falsified through a well-designed test, the theory is only 

corroborated, i.e., not proven false. The more the theory is corroborated, the truer the theory is 

proven. However, it is typically that the more a theory is tested, and more knowledge gathered, the 
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weaker and more nuanced its statements becomes (Egholm, 2014). The deductive approach is 

visualized in figure 7. 

 

 

Figure 7, Scientific Approach, Deductive 

 
 

This study takes the quantitative approach of falsification in testing the derived hypotheses. This 

approach and its criterions are described and briefly discussed in the next section. 

 

 

6.1 Quantitative approach 
 

This study analyzes the stock market reaction surrounding announcements of data breaches using a 

quantitative research approach. Specifically, event studies are inferential statistics seeking to make 

inference about a population from a sample by estimating and testing parametric values (Singh, 

2007). Having derived hypotheses from the proposed theory as described above, the researcher 

must define and operationalize the variables to observe, measure and conclude on the falsification 

process (Creswell & Creswell, 2016).  

The operationalization, which is the translation of a concept into measurable indicators, is an 

essential part of the quantitative approach (Saunders et al., 2019). This thesis is, among other 

aspects, interested in the market reaction and efficiency surrounding data breaches, and thus the 

market reaction and efficiency are the concepts of interest, with stock returns as measurable 

variable and possible abnormal returns as the indicator.  It is crucial in quantitative research for 

these measures and testing procedure to be valid and reliable representation of the concepts at hand 

(ibid.).  

 

Validity can be categorized into three main types which are i) internal validity ii) construct validity 

and iii) external validity (Creswell & Creswell, 2016). 

Internal validity is related to whether the study can make inferences about the causal relationship 

between two variables, as data breaches and stock price movements in this thesis. This is ensured by 

excluding any observations contaminated by other events, which is described further is section 7. 



Page 36 of 101 
 

Construct validity relates to operationalization of measurements described above; this is ensured by 

using well-defined and developed methodology and theory in testing the hypotheses, namely the 

event-study methodology. 

Finally, external validity relates to the ability to generalize the results of the study, which is ensured 

in the data collection process. This is further described in section 8. 

 

Reliability can be categorized into three categories, which are i) stability, ii) internal reliability and 

iii) inter-rater reliability. 

Stability refers to the level of consistency of results when re-testing the same observations, i.e., 

sample data. Given the use of historical stock data and well-defined testing procedure, stability in 

results is ensured. 

The internal reliability relates to the consistency of results across observations. This cannot be 

ensured beforehand but is tested in the data by splitting the sample into pre- and post-2018 SEC 

regulation. Thus, the approach in this study will also test the reliability of previous literature which 

does not account for difference in market reactions across time.  

Finally, inter-rater reliability is related to the consistency of test administration and scoring across 

researchers and literature. This is ensured by using a significance level (alpha) consistent with 

existing literature and common statistics, which is an alpha of 0.05. This consistency of falsification 

threshold of p < 0.05 further ensures adhering to the criterion of internal reliability. 

 

Besides validity and reliability, a third criterion of replicability is often proposed (Bryman & Bell, 

2011). This criterion is ensured by documenting the data collection, processing, and testing 

procedure. Moreover, the full list of events analyzed will be provided in appendix 3.  

 

6.2 Choice of Methodology 
 

The event study methodology is chosen as the primary model for several reasons. The first is the 

model’s ability to test for causal relations between an event and stock market reactions 

(McWilliams & Siegel, 1997). This is emphasized by the extensive use of the model in existing 

literature. Secondly, according to Fama (1996), the model is the most appropriate to use when 

testing for market efficiency; a theory proposed by Fama himself (1976). Third, due to the 

incentives of insider traders to disguise their trades, the stock price movements are considered 

appropriate proxy for signs of informational leakage prior to disclosure (Chakravarty & McConell, 

1997; Meulbrook, 1992). The measurability of such abnormal leakage is made possible by the ESM 

and used in existing literature.  

The model does however possess weaknesses. The main issue with using the assumption of market 

efficiency in testing for abnormal returns, lies in the problem of a joint hypotheses; to test whether 

information is properly reflected in prices we must use a pricing model that defines “properly” 

(Fama, 1991). As a result, if our event study analyses find abnormal returns, we can in theory not be 

sure whether this is due to an inefficient market, an inefficient asset pricing model or both, which 

relates to the Bad Model problem (Fama, 1998). 
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6.3 The Bad Model Problem 

The problem of incomplete asset pricing models that are unable to fully describe the systematic 

patterns of return is known as the Bad Model problem (Fama, 1998). To analyze event specific 

abnormal returns, one must specify the expected return under normal circumstances had the event 

not occurred. To do so, systematic movements must be accounted for, which requires an asset 

pricing models capable of doing so, for instance the CAPM and Market Model (Mackinlay, 1997).  

Thus, an incomplete model could lead to generally inefficient predictions of expected returns, 

which will contaminate the test of abnormal returns (Fama, 1976). This is, however, less serious on 

event studies that focus on short return windows, consisting of a few days, since daily expected 

returns are close to zero (Fama, 1997). Therefore, the Bad Model problem does not hinder using 

event study methodology to analyze short term effect of data breaches on daily stock returns (ibid.).  

In conclusion, due to the extensive use of the event study methodology to measure causal 

relationships between events and stock price movements, market efficiency and insider trading, the 

use of ESM is justifiable, increases the practicality of the analysis and allows for testing all derived 

hypotheses within the scope of this thesis. 

 

7. Methodology 

This section will outline the methodology used in this thesis, which consists of the Event Study 

Methodology (ESM) and Ordinary Least Square (OLS) Regression. First, the stepwise procedure of 

the ESM will be described. Secondly, I will discuss outline the implementation of ESM. Third, the 

methodology and assumptions of OLS will be described and discussed. Fourth, the data collection 

and management will be outlined, including measures taken to satisfy assumptions of both ESM 

and OLS regression.  

 

7.1 Event Study Methodology 

 

Although the history of event studies dates back to a study by Dolley(1933) which investigates the 

effect of stock-splits on stock prices, the methodology itself was first introduced by Fama (1969) 

and Brown (1968) as a statistical tool in accounting and finance. The application of this statistical 

framework has migrated into other disciplines as economics, marketing, political science, and 

management when analyzing the impact of events and announcements on company values 

(Corrado, 1992).  
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An event study is a statistical technique to disentangle the effect of firm specific events from 

marketwide movements (Mitchell & Netter, 1994). Every event study constitutes a joint test of the 

research hypothesis, the particular asset pricing model used, and the underlying finance theory 

assumptions (Brown & Warner, 1980). 

Each of these underlying hypotheses and models has their own assumptions, which stresses the 

importance of carefully selecting the models and testing the assumptions to the degree possible to 

obtain reliable results.  

 

Assumptions of ESM 

 

The methodological and financial assumptions of the event study model are primarily based on 

underlying financial theory and the event itself. The basic assumptions are (McWilliams & Siegel, 

1997): 

 

1. The returns observed in the event window accurately reflect the economic effect of the event  

2. The event is unexpected and has not been factors into stock prices 

3. There are no confounding events 

 

The first assumption regarding market efficiency has been discussed in section 7, where the 

problem of joint hypothesis was presented. The event study methodology thus offers a paradox; to 

measure the abnormal returns of an event, it is required that the market reacts to new information 

and is therefore (semi) efficient. However, the event study methodology is also used to assess the 

efficiency of a market. Whether this assumption is violated can therefore not be ensured in advance 

but will be derived from the study itself.   

The second assumption is violated if the day of event cannot be determined with certainty, and thus 

only events with exact event dates must be included. The third assumption is ensured by filtering 

out observations in the sample that may be contaminated by other non-related events, which is done 

in the filtering of my sample data. 

This empirical analysis follows the seven-step structure outlined by Campbell, Lo, & MacKinlay 

(1997, p. 149-178). While this structure has essentially remained the same, possible statistical and 

interpretive issues, and solutions to different types of event studies has been discussed by 

researchers (MacKinlay, 1997; Khotari, 2006). Relevant issues will be discussed in the context of 

this event study, and solutions will be implemented to assure statistical power of the results. 

 

Step 1. Event Definition 

The initial task of an event study is defining the type of event as well as the event window(s) of 

interest. As previously discussed, the nature of the event might affect the choice of event window, 
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e.g., dependent on whether researcher believe the new information potentially might be leaked to 

the public prior to public disclosure. Further, the event window might be affected according to 

researchers’ assumptions regarding market efficiency (McWilliams & Siegel, 1997); the less 

efficient the market is assumed, the broader event window the researcher can propose.  

 

Step 2. Selection Criteria 

Having identified the events and corresponding event windows of interest, the next step is to 

determine the selection criterions for including firms in the study (Mackinlay, 1998). These 

criterions can be related to geographical location, stock listing, or specific industries. Having 

selected and gathered the data, it is useful to provide a descriptive summary including firm 

characteristics, distribution across time and other factors deemed relevant (ibid.). It is here 

important to consider possible bias introduced either by self-selected delimitations or imposed 

limitations that might affect the validity of results.  

 

Step 3. Abnormal Returns 

The effect of an event is measured by the ‘abnormal’ returns observed following public disclosure. 

Therefore, we must first establish what ‘normal returns’ are in absence of the event, to statistically 

be able to assess whether the event had a significant effect on returns (Khotari & Warner, 2007).  

Abnormal returns are formally defined as (Mackinlay, 1997): 

𝐴𝑅𝑖𝑡 = 𝑅𝑖𝑡 − 𝐸[ 𝑅𝑖𝑡 ∣∣ 𝑋𝑡 ]   (1) 

Where ARit is abnormal return, Rit is the actual return and E [Rit∣ Xt] is the expected return for firm i 

for time period t. 

While the actual return is easily observed in the market, the expected return must be estimated. 

Several different models exist for estimating the expected returns, all of which mainly falls under 

either the statistical or economic models (Campbell, et al. 1997). The precision and bias can differ 

across these different models, and it is therefore crucial for the validity of the analysis to choose the 

estimation model with care (ibid.).  

The question to which model is the most appropriate when conducting event studies remains an 

unresolved issue, since event studies are joint test of market efficiency and a model of expected 

return (Khotari, 2007) as discussed in section 6. The economic and statistical models are described 

and discussed in the following. 
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Economic Models 

Economic models offer equilibrium theories where the expected return of an asset is a function of 

its covariance with the market portfolio (CAPM) and multiple factors (APT) (Mackinlay, 1997). 

These models have previously been used extensively in event studies (Mackinlay, 1997). The 

application of economic models in event studies is discussed in this section.  

The Capital Asset Pricing Model 

The CAPM (1962) was developed to explain the differences in risk premium across assets and 

assumes that these differences are due to the riskiness of returns (McGrattan & Jagannathan, 1995). 

The model builds on the mean-variance-efficient portfolio theory proposed by Markowitz (1959) 

(ibid.), which assumes investors are risk averse and thus seek to minimize the variance, i.e., risk, 

and maximize expected returns (Fama, 2004). The expected return of a given asset consist of a risk-

free rate and the risk premium (McGrattan & Jagannathan, 1995.).   

𝑅𝑖 = 𝑅𝑓 + 𝛽𝑖 ∗ (𝑅𝑚 − 𝑅𝑓)   (2) 

The risk premium is measured as the asset’s correlation with the market portfolio (ibid.) The CAPM 

was previously commonly used in event studies (Mackinlay, 1997), however, empirical research 

has reported deviations from the model due to the restriction imposed by the intercept (Rf) 

(MacKinlay, 1995). Because of the models restricted ability to measure expected return, the CAPM 

has been abandoned in event studies in favor of statistical models (Campbell, 1997).  

Recent studies have further echoed the deviations from the CAPM, showing that the security market 

line is flatter than in theory (Pedersen & Frazzini, 2013), indicating that low-beta stocks are 

underpriced, and high beta stocks are overpriced in terms of actual return. These findings lead to the 

trading strategy named ‘Betting Against Beta’ (ibid.).  

Figure 8, Visualization of ‘Betting Against Beta’ 
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Arbitrage Pricing Theory 

The Arbitrage Pricing Theory model (Ross, 1970) extends the CAPM by expanding from a single- 

to multifactor models. According to Ross (1976) the expected return on a given asset is determined 

by its covariances with multiple factors, where the most important macro-economic factors are 

changes in inflation, industrial production, term structure of interest rates and shifts in risk 

premiums (ibid.).  

Another common multi-factor model is the Fama-French three-factor model (Fama & French, 

1993), which expands the CAPM model to include two other factors than the market portfolio 

return. The two factors included are firm size and whether the firm is a value or growth stock. 

FF 3 Factor = αit + Rf + β1 ∗ (Rm − Rf) + β2 ∗ (SMBt) +  β3 ∗ (HML)+ ∊   

The three-factor model has been further expanded to include factors as momentum (Asness, 1994) 

and betting against beta (Pedersen & Frazzini, 2013). Using APT multifactor models complicates 

the implementation of and event study without adding much advantage compared to the unrestricted 

market model (Campbell, 1997). However, these can be used for robustness check due to their 

ability to encompass firm characteristics as size and B/M ratio (ibid.). 

Statistical Models 

Statistical models do not offer any economic argument concerning investors behavior, but rely only 

on statistical assumptions (Campbell, 1997). The two statistical models mainly implemented in 

ESM are the Mean-Return and Market Model, both of which rely on the statistical assumption of 

returns being jointly multivariate normal and independently and identically distributed through time 

(Mackinlay, 1997).  

Although the distributional assumptions are sufficient for both the constant-mean and market 

models to be correctly specified, inferences using the normal return models are robust to deviations 

from the assumption (ibid.). This is essential since returns are inherently not normally distributed 

(Pedersen, 2015)  

Both the Mean-Return and Market Model will be described next. 

Mean-Return model 

The expected return in the Mean-Return model is simply equal to its average historical return plus a 

disturbance term (Mackinlay, 1997), and is this given by: 

𝑅𝑖𝑡 =  μi + ∊it
     (3) 
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Where Rit is the period t return on asset i, 𝜇 is the historical mean return for asset i and 𝜖 is the 

disturbance term (ibid.). The model has previously been popular due to its simplicity and ability to 

offer similar results as more sophisticated models (ibid.). However, due to the availability of 

statistical programs allowing for the application of more sophisticated models without great costs, 

the mean-return models inability to account for systematic changes in the market deems it inferior 

to more sophisticated alternatives, such as the Market-Model. 

 

The Market Model 

The most widely used statistical mode is the market model: 

𝑅𝑖𝑡 =  𝛼 + 𝛽𝑖 ∗  𝑅𝑚 + ∊𝑖𝑡   (4) 

Where Rit is the return for security i in period t, Rm is the return of the benchmark model, i.e., 

market index and 𝜖 is the error term for security i in period t (Mackinlay, 1997). The terms α and β 

are the statistical parameters estimated by the market model that allows the determination expected 

returns (Kolari, 2007).  

This model is similar to CAPM, but without the restrictive intercept which is the risk-free rate. 

When applied, a broad-based stock index is used as benchmark, with S&P 500, the CRSP value 

weighted and CRSP equal weighted index being popular choices (Campbell, 1997). Another 

possibility is using different benchmark models for each security, based on which stock index the 

given security is listed on, to increase the models estimating power. To measure the gain provided 

by more sophisticated models the R2 is used, where a greater R2 implies a greater reduction in the 

variance of abnormal returns (Campbell, 1997) 

The main benefit of the Market Model is reducing the error terms of abnormal return by accounting 

for systematic variations (Campbell, 1997). The implementation cost of introducing the market 

model in terms of complexity do not outweigh the benefits of using it, which is why the model is 

preferred over the Mean-Return model (ibid.). 

Other statistical models  

Apart from the Mean-Return and Market model, other statistical models do exist as the Market 

Adjusted model and Matched Firm model.  

The Market Adjusted model does not depend on an estimation period, where covariance with the 

market is estimated, but simply uses the market return in the event window period to specify what 

normal return is. Put differently, the market adjusted model simply assumes, for all securities, that 

alpha = 0 and beta = 1 (Campbell et. al, 1997). However simple, this model is useful for robustness 

check, especially if the securities included in the analysis are illiquid, which means their covariance 

with the market may be lagged and the factors estimated, i.e., α and β, are therefore imprecise 

(ibid.).  
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The matched firm model uses a portfolio of comparable firms as benchmark instead of a broad 

market (ibid.). This could be firms operating in the same industry or other characteristic deemed 

comparable. While this approach has its merits, it is more applicable for samples with firms 

carrying this same characteristic, for example firms from a specific industry. When the firms 

included in the sample, are from different industries, the gain from this approach is reduced due to 

increased complexity.  

Step 4. Estimation Procedure  

Once the benchmark model has been selected, the parameters of the model must be estimated using 

observed return in a period leading up to the event (Campbell. 1997). This estimation period is 

called the estimation window, which is the period leading up to the event date, but not overlapping, 

as shown in figure 9. 

Figure 9: Event study timeline  

 

Recall that the Market Model for security i and observation t in event time is  

𝑅𝑖𝑡 =  𝛼 + 𝛽𝑖 ∗  𝑅𝑚 + ∊𝑖𝑡   (4) 

The model’s parameters are estimated using an OLS regression analysis, which estimates the 

parameters to minimize the sum of squared residuals (SSR) (Stock & Watson, 2015).  

Under the general conditions ordinary leas squares (OLS) is a consistent estimation procedure for 

the market model parameters (Mackinlay, 1997), and furthermore, given the statistical assumptions 

of joint normal distribution and returns being independent and identically distributed (i.i.d.), OLS is 

efficient (ibid.).  
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The abnormal return is the error term of the market model, i.e., the difference between expected and 

actual return (Campbell et. al, 1997). Under the null hypothesis of no significant effect following 

the event, the abnormal returns will have a zero conditional mean and conditional variance 𝜎2(ARit) 

(ibid.), where:  

σ2(ARit) = σ∊𝑖

2 +
1

L1
[ 1 +

(Rm− μ ̂𝑚)2

σ𝑚
2̂

 ]  (5) 

The first component is the disturbance variance, and the second component is additional variance 

due to sampling errors in αit and βit (ibid.). The second term of the variance approaches zero as the 

estimation window becomes large (ibid.) However, increasing the estimation length also increases 

the chance of including previous events in the estimation window, and therefore poses a tradeoff 

(Kolari, 2007). While existing literature use varying estimation windows between 120 (Kammoun, 

2019) and 220 days (Shinichi et. al, 2019), a sufficiently large estimation window is argued to be 

between 200-250 days (Barthody et. al, 2007). Therefore, an estimation window of 220 trading days 

prior to event date will be used.   

Step 5. Testing Procedure 

When the parameters for normal return are estimated using the model of choice, the abnormal 

returns can be calculated (Campbell, 1997). Recall that abnormal returns simple are the error term 

from our model of expected returns, i.e., 

∈�̂�= 𝑅𝑖 −  �̂�𝑖𝑡
−   �̂�𝑖 ∗ 𝑅𝑚 = 𝐴𝑅𝑖    (6) 

From here on, and throughout this paper, I use the term abnormal return (ARi). 

Average abnormal return (AAR) across n securities is defined as (ibid.): 

𝐴𝐴𝑅𝑡 =
1

𝑁
 ∑ 𝐴𝑅𝑖𝑡

𝑁

𝑖=1

 

Further, the variance of AARt is defined as (Mackinlay, 1997.): 

𝑉𝑎𝑟(𝐴𝐴𝑅𝑡) =
1

𝑁2
  ∑ 𝜎𝜀𝑖

2

𝑁

𝑖=1

 

After aggregating across securities, we aggregate over time of the event window, i.e., from [-t; +t] 

(ibid.). This yields the cumulative abnormal average return (CAAR). The CAAR and its variance 

are defined as (Mackinlay, 1997): 
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 𝐶𝐴𝐴𝑅(𝑡1, 𝑡2) = ∑ 𝐴𝐴𝑅𝑡
𝑡4
𝑡=𝑡3

=
1

𝑁
 ∑ 𝐶𝐴𝑅(𝑡1,𝑡2)

𝑁
𝑖=1     (7) 

𝑉𝑎𝑟(𝐶𝐴𝐴𝑅(𝑡1, 𝑡2)) =  ∑ 𝑣𝑎𝑟(𝐴𝐴𝑅𝑡)
𝑡4
 𝑡=𝑡3

=
1

𝑁2  ∑  𝜎𝑖
2(𝑡1, 𝑡2)𝑁

𝑖=1   (8) 

 

To summarize the methodology, we first calculate the abnormal return (ARi) for each security on 

each of the days included in the event window. Thereafter, the average of these abnormal returns on 

every given day in the event window is calculated by adding abnormal returns across securities. 

Conclusively, the AARs are summed up across time to generate the CAARs (Campbell et. al, 1997; 

Mackinlay 1997).  

Once the AARs and CAARs has been calculated, the results can be tested to conclude whether the 

event period experienced significant abnormal returns, i.e., significantly different than predicted 

‘normal’ returns.  

The hypothesis tests are formulated as: 

𝐻0: 𝐶𝐴𝐴𝑅 = 0 

𝐻1: 𝐶𝐴𝐴𝑅 ≠  0 

In the case of data breaches, it is assumed that the event will have a negative impact, and thus a one-

sided hypothesis of CAAR being negative might be stated. However, given contradicting results 

presented in the literature review, we cannot impose this restriction, and the appropriate test is 

therefore two tailed.  

Furthermore, this paper seeks not only to understand the cumulative impact of a data breach on a 

security, but also understand the behavior of the securities within the event period. To test for 

possible over- and underreaction, the tests must be two-sided since the movement of stock prices 

can be either way.  

Significance testing 

To test the significance of abnormal returns, researcher must choose between parametric and non-

parametric tests (Kolari, 2007). The difference between the two are the underlying assumptions of 

distributions; while the parametric tests rely on returns to be normally distributed, the non-

parametric tests do not impose any distributional assumptions (ibid).  

It is well established from empirical evidence in previous literature that daily returns exhibit fat tails 

and are generally not normally distributed (Fama, 1976, Brown & Werner, 1985) which poses a 

problem when using parametric tests on abnormal returns (Kolari & Pynnonen, 2011). 
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Due to the non-normality of stock prices and returns, the non-parametric tests dominate parametric 

tests in event study analysis of single day abnormal returns (Corrado, 1989; Corrado & Zivney, 

1992; Campbell & Wasley, 1996). However, the efficacy of non-parametric tests is severely 

weakened when extending to a multiple day test of cumulative abnormal returns (Kolari, 2011; 

Cowan, 1992). This has caused researcher to rely on parametric tests such as Patell Z (Patell, 1976) 

and BMP (Boehmer et. al, 1991) when extending to cumulative abnormal returns due to improved 

power properties, both over the standard t-test and non-parametric tests (ibid.). Especially Patell Z 

has been widely used in literature due to its ability to make use of firm-specific variance estimates 

that greatly improves the power to detect abnormal returns (Cowan, 2020). This is emphasized 

when reviewing existing event study literature, where most studies rely on Patell Z and/or Students 

t-test.  

Furthermore, statisticians argue that due to the use of OLS in the estimation window of event 

studies, the use of standard parametric tests is valid, and the non-normality of residuals of 

individual stock returns have little effect on the inferences drawn from using standardized 

parametric tests (Dyckman et. al, 1984). The Central Limit Theorem (CLT) further states the 

distribution of observations is well approximated by a normal distribution when sample size n is 

large (Stock & Watson, 2015), with 30-50 observation considered sufficient (Ross, 2017). 

As previously discussed, this study seeks to encompass the effect surrounding the announcement of 

a breach, and will therefore apply several event windows, ranging from [-1;1] to [-10; 10]. This 

aims to ensure that the measured effect in CAAR includes both possible informational leakage prior 

to announcement, together with post-announcement drift. Due to the scope of this study, the sample 

size and preferred testing procedure in existing literature, this study will abstain from using non-

parametric tests, and rely on parametric test as proposed. Specifically, the Patell Z (Patell, 1976) 

will be applied. The formal test is briefly described in appendix 4.  

As mentioned in section 6, this study will consistently use α = 0.05 when testing for significance.  

 

Step 6. Empirical results 

Having defined, selected, estimated, and tested the abnormal returns for data breaches, the next step 

is presenting the empirical results. The results will be provided together with significance and 

robustness tests and supplemented with relevant figures for visual representation. 

Step 7. Interpretation and conclusion 

The final step is naturally interpreting and concluding on the empirical findings. Furthermore, new 

insights and possible further research will be discussed. Finally, the limitations of the test, the 

methodology and the inputs will be reviewed.  
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Having computed and tested both AAR and CAAR, this study will analyze the possible correlation 

between firm specific variables and market reaction using OLS regression. Thus, the assumptions of 

OLS are briefly outlined next, before moving to analyzing the data.  

 

7.2 OLS Regression on CAAR 

To understand whether firm specific factors may have explanatory power in determining the 

expected market reaction to data breaches I employ multiple regression analysis on CARi. I apply 

the Ordinary Least Square (OLS) estimator, which estimates the regression coefficients by 

minimizing the sum of squared residuals (Stock & Watson, 2015). By doing so, the regression line 

is as close as possible to observed data (ibid.).  

The model estimators are the intercept, slope of coefficients, and an error term 

�̂� = �̂�0 + �̂�1𝑋1𝑖 + ⋯ +  �̂�𝑘𝑖𝑋𝑘𝑖 + ∊𝑖 , 𝑖 = 1, … , 𝑛   (9) 

 

The multivariate model has four assumptions (Stock & Watson, 2015) that must be met for the 

model to be the most efficient linear regression line. The four assumptions are:  

1. 𝜖𝑖 ℎ𝑎𝑠 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛𝑎𝑙 𝑚𝑒𝑎𝑛 𝑜𝑓 𝑧𝑒𝑟𝑜 𝑔𝑖𝑣𝑒𝑛 𝑋1𝑖
, 𝑋2𝑖

, . . . , 𝑋𝑘𝑖
, 𝑡ℎ𝑎𝑡 𝑖𝑠: 

 𝐸 (𝑢𝑖𝐼𝑋1𝑖, 𝑋𝑖2, . . , 𝑋𝑘𝑖) = 0 

2. (𝑋1𝑖, 𝑋𝑖2, . . , 𝑋𝑘𝑖, 𝑌𝑖), 𝑖 = 1, … , 𝑛 

𝑎𝑟𝑒 𝑖𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡𝑙𝑦 𝑎𝑛𝑑 𝑖𝑑𝑒𝑛𝑡𝑖𝑐𝑖𝑎𝑙𝑙𝑦 𝑑𝑖𝑠𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑑 𝑑𝑟𝑎𝑤𝑠 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒𝑖𝑟 𝑗𝑜𝑖𝑛𝑡 𝑑𝑖𝑠𝑡𝑟𝑖𝑏𝑢𝑡𝑖𝑜𝑛 

3. 𝐿𝑎𝑟𝑔𝑒 𝑜𝑢𝑡𝑙𝑖𝑒𝑟𝑠 𝑎𝑟𝑒 𝑢𝑛𝑙𝑖𝑘𝑒𝑙𝑦 

4.  𝑁𝑜 𝑚𝑢𝑙𝑡𝑖𝑐𝑜𝑙𝑙𝑖𝑛𝑒𝑎𝑟𝑖𝑡𝑦 

The first assumption indicate that the error term must not show any systematic pattern and thus have 

a mean of zero (Stock & Watson, 2015). This assumption is ensured by including the constant term 

in the regression, i.e., intercept (ibid.). The second assumption of independent and identically 

distributed draws is ensured given the data is collected by random sampling (Stock & Watson, 

2015). The third assumption implies that no large outliers exist since these will bias the regression 

coefficient. This assumption does not hold automatically, since data often contains outliers that 

must be either trimmed or transformed. Before running the regression, the data will be tested for 

such outliers to ensure the data do not violate this assumption.  

The fourth and last assumption dictates that no regressor has a high correlation with another, which 

will be tested through a correlation matrix and Variance Inflation Factors (VIF) to ensure the fourth 

assumption is met. All assumptions will this be ensured before analyzing the data.  
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Significance test in OLS 

To test the significance of independent variables on CARi the study will use the t-test, which is used 

to perform hypothesis tests (Stock & Watson, 2015). 

The t-stat of a coefficient is calculated by (ibid.), 

𝑡 =  
�̂�

𝑆𝐸(𝛽)
    (10) 

Where SE(β) is the coefficient standard error (ibid.), 

𝑆𝐸(�̂�) =  √�̂�
�̂�
2    (11) 

The significance of the regression model is further tested using the ‘overall’ F-test (Stock & 

Watson, 2015), which is formulated as 

𝐻0: 𝛽1 = 0, 𝛽2 = 0, … , 𝛽𝑘 = 0    (12) 

𝐻1: 𝐵𝑗 ≠ 0, 𝑓𝑜𝑟 𝑎𝑡 𝑙𝑒𝑎𝑠𝑡 𝑜𝑛𝑒 𝑗, 𝑤𝑖𝑡ℎ 𝑗 = 1, . . , 𝑘 

The corresponding p-values of the F-tests (Stock & Watson, p. 272) will be provided, which are 

formally defined as 

𝑝 𝑣𝑎𝑙𝑢𝑒 = Pr  [𝐹𝑞∞ > 𝐹𝑎𝑐𝑡]   (14) 

 

7.3 Application of Methodology 

This section will review how the described Event Study Methodology (ESM) and OLS regression 

will be applied. All four hypotheses will be tested using ESM. Furthermore, OLS regression will 

implemented on the results from hypotheses 1 & 2 for understanding possible relationships between 

market reactions and company characteristics. The thesis is concluded with a reflection on research 

approach, delimitations and limitation, possible implementation of results and suggestions for 

further research. 
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7.4 Event Study – Implementation 

This section implements the previously described seven step approach formulated by Campbell et. 

al (1997). 

Event definition 

To analyze the effects of an event on stock prices, the event of interest must naturally be defined. 

As outlined under section 1, this thesis focusses on data breaches which is defined as “[…] the loss, 

theft or other unauthorized access to data containing sensitive personal information that results in 

potential compromise of the confidentiality or integrity of the data” (38 CFR, § 75.112). 

The legal definition is used since data breach disclosure laws, which imposes disclosure 

requirements for companies, follow the definition above.  

Model Selection 

Based on the discussion provided in this section, there seems to be no advantage in using an 

economic model over a statistical one. However, this paper will use the statistical Market Model as 

the main model for estimating normal returns, together with the Fama French three factor, thereby 

combining both a statistic and economical model to test the robustness of test results. The inclusion 

of the three-factor model assists in isolating the incremental impact of and event of security price 

performance by excluding effects due to size and book-to-market value (Mackinlay, 1997). 

Estimation window 

Existing literature uses between 120 and 220 trading days prior to event date, where longer 

estimation periods imply a reduced variance but also the risk of including previous events 

(Mackinlay, 1997). This study will use 220 trading days for estimation period which is within the 

range proposed by Barthody et. al (2007). 

  

The only criterion is for the gap between the estimation and event window, is to be sufficiently long 

to ensure the event is not included in the estimation period (Campbell, 1997), which would 

contaminate the estimates and thus the results (ibid.). Event studies typically uses between 5 and 30 

trading days prior to disclosure. However, existing literature has found signs of insider trading in 

events of data breach occurring between 50-70 days prior to public announcement (Lin et al., 2018). 

Since insider trading has previously been associated with stock price movements (Nanda & Baraj, 

2020; McConnel & Chakravarty, 1999), such abnormal trading behavior might affect the estimation 

period. To avoid any bias in estimation due to insider trading the gap from estimation window to 

event window will be set to 70 trading days.  
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Event windows 

Event windows should be constructed in relation to the hypothesis posed (Mackinlay, 1997). 

Specifically, shortening the event window around the event date will help answer the initial impact, 

but not necessarily total impact as stock price movements can occur both prior to and after public 

disclosure, due to potential information leakage and inefficient markets. The testing of each 

hypothesis is thus directly related to the choice of event window, which therefore must be done with 

theoretical reasoning. The discussion of each hypothesis related event window(s) will be conducted 

as part of the analysis.  

8. Data 

This section describes the data input of this thesis, including the sources, sampling, and filtering 

process. Furthermore, a descriptive summary of firm characteristics is provided. 

Data Selection 

The selection criterions are the following: 

1. Publicly listed American companies 

2. Breach of over 100 records  

3. No other events in event period 

To analyze the stock market reaction following a breach, the target firm must naturally be publicly 

listed. The analysis focus on American companies for mainly two reasons. The first reason is that 

95% of firms experiencing data breaches are American companies (Ponemon, 2020; Kammoun, 

2019). Therefore, most data available is related to American listed companies.  

The second reason for focusing solely on American companies is due to potential differences in 

dynamics of stock markets, state and federal regulations, and customer reactions countries in 

between. The United States was one of the first countries to introduce regulation and legal 

requirements on firms following a breach, starting with the California act of 2003. The European 

Union did not introduce similar regulation, especially on disclosure, until the introduction of GDPR 

in 2018 (European Data Protection Supervisor, EU, 2021).  

The second criteria exclude breaches of less than a hundred records since these are assumed to be 

insignificant. It is thus assumed that the inclusion of these insignificant breaches will result in 

fallacious results on the market reactions following a breach. 

The third criteria, which excludes breaches with other events in the event period, is essential in 

analyzing the effect of the data breach and is a key assumption of the event study methodology. 

Without this criterion the stock price effect is not isolated and potentially contaminated by other 

events. 
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Data Collection 

The data disclosure laws in the United States alleviate two major problems for event studies on data 

breaches. The first problem alleviated is the issue of pinning down the event date, also referred to as 

First Notice date, which is the date the news of a data breach was publicly announced. Without the 

ability to pinpoint an exact event date the validity of the analysis is severely diminished, especially 

for smaller intervals of event windows. The only solution to this problem would be to analyze using 

relatively large event periods hoping it encompasses the actual disclosure. This would make it 

possible to analyze total effect but not immediate stock market reaction. However, with the 

increased ability to pinpoint the event date due to notification laws, this problem is alleviated, and 

impact can be isolated an analyzed with increased validity. 

The second issue alleviated by data disclosure laws is preventing the sample from being biased 

towards larger events, and perhaps larger market reactions. With notification laws on essentially all 

data breaches, databases as PRC and Advisen Ltd. include both small and large breaches in terms of 

records lost.  

8.1 Database 

The sample of events for this event study is extracted from the Privacy Rights Clearinghouse (PRC) 

over the period of January 1, 2000 to June 1, 2021. Apart from increasing the reliability of the 

analysis by including a larger sample, this period allows for comparison of market reaction across 

time. 

The PRC database sources its data from state Attorneys General and U.S. Department of Health and 

Human Services (ibid.). However, due to differences in state laws, the filings dates to respective 

State Attorney Generals may be imprecise or different than the day of public announcement. This 

problem is however neutralized by using academic and financial databases to pinpoint the exact 

date of public announcement, minimizing the potential mistake of setting wrong event dates. The 

databases used are Bloomberg Terminal (Bloomberg L.P) and Factiva, where Bloomberg is used to 

locate specific dates of companies’ public announcements, and Factiva is used to check whether the 

information may have been disclosed and confirmed through other major news sources prior to the 

company´s announcement.  

In few instances, tech blogs5 may have reported rumors of data breaches before the company itself 

has issued an official statement, and it is important to set a rule for choosing event date in such 

cases.  

If the rumor brought by news sources has not been confirmed in their article, the rumor is 

disregarded since rumors of breaches are common without being true. Therefore, only 

confirmations of breaches and public announcements made by firms are set as First Notice dates. It 

 
5 Examples are Kaspersky, Upguard, Varonis & Comparitech 
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is important to note that rumors regarding breaches are often spread, often without being followed 

by any confirmation and may therefore be untrue at times. 

Filtering 

The PRC database consists of over 10.000 breach notifications on both private and public firms, 

governmental organizations, educational institutions, and nonprofit organizations. All breaches not 

related to firms that were public at the event date are deleted from the sample. The sample thus 

includes firms that are no longer active or publicly owned to alleviate a possible survivorship bias in 

the sample 

8.2 Final Sample  

The final sample consists of 225 breaches occurring between 01/2000 and 06/2021 that all 

experienced a breach of more than 100 records. The distribution of events across time is visualized 

in figure 10. Visually inspecting the distribution of attacks across time and comparing with total 

population of reported breaches through the same period (Ponemon, 2020), we see that our sample 

is not biased towards any period and represents the number of attacks throughout the examined 

period well. This is desirable, since having a sample biased towards a specific period may 

contaminate an analysis of the effect across a larger period. 

 

Figure 10: Events in sample, distribution across time 
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Figure 11: Total reported breaches in United states acros time, Statista 

 

8.3 Descriptive summary 

I start by conducting a descriptive analysis of financial ratios of target firms included in the sample, 

which will be included in the OLS regression to uncover whether firm characteristics are significant 

determinants of abnormal returns. The ratios are chosen to describe the profitability, capital 

structure, size of a company and expenditure on acquisition and maintenance of assets, including IT 

security. For each company I use the data provided in the latest financial report, either annual or 

quarterly. The data is extracted from CRSP database through WRDS Financial Ratio Suite.  

The variables are: 

• Market Value 

• Book-to-Market ratio 

• Return on Assets 

• Return on Equity 

• Leverage (as Total Debt/Total Assets) 

• CAPEX 

• Intangible Assets 

The summary statistics for the whole sample are provided in table 1. 
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Table 1, Descriptive summary, All events 

 

 Intangible 

Assets ($ M)  

 CAPX ($ 

M)   ROA   ROE   Leverage   B/M  

Market Value ($ 

M) 

Mean 

                      

11.639  

          

1.676  

            

0.13  

            

0.17  

            

0.67  

            

0.41  74.59 

Median 

                        

3.031  

             

315  

            

0.12  

            

0.16  

            

0.68  

            

0.33  21.85 

Standard 

deviation 

                      

20.381  

          

3.527  

            

0.10  

            

0.19  

            

0.26  

            

0.32  157.95 

Minimum 0    0    

            

0.19  

            

0.65  0    0    0.23 

Maximum 

                    

122.775  

        

17.101  

            

0.49  

            

1.01  

            

1.43  

            

1.94  1,261.9 

N 

                           

176  

             

176  

             

176  

             

176  

             

176  

             

176  163 

Due to missing values in CRSP, the sample sizes for all regressions are slightly smaller than in the 

event study, with a maximum of 176 observation as opposed to the original 204 events.  

It is clear from the summary statistics that for Intangible Assets, CAPEX, and Market Value, the 

means are much greater than the medians, indicating right skewed distributions. Appendix 5 

presents histograms of the descriptive variables to further inspect their distribution.  

By visually inspecting the histograms in appendix 5, I conclude that ROE, ROA and B/M ratio are 

approximately normally distributed while Market Value, B/M ratio, Intangible Assets and CAPEX 

are skewed right. These four variables are therefore log transformed, and their new distribution is 

presented in appendix 6. The log transformation seems to alleviate the issue of skewness and large 

outliers.  

 

8.4 Group Definition 

In addition to testing for abnormal returns in the whole sample, this study is interested in testing for 

differences in market reactions between events occurring before and after the introduction of 2018 

SEC regulation. Thus, the data set will be split up in two groups with 02/01/2018 as the splitting 

point. Events occurring between 01/01/2000 – 01/31/2018 is grouped into Group 1, while events 

occurring 02/01/2018 - 06/01/2021 are grouped into Group 2. 

Table 2 shows descriptive summary of the financial ratios for both groups together with a t-test for 

differences in their means.  
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Table 2, descriptive summary of subsets & t tests of differences in means between the two subsets. 

 Group 1  Group 2  Difference 

 n=143 
 

n=57  T test 

 Mean Standard D. Mean Standard D.  

B/M 0.420  

                     

0.298  

                              

0.403  

                                     

0.338  0.210 

ROA 0.136  

                     

0.096  

                              

0.100  

                                     

0.100  2.00** 

ROE 0.180  

                     

0.189  

                              

0.166  

                                     

0.171  - 0.180 

Leverage 0.664  

                     

0.827  

                              

0.705  

                                     

0.171  - 1.313 

Market Value 

(log) 7.24    0.76  7.40  0.78  1.45 

CAPX 1.777  3.399  1.491  

                                     

3.778  0.430 

Intangible 

         

12.298  21.200  10.678   18.965  0.410 

The t-test shows significant differences only in ROA, while the difference in B/M ratio, Market 

Value, ROE, Leverage, CAPEX and Intangible assets between the two subsets are insignificant.  

 

Control Group 

It is important to note that initial SEC Data Breach Guidance, however vague, was introduced years 

before the updated guidance in 2018. As previously mentioned, state regulation began in 2003 in 

California and SEC introduced its first guidance in 2011. I will therefore use a third subset for 

robustness check, where only events occurring between 2011 and 2018 are included. In this 

timeframe, the SEC had introduced its initial so-called view of staff on data breaches, and by year 

2011, 46 of 52 states had introduced their state regulation on data breaches. This control group thus 

test whether any significant difference in Group 2 is not in fact due to the first Disclosure Guidance 

of 2011. 

 

8.5 OLS assumptions 

Before running the regression CARi, it is important to ensure the data does not violate any of OLS 

assumptions summarized in section 7. As mentioned in my section of methodology, the four Least 

Square assumption in multiple regression models are 
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1. Ui has conditional mean zero given X1i, X2i, …, Xki, that is: 

𝐸 (𝑢𝑖𝐼𝑋1𝑖, 𝑋𝑖2, . . , 𝑋𝑘𝑖) = 0 

2. (𝑋1𝑖, 𝑋𝑖2, . . , 𝑋𝑘𝑖, 𝑌𝑖), 𝑖 = 1, … , 𝑛  

𝑎𝑟𝑒 𝑖𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡𝑙𝑦 𝑎𝑛𝑑 𝑖𝑑𝑒𝑛𝑡𝑖𝑐𝑖𝑎𝑙𝑙𝑦 𝑑𝑖𝑠𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑑 𝑑𝑟𝑎𝑤𝑠 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒𝑖𝑟 𝑗𝑜𝑖𝑛𝑡 𝑑𝑖𝑠𝑡𝑟𝑖𝑏𝑢𝑡𝑖𝑜𝑛 

3. Large outliers are unlikely 

4. There is no perfect multicollinearity. 

The first assumption requires the error term to be homoskedastic, i.e., have a constant variance 

across Xij, which can be tested using the Breusch-Pagan test (Breusch & Pagan, 1979, p. 1289). I 

test the error term for both models and present the results in table 3 

Table 3, Test for Homoskedasticity 

 

Based on the Breusch-Pagan test, I do not reject the null hypothesis of homoscedastic error term 

and thus the first assumption is not violated. 

The second assumption automatically holds if the data are collected by random sampling (Stock & 

Watson, 2015). Due to the reliance on PRC´s database, which collects information through General 

Attorney’s office without discriminating between events, this sample is assumed to be randomly 

selected.  

The third assumption is related to the distribution of the model´s coefficients, specifically to the 

existence of outliers.  

Having transformed the skewed descriptive coefficient and inspected their new distribution, I can 

assume that the independent variables do not violate the third assumption.  

However, the dependent variable of CAR may include outliers which may bias the estimated 

coefficient. Nevertheless, these outliers are neither mis specified nor unimportant in understanding 

the outcome of data breaches on stock prices.  An alternative method to trimming. i.e., excluding 

outliers, is winsorization (Blaine, 2018) which is a procedure that moderates the influence of 

outliers instead of excluding them (ibid.). The method transform outliers in both ends of the CARi 

values to the 5th and 95th percentile, thereby only limiting and not discarding their values. This 

means that any value below the 5th percentile is assigned the same value as the 5th percentile, and 

similarly any values above the 95th percentile.  

This procedure ensures the data does not violate the third assumption of Least Square models and 

Model (1) (2) (3) (4) (5)

P value 0.16 0.43 0.18 0.11 0.29

Conclusion Homoskedastic Homoskedastic Homoskedastic Homoskedastic Homoskedastic

Alpha 0.05
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that outliers do not significantly distort the coefficient values, while still being allowed to contribute 

to the understanding of the relationship between dependent and independent variables. 

In conclusion, by transforming the skewed independent variables and winsorizing the dependent 

variable, the model does not violate the third assumption regarding outliers. 

The fourth assumption is regarding multicollinearity, which will be tested using both a correlation 

matrix and Variance Inflation Factors (VIF) (Menard, 1995) when conducting the regression. I use 

0.8 (Berry & Feldman, 1985)6 and 5 (Menard, 1995) as critical values for the correlation analysis 

and VIF, respectively. The correlation matrix is presented in table 4. 

Table 4, Correlation Matrix, Descriptive variables, All Events 

 Roa Roe Leverage B/M Year 

Financ

e 

      

Retail Tech 

Manufa

ct. Other 

Market 

V (log) 

Intang

. Log 

Roa 1.00            
Roe 0.51 1.00           
Leverage -0.37 0.04 1.00          
B/M -0.39 -0.31 0.06 1.00         
Year -0.09 -0.01 0.05 -0.02 1.00        
Finance 0.02 -0.05 -0.13 0.05 -0.07 1.00       
Retail -0.05 0.05 0.22 -0.04 0.05 -0.43 1.00      
Tech -0.02 0.00 -0.01 -0.02 -0.04 -0.19 -0.23 1.00     
Manufact. 0.00 0.04 0.04 0.01 0.06 -0.21 -0.26 -0.11 1.00    
Other 0.06 -0.04 -0.15 0.00 0.00 -0.28 -0.35 -0.15 -0.17 1.00   
Market V. (log) 0.07 0.08 0.12 -0.04 0.05 0.06 -0.08 0.06 0.00 -0.02 1.00  
Intang. Log 0.03 0.14 0.08 0.08 0.14 -0.02 -0.11 0.03 0.13 0.03 0.00 1.00 

CAPEX log 0.12 0.08 0.00 -0.02 -0.16 0.13 -0.12 0.02 0.03 -0.04 -0.01 0.21 

From the correlation matrix we see no two variables have a correlation above the critical value of 

0.8. To further ensure no multicollinearity, any coefficient with a VIF factor above 5 will be 

removed from the regression. 

 

Given the log transformation and winsorization of variables, the use of heteroskedastic-robust 

errors, the nature of my sample collection procedure and the lack of multicollinearity, I can assume 

all four assumptions of OLS are not violated.   

 

 

 
6 Berry WD, Feldman S. Multiple Regression in Practice (Quantitative Applications in the Social 
Sciences) SAGE Publications; Thousand Oaks. CA: 1985 
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9. Analysis & Results 
 

This section implements the methodological framework of each hypothesis and present their 

respective results, which are supplemented with relevant visual representation. The results and their 

implications are further discussed in section 10. 

 

Hypotheses 1 & 2 

The first two hypotheses seek to analyze the market reactions for the whole sample, and 

subsequently test for significant differences between the two groups with February 2018 as splitting 

point.  

To analyze the initial impact, we must naturally use relatively narrow event windows, while still 

allowing for pre- and post-disclosure movements. The event windows that will be analyzed for 

initial market reaction are therefore [-1;1], [-2;2], [-5;5] & [-10;10]. 

Secondly, the samples are split into Group 1 and 2 as described. To further understand what might 

be determinant of market reaction I run OLS regression analyses on both the whole sample and 

subsamples using financial ratios listed in the descriptive summary as determinants.  

9.1 Hypothesis 1  
 

Hypothesis 1: The public disclosure of a data breach leads to immediate significant abnormal 

returns for target firms in the days surrounding public disclosure. 

 

The first hypothesis to test is whether there are significant abnormal returns surrounding the event 

date for our whole set of events, ranging over the last two decades with our first event being in 

2000. 

Understanding the effect on the whole sample will amplify the understanding in later analyses 

including subperiods, especially in relation to other studies7 which do not make the distinction 

between different time periods. 

The analysis of whole sample and subperiods will follow the structure of the Event Study 

Methodology, which was outlined the section above. The event periods, their corresponding values 

and significance tests are summarized in table 5. 

Table 5, CAAR Whole sample 

 
7 Especially recent studies, that uses data ranging from the late 1990´s till 2019, such as Kammoun et. al 
(2019) and Hogan et. al (2020). 
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The results of the event study show initial negative reaction surrounding the event date with 

negative cumulative abnormal returns for all windows except the longest, [-10;10]. The results 

suggest that both the periods of [-1;1] and [-2;2] are significantly negative, while the periods [-5;5] 

and [-10;10] are not significant on a 5% level. All results are robust when using FF 3 Factor model 

as benchmark.  

The abnormal returns across the period [-10; 10] are visualized by figure 12.  

Figure 12, Cumulative Abnormal Average Returns, Whole Sample  

 

9.2 Hypothesis 2  

In my second hypothesis I split the data set into two groups, with the first consisting of events 

occurring prior to 2018 SEC regulation and the second subset including all events occurring after. 

The hypothesis tested is 

Hypoethesis 2: The introduction of 2018 SEC regulation have had a significant impact on market 

reactions to data breach announcements 

 

Formally, the null and alternative hypotheses are formulated as: 

 

𝐻0: 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝1 = 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝2 

 

𝐻1: 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝1 ≠ 𝐶𝐴𝐴𝑅𝑔𝑟𝑜𝑢𝑝2 

Event Window CAAR Negative events, N=202 Patell Z FF 3 Factor Patell Z

[-1;1] -0,66% 101 -2,31** -0,72% -2,64***

[-2;2] -0,92% 99 -2,81*** -0,77% -2,42***

[-5;5] -0,69% 105 -1,938* -0,63% -1,79*

[-10;10] 0,34% 101 -0,08 0,31% -0,16
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The abnormal returns of Group 1, Group 2 and the Control Group defined in section 8, are tested 

using the same procedure of Event Study Methodology described in this paper. The results of both 

subsets are given in table 6. 

 

Table 6, CAAR for individual Groups 

  Group 1  Control Group Group 2 

Event 
Window 

CAAR Patell Z CAAR FF CAAR Patell Z CAAR Patell Z CAAR FF 

[-1;1] -0.49% -0.875 -0.36% -0.03% -0.134 -1.41% -2.8*** -1.76%*** 

[-2;2] -0.64% -1.438 -0.60% -0.35% -0.93 -1,81% -2.94*** -1.55%*** 

[-5;5] -0.75% -1.908* -0.65%* -0.63% -1.529 -0.95% -0.57 -1.1% 

[-10;10] 0,09% -0.822 0,05% -0.14% -0.99 -0.84% 0.80 -0.56% 

 

The results show more negative and significant abnormal returns in Group 2 for event windows [-

1;1] and [-2;2]. Group 1 show negative but insignificant CAAR for all windows except [-10;10] 

which is positive and insignificant. Our Control Group show negative and insignificant for [-1;1], [-

2;2] and [-5;5], while [-10;10] is positive and insignificant. The results are thus robust against the 

Control Group and FF three factor model. 

The apparent difference in market reactions for the two subsets is further analyzed, both in terms of 

significant differences and regression analysis. The first will test for significant differences in 

CAAR between the groups, while the regression analysis will provide further insight to the firm 

characteristics that may influence market reactions. 

Test for difference between subsets 

Having obtained the CAAR values for each subset, I start by testing whether the differences in 

means are significant using a Z test. The test results are summarized in table 7 

Table 7, Test of significant difference between CAARs  

 

Test of Difference in CAAR

Group 2 - Group 1 Group 2 - Control Group

Event Window Z test Z test Conclusion

[-1;1] -0.253 -0.373 Insignificant

[-2;2] -0.294 -0.358 Insignificant

[-5;5] -0.039 -0.073 Insignificant

[-10;10] 0.256 0.186 Insignificant
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We see that the differences in CAAR between Group 2, and both Group 1 and our Control Group, 

are insignificant. In conclusion, there are is no significant difference in CAAR for events occurring 

after the introduction of 2018 SEC regulation and prior events.  

Regression on CAAR 

After having analyzed the market reactions to data breaches and obtained individual cumulative 

abnormal returns (CARi) for all events, I run an OLS regression to determine whether any of the 

financial metrics on return, capital structure, firm size or capital expenditure are significant 

determinants of market reactions. Moreover, I include a dummy variable “2018 SEC”, in which 

event occurring prior to 02/2018 are assigned the value 0, while events post 02/2018 are assigned 

the value of 1.  

The regressions will be conducted stepwise, moving from a single independent variable to including 

all. Furthermore, the dataset will again be split into the same groups, with 02/2018 as splitting 

point, to see whether the data suggests any differences in market reactions given descriptive 

variables.  

Five regression models are formulated. They are: 

1. 𝐶𝐴𝑅𝑖 = �̂�0 + �̂�1𝑆𝐸𝐶𝑖 + ∊𝑖      (15) 

Here, SECi is a dummy variable with the value 0 if Year < 2018 and 1 if Year ≥ 2018 

2. 𝐶𝐴𝑅𝑖 =  �̂�0 +  �̂�1𝐼𝑛𝑡𝑎𝑛𝑔𝑖𝑏𝑙𝑒 𝐴𝑠𝑠𝑒𝑡𝑠𝑖 +  �̂�2𝐶𝐴𝑃𝐸𝑋(log)𝑖 +  �̂�3𝑅𝑂𝐴𝑖 +  �̂�4𝑅𝑂𝐸 +

�̂�5𝐿𝑒𝑣𝑒𝑟𝑎𝑔𝑒 + �̂�6 𝑀𝑎𝑟𝑘𝑒𝑡 𝑉𝑎𝑙𝑢𝑒 (log)𝑖 + ∊𝑖    

 (16) 

3. 𝐶𝐴𝑅𝑖 =  �̂�0 +  �̂�1𝐼𝑛𝑡𝑎𝑛𝑔𝑖𝑏𝑙𝑒 𝐴𝑠𝑠𝑒𝑡𝑠𝑖 +  �̂�2𝐶𝐴𝑃𝐸𝑋(log)𝑖 +  �̂�3𝑅𝑂𝐴𝑖 +  �̂�4𝑅𝑂𝐸 +

�̂�5𝐿𝑒𝑣𝑒𝑟𝑎𝑔𝑒 + �̂�6 𝑀𝑎𝑟𝑘𝑒𝑡 𝑉𝑎𝑙𝑢𝑒 (log)𝑖 + �̂�7𝐹𝑖𝑛𝑎𝑛𝑐𝑒 +  �̂�8𝑅𝑒𝑡𝑎𝑖𝑙 +  �̂�9𝑇𝑒𝑐ℎ +

 �̂�10𝑀𝑎𝑛𝑢𝑓𝑎𝑐𝑡𝑢𝑟𝑖𝑛𝑔 + ∊𝑖,       (17) 

 

Where β̂6 to β̂10 are dummy variables of industries in which target companies mainly operate in. 

This classification is done based on SIC codes. Target companies falling under any other SIC 

classification than Finance, Retail, Tech and Manufacturing are classified as “Other”. These are 

excluded to avoid the “dummy trap” and thus be the baseline of our dummy variables. The 

categorization of codes is provided in appendix  

Models 4 & 5 includes all independent variables with the dependent variables CARi being split into 

two groups: 
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4. 𝐶𝐴𝑅𝑖 ,𝑔𝑟𝑜𝑢𝑝1 
=  �̂�0 +  �̂�1𝐼𝑛𝑡𝑎𝑛𝑔𝑖𝑏𝑙𝑒 𝐴𝑠𝑠𝑒𝑡𝑠𝑖 +  �̂�2𝐶𝐴𝑃𝐸𝑋(log)𝑖 +  �̂�3𝑅𝑂𝐴𝑖 +  �̂�4𝑅𝑂𝐸 +

�̂�5𝐿𝑒𝑣𝑒𝑟𝑎𝑔𝑒 + �̂�6𝑀𝑎𝑟𝑘𝑒𝑡 𝑉𝑎𝑙𝑢𝑒 (log)𝑖 + �̂�7𝐹𝑖𝑛𝑎𝑛𝑐𝑒 +  �̂�8𝑅𝑒𝑡𝑎𝑖𝑙 +  �̂�9𝑇𝑒𝑐ℎ +

 �̂�10𝑀𝑎𝑛𝑢𝑓𝑎𝑐𝑡𝑢𝑟𝑖𝑛𝑔 + ∊𝑖,       (18) 

 

5. 𝐶𝐴𝑅𝑖,𝑔𝑟𝑜𝑢𝑝 2 =  �̂�0 +  �̂�1𝐼𝑛𝑡𝑎𝑛𝑔𝑖𝑏𝑙𝑒 𝐴𝑠𝑠𝑒𝑡𝑠𝑖 +  �̂�2𝐶𝐴𝑃𝐸𝑋(log)𝑖 +  �̂�3𝑅𝑂𝐴𝑖 +  �̂�4𝑅𝑂𝐸 +

�̂�5𝐿𝑒𝑣𝑒𝑟𝑎𝑔𝑒 + �̂�6𝑀𝑎𝑟𝑘𝑒𝑡 𝑉𝑎𝑙𝑢𝑒 (log)𝑖 + �̂�7𝐹𝑖𝑛𝑎𝑛𝑐𝑒 +  �̂�8𝑅𝑒𝑡𝑎𝑖𝑙 +  �̂�9𝑇𝑒𝑐ℎ +

 �̂�10𝑀𝑎𝑛𝑢𝑓𝑎𝑐𝑡𝑢𝑟𝑖𝑛𝑔 + ∊𝑖,       (19) 

 
 

9.3 Regression Results 

This section presents the results from the five abovementioned models, including the coefficients 

and significance values. The coefficients are presented in percentages with their corresponding p-

values in parenthesis in table 8. 

Table 8: OLS regression results, Model (1) – (5) 

  (1) (2) (3) (4) (5) 

     Group 1 Group 2 

2018 SEC -0.90%         

  (036)     
ROA   4.30% 4.97% 3.07% 20.70% 

    (0.33) (0.19) (0.49) (0.044)** 

ROE   3.25% 3.26% 3.30% 4.20% 

    (0.18) (0.14) (0.12) (0.45) 

Leverage   -1.06% -0.9% 0.90% -4.40% 

    (0.43) (0.48) (0.58) (0.039)** 

B/M   2.04% 2.02% 1.10% 5.74% 

    (0.048)** (0.046)** (0.34) (0.008)*** 

Market Value (log)   0.10% 0.56% -0.10% -0.50% 

    (0.95) (0.25) (0.75) (0.105) 

CAPEX (log)   0.07% 0.03% 0.00% -1.62% 

    (0.155) (0.48) (0.49) (0.0015)*** 

Intangible (log)   0.4% 0.45% 0.60% 0.80% 

    (0.38) (0.34)* (0.26) (0.25) 

Year   0.01% 0.03% 0.00% -1.50% 

    (0.72) (0.58) (0.67) (0.10) 

Finance     2.22% 2.80% 3.10% 

      (0.017)** (0.035)** (0.018)** 

Retail     1.10% 1.70% 1.59% 
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      (0.23) (0.22) (0.212) 

Tech     0.87% 1.00% 1.79% 

      (0.39) (0.68) (0.35) 

Manufacturing     0.65% 1.70% -1.50% 

      (0.61) (0.26) (0.47) 

Intercept -0.75% -46.60% -66.70% -101% 3032% 

  (0.03)** (0.81) (0.53) (0.65) (0.10) 

       
N 176 171 175 122 54 

Adj. R sq. 0.0014 0.073 0.09 0.047 0.24 

VIF > 5 - NO NO NO NO 

p-value (F Test) 0.99 0.026** 0.01*** 0.136 0.018** 

Model 1-3 analyzes all events, while regression (4) and (5) analyzed each of the two subsets. For all 

regressions the VIF is below the critical value 5 for all variables in all models, and I can therefore 

conclude that there exists no multicollinearity.  

 

The first model uses a dummy variable to test the significant difference between pre- and post SEC 

regulation and finds the coefficient to be negative but insignificant. The explanatory power of this 

variable seems to be rather low, with an adjusted R2 of 0.001 and a p value > 0.05. 

In model (2), the dummy variable of SEC regulation is replaced by the variable Yeari,, which differs 

by introducing a discrete variable that allows testing for gradual time effect over the years. 

Furthermore, the financial ratios, capital structure and capital expenditure is introduced. For the 

whole dataset, the regression suggest that B/M ratio is positive and significant. No other variables 

are found significant. The F test suggest that the model is significant, with a p-value <0.05. 

In model (3) the dummy variables for industry are introduced. We see that B/M ratio is still positive 

and significant on the 5% level. Furthermore, we see that data breaches on Financial companies 

experience a more positive (less negative) market reaction, with the coefficient for financial 

companies being positive and significant. All other variables are insignificant. The F Test suggest 

that model (3) is significant with a p-value < 0.05 and a slight improvement in adjusted R2 from 

0.061 to 0.081 when introducing dummy variables for industry, indicating that industry dummy 

variables do offer explanatory power to the model. 

I now turn to regression (4) and (5) that tests the coefficients against the events of each groups.  

Regression (4) includes all events between the year 01/2000 and 02/2018, and for this period we 

only find the dummy variable for Financial companies to be positive and significant. All other 

variables are insignificant, as is the model itself with a p-value > 0.05. This means that the 

coefficients offer no better fit than an intercept-only model, i.e., all coefficients are jointly 

insignificant. Moreover, we see that value of adjusted R2 decline compared to models (2) & (3). 
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In regression (5) we see that several independent variables now offer significant explanatory power. 

The significant coefficients are ROA, B/M ratio and Finance all being positive and significant. The 

regression finds both Leverage and CAPEX to be negative and significant. The model is significant 

with a p-value < 0.05, and a higher adjusted R2 of 0.24 indicating a much better model fit for this 

subset of events than any models of (1) – (4). 

The regression analyses conclude the tests for hypotheses 1 & 2. I now turn the hypothesis 3. 

9.4 Hypothesis 3 

The third and hypothesis seeks to test is whether the introduction of SEC regulation, and 

specifically banning insider trading between the time of detection and public disclosure, has 

eliminated insider trading prior to disclosure.  

Hypothesis 3: The explicit ban from SEC on insider trading in February 2018 on information 

regarding data breaches has eliminated insider trading prior to disclosure.  

 

Since the 2018 regulation specifically bans insiders from trading before disclosure, I will abstain 

from using Form 4 filings to the SEC as previous studies has done (Lin et al., 2018). This is due to 

the informed traders´ incentive and efforts to avoid filing such illegal trades (Beny & Seyhun, 

2013), since it may have legal consequences for these individuals as in the case of Equifax officials. 

Furthermore, trading on insider information can also be done by nonemployees, and so only relying 

on Form 4 filings may understate the existence of insider trading. 

 

Researchers use event study analysis as alternative to analyzing reported trades (Pham & Ausloos, 

2020). This method assumes that insider trading affect market prices, which prior research has 

found empirical evidence of (Chakravarty & McConel, 1997; Meulbrook, 1992). Since the theory 

assumes abnormal returns to be insignificant or equal to zero in the absence of any significant 

events, the detection of abnormal returns in the period prior to public announcement is seen as a 

sign of insider trading. The intuition in this approach is that effective regulation should result in no 

significant abnormal return prior to public disclosure.  

The formal null and alternative hypothesis are 

 

𝐻0: 𝐶𝐴𝐴𝑅𝑝𝑟𝑒−𝑑𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒 = 0 

 

𝐻1: 𝐶𝐴𝐴𝑅𝑝𝑟𝑒−𝑑𝑖𝑠𝑐𝑙𝑢𝑟𝑒 ≠ 0 

 

The cumulative abnormal returns prior to disclosure will be tested using different length of event 

windows. This will enhance the understanding of both when and how much of the stock market 

reaction is incorporated into stock prices prior to disclosure.  
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From these CAAR it is possible to compute the run-ups, which is the relative cumulative abnormal 

return incorporated in stock prices one trading day prior to disclosure, i.e., how much of the total 

market reaction after public disclosure was already incorporated in stock prices. This method has 

been used extensively in analyzing run-ups in M&A´s (Tang, 2016; Lin & Wu, 2019; Cornell & 

Sirri, 1992). The degree of run-ups is computed by (ibid.): 

𝐷𝑒𝑔𝑟𝑒𝑒 𝑜𝑓 𝑟𝑢𝑛 𝑢𝑝𝑠 =
𝐶𝐴𝐴𝑅−1 −𝑀𝑎𝑥 (𝐶𝐴𝐴𝑅−30 ,𝐶𝐴𝐴𝑅−1)

𝑀𝑎𝑥 (𝐶𝐴𝐴𝑅1,𝐶𝐴𝐴𝑅0)−𝑀𝑎𝑥 (𝐶𝐴𝐴𝑅−30,𝐶𝐴𝐴𝑅−1)
  (20) 

  

Results, Hypothesis 3 

This section presents results from the event study on pre-disclosure period for both Group 1 & 2m 

where I will analyze from [-30] trading days until [-1]. Furthermore, I include the Control Group of 

events occurring between 2011-2018 to control for the effect of the first SEC Disclosure Guidance 

from 2011.  

The results are presented in table 8. 

Table 9: CAAR pre-disclosure, All Groups 

 
Group 1 Group 2 

Control Group 
(2011-2018) 

Event 
Window 

CAAR Patell Z CAAR FF CAAR Patell Z CAAR FF CAAR Patell Z 

[-3;-1] -1% -3.19** -1.0%*** -0.82% -1.51 0.92% 0.68% -2.466** 

[-5;-1] -0.73% -2.24** -0.72%*** -1.00% -1.64 -0.81% -0.59% 1.78* 

[-10;-1] 0.35% 0.33 0.06% -1.79% -2.32** -1.2%** 0.46% 0.957 

[-20;-1] -0.24% 0.05 -0.53% -3.12% -3.53*** -2.04%*** 0.20% 0.247 

[-30;-1] -0.88% 0.31 -1.0% -2.70% 2.97** -1.35%** -0.55% -0.31 

 

The results of CAAR for both groups are visualized in figures 13 & 14. We see that the periods [-5;-

1] & [-3;-1] are significant for Group 1 and insignificant for Group 2. Conversely, the longer 

periods of [-10;-1], [-20;-2] & [-30;-1] are significant for Group 2 and insignificant for Group 1. 

Finally, the Control Group experience significant abnormal return in the smallest window of [-3;-1] 

while [-5;-1] is insignificant on a 5% level. The results are therefore robust against the Control 

Group. These results are robust to the FF three factor model. 
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Figure 13, CAAR [-30;-1] pre-disclosure, Group 1  

 

 

Figure 14, CAAR [-30;-1] pre-disclosure, Group 2 

 

 

The significance of each trading days abnormal returns is visualized in figure 15. 

Figure 15: Daily AAR and critical value for Group 1 & Group 2, Pre-Disclosure 
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The test concludes significant average abnormal returns prior to disclosure for both groups, 

however, each with their own apparent dynamic. For Group 1, the CAAR indicate a larger volatility 

which explain the insignificance observed for broader event windows. We see the CAAR go from 

positive value to negative around trading day [-4]. 

The dynamic for Group 2 behaves differently. We see the CAAR become incrementally and 

consistently more negative from trading day [-20]. Furthermore, we see more negative CAAR for 

Group 2 compared to Group 1.  

 

 

Next, I calculate the degree of runups for both groups using the broadest window [-30;-1] 

𝐷𝑒𝑔𝑟𝑒𝑒 𝑜𝑓 𝑟𝑢𝑛 𝑢𝑝𝑠, 𝐺𝑟𝑜𝑢𝑝 1 =
−0.88% − 0.12%

−1.17% − 0.12% 
=

−0.76

−1.05
= 0.723 = 72.3% 

𝐷𝑒𝑔𝑟𝑒𝑒 𝑜𝑓 𝑟𝑢𝑛 𝑢𝑝𝑠. 𝐺𝑟𝑜𝑢𝑝 2 =
− 2.71% − 0.53%

−4.39% − 0.53%
=

−2.18%

−3.86%
= 0.565 = 56.5% 

We see that runups has become relatively smaller, i.e., in term of total reaction from [-30; +1], with 

runups consisting of 72.3% for Group 1 and 56.5% for Group 2. However, Group 2 experience a 

more negative CAAR of -2.71% prior to disclosure in absolute terms compared to -0.88% in Group 

1. 

In conclusion, we see significant abnormal returns for both groups in the weeks leading up to public 

disclosure of a data breach. I therefore reject the null hypothesis of no significant abnormal returns 

prior to disclosure for Group 2, which are events occurring after the explicit ban on insider trading 

in February 2018. 
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9.5 Hypothesis 4  
 

My fourth hypothesis aims to test whether the introduction of stricter SEC regulation, where firms 

are strongly encouraged to include sufficient material information in their initial disclosure instead 

of using vague and non-informative language, has resulted in efficient market reactions.  

Recall the fourth hypothesis 

 

Hypothesis 4: The introduction of strict SEC regulation in 2018 has made the market efficient in 

reacting to public disclosures of data breaches 

 

The formal null and alternative hypothesis are 

 

𝐻0: 𝐶𝐴𝐴𝑅𝑝𝑜𝑠𝑡𝑏𝑟𝑒𝑎𝑐ℎ = 0 

 

𝐻1: 𝐶𝐴𝐴𝑅𝑝𝑜𝑠𝑡𝑏𝑟𝑒𝑎𝑐ℎ ≠ 0 

 

 

As discussed in section 4, ESM has often been used to test for the semi-strong form of market 

efficiency, that is defined as a state where new information is immediately incorporated into stock 

prices (Fama, 1991). This method was further argued to be the cleanest evidence of market 

efficiency (ibid.) Thus, an observation of a significant drift in stock price after what is considered as 

“immediate” can be considered a sign of market inefficiency (Brandt, 2008).  

 

I will test this hypothesis by analyzing the data in two ways. First, I will test whether there exists 

significant drift after the immediate reaction. To do so, I must first define the “immediate” time 

horizon.  

Since per construction the news of a breach is publicly disclosed on “day 0”, one could argue that 

any significant reaction after this day is considered a sign of market inefficiency. However, given 

the reality of stock markets trading hours, and the possibility of news being disclosed at a late hour 

on “day 0”, the immediate effect is considered to be both trading days 0 and +1, i.e., event window 

[0; +1]. This allows for a clearer distinction between initial market reaction and potential drift.  

 

There exists no consensus on the length of the drift analyzed, i.e., when to stop measuring the 

cumulative abnormal return. Existing literature analyzing public earnings announcement drift 

(PEAD) uses “drift windows” ranging from [+2; +21] (Ahlatcioglu et. al, 2021) to [+2; +240] 

(Brandt. Et al, 2009). However, given that any significant market reaction after day [+1] is 

considered a sign of inefficiency, there is no argument for using a longer window since I am only 

interested in market efficiency and not long-term effect on return. Moreover, the test of abnormal 

return assumes a correct estimation of normal return, which has the risk of becoming statistically 

contaminated by bias in our estimation model with longer event windows (Kolari, 2007). This 
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further argues for using a relatively shorter window for analyzing drift. Therefore, I will use [+2; 

+20] as the drift window. 

 

Apart from analyzing the cumulative average abnormal returns (CAAR) for the drift window as 

done in existing literature, I test the single day average abnormal returns (AAR) for each trading 

day to analyze for how many days after public disclosure that significant abnormal returns can be 

observed. This enhances the understanding of abnormal stock price movements across time instead 

of only focusing on the sum of abnormal returns.  

 

Results: Hypothesis 4 

 

I run an event study on each group defined, including the Control Group. The results are presented 

in table 10. 

 

Table 10, CAAR post event [2; 20], (test for post announcement drift) 

 

  
CAAR [+2; 

+20] CAAR FF 

  (Patell Z) (Patell Z) 

Group 1 1.07% 0.92% 

  (0.31) (0.37) 

Group 2 2.86% 2.58% 

  (3.23**) (2.93**) 

Control 
Group 0.9% 1.5% 

  (0.45) (0.93) 

 

 

The analysis shows positive CAARs for all three groups, however only significant for Group 2.  

Interestingly, however, the significant drift in Group 2 indicates the market has become less 

efficient in reacting to data breaches for events occurring after 2018 SEC guidelines.  

Note that this analysis is not a test of the initial impact on the stock price, which might be more 

severe in recent attack compared to early attacks due to increased costs, regulation, and litigation, as 

shown in hypothesis 1. This is only a test of drift, i.e., a test for significant market reaction after 

what is defined as “immediate” impact. The results are visualized in figures 16 & 17. 
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Figure 16, CAAR [+2; 20], subset post 02/2018 

 
Figure 17, CAAR [+2; 20], subset pre 02/2018 

 

 
 

To further understand the market inefficiency following disclosures I analyze the single day 

abnormal returns to test for how many trading days after the event the stock price experience 

significant abnormal daily returns. The results for both subsets are visualized in figure 17.  

 

Figure 18, AR Significance test, days relative to event date 

 
 

 

The figure shows the Patell Z values for each trading day between our event dates and +20 trading 

days for both subsets, together with the cutoff point for significance. 
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The test results of abnormal returns are more significant for the Group 2 in the days following the 

announcement. Moreover, the significant abnormal returns are observed until 6 trading days 

following public announcement for Group 1, while it is observed until day 9 for the Group 2. 

 

 

Both the CAAR test of drift and analysis of single day abnormal returns reject the null hypothesis 

that the introduction of stricter SEC guidelines in 2018 has resulted in a more efficient market 

reaction. In fact, the data indicates the opposite, with markets becoming less efficient for events in 

Group 2. The implication of these results for investors, regulators and corporate officers will be 

further discussed in section 10. 

 

10. Discussion 
 

Having analyzed the data, I will discuss the results presented in the preceding section. I begin with a 

summary of key findings, followed by an interpretation of results and their meaning in relation to 

the research questions presented. Secondly, I will discuss the implications of my results, both in 

relation to existing literature, possible new insight offered by the results, and consequences for 

theory and practice.  

10.1 Initial Market Reaction 
 

Hypothesis 1: The public disclosure of a data breach leads to immediate significant abnormal 

returns for target firms in days surrounding public disclosure 

 

The initial analysis of the whole sample shows significantly negative CAARs in windows [±1] and 

[±2] of -0.66% and -0.92%, respectively. This corresponds with most literature, including most 

recent studies (Shinichi et. al, 2019; Kammoun et. al, 2019; Hogan, 2020). Given that my data 

includes events from the same periods previously studied using similar methodology, these findings 

are not surprising, both in direction, magnitude of abnormal returns and significance.  

The average market value in the sample is $74.59M, meaning that the CAAR of -0.66% in window 

[-1;1] corresponds to an average drop in value of 0.66%*74.59 = $0.49 M, and $0.68M in [-2;2]. 

This is far below the cost estimates of Ponemon, and more in line with estimates provided by 

Verizon and NetDiligence. In conclusion, the significantly negative abnormal returns for the whole 

sample are in line with previous studies and indicates that investors initial valuation of data 

breaches total costs is closer to more conservative cost estimations.  

I subsequently tested my second hypothesis 

 

Hypothesis 2: Events occurring after the introduction of 2018 SEC regulation experience 

significantly different reaction than pre-2018 events 

 

As previously argued, the grouping of events across two decades may hinder our understanding of 

breaches in a contemporary context, and thus the data set was split in two groups and tested for 
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abnormal returns. The analyses show negative but insignificant abnormal returns for pre-2018 

events, while Group 2 experience significant and more negative abnormal returns. Thus, over time, 

breaches experience more significant and more negative reactions than previous ones. The 

insignificant abnormal returns for breaches occurring between 2000-2018 contradicts most 

reviewed literature, but still in line with few earlier studies (Gordon et. at, 2011; Kannan, 2007; 

Garg et. al, 2003). My results for pre-2018 events are furthermore robust when including a Control 

Group, consisting of breaches in period 2011-2018. Since all studies, including this, uses the same 

methodological approach, the possible difference in significance for pre-2018 events may be due to 

data input.   

 

The abnormal returns for Group 2 are -1.41% and -1.81% for [-1;1] and [-2;2], respectively. 

Whereas no previous study has solely focused on events following the introduction of SEC 

regulation, a comparison of my results is not possible.  

Given an average market value in Group 2 of $118M, the immediate average drop in value is thus 

$1.66M for [-1;1] and $2.14M for [-2;2], both of which are in line with direct cost estimates 

provided by Verizon & NetDiligence. 

 

The two group are, however, not significantly different in their means: both groups experience  

negative abnormal returns, but abnormal returns in Group 2 are significant. Thus, my second 

hypothesis of significantly different abnormal returns can be rejected. 

What can therefore be inferred from these results is while pre-2018 breaches seem to, on average, 

experience no significant market reactions around the event date, event occurring after SEC 

regulations do; and thus, the idea of desensitized investors leading to insignificant market reactions 

over time (Kammoun, 2019) can be rejected. In fact, the results suggest the opposite is true. 

 

10.2 Reversals 
 

Looking at the development of abnormal returns the days following public disclosure, we see for 

both groups that these become less negative, i.e., the stocks experience a reversal of the initial drop. 

Looking at event window [-10;10] for both groups, we see the abnormal returns for Group 1 is 

slightly positive and insignificant, while abnormal returns for Group 2 are still negative but 

insignificant. In other words, the initial negative and significant abnormal returns become 

insignificant, indicating a rather quick reversal. While the specification of broader event windows, 

i.e., event windows larger the [-2; 2] differs from several previous studies, my results are 

comparable and consisitent with Hogan (2020), Kammoun et. al (2019), Amir et. al. (2019).  

 

The initial significant movement in market value followed by a reversal is known as the 

Overreaction Phenomenon, where stock markets overreact to both good and bad news (De Bondt, 

1987). The phenomenon has subsequently been confirmed by various studies (Chopra et. al, 1992; 

Ma et. al, 2005). These findings contradict the theory of efficient market hypotheses (De Bondt, 

1987) and supports theories of behavioral finance. 
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10.3 OLS regression 
 

OLS, All events  

Apart from only testing for abnormal returns, few previous studies have conducted regression 

analysis to test for determinants that may be significantly correlated with market reaction (Shinichi, 

2019; Chang, 2020), some of which were found significant. Regression analysis has therefore been 

implemented in this study to account for possible variables other than time and regulations that 

might affect market reactions. 

 

Regression model 1 tests the effect of 2018 regulation on initial market reactions and finds the 

dummy variable to be insignificant, which supports the findings of insignificant difference between 

the two groups. 

 

The OLS regression for the whole sample, i.e., Model 3, finds a positive and significant relationship 

between CAAR [-1;1] and variables B/M Ratio & Finance, while all other variables are 

insignificant. The significance of B/M ratio corresponds with previous findings (Shinichi, 2019) 

and is not surprising, given that stocks of value firms (high B/M) tend to be less sensitive to 

negative news (Ramsay et. al, 2006) and stock market declines (Folinshteyn et. al, 2017).  

 

‘Finance’ is the dummy variable assigned to financial firms and as the benchmark category is all 

firms that are neither financial, tech, retail, or manufacturing firms, this means financial firms 

experience less negative abnormal returns relative to any firms outside these categories. This in 

inconsistent with findings of Shinichi et. al (2019), who finds no significant relationship between 

any industry variable and CAAR. However, none of the remaining dummy variables in my analysis 

assigned to retail, tech and manufacturing firms are significant. The less negative impact on 

financial firms is inconsistent with the cost estimations of Ponemon, where financial firms are 

reported to experience the largest total costs (Ponemon, 2021). 

The insignificance of Leverage on CAAR for the whole sample is inconsistent with Shinichi et. al 

(2019), who finds the variable to be negative and significant. Finally, the insignificant relationship 

between Market Value and CAAR are consistent with the findings of Shinichi et. al (2019). 

 

 

OLS, Group 1 & 2 

 

The descriptive summary between the two groups finds ROA to be significantly lower for Group 2, 

while all other variables have no significant differences in their means.  

Regressions (4) & (5) presented in table 7 were conducted on Group 1 and Group 2, respectively.  

The regression on Group 1 shows no significant determinants of abnormal returns apart from 

Finance, which is consistently positive and significant across all specified models. No other 

variables are significantly correlated with stock markets reactions to pre-2018 breaches. This is not 

surprising due to insignificant market reactions in Group 1. 
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However, in Group 2, we see that several explanatory variables become significant; ROA, B/M 

Ratio, and Finance are all positive and significant. Furthermore, Leverage and CAPEX are 

significantly negative related with abnormal returns. The negative relationship with Leverage and 

CAAR is not surprising, due to reported increase in costs and possible loss from temporary business 

disruptions in breached firms (Ponemon, 2021). 

The negative relationship between CAPEX and market reactions is however surprising, since 

investments in IT security are incorporated in this measure (WRDS). However, the measure does 

include investments in fixed assets in general, many of which are unrelated to security. 

 

The increased significance in explanatory variables, together with more negative abnormal returns, 

indicate that market reaction has over time become more correlated with factors as profitability, 

capital structure and industry. 

 

 

10.4 Insider trading 
 

Hypothesis 3: The explicit ban from SEC on insider trading in February 2018 on information 

regarding data breaches has eliminated insider trading prior to disclosure.  

 

Existing literature on data breaches finds indications of insider trading, both through stocks (Lin et. 

al, 2020; Chen et. al, 2021) and options (Naranjo & Petrova, 2021). Based on 2018 explicit ban on 

insider trading prior to public disclosure, I have tested whether the strict regulation has neutralized 

the issue. Using abnormal returns prior to disclosure as a proxy, I find that insider trading still 

occurs even after the explicit ban in 2018. However, the dynamics seems to have changed compared 

to prior events in terms of the time window where negative abnormal returns are observed, i.e., the 

time of insider trading taking place. 

 

In Group 1 the abnormal returns occurred only a few days prior to disclosure, specifically in 

windows [-5; -1] and [-3; -1]. Prior to these windows, there are no significant abnormal returns.  

A different pattern is observed for Group 2. Abnormal returns are insignificant in the windows [-5; -

1] and [-3; -1], indicating no signs of insider trading in the week leading up to public disclosure. 

However, windows [-10; -1], [-20; -1] and [-30; -1] are all significantly negative. This indicates that 

insider trading now happens long before public disclosure and imply that the problem has not been 

neutralized by SEC regulation; this may, interestingly, be due to the mandatory disclosures imposed 

by SEC regulation itself. Previous research has documented such unintended results of mandatory 

disclosure laws (Dranove et. al, 2003; Leuz et. al, 2008). 

 

 

Prior to 2018 regulation, the materiality of data breaches was argued to be vaguely and ill-defined 

(Schroeder, 2017), leaving much of the consideration in the hands of affected firms. Thus, insiders 
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may not have been sure whether breaches were going to be disclosed or not, making the incentive to 

trade on such information uncertain. This would explain why the abnormal returns occur only a few 

days prior to disclosure.  

 

However, the mandated disclosures reveal events that may otherwise not have been disclosed to the 

public. From that point of view, mandatory disclosures create a setting that may trigger insider 

trading (Chen et. al. 2021). Given that insiders believe that probability of disclosures are high due to 

regulation, the incentive to trade on such information well in advance is increased. This seems to 

have instead prompted insiders to sell their shares to avoid losses (ibid.). Further, the reported 

average days to disclosure of 37 (Ryan, 2021) allows insiders to trade well in advance.  

Interestingly, insider trading, i.e., selling, is a major contributor to the overall market reaction. In 

Group 1, the abnormal return on day [-1] are reported to be -1%. For Group 2, the abnormal returns 

on day [-1] are -3.12%. The run-ups in Group 1 are 72.3% and 56.5% in Group 2. However, in 

absolute terms, the abnormal returns prior to disclosure have significantly increased. 

In conclusion, the categorization of data breaches as being ‘material’ has seemingly only 

exacerbated the problem of insider trading, despite the explicit ban imposed. 

 

10.5 Market Efficiency 
 

Hypothesis 4: Event occurring after the introduction of SEC regulation in 2018 experience an 

efficient market reaction to public disclosure of data breaches 

 

My fourth hypothesis regarding market efficiency following data breaches has not been tested 

previously. The methodology used in this thesis has been widely used on other events, especially 

regarding Post Earning Announcement Drift (PEAD) (Ball & Brown, 1968; De Bondt & Thaler, 

1985; Brandt et. al, 2008), which increases the reliability of this approach. My results conclude that 

the market has not become efficient in the period following the introduction of SEC regulation; in 

fact, the opposite is true. Both Group 1 and the Control Group experience no drift following 

disclosure, which naturally may be related to the insignificant reaction in the first place. Events 

occurring after the new regulations experience inefficient market reactions, with positive abnormal 

returns of 2.86% in the period [+2; +20].  

 

 

 

The apparent market inefficiency may however be related to the incomplete information provided 

initially in public disclosures, making the cost of the event itself uncertain for investors. While the 

analysis of information in each disclosure has been beyond the scope of this thesis, numerous 

examples of incomplete public announcements are observed. T-Mobile, who was recently breached 

in August 2021 (T-mobile.com/news), publicly disclosed the breach on August 16th, updated the 

scope of affected data on August 17th, and again on August 20th. Such clogged flow of information 

has previously been argued to affect market efficiency (Engelberg, 2011; Peress, 2014). 
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10.6 Event Windows 

 

By extending my event study to also encompass stock price movements several weeks pre- and 

post-disclosure my results offer some interesting insights, which potentially renders the traditional 

ESM approach problematic in quantifying stock market reactions following data breaches. 

 

The abnormal returns in Group 2 begins approximately 20-25 trading days prior to disclosure, in 

which affected companies are aware of the breach but have not yet disclosed to the public. The 

negative abnormal returns in these days constitute most of the stock price movements, and thus by 

excluding the weeks leading up to disclosure the effect is seriously understated. This presents 

several issues for researcher to consider when analyzing the effects of post-2018 breaches.  

 

First, to measure the full effect of an event, the event study methodology assumes no information 

leakage prior to event date (day 0) (McWilliams & Siegel, 1997) since the event otherwise would 

already be factored into the stock prices. This assumption seems to be violated for all events when 

using the traditional narrow event windows as [-1; 1] and [-2; 2]. 

Thus, by using narrow event windows as most reviewed literature, the event study only quantifies 

the effect of the disclosure and not the event itself. 

 

This raises a second question. Do investors consider the decrease in stock price prior to disclosure 

when reacting to the news themselves? Are their initial reactions thus affected by the apparent 

information leakage prior to disclosure? 

 

This is further empathized by the observed upwards drift in the weeks following disclosure. The 

drift in Group 2 of +2.86% is observed to be larger than the immediate effect of -1.41% for [-1; 1], 

which may seem odd when not taking pre-disclosure price movements into account. However, 

when considering pre-disclosure CAAR of -3.12%, the drift post-disclosure seems to reverse from 

this overall impact and not just immediate market reaction. This argues for the idea that investors do 

consider pre-disclosure leakage of information when reacting on such news.  

 

In conclusion, to correctly quantify the abnormal stock price movements researcher must use event 

windows that are able to encompass leak of information prior to disclosure. Failing to do so may 

result in miscalculating the total effect.  

 

10.7 Implications  
 

Having gained new insights and answers to previously unanswered questions, this section will 

discuss the potential implications of my results. I will focus on the implications for American firm, 

US regulators, investors, and researchers. 
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Affected firms 

 

First, my results assist American firms in understanding the systematic reactions to news of data 

breaches. Given my results and grouping of firms into pre- and post-2018 events, firms can 

understand the market´s reaction in a contemporary context, where previous literature has not made 

such a distinction. Firms can expect initially significant and negative abnormal returns, but more 

interestingly, stock prices do reverse in a relatively short period indicating that markets initially 

overreact.  

Secondly, my regression analysis offers further insights to how industry of operation and firm 

characteristics are correlated with market reactions, which further assist in understanding the 

potential drop in market value of a given firm.  

Third, the results indicating the further existence of insider trading are important to companies 

seeking to comply with SEC regulation. My results indicate that imposed regulation alone cannot 

alleviate the issue and companies thus may consider addressing the issue themselves. 

 

Regulators 

 

My results on insider trading are specifically interesting for US regulators. As my study indicates 

that the explicit ban on insider trading has not solved the issue but only changed the dynamics, and 

potentially increased the incentives, US regulators may be motivated to take further actions to 

mitigate this issue. A possible solution may be further tightening of disclosure laws, especially 

regarding time to disclosure. Firms in the European Union are imposed to disclose breaches withing 

72 hours of detection (GDPR, article 33), which is far less than the reported average days to 

disclosure in the US.  

 

Investors 

 

My results offer powerful insight to investor. First, investors with holdings in affected firms get 

better understanding of the stock price movements following a disclosure of a breach. The apparent 

overreaction followed by a rather quick reversal is useful insight that can assist investors decision 

making. More interestingly, my results of positive post announcement drift indicate the possibility 

of formulating a trading strategy that offers significant abnormal returns in a relatively short period. 

Such trading strategy will fall under the category of Event Driven investment approach (Pedersen, 

2015) implemented by hedge funds. Such strategies seek to gain informational advantage in specific 

corporate events that allows for better informed investors to gain abnormal returns where the 

average investor lacks expertise (ibid.).  

 

 

 



Page 78 of 101 
 

Researchers 

 

Typical event studies use narrow event windows to quantify the market reactions following an 

event. This is further confirmed when reviewing literature, where most studies use windows of [-1; 

1] as a measure of stock market reaction.  

 

However, by ignoring abnormal returns prior to disclosure, and thus excluding these movements in 

stock prices when quantifying market reactions may be misleading. My study shows that target 

firms experience negative abnormal returns of 3.21% in the [-30; -1] window in Group 2. Adding 

these abnormal returns to the initial calculation, the average decrease in market value is (-1.41 – 

3.21) * $118M = $5.45m, far more than initially assumed. Thus, researchers need to distinguish 

between stock price movements due to a breach and immediate market reactions following public 

disclosure. This is especially true given the lack of market efficiency observed. 

 

 

11. Conclusion 
 

Analyzing the whole data set ranging from 2000-2021, affected companies experience on average 

significantly negative abnormal returns following the disclosure of a data breach. 

However, splitting the data set into Group 1 and Group 2, using the enaction of SEC 2018 

regulation as splitting point, all event windows for Group 1 becomes insignificant. Conversely, 

event windows [-1;1] and [-2;2] are negative and significant on a 1% level for Group 2. Testing for 

difference of CAAR between the groups show that there are no significant differences between 

them. Thus, my hypothesis of significantly different initial market reaction is rejected. 

 

In testing market efficiency, the results show insignificant drift for Group 1 in the days following 

disclosure, indicating efficient market reactions. However, the results show significant drift and 

thus market inefficiency for Group 2. I therefore reject the null hypothesis of efficient market 

reactions following 2018 Disclosure Guidance. 

 

Finally, testing for insider trading using CAAR as a proxy, I find that both periods show sign of 

insider trading prior to disclosure, and I therefore reject the null hypothesis that the explicit ban on 

insider trading following data breaches has neutralized the issue.  All results are robust to both the 

three-factor model and Control group consisting of breaches between 2011-2018. 
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11.1 Delimitations 

 
This section will briefly outline the selected scope of the study and delimitations.  

 

Scope 
The first and most restrictive delimitation is naturally the selected scope of my thesis, which has 

been to analyze stock price movements and derive abnormal returns. This study has therefore 

focused on market reactions to breaches and excluded the analysis of firm actions to data breaches. 

 

Data 
The second delimitation is the firms of interest, which is solely US based companies, due to most 

breaches occurring in the United States. Another region of possible interest is the European Union 

with the implementation of GDPR in 2018.  

Moreover, and in line with existing literature (Hogan, 2020), this study excludes any events with 

under 100 breached records as these are assumed insignificant. It is highly probable that including 

these events may alter the results of this study in terms of magnitude and significance of average 

abnormal return.  

 

Methodology 
 

Further delimitations are related to the choice of ESM as methodological framework and approach. 

Despise being the most applied methodology in testing for event induced stock price movements, 

one other approach has been used in some literature. Few studies have used the Difference-in-

Difference study (Amir et. al, 2018), which may offer valuable insight, especially in long-run 

studies where event studies lose statistical power (Kolari, 2007). The D-in-D approach can further 

be used as a robustness test of the ESM due to its matching with ‘similar’ companies instead of 

using a stock index as a benchmark.  

 

The OLS models formulated to test possible determinants of market reaction have naturally been 

limited in choice of descriptive variables; the variables are chosen to reflect firm characteristics and 

is thus independent from the data breach itself. A specific delimitation in this analysis is the 

exclusion of any variables related to the breach itself, as number or nature of breached records, for 

two main reasons. The first reason is that the number and nature of breached records is rarely 

available initially, and if available often incorrect in time of the first public disclosure. Secondly, 

majority of firms do not report specific number of breached records in their initial announcements. 

Including this variable would therefore significantly shrink the sample data in the regression 

analysis.  

 

Finally, this study applies a purely quantitative approach to test the research question and derived 

hypotheses. Possible insight may be achieved with qualitative studies, as interviews with 

cybersecurity professionals, officials from either affected firms or regulatory bodies 
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11.2 Limitations & Future Research 
 

Limitations 

As most research, my study has its limitations. These limitations are now outlined and possible 

solutions in future research will be proposed.  

My first limitation is sample size for post 2018 events. Given the few years between the 2018 

regulation and this study, the sample size is unfortunately smaller than desired. This affects the 

external validity, i.e., generalizability of my results and increases the risk of type I and type II 

errors. A proposed solution is acquiring data from providers as Advisen Ltd used in most recent 

studies (Kammoun, 2019; Hogan, 2020). 

The large dataset from Advisen Ltd. assist in producing more representative results by offering a 

larger number of events to analyze, giving a study greater statistical validity (Faber & Fonseca, 

2014). Since the datasets provided by Advisen Ltd. are claimed to include all publicly known data 

breaches, a possible bias in the size of data breaches is mitigated. 

Finally, previous studies have neither tested for market efficiency following a breach nor abnormal 

market reactions prior to disclosure, making my analyses on these aspects exploratory. Therefore, 

my results cannot be compared to previous findings. The insights of market dynamics surrounding 

the disclosure of data breaches provided by this study can therefore act as a starting point for future 

research as proposed by the deductive research approach. 

Future research 

To address the limitations of my study, future research may include larger datasets that offer greater 

validity. Naturally, as time passes, more data breaches are disclosed, and a larger sample size will 

therefore be available 

Furthermore, several potentially insightful aspect of market reactions following breaches are 

beyond the scope of this study. Given the SEC requirements of more informative disclosures, future 

research can analyze the information presented in each initial disclosure and test for the correlation 

of information included, or excluded, with the market’s reactions.  

 

Another delimitation of my study is the focus on US based companies. With the enaction of strict 

2018 GDPR regulation, future research is suggested to focus on European companies and stock 

markets as well.  

Finally, due to the apparent overreactions followed by reversals, and general signs of market 

inefficiency, event-driven investor may formulate a strategy and analyze for potentially abnormal 

profits using a back-test. 
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Appendix 
 

Appendix 1, Results of Reviewed Literature (Short Term effects) 
 

Literature Year Methodology 

Sample 

Size Results Conclusion Note 

Cavusoglu et. Al 2003 ESM  66 -0.86% Significant  

Campbell et. Al 2003 ESM  43 -1.8% Insignificant  

Garg et. al 2003 ESM  22 +0.2% Insignificant  

Kannan et. Al 2007 ESM  72 -0.65% Insignificant 

CAAR turns positive within few 

weeks* 

Gatzlaff & 

Mccullough 2008 ESM  77 -0.84% Significant  

Amir et. Al 2018 ESM & D-in-D 43 -1.32% Significant 

Only when withholding 

breach* 

Shinichi et. Al 2019 SM  307 -1,84% Significant  

Kammoun et. Al 2019 ESM  3680 -0.73% Significant 

Only for companies listed on 

Nasdaq* 

Hogan et. Al 2020 ESM  3068 -0.23% Significant  
 

 

Appendix 2, Year of State Data Breach Disclosure Laws enaction 
 

Year  

 
States      

2003  

 
CA      

2004  

 

      

2005  

 WA, AR, DE, GA, NY, NC, 

ND, TN     

2006  

 WI, MN, MT, PA, PR, OH, CO, CT, AZ, ID, IL, IN, NE, 

NV, NJ, LA, ME   

2007  

 WY, DC, MA, MI, NH, HI, 

OR, UT, KS     

2008  

 
IA, OK, MD, WV, VA     

2009  

 AK, MO, TX, 

SC      

2010  

 

      

2011  

 
MS      
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2012  

 
VT      

2013  

 

      

2014  

 
FL, KY      

2015  

 

      

2016  

 

      

2017  

 
NM      

2018  

 
AL, SD      

 

 

Appendix 3, All events (PERNMO & Event Date) 
 

PERNMO Event Date  PERNMO 

Event 

Date PERNMO Event Date  PERNMO 

Event 

Date 

84753 20001223 91416 20150715 86580 20120713 84788 20181121 

26403 20000927 16600 20150710 83835 20121009 85914 20180406 

91461 20000911 90984 20150819 88873 20120401 15430 20181110 

84036 20000627 10107 20150304 19502 20120221 89757 20180604 

11106 20000131 77702 20151205 75607 20120411 91622 20180226 

77418 20000127 77420 20151206 83435 20120712 14229 20180902 

80345 20000108 19828 20160127 92765 20120205 81055 20190728 

49656 20010108 65875 20160324 14593 20120409 75607 20191025 

81063 20010222 10104 20160912 25785 20120505 75510 20191025 

87822 20010125 14295 20160609 81046 20130926 93374 20190524 

59176 20010124 76076 20161103 13407 20130621 87267 20190122 

20750 20020517 16752 20160922 49154 20131218 13407 20191220 

70519 20050606 27887 20161116 75418 20130912 13407 20191220 

81593 20050621 89269 20160127 75510 20130310 88683 20190415 

47896 20050621 42200 20160315 70519 20130722 16968 20190110 

59176 20050621 59176 20160510 86228 20130826 12062 20190604 

65875 20050812 10104 20160808 82307 20131107 75466 20190603 

10107 20050703 83435 20161214 89626 20131115 84373 20190503 

85072 20050414 89217 20160315 60442 20130104 13407 20190403 

59408 20050226 93098 20160115 91215 20130506 13169 20191001 

85255 20050217 90319 20161130 90708 20130507 92121 20190125 

11086 20060525 14295 20160613 47896 20140828 72726 20190107 

90880 20060125 12742 20160717 87447 20140821 75828 20191004 

35554 20060519 91883 20160801 86356 20140521 52978 20191116 



Page 96 of 101 
 

38703 20060505 89704 20161228 88284 20140818 14593 20190906 

19561 20060221 91068 20170425 84597 20140914 85913 20200331 

12079 20060314 77584 20170616 89757 20141010 59408 20200527 

65875 20060308 48506 20170315 66181 20140908 10107 20200122 

89813 20060301 52476 20170808 81061 20140915 79678 20200921 

91233 20060227 61399 20170302 58246 20140720 14542 20200819 

42024 20060209 15488 20171201 51131 20141124 35991 20200318 

60628 20060204 89757 20170531 54672 20140411 13760 20200317 

49373 20060102 14608 20170502 91683 20140503 56550 20201214 

84597 20061024 19561 20170227 42585 20140403 14159 20201209 

80320 20060828 24766 20170418 91683 20140503 15315 20200105 

81481 20060108 77418 20170901 89757 20140228 19502 20200724 

27888 20060519 91068 20170425 91937 20151001 88845 20201222 

40539 20070115 13168 20170516 91103 20150729 14889 20201229 

59010 20070929 85348 20171117 42965 20151125 34746 20200111 

84597 20070915 93098 20170416 14338 20151124 34746 20201102 

44644 20070915 15391 20170405 87055 20150720 21152 20201125 

84342 20070822 46922 20170519 89179 20150517 90276 20200514 

40539 20070118 85913 20181130 55976 20150713 69032 20200717 

10874 20070216 19828 20180529 89525 20151109 27983 20200804 

49656 20080604 82543 20180329 83862 20151008 79678 20200921 

75937 20081126 15980 20180329 13046 20150806 84734 20210309 

76697 20091119 76504 20181024 87055 20150720 75573 20210303 

81481 20091214 11308 20180122 21178 20150709 47626 20210321 

91937 20090706 55976 20180319 76605 20150823 48653 20210305 

14593 20100609 13407 20180317 77659 20150925 16920 20210409 

59555 20101231 60628 20180215 16678 20210219 76136 20210316 

89179 20100629 23297 20180512 84788 20210218 68144 20180420 

43449 20101214 77462 20180711 51131 20110606 57904 20180525 

59555 20101227 57817 20181109 83435 20110126 75186 20180504 

59555 20120527 91926 20180404 21178 20110527 91461 20180212 

70519 20110609 52695 20180419 85914 20110605   
69032 20110706 64186 20180604     

 

 

 

Appendix 4 – Patell Z (1976) 
 

The most applied significance test in event studies is Patell Z (Patell, 1976) due to its ability to 

account for event-induced variance before calculating test statistics (Cowan, 2020).  
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The standardized abnormal return (SAR) (Patell, 1976) is calculated by:  

𝑆𝐴𝑅𝑖,𝑡 =
𝐴𝑅𝑖,𝑡

𝜎𝐴𝑅𝑖𝑡

 

The test statistic for single day abnormal returns is given by 

𝑧 =
𝐴𝑆𝐴𝑅𝑡

𝜎𝐴𝑆𝐴𝑅𝑡

 

Where ASARt the sum of standardized ARi across securities for each day.  

The test statistic for cumulative abnormal returns is given by (Luoma, 2010):  

𝑧 = √
𝑛(𝐿1 − 4)

𝐿1 − 2
 𝑆𝐶𝐴𝑅̅̅ ̅̅ ̅̅ ̅ 

Where L1 is the length of the estimation period and SCAR is the standardized CARi over the 

event period 

𝑆𝐶𝐴𝑅𝑖 =
𝐶𝐴𝑅𝑖

𝑆(𝐶𝐴𝑅𝑖)
 

 

 

Appendix 5, Distribution of Independent Variables 
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Appendix 6, Distribution, Log Transformed Variables 
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Appendix 7, SIC Code Categories  
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SIC Codes Category

3200-3900 Manufacturing

5200-5999 Retail

6000-6799 Finance

7370-7399 Tech

All other "Other"


