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A B S T R A C T   

Present-day securities trading is dominated by fully automated algorithms. These algorithmic systems are 
characterized by particular forms of knowledge risk (adverse effects relating to the use or absence of certain 
forms of knowledge) and principal-agent problems (goal conflicts and information asymmetries arising from the 
delegation of decision-making authority). Where automated trading systems used to be based on human-defined 
rules, increasingly, machine-learning (ML) techniques are being adopted to produce machine-generated strate-
gies. Drawing on 213 interviews with market participants involved in automated trading, this study compares the 
forms of knowledge risk and principal-agent relations characterizing both human-defined and ML-based auto-
mated trading systems. It demonstrates that certain forms of ML-based automated trading lead to a change in 
knowledge risks, particularly concerning dramatically changing market settings, and that they are characterized 
by a lack of insight into how and why trading rules are being produced by the ML systems. This not only in-
tensifies but also reconfigures principal-agent problems in financial markets.   

Introduction 

On May 6th, 2010, the US financial markets experienced what has 
become known as a major “Flash Crash”: within a few minutes the 
interaction of fully automated trading algorithms produced massive 
losses and left some market participants with the sense of the markets 
disappearing [1,59]. It has been argued that the Flash Crash was the 
“first generalized crisis” of automated trading [2], and it certainly 
triggered a broader discussion of the risks presented by new algorithmic 
technologies and how to possibly address them through new types of 
market regulation [3]. To address this new reality where, in many 
markets, most of the volume is traded by fully automated algorithms [4], 
the EU introduced a new legislative framework, the “Markets in Finan-
cial Instruments Directive (recast)” (MiFID II), which strengthened the 
regulation of automated trading, including forcing upon trading firms 
stronger internal testing procedures. Importantly, however, when MiFID 
II took effect in 2018, the algorithmic systems of some trading firms had 
already superseded the conception of algorithmic trading underpinning 
the regulatory framework: Where MiFID II’s underlying frame of refer-
ence is human-defined automated systems of the kind involved in the 
Flash Crash—that is, systems defined end-to-end by humans and whose 
trading rules are an implementation of human-conceived ideas—-an 
increasing number of firms are beginning to deploy machinelearning 

(ML) techniques (ML is a branch of artificial intelligence (AI)), where the 
idea is that the automated ML trading system develops its trading rules 
independently [5–7]. 

This study argues that the shift from human-conceived to ML-based 
trading is in need of scrutiny, as it transforms automated trading in 
significant ways. Specifically, it changes the knowledge risks and 
principal-agent problems automated trading firms are facing. Where 
knowledge risks refer to any adverse effects relating to the use or 
absence of particular forms of knowledge, principal-agent problems 
concern the goal conflicts and costs that may arise once decision-making 
authority is delegated. Principal-agent problems might be seen as a 
subset of knowledge risk, concerning the specific problem that the 
delegation of decision-making authority can generate information 
asymmetries and moral hazard, leading the agent to take too much risk 
or engage in malfeasant action because it does not bear the costs of any 
failures. 

Knowledge risks and principal-agent problems concerning ML sys-
tems obviously have salience beyond the field of automated trading, 
including management [8], manufacturing [9], and medicine [10], and 
this paper’s analyses may therefore help to pinpoint knowledge risks and 
principal-agent problems in other ML application domains. That said, 
knowledge risks and principal-agent problems are particularly relevant 
to discuss in the context of automated trading. Not only are automated 
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trading firms confronted by both—and addressing them insufficiently 
can lead to overly perilous behaviors on both firm and market lev-
els—but the rise of ML also entails a transformation of them and, 
therefore, the measures needed to deal with them. 

To understand the specific knowledge risks and principal-agent 
problems that pertain to ML-based automated trading, it is helpful to 
compare them with those associated with non-ML, human-defined 
automated trading. To this end, this study draws upon fieldwork in the 
automated trading industry, including a comprehensive pool of in-
terviews with market participants who design and deploy such trading 
systems (covering both human-defined and ML-based systems). Mobi-
lizing these interview data, this study teases out how ML-based trading 
differs from human-defined automated trading. Although both types of 
algorithmic systems are rules-based, they are so in different ways and 
with different associated knowledge risks. In human-defined trading 
systems, the rules informing and constituting the trading strategies are 
conceived by human traders and then translated into code by software 
developers but without the former necessarily knowing precisely 
whether the translation is correctly conducted. Furthermore, many 
trading firms deliberately make traders compete with one another and 
limit their access to the firm’s collated strategies, meaning that indi-
vidual teams of traders might unknowingly develop algorithmic strate-
gies that interfere with others’, potentially putting the firm at risk. In 
much ML-based trading, the rules constituting the trading strategies are 
internally generated by the ML system itself. However, in sophisticated 
ML architectures such as deep neural networks, humans struggle to 
understand how the system extracts patterns from data to come up with 
its predictions. In other words, despite ongoing work seeking to enhance 
explainability, for these kinds of opaque ML systems, humans have 
dramatically limited knowledge of how and why their systems arrive at 
their specific decisions—with potentially high risk. 

As for principal-agent problems, this study argues that human- 
defined automated trading systems share with pre-automated secu-
rities trading those types of principal-agent problems that revolve 
around brokers’ and fund managers’ (agents) fiduciary duties toward 
their clients (principals), or those concerning managers (principals) and 
staff (agents) within organizations. However, automated trading also 
prompts the question of whether conventional principal-agent re-
lationships apply when the emphasis is on the relationship between 
humans and algorithms. Can the humans who conceive and design the 
algorithms be seen as principals and the automated trading systems as 
agents? This study discusses this question in relation to both types of 
automated systems, arguing that, for human-defined automated trading 
systems, in theory, algorithms can be seen as merely extending human 
principal-agent problems. In this sense, they can be analyzed within a 
standard human-oriented principal-agent framework. However, in 
practice, trading firms are often organized in ways that generate infor-
mation asymmetries to the disadvantage of the humans who defined the 
algorithmic trading rules. In ML-based trading, the situation is funda-
mentally different. Here, the ML systems are more like proper agents but 
in ways that conventional solutions to principal-agent problems cannot 
easily address. For example, given the opacity of these systems, better 
designed contracts between the principal and agent or more determin-
istically construed relationships between them offer no viable solutions. 

Automated trading has attracted particular attention within financial 
economics (e.g. [1]), but its workings are also being surveyed more 
broadly [11]. This study contributes to two types of literature, in 
particular. One is sociological discussions about automated trading. 
Previous sociological work has focused primary attention on 
human-defined automated trading systems in the form of so-called 
high-frequency trading (HFT), that is, automated trading systems 
operating at extreme speed. Notably, MacKenzie has detailed how HFT 
relies on complex material infrastructures such as high-speed fiber-optic 
and microwave data transmission systems [4,12]. Other scholars have 
studied regulatory aspects of automated trading [3]; how securities 
exchanges adapt to automation [13]; the ways in which the 

organizational design of HFT firms both deliberately and unintention-
ally fosters knowledge conflicts and knowledge limitations with asso-
ciated risks [14–18]; as well as how flash crashes might be immanent to 
automated trading [59–61]. Common to this sociological literature is 
that it analyzes automated trading empirically by focusing on the 
practical considerations and concerns of market professionals when they 
design, develop, and deploy automated trading systems. This study 
continues the empirical interest in the practical aspects of automated 
trading. However, most of the existing sociological research revolves 
around human-defined trading algorithms and only a few studies have 
examined the uptake of ML-based trading systems. The main exception 
is Hansen [19,20] who demonstrates that many traders are reluctant to 
deploy sophisticated ML systems characterized by opacity and that these 
traders often prefer simpler models (see also [59]). Opaque ML models 
are nonetheless gaining traction in automated trading [5] which raises 
hitherto unexplored questions concerning their knowledge risks and 
principal-agent implications. By addressing the latter, this study also 
extends recent attempts to re-think principal-agent theory considering 
AI and ML [21]. In doing so, the paper’s analysis combines empirical 
sociological examinations of automated trading with insights from or-
ganization and management studies. 

In addition, this study contributes to sociological and anthropolog-
ical work that attends to the practical contexts in which ML systems are 
being deployed [22,23]. The proprietary nature of many ML systems 
makes access to carry out ethnographic fieldwork on them difficult—an 
obstacle that is especially weighty in financial markets since many 
market professionals are reluctant to being interviewed and, even more 
so, to being studied in observational work. This suggests that social 
science examinations of ML and AI systems may need to assume a 
pragmatic approach and suffice with fragmented observations compiled 
in different fields. To put it with Hannerz [24], “ethnography is an art of 
the possible, and it may be better to have some of it than none at all” (p. 
213). Given this, the aim of this study is not to provide a novel discussion 
of how to approach ML systems ethnographically, as conventional 
methods continue to have something to offer. However, the study does 
provide new insights into how market participants conceive of their 
automated trading systems—human-defined and ML-based alike—in 
the hope that this will add productively to the pool of data jointly 
collated by social science researchers in their quest to understand better 
contemporary ML and AI systems, their deployment, workings, contexts, 
and implications. 

The paper is structured as follows. First, it offer a conceptual dis-
cussion of knowledge risk and principal-agent problems. Next, it pre-
sents the methods and data. Then, it analyzes human-defined and ML- 
based trading in turn, examining each considering their knowledge 
risks and principal-agent problems. The conclusion summarizes the 
argument and findings. 

2. Knowledge risk and principal-agent problems 

Instead of seeing knowledge as something inherently positive, the 
notion of knowledge risk serves to draw attention to the potentially 
negative aspects of knowledge or insufficient knowledge management in 
organizations. Knowledge might leak; it might be misleading, overly 
limited, or based on poor foundations; it might not be properly shared; it 
might rely on external sources over which the organization har little 
control; or it might be absent. Highlighting such issues and synthesizing 
a larger body of literature on knowledge risk management, Durst and 
Zieba [25] define knowledge risk as “a measure of the probability and 
severity of adverse effects of any activities engaging or related somehow 
to knowledge that can affect the functioning of an organisation on any 
level” (p. 2; see also [26]). There are many aspects of securities trading 
that can be analyzed in the light of knowledge risk. For example, given 
that the future is unknown, any market prediction might be wrong, 
potentially generating substantial losses—despite the amount and 
quality of knowledge on which it is based. 
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That said, and of particular importance to this paper, the precise 
manifestations of such types of knowledge risk will likely depend on the 
technologies deployed in different market settings. So, although clas-
sical inter-human trading (where human traders interacted directly with 
each other) was supported by certain technologies—for example, the 
stock ticker and the telegraph played important roles in the late nine-
teenth century [27,28]—more heavily technologically inculcated forms 
of securities trading involve new knowledge risk stemming from how 
technology makes certain types of knowledge available and disregards 
others. In addition, there is a more inter-organizational—even system-
ic—side to increasing technologization, as the electronification of mar-
kets has pulled a larger number of market participants closer to one 
another, meaning that market fluctuations are likely to be exacerbated 
faster and more intensely [29,30,59,61]. This risk may be further 
intensified if rival firms are deploying financial models based on the 
same or similar forms of knowledge: if trading decisions are based on 
overall similar assumptions or expectations, their “resonance” may 
reinforce sudden ruptures [31–34]. 

As mentioned earlier, principal-agent problems might be seen as a 
particular instantiation of knowledge risk, as they concern how the 
delegation of decision-making authority might create problematic in-
formation asymmetries. The central tenets of principal-agent theory are 
analyzed in Jensen and Meckling’s [35] classical discussion of the 
ownership structure of firms. They “define an agency relationship as a 
contract under which one or more persons (the principal(s)) engage 
another person (the agent) to perform some service on their behalf 
which involves delegating some decision making authority to the agent” 
(p. 308). Although Jensen and Meckling’s analysis pays particular 
attention to the relationship between the owners (shareholders as 
principals) and top management (agent) of a corporation, it is applicable 
to a wider range of situations involving cooperation and delegation. In 
the context of securities trading, for example, it captures the relationship 
between a broker (agent) who is acting on behalf of some investor 
(principal). Where a broker is obliged to execute the principal’s orders in 
the best possible way, rather than exploit information asymmetries to 
their own advantage, history is replete with concerns about whether 
these fiduciary duties have, in fact, been met [36]. Similarly, within 
trading firms, principal-agent problems can be identified when traders 
misuse their positions to make overly risky, unauthorized, or fraudulent 
trades—whether this be in the form of fund managers acting in the 
disinterest of external investor principals [37] or rogue traders who act 
far beyond the risk limits set by their management principals. 

Principal-agent theory rests on the assumption that both principal 
and agent engage in “maximizing behavior,” for example, by maxi-
mizing profit ([35], p. 307). This, combined with delegation, is precisely 
what generates the goal conflicts and the potential losses incurred by the 
principal: as the agent is focused on maximizing their own behavior, 
they might not be acting in ways that benefit the principal. In recogni-
tion of this, the principal might take steps to monitor the agent’s action 
or incentivize agent behaviors more aligned with the principal’s inter-
est—thereby also addressing problems arising from information asym-
metries between the parties. In the words of Jensen and Meckling: 

The principal can limit divergences from his [sic] interest by estab-
lishing appropriate incentives for the agent and by incurring moni-
toring costs designed to limit the aberrant activities of the agent. In 
addition in some situations it will pay the agent to expend resources 
(bonding costs) to guarantee that he [sic] will not take certain ac-
tions which would harm the principal or to ensure that the principal 
will be compensated if he does take such actions. However, it is 
generally impossible for the principal or the agent at zero cost to 
ensure that the agent will make optimal decisions from the princi-
pal’s viewpoint. ([35], p. 308, original emphasis). 

It has been argued that the goal conflict between principal and agent 
might be (partly) resolved if their contractual relationship is defined 

such that their interests are better aligned [38]. Similarly, it has been 
proposed that principal-agent problems are particularly prominent 
under certain conditions and that they might be alleviated through a 
pre-specification of agent tasks. For example, Eisenhardt ([38], p. 62) 
suggests that a high degree of task programmability—defined as “the 
degree to which appropriate behavior by the agent can be specified in 
advance”—makes the “agent’s behavior […] more readily determined” 
and therefore also “easier to observe and evaluate.” 

Underlying these kinds of discussions is another assumption of 
conventional principal-agent theory, namely that principal-agent re-
lationships involve “two or more people” ([35], p. 309). In other words, 
classical principal-agent theory concerns inter-human relationships. But 
what about situations as in automated trading where trading decisions 
are not delegated to humans but are made instead by machines? Can 
human-machine relationships be seen as principal-agent relationships? 

In one of the few existing attempts to answer these questions, Bos-
trom ([56], pp. 155–157) differentiates between what he calls the “first 
principal-agent problem” and the “second principal-agent problem.” 
The former refers to situations where a human appoints another human 
to act on their behalf and thus encompasses classical principal-agent 
relationships as described above. The second principal-agent problem 
is one where the agent is an AI/ML system (what Bostrom terms “su-
perintelligent” systems), and where the agent’s behavior and 
decision-making logic are not a result of human instructions. In this case, 
the agent is not a mere human proxy. Bostrom argues that addressing the 
second principal-agent problem requires new techniques that go 
considerably beyond those suggested for first principal-agent problems. 
Specifically, he proposes to wrap AI/ML technologies in various control 
systems. 

Kim [21] has taken Bostrom’s discussion several steps further by 
aligning it with insights from the field of new materialism which grants 
algorithms agency instead of seeing them as, for example, representa-
tions of political interests. Similar to Bostrom, Kim argues that the use of 
algorithmic systems, including deep-learning-based ones, can be studied 
from two principal-agent perspectives. One concerns the relationship 
between the data scientist(s) developing and deploying the algorithmic 
systems and their manager(s), where the former can be seen as agent(s) 
and the latter as their principal(s). Where this corresponds to Bostrom’s 
first principal-agent relationship, the theoretically more challenging 
situation is where algorithmic systems assume independent agency and 
are thus, in effect, constituted as agents vis-à-vis the human principals 
who designed their algorithmic architecture, curated the data, and in 
other ways enabled their agency. Kim’s central achievement is to pro-
vide theoretical backing for identifying classical principal-agent issues 
such as information asymmetry and malfeasance in the context of 
deep-learning systems as well as to discuss these in the light of algo-
rithmic governance. Specifically, he suggests that the control wrappings 
proposed by Bostrom need to be supplemented with an emphasis on only 
using ML systems in an incremental and precautionary manner and 
comparing the results of various ML systems. Where Kim’s discussion is 
mainly theoretical, this paper offers an empirical analysis of knowledge 
risk and principal-agent relationships as they pertain to different kinds 
of automated trading systems. 

3. Methods and data 

The paper’s analysis of human-defined and ML-based automated 
trading is based on interviews and ethnographic observations. From 
2014 to 2020, colleagues (Kristian Bondo Hansen, Pankaj Kumar, Ann- 
Christina Lange, Bo Hee Min, Nicholas Skar-Gislinge, and Daniel Sou-
leles) and the author conducted 213 interviews with market participants 
involved in automated trading. Out of these, the author conducted 70 
interviews individually or jointly. Informants were mainly working in 
Chicago, New York, London, or Amsterdam and represented a wide 
range of a total of 146 institutions, including proprietary trading firms, 
banks, hedge funds, institutional investors, brokers, exchanges, 
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regulators, and data and technology providers. Interviews typically 
lasted approximately 1 h, with some being significantly longer. Most of 
the interviews were with single informants, but, occasionally, two or 
more informants were interviewed at once. Interviews typically focused 
on informants’ backgrounds and daily work, including the kinds of 
knowledge and expertise they employ; how automated trading systems 
are designed; what concerns informants have regarding automated 
trading and its risks; how trading firms are internally organized; and so 
on. All participants gave their informed consent. 

Most of the informants directly involved in automated trading (as, 
for example, traders, developers, or executives in trading firms) focused 
on human-defined automated trading systems. Of the 213 interviews, 94 
were with informants working with ML-based trading systems. These 
include informants from firms that use ML in addition to human-defined 
trading systems as well as from firms that exclusively trade using ML 
systems. This study focuses particularly on the latter group. Specifically, 
interviews with three firms are drawn upon whose entire trading oper-
ations revolve around sophisticated ML systems. These firms are Clark 
Investment (pseudonym), Launch Capital Markets (pseudonym), and 
Tyler Capital Limited. Clark Investment (approximately 100 staff) and 
Launch Capital Markets (14 staff) are US-based hedge funds whose ML 
architectures are built upon genetic programming (to be explained 
below). Tyler Capital (approximately 50 staff) is a proprietary trading 
firm based in London and its trading activities are centered around a 
deep neutral network-based trading system that is active on several 
markets around the globe and is progressively being deployed to trade 
on new markets. 

The author personally interviewed informants from all three firms 
and the discussion in this paper is based on repeat interviews with 
people from each firm. These three firms were selected because their 
core management teams have long-term hands-on experience with ML 
systems in finance and beyond and, therefore, have relevant expertise 
when it comes to assessing the key facets of ML. To further understand 
the role and consequences of ML-based trading, this study also draws 
upon ethnographic observations at Tyler Capital conducted jointly with 
Bo Hee Min. From 2017 to 2019, we paid the firm three ethnographic 
visits, each lasting a couple of days, in which we were allowed to follow 
all parts of the organization. A planned visit in spring 2020 was con-
verted to online interviews due to COVID-19 lockdown measures. Dur-
ing our visits, we spent time with traders and ML/data engineers but also 
had several meetings with management including the Chief Technology 
Officer (CTO) who is the mastermind behind the firm’s ML system. In 
addition to the ethnographic observations, we interviewed 18 firm 
employees and were granted access to more than 300 pages of internal 
documents which describe various parts of the ML system, procedures 
for dealing with risk, financial performance, and much more. These 
sources—internally from Tyler Capital and across the larger pool of 
interviews—were triangulated to identify aspects of ML-based trading 
that are common across firms. That said, there is a variety of ML ar-
chitectures available (including some not addressed here), and the study 
does not claim to be generalizable beyond the kinds of systems analyzed 
in this paper. Note also that the applications of particular ML techniques 
in finance might differ from the use of those same techniques in other 
domains. 

4. Human-defined automated trading 

The quest for market automation has a long history, dating back to 
the 1970s [13]. However, it was only in the early 2000s that fully 
automated trading really took off [4]. Its first human-defined phase is 
characterized by automated trading systems that enact strategies which 
are defined end-to-end by humans. Specifically, these algorithmic 
trading systems implement human-defined rules. These rules can take 
the form of highly elaborate instructions which might follow a crude 
scheme such as: “if C conditions are in place, place O1 orders to buy/sell 
N1 number of S1 securities at P1 price at T1 trading venue, while 

simultaneously hedging that position by placing O2 orders to sell/buy N2 
number of S2 securities at P2 price at T2 trading venue.” Whether the 
conditions to send certain orders are in place is something the algo-
rithmic system determines on the basis of a flow of continuously 
incoming data, typically in the form of the orders stacked in exchanges’ 
“electronic order books,” which list any pending orders to buy or sell a 
security at any given time, thereby providing an immediate sense of 
where the market is [12,13]. 

Rules and data generate particular knowledge risks for human- 
defined automated trading firms. Two knowledge risks are especially 
important. One is rules-related and concerns the epistemic obstacles and 
incongruences among human staff when it comes to implementing rules 
as well as staff’s—sometimes deliberately organized—inability to 
comprehend how rules might co-exist in the algorithmic “black box” 
which collates all the individual strategies of an individual firm. Where 
the rules-related knowledge risks arise from intra-organizational struc-
tures, “data-related” knowledge risk concerns the external data on 
which trading firms rely. 

4.1. Rules-related knowledge risk 

As Lange [15] observes on the basis of her ethnographic fieldwork in 
the HFT industry, the development of human-defined automated trading 
systems usually takes place as a team effort. This observation is 
corroborated by the data informing the present study. A trader with 
quantitative proficiency would come up with a suggestion for a trading 
strategy which he—or, much more rarely, she (this is a heavily 
male-dominated industry)—would express mathematically. A developer 
with programming expertise would then translate the strategy into code. 
Before being made live, the algorithmic strategy would be tested against 
historical data and its performance subsequently further tested in a 
simulation environment containing current market data. 

There are variations to this basic team structure, and much depends 
on firm size and capacity for implementing a division of labor. For 
example, a smaller automated trading firm visited by the author had 
inserted a layer between traders and developers to ease the translation of 
human-defined rules into code. However, it is generally the case in small 
firms that the trader and developer functions are less divided and more 
likely to be fulfilled by the same person. In larger firms, teams may 
consist of more traders and developers just like additional functions may 
be included. For example, Seyfert ([18], p. 263) notes that sometimes 
traders’ strategies may be conceived in collaboration with “quantitative 
researchers, usually mathematicians who create models to predict 
movements in the financial market.” Regardless of their specific mode of 
organizing, potential knowledge risks in the form of misunderstandings 
and epistemic misalignments are inherent in this type of team collabo-
ration. Seyfert captures this concisely as a matter of epistemic conflicts 
between dissimilar “codes” or “numerical languages”: 

Conversions and translations of numerical languages introduce 
mistranslations and misunderstandings precisely because these ac-
tors do not perfectly understand one another. As an example, a trader 
who invents a quantitative trading strategy might not be fully 
qualified to check its translation into a mathematical code by a 
financial engineer, who in turn is not fully able to guarantee that the 
translation into a trading algorithm by a developer has been per-
formed flawlessly. Thus, bugs are not simple technical mistakes but 
might arise from “conflicting codes.” ([18], p. 263). 

Collaboration across epistemic regimes is obviously not unique to 
human-defined automated trading [39]. However, given that the human 
traders or quants are not trading directly in markets but indirectly 
through their algorithms, these epistemic incongruences can be conse-
quential. Thus, the translation issue noted by Seyfert means that, at a 
fundamental level, the design of human-defined automated trading 
systems may not turn out as intended. Lacking a rigorous control 
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environment which can identify and rectify any minor changes that may 
occur along the chain of translation, the trading system may therefore 
behave differently than expected. 

This knowledge risk is exacerbated by two intra-organizational fea-
tures often found in automated trading firms. First, in many firms, 
traders are competing internally against each other without sharing 
their strategies. In the words of the CEO of Tyler Capital, “from an 
organizational design perspective, [many firms] are Balkanized portfo-
lios of individual self-interest.” Second, and partly related, firms protect 
their trading strategies vigorously and not even their own traders and 
developers may be granted access to the entire source code of the black 
box [15]. To illustrate, one of my informants, a senior quant analyst and 
developer who had been part of setting up a new HFT hedge fund, 
described how its staff would work compartmentally, each developing 
their separate elements of the black box system and each working on 
encrypted machines. The main purpose for this and for only giving 
traders and developers fragmented views of the black box is to prevent 
people from taking the firm’s strategies to competitors: “You have to 
think about the safety, people stealing things. So how do you split the 
work? What access do you give to some people? Who’s allowed on the 
production machine?” (senior quant). The downside of this compart-
mentalized approach is that rules-related knowledge risk is greatly 
enhanced since new rules might work against existing ones and a global 
overview of the complex system resides with just a few people who may 
not even engage with the system on a daily hands-on basis. 

4.2. Data-related knowledge risk 

In addition to the rules conceived and defined by human traders, 
automated trading systems are critically dependent on market data, 
which are used for four main purposes. First, they comprise the universe 
human quantitative traders and analysts parse when searching for new 
trading opportunities. Second, they are used when testing and simu-
lating new strategies and their profitability and viability. Third, once 
automated strategies are running, market data inform the algorithms 
about the current market developments that these algorithms are 
designed to exploit. Such data form the essential input to the “if” part of 
algorithmic strategies. Fourth, in the US, quotes and trades data for any 
equities listed on national exchanges are aggregated in official 
“consolidated” feeds. Such consolidated feeds are much slower than the 
direct exchange data feeds and therefore are unusable for trading itself. 
However, HFT firms use them “as a data-integrity check on the faster 
direct feeds that they purchase from exchanges” ([4], p. 229). If the 
direct exchange data feeds and the slower consolidated feeds are 
inconsistent, this may be a concern for trading firms since it suggests 
that their trading systems may be receiving incorrect data from one or 
more sources and this may seriously jeopardize their strategies [62]. 

Since data are critical on several levels, firms specializing in human- 
defined automated trading are exposed to multiple types of data-related 
knowledge risks, that is, operative risks caused by any issues with the 
data on which the trading systems rely. These risks vary with the type of 
data dependence mentioned above and may be broadly differentiated 
into two forms concerning data quality and connectivity. Given the first 
two data dependencies listed earlier, poor data quality can negatively 
affect the strategies traders may come up with and the testing of them. In 
other words, the knowledge human quantitative traders and analysts 
seek to obtain from market data will suffer from any data imperfections 
and the same applies to the data-based testing of strategies. Seyfert [18] 
correctly observes that good data hygiene is therefore crucial. Trading 
firms spend substantial resources obtaining market data from data 
vendors, but they sometimes struggle with the quality of the data they 
receive and put considerable efforts into cleaning data—which, itself, 
generates the risk of inadvertently removing important data points 
([18], pp. 266–7). 

Risk exposure is even greater for the third and fourth data de-
pendencies, since these concern the real-time data to which the 

automated trading systems respond. Given that these data are obtained 
through external sources and relayed to trading firms via technological 
infrastructures such as fiber-optic and micro-wave data transmissions 
[12], any data incidents and outages in these infrastructures can criti-
cally affect human-defined automated trading systems [62]. In other 
words, firms are exposed to a form of data risk that revolves around 
connectivity. 

What is common to all four data dependencies is that poor or absent 
data negatively affects the market knowledge informing the trading 
rules and concerning the market settings to which the algorithms 
respond. Both these knowledge issues generate risks relating to imple-
menting unfavorable strategies and being unable to respond to potential 
market havoc quickly. 

4.3. Principal-agent problems 

The rise of human-defined automated trading both replicates 
principal-agent problems known from earlier forms of (inter-human) 
trading and introduces new ones. For example, when a broker (agent) is 
executing an order on behalf of a client (principal) today, they would do 
so through tailored execution algorithms which, given the fiduciary 
responsibility brokers have, must be designed to give the client the best 
possible result. However, many contemporary brokers also act as dealers 
and operate so-called “dark pools,” which are algorithmic trading plat-
forms where, contrary to “lit” exchanges, market participants cannot see 
each other’s orders [40]. This multiplication of roles creates imminent 
principal-agent problems. As Mattli summarizes,  

broker-dealers may be tempted to send all client orders first to their 
own dark pools [earning fees for this] even though these orders may 
receive better execution if routed to other trading venues. Or a dark 
pool operator could use confidential client trading information to 
trade ahead of clients. The operator could even sell confidential 
trading information to predatory high-speed traders lurking in the 
dark pool, just waiting for a propitious moment to step ahead of 
institutional order flow. ([41], p. 127) 

These are not mere hypothetical risks. Mattli [41] lists several cases 
where major banks and broker-dealers have taken undue advantage of 
incoming order flow to the detriment of their clients. 

In addition to such technologically transformed variants of previous 
principal-agent problems, human-defined automated trading also raises 
principal-agent discussions of a rather different kind. Particularly, this 
form of trading invites reflections on the relationship between the 
human(s) who define the algorithmic rules and the automated trading 
system that implements them. On one level, it may be argued that this 
relationship is not, in fact, a principal-agent one. Where the human 
quants may be agents in relation to their management principals, the 
algorithm itself does not pursue an independent goal, nor does it make 
sense to talk about a contractual relationship between human traders 
and their algorithms. The algorithm is a mere human proxy that enacts 
human-defined instructions. Furthermore, even if the trading algorithm 
were seen as an agent, the principal-agent relationship between trader 
(principal) and algorithm (agent) is arguably characterized by a high 
degree of programmability which, following Eisenhardt [38] di-
minishes, or even eliminates, the principal-agent problem. In other 
words, to the extent that the algorithm in this form of trading is an agent, 
its pure enactment of human-defined rules would entail complete 
programmability and thus make the principal-agent problem vanish. 

In theory, therefore, the rise of automated trading does not create a 
further multiplication of technological principal-agent problems. Add-
ing algorithms to the equation merely amounts to extending human 
principal-agent problems. In practice, however, things are more 
complicated. As the discussion of rules-related knowledge risk makes 
plain, there are several organizational features of trading firms that 
cause information asymmetries to proliferate. Epistemic incongruences, 

C. Borch                                                                                                                                                                                                                                          



Technology in Society 68 (2022) 101852

6

a competitive culture, and compartmentalized access to the black box 
system all demonstrate that human-defined automated trading may be 
characterized by a low degree of programmability. 

Importantly, moreover, the degree of programmability does not 
affect liability. When a human trader (principal) develops a trading 
strategy which is then implemented in a hand-coded algorithm (agent), 
the human principal remains responsible for its action. Dignum puts it in 
the following way: 

When a person delegates some task to an agent, be it artificial or 
human, the result of that task is still the responsibility of the dele-
gating person (principal), who is the one who will be liable if things 
do not go as expected. The agent, however, must be able to give a 
report on how the task was executed and to explain eventual prob-
lems with this execution. ([58], p. 219) 

Since a human-defined algorithm cannot give a report on its action, 
the human principal carries that responsibility as well, that is, the 
human must be able to present the underlying source code and its 
rationale. For a larger human-defined black box system, management 
would constitute the principal responsible for explaining how the 
various algorithmic strategies work together. Since this might not be 
easy for complex black box systems, requests have been put forth that 
financial regulators should be granted access to the source codes of 
trading algorithms [3,42]. This idea follows more general calls for 
greater algorithmic transparency, also beyond securities trading. For 
example, Citron and Pasquale [43] argue that since the decisions of 
credit-scoring algorithms have significant implications for individuals’ 
lives, and since these decisions may be unfavorably biased against 
certain groups of people, it is important for the public to know the source 
codes of these algorithms. At the very least Pasquale ([44], p. 141) 
suggests, the source code should be made available to “some trusted 
auditor.” However, Seyfert argues that such calls are, at best, only 
partially helpful when it comes to human-defined automated trading 
systems: 

A demand to reveal the inner workings of algorithmic codes is 
formulated from a very particular perspective that assumes that 
operations are in fact operating from inside the [black] box. For 
trading firms, algorithms are relational entities and can only be 
[understood] in context and in relation to other algorithms. […] 
Thus, attempts to understand the complexity of HFT cannot consist 
in revealing as much code as possible. Rather, it must consist of 
looking at the way code operates and interacts in “real” life. ([18], p. 
273) 

It is true that human-defined trading algorithms are typically 
designed to take other algorithms into account, and that their interac-
tion patterns are complex and not always foreseeable [45,59–61]. 
Although it might be argued that, without a proper understanding of 
individual automated trading systems, their interaction patterns will be 
even less intelligible, the central implication of Seyfert’s observation for 
the present discussion is another one: it might be extremely difficult to 
establish the extent to which a trading algorithm engages in behaviors 
that are consistent with the rules defined for it—and whether a 
principal-agent problem, therefore, can be said to exist. It is conceivable, 
for example, that a trading algorithm might be making profits for the 
firm deploying it without this being a direct consequence of its 
human-defined rules. In other words, due to epistemic incongruences, 
intricate black box systems, and the complex interaction patterns in 
markets—of which human traders have only limited purview—an al-
gorithm might fortuitously be making money for the “wrong” reasons, 
without this implying self-interested agent behavior that runs counter to 
the principal’s instructions. 

5. ML-based automated trading 

ML-based securities trading has gained increasing momentum since 
the mid-2010s, reflecting the proliferation of ML technologies in society 
more broadly (e.g., [46,47]). ML techniques come in many shapes and 
forms and comprise vastly different degrees of complexity, stretching 
from easily interpretable decision-tree models to difficult-to-explain 
deep-learning techniques. Common to the ML trading systems 
analyzed in this study is that like their human-defined predecessors, they 
are rules-based and data-driven—but in ways that differ markedly from 
their forerunners. The central dissimilarity between the two forms of 
automated trading is that, in the ML-based one, trading rules are 
developed internally by the ML systems themselves, rather than by 
humans, based on the data they are fed. This is the case regardless of the 
type of ML architecture deployed. For example, in the fieldwork 
informing this study, interviews were conducted with firms that 
specialize in genetic programming. This is an evolution-inspired tech-
nique where a population of optimal trading rules is cultivated through 
numerous iterations of reproduction, crossover, and mutation [48]. 
Other firms would specialize in various deep neural network architec-
tures. Deep neural nets consist of several layers of 
information-processing neurons connected through synapses: an input 
layer, several intermediate “hidden” layers, and an output layer. The 
central idea behind this architecture is to train the system such that 
succeeding layers extract increasingly abstract features from data and 
eventually come up with predictions on that basis. In other words, once 
given input data, the algorithm should learn to make an appropriate 
output prediction of some form. 

Regardless of their specific architecture, the idea behind these ML- 
based trading systems is that humans would design the system’s over-
all algorithmic architecture, select the data on which to train it, as well 
as define an objective function for it (which would be some variant of 
“maximize profits under given risk parameters”), but, then, it would be 
the task of the ML system to produce a set of rules independently—the 
trading strategy—that would fulfil the objective function. Illustratively, 
when asked whether it would be the ML system itself (rather than 
humans) that develops the trading rules, the CEO of Clark Investment 
responded: 

Yeah, yeah. Absolutely. The system itself would come up with the 
rules, the rules were evolved from scratch. So, when the system 
started, it would randomly put together some of these indicators and 
actions. And the ones that did a little bit better were parents of new 
generations. And they were all tried out on unseen data over many, 
many generations until we actually got these elaborate, complex 
rules. 

Although in the firms analyzed in this study, humans would not 
define the rules, they might seek to influence the ML systems in various 
ways. For example, at Tyler Capital, staff would seek to influence its 
deep learning trading system by adding particular penalties and re-
wards, thereby hoping to coax it in certain desired directions. That said, 
the firm’s CTO stressed that, in the end, it would be up to the ML system 
“entirely to come up with the trading policy. We can’t do it.” So, while 
other trading firms might have a greater level of human influence-
—including, in the case of genetic programming, using human knowl-
edge to initialize the population to some known solution and then evolve 
the trading rules to improve them—the firms analyzed in this study take 
a different approach where human knowledge plays a much less sig-
nificant role. Given this way their ML trading systems are designed to 
operate, it is possible to single out three central knowledge risk corol-
laries of ML-based trading. 

5.1. Re-constituting relevant knowledge 

First, questions about what constitutes relevant market knowledge—the 
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knowledge utilized for trading purposes—and who possesses it are reshuffled. 
Previously, including in human-defined automated trading, knowledge 
resided in human traders who would conceive a strategy and implement 
it. This did not preclude that individual traders might have questioned 
their own knowledge and tested it against that of peers [31,39]. In 
ML-based trading, by contrast, knowledge is a function of market data. 
Indeed, in the trading-related adoption of ML as in other fields, it is a 
truism that ML systems perform no better than the data they are fed. The 
basic raison d’être of ML systems is that, if fed sufficient data, they are 
superior to humans when it comes to identifying profitable opportu-
nities (or “signals”) in markets. In Hansen’s ([19], p. 4) phrasing, these 
models “are technical aids firms use as a way of compensating for the 
limited information processing, calculative, and information storage 
(memory) capacity of humans.” 

The exceptional data-processing capacity of ML systems holds new 
potential that some firms are trying to seize. It was mentioned earlier 
that for most firms, order-book data constitute their key data pool. The 
granular, sub second supply and demand changes registered in the order 
book’s listing of pending orders to sell and buy securities is the primary 
information used by many firms when making their own investment 
decisions. However, with the rise of big data and ML, new possibilities 
have arisen which make so-called “alternative data” potentially valuable 
for trading purposes [49,63]. Alternative data are non-order-book data 
and may include satellite imagery of warehouse parking lots or social 
media data which firms then deploy to predict the price of securities. For 
example, satellite imagery detailing an increase in unused warehouse 
parking lots might suggest that the warehouse’s next quarterly earnings 
will take a dip, and particular trades may then be formed around that 
prediction. Similarly, sentiment analysis of tweets about a company may 
be used as a prediction of its shares’ subsequent performance. 

Regardless of whether an ML trading strategy is based on order-book 
or alternative data, it is thoroughly data dependent. Indeed, ML-based 
automated trading is exposed to types of data-related knowledge risk 
that are not faced to the same degree by human-defined trading algo-
rithms: while both types of automated trading require an inflow of 
continuous market data feeds (information about the market conditions 
to which the algorithms respond), the underlying trading policies differ 
in their data dependence. Although poor data quality is a major problem 
for human-defined systems, it might be partly compensated for by 
human knowledge, including human traders’ knowledge about prior or 
currently running strategies. If an automated ML-based trading system is 
trained on poor or corrupt data, this may manifest in the predictions and 
strategies it produces, with less ability for humans to capture this early 
on, and with potentially devastating consequences for the firm deploy-
ing such algorithms and possibly also for the market more broadly. 
Realizing this, firms specializing in ML-based trading are exceptionally 
concerned with data hygiene. In the words of the CEO of Clark 
Investment: 

The biggest headaches that we have had have to do with data; how 
well curated the data is and all that sort of stuff. Lots and lots of 
headaches. […] In actual fact, a good 65–70% of our time goes to the 
mundane. 

The CTO of Launch Capital Markets echoed this, illustrating the 
problem the following way: 

In the finance and investment world, there’s plenty of data. It can be 
expensive to get, but there’s quite a bit of it. The real challenge is that 
it’s very, very easy to accidentally time travel one way or another. 
You need to have an infrastructure that completely prevents that. 
And it can be very subtle. For example, many [data] vendors when 
they’re reporting on dividends, they will—if a company has never 
issued a dividend—put “NaN” and not a number for the value of that 
dividend. As soon as that company offers a dividend in the future 
[…], they will backfill all those “NaNs” with zeroes. Your clever little 
machine learning algorithm could pick out if a dividend is zero that 

that company’s going to do well because at some point in the future 
they’re going to offer a dividend. 

To address such data issues organizationally—including the risk that 
the data-derived knowledge the ML system generates is fundamentally 
flawed or based on faulty inferences—firms such as Tyler Capital have 
several data engineers employed whose main role is to detect and cor-
rect, through triangulation, any omissions within and inconsistences 
across the data they receive from different data vendors. This demon-
strates that human knowledge and input are far from absent in ML-based 
trading. However, rather than constituting central elements in the direct 
crafting of trading rules as was the case in previous forms of trading, 
human knowledge is now utilized for creating proper conditions—be 
they in terms of the overall ML architecture or granular data clea-
ning—on which the ML systems are then expected to excel. 

5.2. Non-adaptable knowledge 

Second, and another variant of the notion that ML systems perform 
no better than the data they are fed, an ML-based system’s knowledge-
—what it has learned from data—is constrained by the type and content of 
data on which it was trained, and it cannot suddenly jump beyond these 
bounds. In the context of securities trading, this can be highly conse-
quential. Although the entire purpose of ML is to make predictions on 
previously unseen data, trading algorithms based on ML architecture 
face limitations when confronted with market events that differ mark-
edly from those captured by the data on which they were trained. Their 
trading strategies may, therefore, be highly risky if pursued in the 
context of such radically new market situations. The CEO of Clark In-
vestment illustrates: 

[if] there is fundamental change [in the market], and if your system 
isn’t able to keep up with that, then it goes stale very quickly. Your 
processes and your system have to be able to keep up with that. If you 
look at a timeframe 2003 or 2004 to 2006 or early 2007, the market 
is just doing the same thing. There is no volatility. If I were training 
something on that period of time, again deceptively I would think, 
“Oh, OK, it’s pretty simple, it’s pretty tame,” but then suddenly 2007 
and 2008 hits and things change drastically. 

In other words, ML-based trading systems’ knowledge is constrained 
by the specific market settings reflected in the training data. This makes 
them at once good and poor at adapting to changes. In human-defined 
trading systems, any adaptations to changing market conditions must 
to be hand-coded, which is both labor intensive and potentially risky 
given that even small perturbations may have larger effects on the 
overall black box system. In contrast, since ML-based trading systems 
learn from their actions in markets on a continuous basis—several of the 
firms interviewed for this study had designed their systems to update 
their key parameters daily and automatically—this renders them 
adaptable to smaller, gradual changes in markets. As long as market 
changes are incremental, ML systems are geared to pick up on these and 
quickly adapt their actions accordingly. However, if market changes are 
dramatic, ML systems are at risk since they may enter territory distinctly 
different from what is reflected in their training data without being able 
to build new and useful knowledge from what they have learned from 
their previous actions in markets. The CTO of Tyler Capital stressed this 
problem and the temporal adaptability disadvantage faced by otherwise 
high-speed ML-based systems when compared to human traders: 

Humans can adapt extremely quickly and you could literally diverge 
from your past within an instant. Try to make a decision, “I’m going 
to change from that to that.” Machine learning, the way that it relies 
on consistency through data over long periods of time, it’s very 
difficult for it to do that just on the flip of a coin. 

There might be different ways of addressing this risk. At Tyler Cap-
ital, they introduced an organizational design where human traders help 
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monitor market developments and intervene if markets suddenly change 
(or are believed to be at the risk of changing) in ways their ML system is 
unable to adequately cope with. While recognizing that humans might 
also have a hard time navigating under radically changing conditions, 
the point of this organizational design was to mobilize human experi-
ence in situations where the adaptability of the ML system is considered 
insufficient to cope with a new reality (such as Brexit). 

5.3. Not knowing what actually guides trading decisions 

The third knowledge risk corollary of ML-based trading, and in many 
ways the most complex one, is that since an ML system is designed to be 
a self-learning entity, questions arise about how and what it actually 
learns. Translated into the field of automated trading, it is a matter of 
how an ML system develops knowledge to make tradeable market predictions. 
Whereas in some ML techniques, such as decision trees, it is easy to see 
why the system arrived at a particular prediction, in others answering 
the question about how ML systems learn and acquire knowledge is 
anything but trivial. Deep neural network architectures, in particular, 
are associated with opacity. Given that they often juggle millions of non- 
linearly linked variables, it is exceptionally difficult to understand how 
and why they arrive at their predictions [50]. 

The opacity of deep neural networks was widely recognized as a key 
knowledge risk by those of my informants who specialize in ML-based 
trading. The CEO of Clark Investment addressed the problem through 
a distinction between white and black box systems: 

There are two primary tracks around explainability in AI. One is if 
your system is inherently explainable already. We call these white 
box systems. Here, the substrate that is used in order to map context 
to actions, or map data to predictions, is itself explainable. You can 
look at, for example, decision trees as a very, very simple version of 
that. When you look at a decision tree, you can map that to an “if” 
statement, and it’s relatively explainable. Unfortunately, when 
things get a little more complicated and you move on to, for example, 
random forests, or you move on to neural networks and deep 
learning-based systems, they’re inherently unexplainable. They’re 
black box, very, very difficult to explain. In those cases, the substrate 
itself is a black box, and so what [people] do [when seeking 
explainability] is try to make the system explainable after the fact. 
So, it’s more of an interrogation and investigation, and some 
guesswork as to what is it that triggers the black box substrate to 
actually trigger. [… However, this] is not giving you a generalized 
explanation of its behavior. So, while there’s a lot of work being done 
on that sort of explainability, it’s difficult and not completely satis-
fying, and sometimes doesn’t really pass muster with, for example, 
regulators that might be asking for explainability in their systems. 

The opacity of deep neural networks introduces a level of rules- 
related knowledge risk that is unparalleled in the earlier human- 
defined automated trading systems. To be sure, the decision-making 
logic of human-defined systems may also be difficult to understand in 
practice, especially in firms with an intra-competitive culture where 
staff have a compartmentalized access to the overall black box system 
and therefore do not necessarily know how their individual strategies 
interact and affect its overall dynamics. Still, given that these systems 
consist of human-defined rules, it is, in principle, possible to disentangle 
their decision-making structure. Since this is vastly more challenging for 
deep neural network architectures, it is also more difficult to put in place 
adequate safety mechanisms which can prevent these algorithms from 
either triggering or exacerbating market crashes (a concern expressed in 
various ways in, e.g., [51,52]). Indeed, the lack of explainability of 
advanced ML systems is a widespread cause of concern among market 
participants, and as Hansen [19,20] notes, many hesitate to deploy 
ML-based trading systems precisely because their decision-making 
logics are not intuitively (see similarly [59]). 

5.4. Principal-agent problems 

This study has argued that the central difference between human- 
defined and ML-based trading systems is that, in the latter, rules are 
developed internally by the ML system rather than by humans. This 
difference largely maps onto the difference Bostrom identifies between 
first and second principal-agent problems. Although Bostrom takes for 
granted that AI systems introduce particular types of principal-agent 
problems, it is worth considering the extent to which these are 
genuine principal-agent problems. Doing so is particularly warranted 
considering the unclarity demonstrated in this respect when it comes to 
human-defined automated trading systems. What subverts the notion of 
second principal-agent problems is that AI/ML systems cannot be said to 
engage meaningfully in a contractual relationship with their human 
principals. That said, there are other dimensions pointing towards the 
advantage of conceiving of ML-based trading systems as part of 
principal-agent relationships. Most importantly, they can be seen as 
pursuing some degree of rational self-interest. According to Husted [53], 
“[r]ationality in principal-agent models consists of the assumption that 
agents and principals maximize their interests as defined by some 
objective function” (p. 180). In ML-based trading, human principals can 
be said to maximize an objective function (generating profit), and the 
same applies to the agent ML system (as mentioned earlier, this would 
typically be some variant of “maximize profits under given risk con-
straints”). Although the ML system’s objective function is defined by 
human principals, the ways in which the objective function is fulfilled 
are not. This is precisely where ML systems are given latitude: they are 
tasked with finding the best possible way to fulfil the objective function, 
but how they do this, is not defined by humans. The principal-agent 
problem arising here is that, for deep learning systems in particular, 
the human principals may not know whether, despite particular risk 
parameters, the objective function is fulfilled in an overly risky or even 
illegal way. Indeed, in principle, the ML system could learn to maximize 
profits by trading illegally, say, by placing manipulative orders, against 
the human principals’ intentions and knowledge. 

Kim [21] argues that theories of principal-agent relationships 
applied to debates about algorithmic governance usually rest on “the 
assumption that experts know the precise working principle of these 
algorithms and can fully control and dictate them.” (p. 6). As argued 
earlier, this is a problematic assumption even for human-defined trading 
systems. However, as Kim [21] rightly notes, “[t]hat assumption now 
becomes increasingly precarious, due to the opacity of deep learning 
algorithms.” (p. 6). Not even the computer science experts who develop 
deep neural network-based systems may know precisely how these 
arrive at their predictions, which is jarring not just in a trading context 
but also in other fields, such as medicine, where ML systems might 
inform decision-making (including diagnosis and treatment). Although 
an entire computer science subfield known as “explainable AI” has 
emerged (e.g., [54,55]), which seeks to devise tools and methods with 
which to arrive at some degree of explainability and interpretability of 
especially deep neural networks, and although some important progress 
has been made in this field, no uniformly accepted approaches to 
explainability and interpretability yet exist. 

One consequence of this is that the fundamental solution to the risks 
raised by ML-based systems—be they applied in trading, automated 
warfare, or elsewhere—cannot be adequately addressed through con-
ventional principal-agent principles concerning the contractual relation 
between the parties [38]. Nor is programmability an option when it 
comes to addressing second principal-agent problems. Similarly, while 
wrapping ML systems in various control systems [56] or using them only 
in an incremental and precautionary manner [21] are undoubtedly 
important, these suggestions do not fully address the fundamental issue 
of ML systems’ decision-making opacity. Equally unhelpful is the idea of 
giving regulators or trusted auditors access to the source code of ML 
systems in the hope that they would be able to detect the 
decision-making logics of these. As Kim [21] notes, “The disclosure of 
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codes alone does not automatically increase their explainability” (p. 6). 
Instead, what is needed is that real progress is made in “explainable AI” 
such that, eventually, humans will be able to understand how and why 
deep neural networks extract patterns in data and make predictions on 
that basis. 

6. Conclusion 

By comparing two overall forms of automated trading, this study 
identified knowledge risks and principal-agent relationships that look 
similar, yet are different, across the two. In human-defined automated 
trading, rules-related knowledge risk and principal-agent problems are a 
function of: (1) the epistemic obstacles and incongruences among 
differently trained human staff which render the translation and sub-
sequent implementation of human-defined trading rules highly com-
plex; (2) the data-dependence of the trading systems which create data 
quality and connectivity risks; and (3) the intra-competitive culture of 
many trading firms and their deliberate curbing of traders’ and de-
velopers’ access to the overall black box system which make human- 
defined automated trading replete with information asymmetries. 

ML-based automated trading systems are data-dependent, too, but in 
more consequential ways. The knowledge they generate is derived 
entirely from the data they are fed, meaning not only that poor data 
quality and flawed inferences may have a direct negative impact on their 
trading policies, but also that ML-based trading systems may face severe 
risks when confronted with rapidly changing market settings that differ 
from those reflected in the training data. Most importantly, however, 
complex ML-based automated trading systems built on deep neural 
network architectures, are characterized by opacity: it is, as of yet, 
exceedingly difficult to understand how they arrive at their predictions 
and trading policies. This creates a novel type of principal-agent prob-
lem where the agent (ML system) might not act as expected by the 
principal (the human ML architects), and where traditional means of 
overcoming principal-agent problems face limitations. To solve key 
knowledge risks and principal-agent problems of ML-based securities 
trading, significant additional advances in explainable AI are therefore 
needed. Only when humans start to understand fully how neural nets 
arrive at their predictions can central challenges of this form of ML- 
based automated trading be addressed. 
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