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Human rights and social media platforms: the corporate responsibility 

to respect human rights in regard to privacy infringements involving 

photo-posting 

The business and human rights (BHR) regime defines a corporate responsibility 

to respect human rights, which applies to all business enterprises regardless of 

form, business model, or other characteristics. Its global applicability provides 

that responsibility with important potential to prevent and address privacy 

infringements related to social media platforms. This article contributes to 

scholarship on human rights and technology by focusing on social media 

platforms’ enabling of posting of photos of individuals. Applying the BHR 

typology of forms through which a business enterprise can be involved in human 

rights impacts by causing them, contributing to them or being directly linked 

through business relationships, we identify situations in which social media 

providers can be involved in privacy infringements. We argue that the 

particularities of the business model applied by social media providers can turn 

the connection between social media providers and users into a business 

relationship in the sense of the BHR regime. We identify the human rights due 

diligence implications with regard to infringements caused by users when the 

social media provider can be seen to have contributed to or been directly linked 

to the impact, as well as those caused by the social media provider, and discuss 

appropriate responses. 

Keywords: forms of business involvement in human rights infringements; human 

rights due diligence; posting, re-posting or deleting photos; privacy; social media 

business models 

Introduction 

The rapid advance of information and communications technology (ICT) has created 

many opportunities for individuals to share information and express views through 

social media and other communication platforms. At the same time, concern is 

mounting about the potential of ICT to cause human rights infringements. The 

perception that ICT can bring about what has been popularly described as the 

democratisation of information has become blurred by concerns that the tech industry 



may undermine formal democratic institutions, based on the commercialisation of users’ 

data. Live postings of attacks on religious communities have caused awareness of the 

ability of tech companies to have undue influence on democratic processes or for their 

platforms to serve as channels for the incitement of violence. Those activities can 

contribute to the distortion of human rights, including the right to free and fair elections, 

or give rise to infringements of human rights, such as the rights to life, expression, and 

freedom of religion. Artificial intelligence (AI) has raised further concerns with regard 

to potential harmful impacts on the human right to privacy. But social media can also 

have significant privacy impacts. Repeated incidents demonstrate that social media 

platforms can enable the posting of photos of intimate situations in ways that infringe 

upon the privacy of the person in the image.  

In light of the global reach and scale of these problems, the business and human 

rights (BHR) regime offers important perspectives on preventing harm. Based on 

several years of study by an interdisciplinary team at the request of the United Nations 

(UN) Secretary General, the BHR regime is structured on three ‘pillars’: the state duty 

to protect against business-related human rights infringements, the corporate 

responsibility to respect human rights, and increased access to remedy for victims of 

business-related human rights infringements. Building on the UN Respect, Protect and 

Remedy Framework (UN Framework) (UN 2008) and the UN Guiding Principles on 

Business and Human Rights (UNGPs) (UN 2011), the BHR regime is transnational: it 

embodies a connection between public (human rights) law and private law or self-

regulation, and applies to business enterprises regardless of where they operate, whether 

in their home country or in host countries. 

The relative novelty of social media and the particularities of social media 

business models, in terms of their access to users’ data, cause challenges when it comes 



to understanding and regulating their potential risks to society. Regulatory responses 

have emerged in some jurisdictions. Reaching back to the ‘right to be forgotten’ 

established by the European Court of Justice in its case law, the European Union’s (EU) 

General Data Protection Regulation (GDPR) (European Parliament and Council of the 

European Union 2016) is among the most extensive regulatory responses so far. Even 

though the GDPR is applicable in certain circumstances to data processing organisations 

outside the EU’s Member States, an EU or European Economic Area (EEA) connection 

is required for the application—the data controller, processor, or data subject must be 

based in the EU or EEA (GDPR, Art. 3). This territorial requirement reflects the fact 

that national and regional hard law is generally limited to situations that involve some 

jurisdiction-based action or impact. A few national jurisdictions have introduced similar 

legislation, but, so far, there is no global coverage in national law on the responsibility 

of social media companies for their impacts on human rights. The transnational BHR 

regime can help fill that regulatory gap at a time when national and regional data 

protection law remains limited to certain geographical areas and situations with a 

jurisdictional connection. This is important, because much social media use is not 

limited by national or jurisdictional boundaries. 

Adopted by the UN Human Rights Council (HRC) in 2008 and 2011 

respectively, the UN Framework and UNGPs do not establish new human rights. 

Rather, they explain the implications of existing human rights, including those 

contained in the International Bill of Rights and fundamental labour rights,1 for states 

 

1 The International Bill of Rights comprises the Universal Declaration of Human Rights 

(UDHR), the International Covenant on Economic, Social and Cultural Rights (ICESCR), 

and the International Convention on Civil and Political Rights (ICCPR). The ILO’s 

fundamental Conventions set out the four core labour rights. 



and business enterprises (see UNGPs, Principle 14). Despite its non-binding character, 

the BHR regime has been quite influential on both national and regional hard law, as 

well as on international guidance. This is particularly true of the due diligence approach 

that the UNGPs spell out for business enterprises to identify and prevent adverse human 

rights impacts. The Australian Modern Slavery Act 2018 (Cth), as well as the United 

Kingdom’s Modern Slavery Act 2015 (UK), draw on this due diligence approach. The 

same applies to France’s due diligence legislation (loi vigilance),2 the EU’s Conflict 

Minerals Regulation (European Parliament and Council of the European Union 2017), 

and the 2011 revision of the Organisation for Economic Co-operation and Development 

(OECD) Guidelines for Multinational Enterprises (OECD Guidelines) (OECD 2011). 

These examples speak to the UNGPs’ influence on both hard and soft law across 

jurisdictions and their significance for business activities that are not limited by national 

borders. This means that the UNGPs also have relevance for preventing or reducing the 

risk of human rights impacts related to social media platforms. 

The BHR regime is premised on the need to prevent harm and on the provision 

of remedy if harm nevertheless occurs (UN Framework, para. 24; Ruggie 2013). The 

UNGPs provide operational steps for this, based on the UN Framework’s analysis. The 

BHR regime explicitly targets business-related human rights abuse, whereas data 

protection legislation, like the GDPR, targets the control, processing, storing, and 

ownership of personal data in a more general context. The GDPR places considerable 

emphasis on the consent of the data subject and provides for a right to personal data 

being erased in certain circumstances (GDPR, Art. 17). The preventative focus of the 

 

2 Loi no 2017-399 du 27 mars 2017 relative au devoir de vigilance des sociétés mères et des 

entreprises donneuses d’ordre 2017 (France). 



BHR regime, combined with its global applicability regardless of the national 

jurisdictions of actors and victims, provides the regime with important potential in 

regard to social media providers. So far, the literature has paid relatively limited 

attention to that connection. We contribute to remedying that gap by focusing on human 

rights due diligence in relation to the posting and re-posting of photos of individuals 

that social media enables. Due to limits on space, we discuss steps that social media 

providers should take to identify and prevent human rights infringements but not what 

they should do to remedy harm caused. 

As the theoretical elements and legal implications of the BHR regime may not 

be familiar to all readers, the following section explains the background, objectives, and 

effect of the leading normative instruments. We outline the key features of the UNGPs 

related to how business enterprises should identify and manage harmful human rights 

impacts and engage with their business relations to do so, as part of their human rights 

due diligence. The subsequent section discusses infringements of the right to privacy 

relating to social media providers. We provide examples from case law and social 

media usage reports on posting, re-posting, and deleting photos and outline the features 

of social media providers’ business models that differ from those in sectors typically 

associated with business-related human rights infringements. This is followed by an 

examination of human rights due diligence to prevent the human rights impacts arising 

from those examples. In that context we consider the implications of the prevailing 

business model in the sector, which sees providers employ users’ data as a product or 

source of revenue (although access to the social media platform might appear on its face 

to be a good obtained for free). We discuss implications for social media providers’ 

exercise of human rights due diligence. The final section sums up and draws 

conclusions about the potential of the BHR regime to ensure that social media 



companies limit their involvement in privacy infringements relating to their social 

media platforms. 

The business and human rights regime 

Background and key normative instruments 

As under international law in general, states are duty-holders under the international 

human rights regime developed in the twentieth century. The international economic 

regime developed in the same period provided firms with the right to make economic 

profit and imposed few obligations on them in return (see Ruggie 2013). Related to the 

movement for corporate social responsibility (CSR), civil society campaigns during the 

twentieth century argued that business enterprises should either take responsibility for 

their impacts on human rights or be required to do so. In 2005, the UN Secretary 

General created a position under the UN special procedures, asking a Special 

Representative to undertake a study into the responsibilities of corporations with respect 

to human rights. The assignment was set out in a mandate drafted and adopted by the 

Commission on Human Rights (2005) (the tasks of which were transferred to the 

Human Rights Council upon its creation in 2006). Following three years of multi-

stakeholder consultations, which, at the explicit request of the Commission, included 

business enterprises as well as civil society organisations, the Human Rights Council  

‘welcomed’ the UN Framework (2008) developed by the mandate holder, Prof. John 

Ruggie, and his multi-disciplinary team. The UN Framework set out the state duty to 

protect, the corporate responsibility to respect, and increased access to remedy—the 

three ‘pillars’ that have come to define the BHR regime. In doing so, it engaged with 

theories and concepts from international law, human rights law, company law, business 

ethics, management studies, and political science (Ruggie 2013; Buhmann 2017). It also 



provides a detailed analysis of why the duty of states under international human rights 

law to protect human rights against third-party-caused violations must be complemented 

by action by companies to ensure that they respect human rights in practice, regardless 

of the effectiveness of states’ actions. The UN Framework provides the theoretical 

foundations for the BHR regime, but it does not set out specific directives. These only 

arrived with the UNGPs, which are contained in a soft-law instrument, developed in the 

course of a subsequent three-year mandate (Human Rights Council 2008). 

The UN Framework describes the state duty to protect human rights against 

harm caused by third parties, such as companies, in ‘pillar one’. ‘Pillar two’ on the 

corporate responsibility to respect human rights introduces ‘human rights due diligence’ 

as a method by which companies should identify and manage the actual or potential 

human rights harms in which they are involved. ‘Pillar three’ sets out actions that both 

states and companies must perform to enhance access to remedy for victims. The 

UNGPs elaborate the operational implications, with each pillar organised into a 

collection of foundational and operational principles. Each principle is accompanied by 

a commentary on the reasoning behind it, the actions that states and/or companies must 

take, and/or other implications. The UNGPs’ opening general principles underscore that 

the principles apply to all business enterprises, both transnational and others, regardless 

of their size, sector, location, ownership, or structure. 

Although the development process and normative reach of the BHR regime has 

been critiqued, the UN Framework and UNGPs are currently recognised as state of the 

art, in terms of articulating corporate responsibilities for human rights (Wettstein 2012). 

Their adoption marked the first time a high-level UN human rights body had agreed on 

detailed normative human rights guidance for business enterprises. 



The corporate responsibility to respect human rights  

The UNGPs present the corporate responsibility to respect human rights as a global 

standard of expected conduct for all business enterprises, wherever they operate. It 

exists independently of the ability or willingness of states to fulfil their own human 

rights obligations and over and above compliance with national laws and regulations 

protecting human rights (UN Framework, para. 55; UNGPs, Principle 11, incl. 

Commentary). Businesses must of course comply with national laws with respect to 

human rights (UN Framework, para. 55), but they should also self-regulate to ensure 

that they respect human rights as set out in the International Bill of Rights and the ILO’s 

fundamental conventions if the home or host governments inadequately regulate or 

enforce them (UN Framework, para. 58; UNGPs, Principle 12).  

The first of the foundational principles under pillar two states:  

Business enterprises should respect human rights. This means that they should 

avoid infringing upon the human rights of others and should address adverse 

human rights impacts with which they are involved. (UNGPs, Principle 11)  

Another foundational principle notes: 

The responsibility to respect human rights requires that business enterprises: 

(a) Avoid causing or contributing to adverse human rights impacts through their 

own activities, and address such impacts when they occur;  

(b) Seek to prevent or mitigate adverse human rights impacts that are directly 

linked to their operations, products or services by their business relationships, even 

if they have not contributed to those impacts. (UNGPs, Principle 13) 

Pillar two comprises fourteen of the UNGPs’ Principles, and pillar three sets out 

three that address grievance mechanisms at the company level. In total, more than half 

of the UNGPs’ 31 Principles relate to business enterprises (UNGPs, Principles 11–24, 

29–31). In addition to providing guidance to companies on how to adopt a human rights 



policy (UNGPs, Principle 15) and establish company level grievance mechanisms 

(UNGPs, Principles 29–30), the UNGPs elaborate the human rights due diligence 

process—a major component of the corporate responsibility to respect human rights 

(UNGPs, Principles 17–22). Ruggie and Sherman (2017, 923) explain the role of human 

rights due diligence as follows:  

For businesses, beyond compliance with legal obligations, the [UNGPs] focus on 

the need to prevent and address involvement in adverse human rights impacts, for 

which conducting human rights due diligence is prescribed. 

The human rights due diligence process is concerned with identifying, reducing, 

and managing risks caused by a company to society. This differs from the financial or 

legal liability due diligence concept (transactional due diligence) that is well known to 

many managers, corporate lawyers and accountants (Ruggie and Sherman 2017). The 

latter approach to due diligence is focused on reducing and managing risks to the 

company by factors in society, for example in the context of corporate mergers or 

acquisitions. That difference in the direction of the risk-management process is key to 

understanding and applying human rights due diligence, referred to as risk-based. 

Risk-based due diligence is not an explicit standard of conduct (Ruggie and 

Sherman 2017). Rather, it is an ongoing risk-management process to assess actual or 

potential harm over the entire life cycle of a project or business activity, with the aim of 

avoiding and mitigating such harm or risks through a series of steps that may be adapted 

according to context (UNGPs, Principles 11, 13, 15, and 17, incl. Commentaries; 

Ruggie and Sherman 2017). 

The UNGPs set out a series of steps for companies to identify, prevent, mitigate, 

account for, and remedy their adverse impacts through due diligence. How each step is 

applied in practice warrants specific attention. An important point is that the process 



does not only concern human rights impacts that a company causes (UNGPs, Principle 

17(a)); it also covers those to which the company contributes and those to which the 

company’s operations, products or services are directly linked by its business 

relationships with another entity, whether a public or a private actor (UNGPs, Principle 

17(a), incl. Commentary). In such situations, a company that has the ability to do so 

should exercise ‘leverage’ in order to help prevent or mitigate adverse human rights 

impacts (UNGPs, Principle 19). In the BHR context, leverage refers to the influence a 

business enterprise has with an entity or entities involved in a human rights abuse, for 

example a government or a company in the value chain. Leverage is ‘considered to exist 

where the enterprise has the ability to effect change in the wrongful practices of an 

entity that causes a harm’ (UNGPs, Principle 19, incl. Commentary). In practice, 

leverage may include a broad range of practical measures, which enterprises may 

undertake by themselves or together with others, depending on the context and the type 

of entities involved (see UNGPs, Principles 17–19, incl. Commentaries). 

The UNGPs’ human rights due diligence approach has been adopted by several 

other public governance organisations in their regulatory instruments, such as EU and 

national legal instruments referred to above. The 2011 revision of the OECD Guidelines 

(OECD 2011) adopted human rights due diligence and, using the term risk-based due 

diligence, expanded its application beyond human rights to industrial (labour) relations, 

environmental issues, anti-corruption, and consumer concerns. The OECD Guidelines 

are recommendations from the OECD and (currently) twelve other adhering states on 

several continents to companies operating in or out of those states. Given that most 

multinational companies are established in OECD countries and many operate across 

the world, the OECD Guidelines have broad application globally. 



The Office of the High Commissioner for Human Rights (OHCHR) issued 

general guidance on the corporate responsibility to respect human rights in 2012 

(OHCHR 2012). However, much of the detailed guidance on risk-based due diligence 

issued to date has been developed by the OECD. This includes several sector-specific 

guidance documents as well as a general guidance for risk-based due diligence that 

applies to all sectors, including the ICT sector.3 No due diligence guidance has been 

specifically developed for the ICT sector yet (though the OECD guidance on 

responsible supply chain management for minerals from high-risk or conflict-affected 

areas (OECD 2016)may be relevant for hardware production). For application and 

interpretation purposes, these OECD texts complement the UN’s BHR instruments in 

significant ways (Bağlayan 2018; Buhmann 2018). 

Typologies of business involvement in harmful impacts, and consequent 

‘appropriate action’ 

The OHCHR and OECD guidance texts elaborate the distinction between causing, 

contributing to, and being directly linked to a human rights impact and articulate how 

companies can live up to the UNGPs’ expectation that they will take appropriate action. 

An enterprise causes an adverse impact if its activities are sufficient on their 

own to result in the adverse impact—e.g. its hiring practices discriminate against 

women or racial minorities. In such a case, the company would be required to take 

appropriate action to stop any activities causing or contributing to the harm and to 

 

3 The OECD’s general and sector guidelines for due diligence are available at 

https://www.oecd.org/investment/due-diligence-guidance-for-responsible-business-

conduct.htm. 



mitigate any ongoing harm, remedy the harm, and prevent or mitigate future harm 

(OHCHR 2012, 41; OECD 2018, 46–47). 

An enterprise contributes to an impact if its actions cause, facilitate or 

incentivise another entity to cause an adverse impact. This is mainly relevant for 

substantial contributions, and not those that are minor or trivial (OECD 2018, 46). A 

company may contribute to an impact, for example, if it keeps employees at work until 

late at night in an area where it is unsafe for women to walk home after dark, and some 

women are subsequently attacked on their way home; or if it lends vehicles to security 

forces that use them to travel to local villages and then commit atrocities (OHCHR 

2012, 41). Another example could be a clothing retailer that restricts the use of pre-

approved sub-contracting and sets a very short lead time for delivery, despite its 

awareness from past experience that the production time is not feasible. The retailer’s 

actions increase the risk of excessive overtime at the level of the manufacturer. If no 

mitigating steps are taken to decrease the risk of the harmful impact occurring, the 

retailer may be contributing to excessive overtime at the level of the manufacturer 

(OECD 2018, 46–47). In order to take appropriate action, the company would need to 

stop the activities contributing to the harm, remedy the harm, prevent or mitigate the 

risk of contributing to the harm in the future, and/or use its leverage to influence the 

entity causing the impact to prevent or mitigate the harm. The UNGPs recognise that 

situations requiring leverage can be complex, in terms of what would be appropriate 

action for the company to take in order to meet is responsibility to respect human rights 

(UNGPs, Principle 19, incl. Commentary). 

The situation where a business enterprise has not contributed to an adverse 

human rights impact, but that impact is nevertheless directly linked to its operations, 

products or services by its business relationship with another entity, is recognised to be 



particularly complex, not only in regard to assessing the character of the linkage but 

also for what constitutes appropriate action (UNGPs, Principle 19, incl. Commentary).  

Direct linkage is defined by the relationship between the harm and the company’s 

products, services, or operations through another entity (a ‘business relationship’) 

(OECD 2018, 46–47). If an enterprise sources cobalt for its products that the supplying 

company has mined using child labour, the enterprise could be directly linked to the 

adverse impact (i.e. the child labour). Similarly, an investor may be directly linked to 

harmful human rights impacts caused by an invested company (OECD 2017, 13). If the 

invested company causes human rights infringements, for example discrimination based 

on union membership, the investor can be directly linked through the capital that is has 

provided for the company to function. Appropriate action entails for the enterprise that 

is directly linked to the harm to use its leverage on to prevent or mitigate it, for example 

seeking to influence the actions of cobalt producer or the invested company, 

respectively. Leverage may include a broad range of practical measures, which 

enterprises may undertake by themselves or together with others, for example holding 

meetings, attending and speaking at annual meetings, or building capacity (OECD 2018, 

27; OECD 2017, 14). 

Human rights and business impacts in the ICT sector 

Sector-specific guidance 

Scholars across legal, global governance and business ethics studies agree that the major 

accomplishments of the multi-stakeholder process that led to the BHR regime include 

the explicit recognition of the capacity of businesses to harm human rights, the 

emphasis on company due diligence as a means to prevent and manage harmful 

impacts, and the importance of company self-regulation when national, regional and 



international law and governance are not adequate, in form or practice, to ensure 

protection against business-related human rights infringements (Ruggie 2014; Buhmann 

2013; Wettstein 2012). 

Amongst other effects, those accomplishments have led to an increase in explicit 

social expectations some sectors to step up their activities to identify, prevent, mitigate, 

and remedy human rights infringements. Social expectations refer to expectations by 

consumers, buyer companies, politicians, investors and other stakeholders for 

companies to conduct themselves responsibly. They are often spurred by civil society or 

media reports on business-related human rights (or environmental) harm. Social 

expectations can be expressed in a number of ways, such as consumer boycotts, political 

pressure or investment priorities. They also influence and are reflected in industrial or 

multi-stakeholder sector-specific guidances or principles, certification systems etc. The 

clothing as well as segments of the extractive sectors are well represented in this 

regard.4 

In the ICT sector, the Global Network Initiative (GNI) Principles offer members 

principles on privacy and freedom of expression (GNI 2017a). However, the GNI 

Principles largely focuses on protecting those rights against governmental interference 

rather than protecting individuals against human rights infringements facilitated by 

social media platforms provided by the members. The Implementation Guidelines (GNI 

Guidelines) for the GNI Principles refer to the UNGPs and define human rights due 

diligence in line with the UNGPs (GNI 2017b, Ch. 2.4). According to the GNI 

Guidelines, participating companies commit to carry out human rights due diligence to 

 

4 Evidenced by, for example, the garment sector’s Accord on Fire and Building Safety in 

Bangladesh (Bangladesh Accord), the Forest Stewardship Council (FSC), and the 

Kimberley Process for diamonds. 



identify, prevent, evaluate, mitigate, and account for ‘risks to the freedom of expression 

and privacy rights that are implicated by the company’s products, services, activities 

and operations’(Ch. 2.4). Yet their treatment of governmental restrictions remains 

prominent and detailed, compared to their treatment of privacy risks caused by a 

participating company or its business relations. The GNI Guidelines explicitly refer to 

‘governmental demands for user data and content restrictions on existing markets’ and 

‘entering new markets […] where freedom of expression and privacy are not well 

protected’, and leaving such markets (Ch. 2.6). The GNI Guidelines apply the terms 

‘influence’, ‘operational control’ and ‘best efforts’ instead of ‘leverage’. The Guidelines 

note that companies should review ‘the policies, procedures, and activities of potential 

partners […] or other related parties for protecting freedom of expression and privacy’ 

(section 2.6). However, unlike the UNGPs or the OECD Guidelines, they make no 

specific reference to the exercise of leverage or related types of action in such relations. 

Similarly, there is little specificity with respect to their human rights responsibilities 

when involved in designing and introducing new technologies, products or services; 

acquiring other companies; or forming operational partnerships (section 2.6). 

References to the use of ‘best efforts’, ‘operational control’ or influence to ensure that 

business relationships follow the GNI Principles (sections 2.8, 2.9 and 2.11) are much 

less detailed and specific than those of the UNGPs or the OECD Guidelines. 

This is striking, considering the ample evidence that ICT companies can be 

involved in infringements of personal privacy. This suggests that companies in the 

sector may be overlooking the BHR regime’s recognition of risks that human rights 

harms can be caused by companies or arise in business relationships, and not only in 

relationships with governments.  It also suggests that business relations are being 

understood too narrowly with the result that the sector overlooks the possibility that 



social media users can function as ‘business relations’ for the purposes of social media 

providers obtaining revenue, as explained below. To set the context for that, we first 

provide some examples of social-media-related privacy impacts. 

Photo posting and privacy impacts 

The right to privacy is a human right entrenched in the International Bill of Rights 

(UDHR, Art. 12; ICCPR, Art. 17), as well as regional human rights treaties. Delimiting 

the right to privacy is often complex, not least when alleged infringements involve 

private actors. In regard to the publication or sharing of photos, the European Court of 

Human Rights has clarified in its case law how the right to privacy can be infringed. 

The Court has recognised that intimate or otherwise highly personal information 

recorded in photos belongs to the private sphere and is protected by human rights. 

Specifically, the Court has recognised the right to protection of one’s image as an aspect 

of the right to privacy, established by Art. 8 of the Convention for the Protection of 

Human Rights and Fundamental Freedoms (European Convention on Human Rights) on 

the right to one’s private and family life. The Court has ruled that this right includes 

photos that contain very personal or even intimate information about an individual or 

their family (Von Hannover v Germany). It has decided that the publisher’s freedom of 

expression cedes to an individual’s right to privacy, where the information in a photo is 

of a private and intimate nature and there is no public interest in its disclosure (Mosley v 

United Kingdom (2011) 48009/08, Judgment). The Court has also ruled that the 

publication of photos showing a lifeless body in a pool of blood had heightened the 

trauma of the victim’s close relatives, resulting in an infringement of their right to 

respect for their private life (Hachette Filipacchi Associés v France (2007) 71111/01, 

Judgment). The privacy rights of ordinary people rank as highly as those of celebrities 

or even higher (e.g. Gurgenidze v Georgia (2006) 71678/01, Judgment; Société de 



Conception de Presse et d’Édition v France (2016) 4683/11, Judgment).  

In recent years, there have been several instances of personal photos being 

posted online without the consent of those portrayed in ways that infringe their privacy 

in contexts resembling those noted above, even though the issues have not been 

explicitly addressed as human rights issues. For example, in Denmark in 2018, in the 

so-called ‘Umbrella Complex’ case authorities commenced legal action against around 

1000 young people over the distribution of a video with images of a sexual nature  

(Schaumburg-Müller 2018). The material had been shared on Facebook’s Messenger 

platform. Because the individuals in the video were under the age of eighteen, the case 

was addressed using the Danish child pornography law and not expressly as a violation 

of the privacy of the individuals. Legal action was taken against Messenger users 

sharing the video, and Facebook was not charged with any responsibility (Schaumburg-

Müller 2018). One of the affected individuals has spoken about the severity of the 

privacy and long-term psychological impacts (Maach 2018). In Canada, online bullying 

over an intimate photo captured on a cell phone in 2011 led to one of the individuals in 

the photo committing suicide (Glen Canning, personal interview, October 26, 2018; 

Than Ha 2013). In another instance, a set of photographs leaked onto the internet 

showed the body of a teenager at the scene of a 2006 car accident. The photographs 

became the subject of morbid curiosity (Bennett 2010). The public sharing of the 

photographs caused the girl’s family emotional pain (Bennett 2010). 

These examples demonstrate that the sharing on social media of deeply private 

photos without the consent of those portrayed can cause personal harm and suffering. 

The privacy impacts of such sharing are comparable to those in the European Court of 

Human Rights cases noted above. 



The decisions of social media companies to delete photos may also be against 

the understanding of the affected person. For example, in 2016, Facebook decided to 

delete a Norwegian journalist’s post because it carried a 1972 press photo, taken during 

the Vietnam war,5 of a girl who was naked after napalm fire burned her clothes and 

severely damaged her skin (Chong 2001). Facebook argued that the post contravened 

the company’s ‘global community standards’, which prohibit child nudity (CBS News 

2016). An algorithm had flagged the post as objectionable content. The journalist’s post 

had carried the photo with the informational purpose to illustrate a point on the human 

suffering caused by napalm bombing during the Vietnam War. Facebook’s decision to 

take down the image did not involve the affected person or consider whether she had 

explicitly or implicitly consented to the image being shared for that purpose. Discussion 

around Facebook’s decision quickly shifted to focus on the issue of nudity, disrupting 

the intended goal to bring to light war-caused suffering. Following intense criticism for 

its decision to remove this photo of historical significance, Facebook reversed its 

decision (Scott and Isaacs 2016). 

These examples show that the social media platforms provided by ICT 

companies can cause severe privacy harm to individuals, by enabling private pictures to 

be posted and through decisions on posting or re-posting that do not consider purpose 

and context. The examples underscore the pertinance of the UNGPs’ focus on harm 

prevention, and the steps that companies should take to identify and prevent harm–in 

other words, the process of risk-based due diligence. 

 

5 The photo was taken on June 8, 1972 by Associated Press photographer Nick Ut in Trang 

Bang in South Vietnam. 



The importance of social media providers identifying risks and preventing harm 

results, in part, from the scale of their operations. In 2013, there were approximately 2 

million Google searches per minute, 1.8 million Facebook “likes” per minute, and 

216,000 Instagram posts per minute (Woolaston 2013). By 2016, an estimated 3.5 

million photographs were shared online every minute (Deloitte 2016). The speed with 

which images can now be widely disseminated potentially amplifies the associated risks 

and harm. According to UNICEF (2018), one in three internet users globally is a child 

or adolescent, making them the most digitally connected age group. Children and 

adolescents are particularly at risk of long-term effects of privacy impacts (Cook et al. 

2005). The literature on image-based abuse suggests that the re-posting of images of 

abuse is, in and of itself, a form of digital privacy infringement. The online 

dissemination often prolongs and exacerbates the traumatic experience (Dodge 2016). 

To honour their corporate responsibility to respect human rights, the ICT 

industry needs to much more seriously consider their own human rights impacts and 

their role in facilitating such impacts. Sentencing those responsible for posting, as the 

Danish authorities did in the ‘Umbrella Complex’ case, or apologising, as Facebook did 

for its decision to remove a Norwegian journalist’s post of a Vietnam War photo, do not 

undo the harm caused; and economic compensation is unable able to restore lost 

privacy. Accordingly, there is a need for social media providers to pay more attention to 

preventing risks and harm, in line with the risk-based due diligence process. They 

should also step up working with their ‘business relations’ by exercising leverage in 

order to prevent human rights infringements from occurring. This makes it relevant to 

consider whether social media users can be considered ‘business relations’ in the sense 

of the UNGPs. For this purpose the following section opens by introducing the business 

model of social media providers. 



The business model of social media providers and users as business relations 

within the meaning of the UNGPs 

Companies need revenue to make a profit that enables them to remain in the market. A 

business model is an expression of how a company works, in terms of its value 

proposition (the goods or services that a company offers, and why they are desirable to 

customers or clients), value creation and provision, and financial endurance (costs and 

revenue) (Rohn 2015).  

Conventional business models for companies providing goods to individuals as 

consumers are based on the consumer obtaining the company’s product for a monetary 

price. For example, a clothing company in a business-to-consumer market obtains 

revenue by producing or sourcing, for example, t-shirts and selling them to a market of 

consumers, who pay for them in cash or cash equivalents. 

The business model of social media providers that give access to platforms for 

sharing information, images, etc. without charging a fee, differs fundamentally from the 

conventional model. To users, it may look as if they have free access to and use of a 

product—the social media platform. In fact, users and their data are the social media 

providers’ very valuable product. Social media users ‘pay’ for access to platforms with 

data harvested by the provider about users’ buying patterns, activities, and preferences. 

Social media providers track, store and analyse that data, eventually using it for targeted 

advertising and to offer services to other companies that pay for the data, thereby 

providing the social media provider with a revenue.    

Scholars distinguish between two forms of social media enterprises. The first 

comprises social media providers that own and operate social media platforms, such as 

Facebook and YouTube. The second comprises companies that use social media 

platforms for their communication with customers, prospects, and other stakeholders. 



Those companies pay the former type of social media providers for access to 

information on users (Rohn 2015). As elaborated below, this can be seen to bring the 

user into a ‘business relationship’ role with the provider, because users provide data to 

social media providers and thereby effectively create a source of revenue for the 

providers. While social media users may appear to be consumers, due to the 

particularities of the sector’s business model they attain a business-relation character 

within the meaning of the UN Framework and the UNGPs. At the same time, in making 

the social media platform available to a user who posts images in a manner that causes 

privacy infringements, the provider attains a role as a service-provider. This adds a new 

dimension to the potential of companies to contribute to harmful impacts, and calls for 

re-thinking the implications for human rights due diligence and appropriate action in 

cases of a company causing, contributing to or being directly linked to human rights 

infringements.   

 

Implications of the corporate responsibility to respect human rights for the 

relationship between a social media provider and its users 

Through the examples of social media usage above, we have demonstrated that a user’s 

posting or re-posting of photos online can harm an affected person or affected persons. 

Due diligence is a management modality for turning a company’s human rights 

policies into practices and, ideally, for reducing the need for the provision of remedy. 

Human Rights due diligence entails a series of steps that vary with context, sector, and 

severity. Relevant considerations are whether there is a risk of human rights 

infringements occurring, whether human rights infringements have already occurred (in 

which case remedy must be provided), and how the company is connected to the risk or 



harm. In situations where the company’s operations, products or services are directly 

linked to the risk or harm through the company’s business relationship with another 

entity, the company should use its leverage over that other entity to effect positive 

change. Differentiating between causing a risk or harm, contributing to one, or being 

directly linked to one is not always clear cut, especially in complex relationships. The 

connections between social media providers and their stakeholders makes determining 

whether a provider has caused, has contributed to, or is directly linked to a human rights 

risk or harm unusually complex.  

 The UNGPs recognise that situations requiring leverage can be complex, in 

terms of what is would be appropriate action for the company to take in order to meet is 

responsibility to respect human rights (UNGPs, Principle 19, incl. Commentary).  But 

the UNGPs leave no doubt that the company is expected to identify risks or actual 

harmful impacts in which it is involved through such business relationships, to consider 

what is appropriate action, and to act accordingly. As the UNGPs apply to all 

companies, this expectation applies to companies in the ICT sector. 

  When social media companies make access to platforms for sharing or re-

posting images available in return for users’ data, they effectively provide a service and 

therefore have a business relationship with the user who supplies data in return for the 

service. The user therefore acts as an ‘entity’ in the sense of the UNGPs. The user 

makes use of the social media platform provided to share photos that infringe on the 

privacy of others. This can be likened to the situation where an enterprise sources cobalt 

that is mined using child labour which is subsequently used in its products; or a 

relationship between an investor and invested company when the investor provides 

capital that enables the investee to function. As the harmful impact is directly linked to 

the social media company through the service provided and the users’ actions on the 



platform, the company should, at the very least, exercise leverage. When the actor 

causing harm is an individual acting in a non-profit capacity, leverage needs to be 

designed to address the context and the target group. For these purposes, leverage might 

entail targeted efforts by the social media provider, such as online courses to instruct 

users on how to act on social platforms in such a way as to respect the human rights of 

others and build users’ capacity for identifying situations that may result in human 

rights risks. 

Alternatively, the social media provider could be considered to be contributing 

to the risk or harmful impact by providing the technical solution through which the 

privacy infringement occurs. The user’s action causes the privacy impact, but the 

company enables it. This can be likened to the situation of the company lending 

vehicles to security forces that use them to travel to local villages and commit atrocities. 

In the case of posting and re-posting of images, the ‘vehicle’ provided is not a car but 

the platform itself. The situation can also be likened to the clothing company setting a 

short lead time without adopting measures to prevent known risks of labour abuse. The 

supplier causes the harm (an infringement of international labour law on working hours 

and overtime payment—and possibly national law as well), but the conditions created 

by the clothing company contributed to the infringement. In the case of posting and re-

posting images, the user causes the harm, but, by failing to act on its general knowledge 

of users’ harmful use of its platform and the potential of the platform to enable such 

harmful use, the social media provider can be seen to have contributed to that harm. 

Appropriate action might involve setting up procedures to prevent the sharing of images 

that depict intimate situations. The company could also use leverage in this situation—

for example, by influencing its users through relevant human rights education that could 

be conducted online. 



Ironically, measures taken by social media providers to prevent one type of harm 

(for example, the offense of child pornography) can lead to harmful human rights 

impacts as well (a privacy impact by shifting the perception of a picture of a naked 

individual to a context other than that for which the photo has been taken and accepted 

to be shared). The case of Facebook taking the picture of the Vietnam war napalm 

victim offline without consulting the person in the image illustrates this situation. The 

action caused a shift in the perception and debate of the image from a representation of 

the horrors of war, with the person in the image representing that horror, to a perception 

and debate of an image of nudity. In this case, Facebook can be seen to have caused 

harm because the action lead to a distortion among some audiences of the message of 

the image. That distortion involved a privacy impact that was not associated with the 

intention of the photographer, nor and more importantly in this context, the message of 

the horrors or war that the person in the image represented, even though she was never 

asked about the publication of the photo in the first place. Appropriate actions to 

prevent such harm in the future could include assessing what caused the algorithmically 

based decision to remove the picture, making algorithms more sophisticated, or having 

any content flagged as objectionable assessed in context by a human. 

Under the UN Framework and the UNGPs, states’ inadequate protection of 

human rights does not exempt companies from having to ensure that they respect human 

rights. Like enterprises in any other sector, social media providers should undertake due 

diligence to identify risks that they may cause or contribute to human rights 

infringements. Moreover, social media providers must understand that, even if they do 

not cause or contribute to harm, they may be directly linked to impacts arising from 

their users’ actions, because their relationship with those users can be considered a 

business relationship within the meaning of the UNGPs.  



5. Conclusion 

In recent years, there has been a surge in concern about the human rights impacts of ICT 

companies, including social media providers. Despite an increased awareness that such 

companies should respect human rights, determining what this means in practice in the 

sector has proved difficult. This article has considered the BHR regime’s contribution to 

overcoming that difficulty in the context of posting and re-posting photos online. We 

have discussed the implications of risk-based due diligence, as elaborated by the 

UNGPs, for the ICT sector, in particular social media providers, and described 

situations in which they may cause, contribute to or be directly linked to harmful human 

rights impacts related to posting or re-posting photos. 

We have argued that the business model applied by social media providers, 

which renders users’ data into products for profit-making purposes, can turn the user 

into a ‘business relationship’ in the sense of the UNGPs. That is so because the user 

provides the company with data that the company uses for its profit-making.  

While the particularities of social media providers’ business model can make 

determining whether a provider has caused, has contributed to, or is directly linked to a 

human rights risk or harm unusually complex, the responsibility of social media 

providers is no different than any other company involved in human rights harm 

through its own actions or those of its business relations. But what constitutes 

appropriate action may be different in view of the unique relationship between the 

provider and individuals who are users. Where a social media provider can be said to 

have contributed to or be directly linked to an impact caused by users, it should exercise 

leverage over its users to affect positive change. Appropriate action could involve 

instructing and building the capacity of users to enhance their understanding of how 

posting photos of others can infringe human rights. Social media providers’ should be 



aware that their own actions, even those ostensibly taken to respect human rights, can 

cause infringements of human rights of others, if they fail to adequately take into 

account context. They should take appropriate action to identify and modify modalities 

and practices, such as algorithms, that lead to such impacts. 

Social media providers generally use a business model that differs in 

fundamental ways from those used in other industries often associated with business-

related human rights harms, including the textile, mining and energy industries. Unlike 

consumers of clothes, minerals, or energy, users of social media platforms do not need 

to purchase a product; they ‘pay’ for access to the platform with their data, which in 

turn is turned into a source of revenue for the social media provider. 

Privacy impacts may result from various situations. The discussion above has 

shown that social media platforms can enable photos that were produced long ago for a 

singular and targeted purpose to take on new lives or recent photos to take on lives 

beyond the control of those portrayed, with the potential to cause harm to those 

portrayed or others around them. 

By contrast to national or regional data protection legislation, which applies in a 

particular jurisdiction, the BHR regime has global applicability. This makes it suitable 

for addressing regulatory gaps in regard to human rights impacts, such as privacy 

infringements, related to the use of social media across borders, which has proved 

difficult to regulate locally. The BHR regime does not supplant national or regional data 

protection legislation; but where such legislation exists the UNGPs may complement it 

through its human rights orientated focus on risks or harm. The UNGPs apply to all 

business enterprises, both transnational and others, regardless of their size, sector, 

location, ownership, and structure. Like companies in any other sector, social media 

providers are expected to respect human rights. They need to undertake human rights 



due diligence and identify and take appropriate action to discharge their responsibility 

for harmful human rights impacts that they cause or contribute to, or to which they are 

directly linked. Like any other company, they need to assess their impacts, integrate 

their findings, and act on those findings in accordance with the UNGPs. Even where the 

ICT companies do not cause harm themselves, they need to consider whether their users 

are business relations within the meaning of the UNGPs, and that as a result, they may 

be directly linked to human rights abuse caused by those users. 

The human rights due diligence process that underpins the corporate 

responsibility to respect human rights—informed by the ‘do no harm’ objective—is 

highly relevant for social media providers so that they may identify and prevent risks or 

actual abuse of human rights. Embracing due diligence in line with the UNGPs could 

help companies in the ICT sector navigate the complexities of addressing human rights 

risks regardless of the location of the social media provider, the user, and the victim of 

human rights infringements and the existence of national or regional applicable data 

protection regulation. To better understand and implement the implications of the BHR 

regime and in particular the corporate responsibility to respect human rights, social 

media providers could benefit from further targeted research that elaborates on how 

they can most appropriately act to prevent and manage human rights harm. 
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