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Abstract 
 

As the use of sensor-based technology and processing of its data increases, various stakeholders 

are interested in accessing consumer data, including health insurances who are asking customers 

to share their wearable data in exchange for monetary benefits. Individuals undergo a complex 

decision-making process when assessing whether to share personal information. This has been 

found to be highly context specific and is currently understudied in the sensor and wearable 

context. Past studies focused on investigating how individuals consider personal consequences 

of data disclosure, but societal consequences were also identified as relevant within a sensor 

context. Therefore, this thesis attempts to answer how perceived personal and societal risks and 

benefits influence individuals’ willingness to disclose wearable data to their health insurance. 

 Building on the notion of a privacy calculus, a theoretical model was developed including 

the variables trust in requesting health insurance, privacy concerns, perceived personal benefits, 

perceived societal benefits, perceived personal risks, perceived societal risks, perceived control 

over data, perceived data representativeness and perceived data sensitivity, which are 

hypothesized to have direct or indirect effects on the dependent variable willingness to disclose 

wearable data to requesting health insurance. 

 The model was tested using PLS-SEM to analyze data collected through a scenario-based 

survey with 105 participants mainly from Denmark, Iceland and Germany. Perceived personal 

and societal risks and perceived societal benefits were found to not have a significant effect on 

willingness to disclose wearable data. Nevertheless, a privacy calculus applying in this context 

was confirmed as trust, perceived personal benefits and privacy concerns play a central role in 

influencing one’s willingness to disclose wearable data. Privacy concerns were reduced if 

individuals felt in control over their wearable data and its use but increased if the wearable data 

was perceived as sensitive. Therefore, we recommend health insurances to take measures to 

reduce consumers privacy concerns by collecting wearable data in a transparent and minimal 

way and to aim at increasing trust in them and their practices. 

 

 

Keywords: Sensor-based technology; Internet of things; wearables; privacy calculus; health 

insurances; societal consequences 
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1. Introduction 
 

Internet of Things (IoT) is a technology where physical objects get equipment such as sensors 

that enable new communications between businesses, devices and people (Oberländer et al., 

2018). This integration has blurred the lines between the physical, offline, online and digital world 

(Acquisti et al., 2016). Therefore, IoT has been called a disruptive technology for over a decade. 

With the rapid development of IoT there have been general concerns around regulations and 

international standards, but it is sure that market segments and customers will need to embrace 

the services and products IoT makes possible in order to make the technology successful 

(Nicolescu et al., 2018). The technology can store, process and capture data from the end device 

and some of the argued benefits of IoT are connected to this gathering and processing of the 

data, which enables personalization of services and such (Ibid.). Examples of internet of things 

include remote patient management, door locks and wearable devices. Wearable devices range 

from smartwatches like AppleWatch and FitBit to more complicated devices such as hearing 

devices (Marakhimov & Joo, 2017). Wearables allow people to keep track and manage their 

health and physiological parameters. Additionally, it gives people the opportunity to share their 

health data with third parties (Ibid.). These third parties can be health insurances, doctors, 

governments and other companies and organizations. The processing of wearable data can 

accelerate innovation for more personalized and fitting medical services through providing more 

insights into people’s activity levels and vitals. Though there can be great benefits for the 

individual as well as for society as a whole as it benefits from innovation, there have also been 

substantial concerns on both personal and societal levels about the sharing of such data. A device 

that monitors and tracks one’s movements and whereabouts every minute of every day can pose 

a potential threat to one’s privacy and implicate a form of surveillance, which in itself has 

psychological consequences (Newell & Marabelli, 2014). Further, as insurances have access to 

this kind of data it is expected that it will be used to discriminate between customers, favoring 

individuals with good statistics while raising rates for more at-risk people (Ibid.). Despite the 

presence of these and other risks, it is suggested that individuals will accept these as long as they 

believe the benefits to outweigh the risks (Newell & Marabelli, 2015). 

Supporting this assumption, previous research within various research disciplines has 

shown that individuals still choose to share their data despite privacy concerns and potential risks, 

because they undergo a so-called privacy calculus, where the benefits are weighted against the 

risks of information disclosure, resulting in either information disclosure or not (Dinev & Hart, 

2006). 
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Two systematic literature reviews revealed a research gap concerning sensor-based technology 

and decision making, especially on a societal level. Because privacy and security behavior have 

been found to be context dependent (Dinev et al., 2015) and sensor data has been argued to 

have a “radically different impact on individuals, organizations, and society”, especially in regards 

to the tradeoff between privacy and security as well as control and freedom (Newell & Marabelli, 

2014) it is important to fill this gap. We have therefore concluded to investigate the following 

research question:  

How do perceived personal and societal risks and benefits influence individuals’ 

willingness to disclose wearable data to their health insurance?  

The aim of the study is to investigate to what extent the notion of a privacy calculus applies within 

the sensor context and to develop a scale to test whether individuals consider their perceived 

personal benefits and risks of information disclosure as well as societal ones. This study does not 

investigate the acceptance nor adoption of sensor technology or more specifically wearables, but 

individuals’ willingness to disclose their data to third parties. The research question was scoped 

to include health insurances as a third party requesting wearable data, based on a recent trend. 

Health insurances have been trying to utilize sensor technology as one of their fitness measures 

in an effort to encourage people to live a healthy lifestyle. In Germany and other countries, health 

insurances such as Techniker Krankenkasse  and AOK, offer their customers to participate in a 

reward program based on them reaching a set number of steps each week over a period of time 

(AOK, 2020; Techniker Krankenkasse, 2020). Rewards such as partner discounts and health 

procedure subventions and other monetary benefits are given as an incentive for reaching the set 

goal. To participate, the customer has to grant permission through an app to the health insurance 

to read the step count data recorded by one’s wearable device, such as an Apple Watch, Fitbit or 

Garmin watch. 

Based on previous privacy research within the various fields such as e-commerce, electronic 

health records and location-based services, a theoretical model was developed and tested using 

a scenario-based survey with respondents mainly based in Germany, Denmark and Iceland. The 

collected data was then used to analyze the theoretical model through an SEM-PLS approach 

before discussing and reviewing the results in light of past research and proposing theoretical and 

practical implication of this study’s findings.  

 

This thesis is set up in six sections, the first section being this introduction. In section two the 

systematic literature reviews will be explained as well as the previous literature is covered. Section 
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three will go through the methodology including research method, design, hypothesis 

development and other methodological choices. Section four includes the data analysis and 

results. Discussion of the findings will be covered in section five. Lastly, we will conclude the 

thesis in section six.    
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2. Literature Review 
 

2.1 Systematic Literature Review 

The first part of this study consists of secondary research. A systematic literature review (SLR) 

was conducted to determine existing findings in the literature as well as current gaps, in a 

replicable and transparent way. To conduct the systematic literature review, an approach taken 

from Saunders et al. (2019) was used, which is based on Denyer & Tranfield (2009). 

In the first step, a review question was formulated based on the CIMO model (Jones & 

Gatrell, 2014) which requires review questions to combine the elements context (C), intervention 

(I), mechanisms (M), and outcome (O). The determined review question for this study was as 

follows: “How (M) does an individuals’ evaluation of perceived private and societal risks and 

benefits (I) influence their decision to disclose personal information (O) in connection with 

wearables/sensor-based environments (C)?” 

During the second step a comprehensive list of relevant research studies was compiled. 

The list was scoped only to include articles published in journals belonging to the so called “Senior 

Scholars' Basket of Journals” as they are considered top journals in the IS field. This includes the 

European Journal of Information Systems, the Information Systems Journal, the Information 

Systems Research, the Journal of AIS, the Journal of Information Technology, the Journal of MIS, 

the Journal of Strategic Information Systems and MIS Quarterly. These journals were searched 

using the following search terms, either appearing in the title, abstract or keywords: “Privacy AND 

decision AND making AND society”. The search terms were chosen to be rather broad, in order 

to ensure that all relevant literature, including general privacy research would be found. Due to 

availability issue for certain years, MIS Quarterly was searched separately using the term 

“privacy” in the title or abstract for the years 2014 to 2020.  

In the third step, the previously compiled list was further reduced through evaluating titles 

and abstracts. The papers that were excluded concerned such topics as organizational security 

measures, employee security violations, unethical technology use, data breaches and risk 

management and philosophy and information systems, which are irrelevant to answering the 

review question. 
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Table 1: Systematic Literature Review 1 

Journal Keyword hits in 
search 

Articles removed 
based on title & 

abstracts 

Final sample of 
articles 

European Journal of Information Systems 77 55 22 

Information Systems Journal 9 8 1 

Information Systems Research 56 42 14 

Journal of AIS 44 32 12 

Journal of Information Technology 83 55 28 

Journal of MIS 110 89 21 

Journal of Strategic Information Systems 33 27 6 

MIS Quarterly 141 114 7 

Total 553 422 131 

 

During the fourth phase, the remaining 131 papers were read and analyzed by the authors. The 

papers were assessed based on their research questions, research context, data collection 

method, investigated variables and key findings. The relevant theoretical findings from this SLR 

are presented in Section 2.2. This systematic literature review presented research gaps 

concerning the societal component in decision making as well as sensor-based technology.  

Therefore, a second systematic literature review, following the same methodology as the 

previous one, was conducted to discover research specific to the societal consequences of 

sensor-based technology. The review question of the previous systematic literature review was 

again adopted, but the search terms “societal consequences AND internet of things” were used. 

Due to availability issue, MIS Quarterly was again searched separately using only the term 

“internet of things” in the title or abstract for the years 2014 to 2020.  

 

Table 2: Systematic Literature Review 2 

Journal Keyword hits in 
search 

Articles removed 
based on title & 

abstracts 

Final sample of 
articles 

European Journal of Information Systems 53 42 11 

Information Systems Journal 70 67 3 

Information Systems Research 38 36 2 

Journal of AIS 18 17 1 

Journal of Information Technology 20 18 2 

Journal of MIS 58 54 4 

Journal of Strategic Information Systems 12 9 3 

MIS Quarterly 22 21 1 

Total 291 243 27 
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Articles found in the second systematic literature review were mainly articles about social media, 

sensor-based technologies, IoT, smart-services and how these topics connect with both personal 

data and privacy concerns. After excluding irrelevant articles based on their title or abstract, 27 

papers remained. As with the other systematic literature review most of the articles did not include 

societal consequences but rather personal risks and benefits of data privacy. The authors of this 

study conclude that the gap concerning the inclusion of societal risks and benefits as variables 

within the privacy calculus is still relevant after this second systematic literature review. 

 

The following section presents the findings from both systematic literature reviews as well as other 

related and relevant papers. 

 

2.2 Previous Research 

2.2.1 Datafication and sensor-based technology 

Through the advances in technology a vast amount of data is available which is collected from 

various sources. It can be distinguished between two types of data: little and big data (Newell & 

Marabelli, 2014). While the latter is used to track general trends, little data can profile an 

individual’s specific behavior (Ibid.). Various data sources contribute to little and big data. Five 

different data sources have been identified by Zuboff (2015), which are computer-mediated 

economic transactions, sensor data, corporate and government data, private and public 

surveillance cameras and so called digital exhaust, which is little data from individuals’ computer-

mediated everyday actions (Ibid.).  

Many of these data sources are related to an individual’s information and content sharing. 

When discussing information sharing, it can be distinguished between explicit and implicit 

connectivity (Newell & Marabelli, 2014). Explicit connectivity takes place as individuals share or 

use content, e.g. through social media applications. Implicit connectivity on the other hand 

includes the data that is the byproduct of the digitized objects that are used, the digital trace or 

trail (Ibid.). 

One form of these digital traces is data collected by sensors. The diffusion of sensor-

based technology, brings the datafication of every moment of daily living, which marks a new 

“data revolution in which every pulse, as it were, of life is recorded and made the object of 

calculation and commercialization” (Kallinikos & Constantiou, 2015, p. 72). It has even been 

argued that the use of this data has ushered in a new era of capitalism, the so called surveillance 
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capitalism, whose objective is the prediction and modification of human behavior in order to 

generate revenue and market control (Zuboff, 2015). Even only parts of the data collected through 

these sources can be used to construct detailed profiles of individuals. While this brings many 

new opportunities it also raises questions of authority and power, including who has access to the 

accumulated data, how it is used, what is learned from it and who makes these decisions (Ibid.).  

Car GPS systems, fitness watches and smartphone apps are such tools that use sensors 

to collect data such as location and level of activity. This information can be used to identify, 

among others, one’s habits and behaviors and social circles by applying data analytics to 

generate knowledge (Newell & Marabelli, 2014). These digital traces from sensors allow for data 

driven decision-making (as opposed to human judgement-based decision making) and prediction 

of outcomes. This novel type of information collection has positive as well as potentially negative 

consequences, both for individuals and society. These consequences are often context specific 

and there are endless use cases for sensor data. For example, car computers can analyze driving 

styles through sensors or a car’s engine can be monitored and problems can be identified early 

and remotely. Sensors can also be used to solve security issues through using them to track a 

lost phone, someone on house arrest with an ankle monitor or to monitor an elderly person’s 

movements at home to determine their wellbeing (Ibid.). Sensor-based technology has also been 

used to try to manage and monitor the activity of people that have diabetes (Chatterjee et al., 

2018). In 2018 a study was conducted that involved two home cases where the researchers 

captured the data from sensors and tried to influence diabetic people that lived in the homes by 

sending them messages that should encourage the subjects to change their activity or dietary 

behavior. In the paper the authors introduce concept called “persuasive sensing”. Persuasive 

sensing means that data from sensors that are implemented in the participants’ homes is collected 

and extracted in order to find patterns. When a pattern is identified a motivational message is sent 

to the patient as well as newsletters. This is done in order to try to change the behavior of the 

diabetes participant. The participants had different environment sensors implemented into their 

homes e.g. on their garage door and sensors that detect presence in the bedroom and pressure 

sensor on a couch in front of the TV. The participants were also asked to wear a body sensor 

throughout the day which detected steps, sleep quality and physiological parameters such as 

body temperature. The results of two cases where environment and body-wearable sensors were 

implemented showed that the researchers were able to predict the participants blood glucose 

level with 94% accuracy by using the data from the sensors (Ibid.). In a similar fashion to this 

study, common activity trackers such as smartwatches and other wearable devices can be used 

for remote health monitoring (Marabelli et al., 2017). 
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These sensor-based technologies do not merely collect data, but also become something 

that individuals begin to rely on, in terms of skill and ability, e.g. if sensors are used to assist with 

parking a car (Newell & Marabelli, 2014), or another kind of attachment is formed. Prasopoulou 

(2017) wrote a narrative about her relationship with her smartwatch which gives insights into how 

an individual can use a wearable and what effects it can have on their life. She mentions that 

before she started wearing an activity tracker, she did not put any reflection into her everyday 

walking habits, such as going to the shop, catching the bus or going to work. Since she started 

wearing the activity tracker these actions have a step count which she connects them to. The 

author describes how her activity tracker has become a part of her life and if she leaves her home 

without it, she feels uneasy and even anxious since she is not tracking her activity. She remarks 

that it took her a while to get to this point of constant interaction between herself and the tracker, 

but eventually she got to the point of actively using and enjoying the insights the tracker provides 

about her body and activity level (Prasopoulou, 2017). 

These are just a few of the possible use cases of sensor-based technology and more 

specifically wearable technology. In many of these use cases both little and big data can be used 

for discriminatory purposes. A common example of this is found with insurances having access 

to data about ones driving behavior through sensors in car computers and basing insurance 

premiums on insights from the gathered data (Newell & Marabelli, 2014). Big data can be used to 

make general predictions about different types of user groups, leading to individuals being 

wrongly included e.g. because of their gender and age even though their driving style varies from 

others. Little data on the other hand can be used to discriminate between individuals and is based 

on one’s actual driving behavior. One of the dangers as well as virtues with this type of 

discrimination is that it is solely based on algorithms and computers and not including human 

judgement (Ibid.).  

Specifically about this sensor-based technology use case, an exploratory study was made 

about how insurance companies use sensor-based technology in the automotive industry to sell 

automotive insurances (Marabelli et al., 2017). The researchers investigated two insurance 

companies that had adopted sensor-based technologies for pricing and risk assessment. The 

differences and similarities of the two cases were compared and how the companies use sensor-

based technologies. Possible implications and consequences for the companies and other 

insurance companies were also discussed. The study showed that the two insurance companies 

use the sensor-based technology in order to assess risk e.g. by monitoring speed, brakes and 

GPS and to determine pricing. Customers could opt-in to the program of allowing the insurance 
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company access to the sensors in their car and in return received a lower fee as well as reports 

on how their driving can improve. The authors of the study speculated that although it was 

possible to opt-in to these programs it will soon become something that insurance companies will 

make mandatory for everybody (Ibid.).  

When regarding the societal consequence of these kinds of programs it can be expected 

that they work to the advantage of most individuals but at the expense of minorities that could 

have different driving behaviors e.g. night shift workers (Ibid.). Similarly, health insurances could 

use private information to engage in differential pricing strategies based on risk classification 

(Thatcher & Clemons, 2000), which would be beneficial for some while leaving others at a great 

disadvantage if factors beyond their influence are included or situational causes are disregarded.  

On the other hand, it is argued that when this information is not available insurance companies 

are forced to use community ratings which can lead to individuals who are at lower risk to rather 

be uninsured than to be overcharged (Newell & Marabelli, 2014).  

Another risk factor lies in sensor-based data providing major insights into people’s 

everyday lives and the potential control that organizations and government could have if they had 

access to this data and could monitor individuals. This kind of monitoring is believed to e.g. when 

applied in a work environment to potentially effect workers motivation. Additionally, the long-term 

effects of sensor usage also must be considered. For example, being monitored might diminish 

one’s motivation and autonomy and take away the feeling of personal responsibility and not 

lastingly change unwanted behavior, but only temporarily. One’s decision to use sensors can also 

affect another person’s privacy, which is where privacy concerns extend from an individual to a 

societal level (Ibid.). There are disadvantages for society for example when an individual has the 

attitude of sharing data because they have “nothing to hide” which can lead to more obtrusive 

surveillance of others (Acquisti et al., 2016). At the same time, it could also hurt society if 

individuals do not want to share their data as social norms and progress might evolve slower 

(Ibid.).  

Additionally, with the speed and easiness of storing, collecting and transferring data it is 

difficult for individuals to keep up with where their data might be (Acquisti et al., 2016). 

Governments try to keep up with this fast evolvement with regulations such as EU General Data 

Protection Regulation (GDPR) but they have difficulty in keeping up with the technology. 

Consumers get to control a lot of their data, but research showed that most people do not have 

the awareness and technical abilities that would be needed to protect their personal data (Ibid.). 
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As demonstrated, when it comes to the use of sensor technology, there is a constant tradeoff 

between factors such as security or convenience and privacy as well as between control and 

freedom (Newell & Marabelli, 2014; Xu et al., 2009). This tradeoff is highly context specific and 

literature has shown either and increase or decrease in private and societal welfare with privacy 

protection depending on said context (Acquisti et al., 2016). It has been suggested that individuals 

will accept the risks of datafication through sensor-based technology and its personal and societal 

consequences, as long as they are convinced that the benefits outweigh those costs (Newell & 

Marabelli, 2015). Because of this tradeoff it is important to investigate how individuals assess 

these risks and benefits on a personal as well as on a societal level when deciding to use sensor 

technology and sharing its data with third parties. Previous studies have shown that individuals 

are often not even aware of the threats and consequences that comes with sharing and protecting 

their personal data (Acquisti et al., 2016). 

As previously stated, in this study we focus on wearables such as fitness trackers and 

smartwatches and individuals’ willingness to share their data with their health insurance. 

Therefore, previous studies and their findings from within the information privacy research field 

that investigate the decision-making process when it comes to information disclosure have been 

considered, including studies from within the fields of e-commerce and social media, e-health and 

different kinds of sensor-based technology. 

 

2.2.2 Information privacy research  

Privacy can be difficult to define and has had many different definitions. According to Acquisti et 

al. (2016) privacy, at its core, covers the compromise related to the balance of private and public 

spheres between governments, individuals and organizations. While physical privacy has been 

an area of research in the past, information privacy has been increasingly relevant in light of 

technological advances (Smith et al., 2011). Information privacy has been defined as “the desire 

of individuals to have control or have some influence over data about themselves” (Bélanger & 

Crossler, 2011, p. 1017). Research has discovered a privacy paradox, which is manifest in 

consumer sharing personal information despite having high privacy concerns (Smith et al., 2011). 

According to  Culnan & Armstrong (1999), there is a tension that arises when it comes to personal 

information disclosure, because while value can be created for both the requesting party and the 

consumer, privacy concerns arise for consumers. Smith et al., (1996) developed a 

multidimensional scale, “concern for information privacy”, which is used for measuring individuals’ 

concerns about organizations’ information privacy practices. The measurement instrument 
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consists of 15 items that can be classed in four dimensions, namely collection, errors, 

unauthorized secondary use and improper access (Ibid.).  

 Secondary use was already investigated previously by Culnan, who did a study about 

attitudes towards secondary use of information in marketing (1993). The author put consumers in 

two categories depending on whether they had a positive or a negative attitude towards 

secondary use of personal information. The results suggest that the differentiating factor between 

those who oppose the secondary use of their data and those who don’t, is control. The indivduals 

who are less concerned about a loss of control over their personal information are also less 

concered about secondary use (Culnan, 1993).  

 

2.2.3 Online context 

Malhotra et al. researched the relationship between Internet users’ information privacy 

concerns and the behavioral intention to disclose personal information at the request of a 

marketer and developed a causal model (Malhotra et al., 2004). Their data collection consists of 

742 individual face to face interviews and two field surveys. The information privacy concerns of 

online consumers are characterized by the three dimensions collection, control and awareness of 

privacy practices. The study found that internet users’ privacy concerns have a negative impact 

on trusting beliefs and a positive impact on risk beliefs. Trusting beliefs negatively affect risk 

beliefs and positively influence intention. Intention is negatively influenced by risk beliefs. The 

study further found that the type of requested information influences user’s intentions and 

perceptions. More sensitive information significantly decreases trust beliefs and intention while 

increasing risk beliefs. Overall, the findings indicate that to understand user’s reactions in an 

information privacy context, it is not enough to investigate privacy concerns in general, but that 

also trusting, and risks beliefs need to be investigated in their specific context (Ibid.).  

In a similar fashion, Dinev & Hart (2006) developed a theoretical mode, building on Culnan 

& Armstrong’ privacy calculus (1999), which included factors proceeding customers decisions to 

disclose personal information in the context of online transactions. This model has been used as 

a basis for numerous other studies relating to the privacy calculus within the e-commerce context 

as well as other research disciplines (e.g. Dinev et al., 2006; Xu et al., 2009). Instead of only 

taking non contrary factors into account, their study focuses on including contrary beliefs that 

influence the decision to disclose personal information. The theory states that there are two sets 

of contrary beliefs that form a calculus, which users engage in when deciding to participate in an 

online transaction. One belief will override another and result in a behavioral intention. These 
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beliefs are referred to as risk beliefs and confidence or enticement beliefs. The risk beliefs 

represent the perceived internet privacy risk as well as internet privacy concerns. The confidence 

and enticement beliefs are manifest in internet trust and personal internet interest. After testing 

the model with data from 369 respondents, it was found that even though Internet privacy 

concerns are present with online transaction, internet trust and personal internet interest can 

outweigh those privacy risk perceptions and result in an individual’s willingness to disclose 

personal information as part of the transaction. Individuals are generally interested in maximizing 

positive outcomes while minimizing negative ones (Ibid.). In another study, which was based on 

Dinev & Hart’s privacy calculus model and investigated the relation of internet privacy concerns 

and government surveillance beliefs, it was found that privacy concerns do have a significant 

influence on an individual’s willingness to disclose personal information during an online 

transaction (Dinev et al., 2008). These findings were validated by another study done by Dinev et 

al. (2006) who used this privacy calculus model to test for cross-cultural differences beliefs. The 

model was also extended to include trust, which was found to be a crucial factor in relation to 

perceived risk and privacy concerns.  

Trust is a relevant variable to consider, especially because many people are generally 

cautious with sharing data with organizations. Karwatzki, Trenz, Tuunainen, & Veit (2017) found 

through conducting 22 focus groups with 119 participants that individuals’ adverse consequences 

of external organizations accessing their personal data could be categorized into seven types. 

These types are social, physical, freedom-related, psychological, prosecution-related, career-

related or resource-related. The social consequences people talked about included bullying, 

others posting information about them that could lead to negative effects on their social status as 

well as people judging based on the information that are to be found online about them. The 

physical consequences that participants mentioned when talking about what sharing their 

personal information could lead to were for example kidnapping, physical violence and stalking. 

Freedom-related consequences are when individuals’ behavior or opinions are manipulated or 

restricted. Psychological consequences participants mentioned were discomfort that was caused 

by loss of control, potential surveillance and by unknown consequences. Prosecution-related 

consequences were unlawful prosecution which can happen with identity theft or when people 

are wrongfully accused or lawful prosecution. Participants revealed that they were afraid that their 

information could be used against them in their career where they might not get hired, get fired or 

not be promoted in their job. Resource-related consequences were divided into three types: Time 

loss, such as deleting spam emails, material loss, such as burglary because information about 
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your goings could be found and financial loss, such as price discrimination in services or product 

or their payment information being misused (Karwatzki et al., 2017).  

  Another study that adapted a privacy calculus perspective investigated if users are 

concerned about their privacy as well as what benefits and costs they perceive in regards to self-

disclosing personal information on social media (Krasnova et al., 2010). Basing on focus groups 

as well as theoretical background a model was created with variables such as convenience of 

maintaining relationships, building relationships, self-presentation, and enjoyment, which 

represent different perceived benefits of information disclosure, as well as, perceived privacy risk, 

trust (both in provider and members of the social media channel) and perceived control. The 

results from testing the model through an online survey with 259 respondents showed that 

people’s primary motive for sharing personal information on social media was to develop and 

maintain relationships. The results also showed that people adjust what and how much 

information they share depending on the perceived privacy risk. The impact of perceived privacy 

risk is lower than the perceived benefits which shows that the participation of people might 

convince users to share more information. Lastly, the results showed that the feeling of being in 

control over one’s privacy increases the trust in the social network provider, while trust in the 

provider negatively impacts perceived privacy risk. Trust in other social media members had no 

significant impact on perceived privacy risk (Krasnova et al., 2010). The latter was further 

investigated by Ozdemir et al. (2017), who researched the privacy threats from peers on social 

media. Privacy threats from peers are privacy concerns related to the misuse of personal 

information that are trusted to individuals e.g. through social media platforms. To study this the 

researchers created a model that examines the relationships between trust, privacy experiences, 

privacy awareness and risk and benefits and how the relationships effects person’s disclosure 

behaviors (Ozdemir et al., 2017). The model was tested through an online survey where 314 

Facebook users answered questions regarding the models’ constructs. Results from the survey 

indicated that privacy awareness and privacy experiences are significant indicators for privacy 

concerns. The research results also showed that privacy concerns, trust, risk and benefits 

describe 37% of the variation in disclosure behaviors (Ibid.).  

Also researching within the context of self-disclosure technologies a study by Lowry et al. 

investigated the rivalry of privacy concerns and the desire for interpersonal awareness, which is 

a potential benefit of using technologies, such as instant messaging  (Lowry et al., 2011). The 

study had a special focus on exploring how culture effects the attitude towards, the intention to 

use and actual use of such technologies by influencing privacy concerns and the desire for 
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interpersonal awareness in an online environment. It was found that cross-cultural dimensions 

had a significant influence on the latter two and thereby also indirectly also on attitude towards, 

intention to use and actual use of the instant messaging service. Generally, the findings 

suggested that desire for awareness was a stronger driver than privacy concerns (Ibid.).  

Further factors influencing information disclosure behavior were identified by Dinev et al. 

(2013) who researched information privacy and the correlates anonymity, secrecy, confidentiality 

and control in a Web 2.0 context. It was found that while individuals consider the different 

outcomes of disclosing their information, they also assess the risks of disclosing their information, 

which are consistent of the sensitivity of the requested information, how the requesting 

organization handles information as well as the regulatory environment. Perceived risk is 

increased by information sensitivity and decreased by perceived benefits of information 

disclosure. User risk beliefs are further decreased by information transparency. The user’s 

expectations for more regulations by the government as well as the private sector can manage 

both perceived risk and user control. It was also shown that the control tactics anonymity, secrecy 

and confidentiality do directly influence user’s perceived information control which again affects 

one’s privacy perception (Ibid.). The effect of information transparency was also investigate in a 

study where 400 consumers where asked questions in relation to information transparency and 

their willingness to share personal information so that a firm can offer online personalization 

(Awad & Krishnan, 2006). The results showed that the individuals who put greater importance 

into information transparency are not as willing to be profiled by firms for personalization (Ibid.).  

A study made in 2014 investigated why and how people in Europe reveal and protect their 

personal information as well as differences between countries (generational and cultural). (Miltgen 

& Peyrat-Guillard, 2014). The study included 14 focus groups from seven countries within the 

European Union to answer how culture and age affects people’s privacy concerns. The results 

showed that the participants revealed five main problems which were personal data management, 

responsibility, trust, control and protection and regulation (Ibid.). The data management issue 

reveals people found that personal data collection is invasive and that some of the participants 

said that they lie in order to keep some anonymity. Responsibility was also a big concern for the 

participants were the focus was on the people themselves, the organizations and companies that 

collect the data and the government or state. Trust is a big issue for the participants and 

participants trust organizations that they have already interacted with and perceive that they are 

trustworthy. The results indicate that participants feel that they lose control by sharing their 

personal information and are afraid that there might be risk that is difficult to anticipate in the future 
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connected to them sharing their data. Lastly, participants mentioned protection and regulation as 

being an important factor in their privacy concern and they felt that there was a lack of these 

factors in their countries and online (Miltgen & Peyrat-Guillard, 2014).  

Smith et al. (2011) summarized nearly all positivist empirical assessments of privacy up until the 

date of publication into an APOC (Antecedents → Privacy Concerns → Outcomes) macro model. 

Antecedents have been defined as individual traits or contextual or situational factors that 

influence an individual’s privacy concerns, which again lead to behavioral outcomes. It was 

concluded that privacy concerns are affected by several factors and at multiple levels. The model 

is centered around privacy concerns, with different contextual factors such as privacy 

experiences, privacy awareness, personality differences and demographic and cultural 

differences influencing them. Other variables including trust, regulation and a privacy calculus 

consisting of risks and benefits are also included in the model.  

 Dinev et al. (2015) extended the APCO model by adding principles from behavioral 

economics and psychology to investigate how they influence the decision-making process. 

Adjerid et al. (2018) also used a behavioral perspective as opposed to the normative perceptive 

that most other privacy calculus related studies use. The study assessed the impact of changes 

in the relative perceptions of risk of disclosure and the impact of changes in the objective risk of 

disclosure both in actual privacy choices but also in hypothetical ones. The behavioral perspective 

suggests that in addition to the privacy calculus that variation in consumer preferences and factors 

independent of the benefits and risks trade-offs can have a significant influence on consumers’ 

behavior (Ibid.). The study investigated series of experiments in order to evaluate if the behavioral 

factors account for some of the variation in privacy decision making. The results from the study 

suggest that both normative and behavioral perspectives affect the privacy decision making. 

Objective privacy protections diminished the effect on privacy decision when it involved actual 

choices when compared to the hypothetical choices. There was also a significant difference in 

the relative changes in privacy protection in regards to actual choices and hypothetical ones with 

customers overestimating what their response would be to normative factors but underestimate 

their response to behavioral factors (Ibid.). 

Privacy calculus studies usually research either only from the customers perspective or 

from the firms’ perspective (Lee et al., 2011). IT and e-commerce companies that work with 

personalization have to think about privacy protection and the degree protection, which usually 

depends on how concerned their customers are about privacy. Costumers on the other side have 

to undergo the before mentioned privacy-personalization tradeoff when wanting to use the 
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personalized services, offers or products. Therefore, Lee et al. combined the two perspective in 

their research, using a game-theoretic approach where they investigated both the motivations of 

firms for protecting their customers privacy and the impact of it on social welfare when the firms 

offer it to customers that have different standpoint on privacy protection. The study did a stylized 

model where two firms are part of the model and the researchers provide different variations and 

scenarios of how the firms adopt or do not adopt to privacy protection and how it would affect their 

customers. The researchers categorized the customers into different levels of privacy concerns 

where the customers were customer unconcerned (person that shares information willingly and 

gets personalized services for it), the privacy pragmatists (person that shares information with 

firms that have some privacy protection and gets personalized services for the sharing of their 

information) or privacy fundamentalist (person that never shares their information). The results 

from the study showed that privacy protection can be used as a competitive advantage. The firms 

have higher standard prices when they offer privacy protection than if they wouldn’t as well as the 

prices for unconcerned and pragmatists also are higher if privacy protection is offered. The study 

argues that personalizing the services or goods that firms offer might improve social welfare. The 

privacy protection will improve the social welfare on the cost of customers in that sense that firms 

can get more profits from the customer by personalizing their prices. Additionally, results of the 

study showed that regulations about privacy protection is efficient for specific people e.g. 

pragmatists as well as that social welfare decreases if the firms would not choose to adopt privacy 

protection without regulations (Ibid.).  

 

2.2.4 Electronic health information context 

While much of the found research concerns personal or financial data, comparatively little 

research has been done relating privacy concerns to medical data. Because wearable data also 

includes health related data in form of heart rate, sleep and such, studies researching privacy and 

the use of electronic health records were found relevant to consider.  

A study from 2010 researched people’s disposition in revealing their health information 

online (Bansal et al., 2010). The researchers wanted to find out how personal dispositions like 

health status, personality and information sensitivity impacted peoples’ privacy concerns and trust 

when they decide to reveal their health information online. To answer their research question, the 

researchers asked 367 people to observe and view a health website and answer questions 

afterwards. The results suggest that the sensitivity of the health information does impact privacy 

concerns with the perceived sensitivity being impacted by people’s personality. If a person has 



22 
 

an emotional instability, they are more likely to perceive the information as sensitive and fear 

negative outcome by sharing the health information. People that had the personality trait called 

intellect were found to have decreased health information sensitivity. Extroverts surprisingly did 

not seem more open to share their health information online then people that did not have the 

extrovert trait. Additionally, people that had poor health status showed increased information 

sensitivity which impacted their privacy concern as well (Ibid.). 

Anderson and Agarwal studied factors and circumstances influencing consumers’ 

willingness to disclose identified personal health information in the context of digitalizing patient 

records (Anderson & Agarwal, 2011). For this the privacy calculus was extended to also include 

the influence of situational factors in a health care context. It was distinguished between the 

requested type of information, the purpose and the requesting stakeholder. This was the first 

study to include emotion into the privacy calculus model. It was investigated what impact the 

emotion relating to one’s health condition has on an individual’s willingness to disclose. It was 

found that individuals with negative emotions concerning their current health, such as feelings of 

sadness, anger or anxiety, are more willing to disclose their information than others. The type of 

information was found to not have a significant moderating effect on one’s willingness to disclose, 

with the potential explanation that this is due to the fact that all types of health information is 

considered to be sensitive (Ibid.). Additionally, Angst and Agrawal studied whether an individual’s 

attitude and behavioral intentions towards using electronic health records can be changed despite 

high privacy concerns. They found that even people with significant privacy concerns can change 

their attitude through positive message framing (Angst & Agarwal, 2009).  

Also using a calculus perspective, a recent study analyzed 12,444 sets of patients privacy 

decisions in order to investigate the process that leads to the sharing of their medical records 

through health information exchange platforms and how physicians’ recommendations to use 

such platform influence the patience decision to give consent (Yaraghi et al., 2019). It was found 

that a physician’s recommendation to use the platform isn’t simply followed by the patient, but the 

risks and benefits of giving consent are primarily considered during the decision process. The 

volume of medical records and number of involved physicians that the patient had increased the 

likelihood of giving consent. Meanwhile, it was found that patients with stigmatized conditions, 

such as mental illness or behavioral health issues were less likely to give consent (Ibid.).  
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2.2.5 Location-based services context 

The dimensions of privacy concerns are likely to shift depending on the context. Customers 

concerns in the context of offline business differ from those of Internet users (Malhotra et al., 

2004). In fact, in like manner, privacy concerns in a wearable context differ from others. As 

wearables are sensor-based technology, related literature was also assessed and included. 

Location-based services represent a surveillance-based technology similar to sensor-based 

technologies, especially considering that many sensor-based technologies include GPS sensors.  

There have been multiple studies investigated privacy concerns in the context of location-based 

services. While these services offer value by presenting information, transactions and 

entertainment in a location specific context, they also pose a potential risk to consumers privacy, 

as they require personal information, often including a person’s current position, recorded in real 

time (Xu et al., 2009).  

Xu et al. extended the privacy calculus model by integrating justice theories and 

researched how the user’s privacy decision making process, specifically the perceived benefits 

and risks of personal information disclosure are influenced by pull and push mechanisms in 

connection with privacy intervention approaches, namely compensation, industry self-regulation 

and government regulation (Xu et al., 2009). Pull based delivery mechanisms describe the 

situation, where the consumer requests information or services based on their location. Push 

based deliver mechanism on the other hand are using positioning technologies on their own to 

deliver push information and services to the user’s mobile device.  The effects of the privacy 

intervention approaches were found to vary based on the whether the information delivery 

mechanism was pull or push. This highlights the fact that the privacy calculus is dependent on 

technological attributes and therefore the necessity of adapting and applying it to a specific 

research context. Especially the findings concerning push-based delivery mechanisms are 

interesting to consider, as the sharing of wearable data is also rather push than pull based. It was 

found that in the context of push-based delivery mechanism, perceived privacy benefits as well 

as perceived privacy risks were significant predictors of intention to disclose personal information 

and that the privacy intervention approach of compensation increased the users’ perceived 

benefits. Additionally, the control variable of previous privacy experience influences the users 

risks perceptions, with users who have encountered privacy invasion being more aware of 

potential risks (Ibid.).  

Another study conducted in a location-based service context investigated the nature of 

control in relation to information privacy and researched what effects privacy assurance 
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approaches have on context-specific concerns and how these approaches interact among each 

other (Xu et al., 2012). The examined privacy assurance approaches include individual self-

protection, industry self-regulation and government legislation. Results from the experimental 

study conducted with 178 individuals in Singapore showed that perceived control over one’s 

personal information is a central influencing factor for context-specific concerns for information 

privacy. It was further confirmed that the privacy assurance approaches directly enhance 

perceived privacy control. The study also established again the importance of separating control 

from privacy control and focusing on the mediating role that perceived control has in reducing 

privacy concerns in the context of location-based services (Ibid.).  

Also within a location related context, Crossler & Bélanger (2019) investigated what makes 

people use privacy protective behavior on their smartphones, specifically on location-protective 

settings (LPS). Literature has shown that people use their smartphones in daily activities and 

usually keep them close when socializing, at work, at home and wherever they are. As wearables 

are also omnipresent the results from this study might be relevant for technology such as 

wearables (Ibid.). In order to investigate what motivates people to protect their privacy when using 

smartphones Crossler & Bélanger (2019) tested data from 334 iPhone users. The authors 

mention that it can be especially difficult to figure out how to protect your privacy on smartphones 

as people usually use different applications for different services and each of these applications 

have their own privacy settings. The results indicate that the strongest indicator that a user would 

show privacy protective behavior is personal motivation. Interestingly social motivation was not 

an indicator for location-protective settings. The results also suggest that both self-efficacy and 

knowledge of privacy has positive effect on LPS (Ibid.).  

 

An older study made by Sheng, Nah & Siau explores the personalization-privacy paradox in u-

commerce and studies the adoption to u-commerce (Sheng et al., 2008). U-commerce stands for 

ubiquitous commerce refers to the ability to transact and interact with anyone and anything. 

Technologies such as GPS, sensor networks and RFID are used in U-commerce which helps 

companies to deliver personalized services and products. The biggest adoption obstacle for 

customers in u-commerce as in many other internet-based businesses has been privacy concerns 

(Sheng et al., 2008). Based on previous literature on situation dependency and personalization-

privacy paradox Sheng, Nah & Siau (2008) developed hypotheses and a research model around 

the effect that personalization and context would have on people’s privacy concerns and their 

intention to adopt to u-commerce. They then had 100 students participate in the study where they 

had four scenarios introduced to the participants. The scenarios were personalization in a non-



25 
 

emergency context, personalization in an emergency context, no-personalization in a non-

emergency context and lastly, no-personalization in an emergency context. The results showed 

that privacy concerns are dependent on the situation as well as the intention to adopt to u-

commerce. Additionally, the results indicate that privacy concerns increase with personalized 

goods and services and the concerns are higher in a non-emergency context than in an 

emergency context which is consistent with other research on the privacy calculus (Sheng et al., 

2008). 

 

2.2.6 Smart meter context 

Little research concerning sensor-based technologies and information disclosure has been found 

aside from the location-based services related studies. Two studies were found that investigated 

the use of sensors in the context of smart meters. The first investigated shared benefits and 

information privacy in the context of smart meter technology adoption (Warkentin et al., 2017). 

Since smart meter technology not only has potential benefits for individuals, such as cost saving, 

but also for the community using it, the shared benefits including e.g. avoiding blackouts, there is 

also a societal element to this study. Shared benefits can only be realized if the community and 

not just the individual adopts the technology and shares their data. Despite the benefits, there is 

resistance to adoption, in particular due to a perceived loss of control of privacy and data as well 

as a concern for data being misused, as the smart meter data captures data about electricity 

consumption patterns, which can be used to determine household and daily activities. The 

proposed model also includes the variable perceived psychological ownership of information, 

which is to differentiate from perceived information control, which is used in other studies. 

Perceived psychological ownership was hypothesized to positively influence information privacy 

concerns as well as risk beliefs, based on the assumption that individuals feel their electricity 

usage data as an extension of one’s self and thereby feeling personally violated in case of 

unauthorized use. The two hypotheses were confirmed. Most of the key concerns mentioned by 

participants were related to the data revealing lifestyle choices to third parties and potential 

disadvantages arising from that, such as discrimination by health insurances and employers 

based on those revealed lifestyle choices or home intrusion by criminals (Ibid.). This is in line with 

the earlier mentioned risks of sensor technology. 

Secondly, another research article investigated the adoption of sensor-based 

technologies that measured electricity consumption in households (Wunderlich et al., 2019). The 

researchers developed a model based on psychological theories as well as antecedents that they 
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had identified as being important to smart meter technology and its adoption. A survey was based 

on this model and the antecedents where they got 930 usable responses, the results of the survey 

showed that motivation is a strong predictor of adopting to a new technology such as smart 

metering technology.  

 

2.2.7 Wearable context 

While the findings of the systematic literature reviews did not present any studies in the context 

of wearables worn as a bracelet or a smartwatch, a conference paper from 2019 from von Entreß-

Fürsteneck et al. was discovered, which investigated the willingness to disclose data from self-

tracking devices to health insurance companies. The study inspects how the privacy calculus 

affects the willingness to disclose this sensitive personal information by sampling 103 people to 

take part in a scenario-based exercise. The different scenarios distinguished between strong 

sensitive data such as blood pressure, weight, BMI and heart rate and weak sensitive data such 

as sleep, steps and calories burned. The researchers hypothesized that respondents would 

evaluate which third parties they would share the information with, depending on whether they 

would be sharing weak or strong sensitive data with the health insurance company. The results 

of the study indicate that privacy risks have a negative influence on people’s willingness to 

disclose the personal data while the positive effects of the benefits depended on the sensitivity of 

the data. Additionally, the results show that there was a difference in respondents’ willingness to 

disclose their data depending on whether the data they would be sharing were weak or strong 

sensitive data. Service improvement benefits only had an influence if the data that the people 

would be sharing were strong sensitive data. If the data was weak the service improvement 

benefits did not influence peoples’ willingness to disclose. Lastly, an interesting finding of this 

study was that people’s activity level or perceived health status did not influence respondents 

willingness to disclose their data (von Entreß-Fürsteneck et al., 2019).  

Marakhimov & Joo (2017) investigated, among other things, how consumers use wearable 

devices in a health context in the presence of health and privacy concerns. Health information 

concerns are comprising of the degree of worries about the accuracy and reliability of the health 

information that is gathered through the wearable. To test their model, the researchers gathered 

answers from 260 people in the US. It was found that both privacy and health concerns need to 

be considered when using wearables within a healthcare context (Ibid.).  
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In conclusion, the literature provides insights into the potential risks and benefits of the use of 

sensor-based technologies as well as an existing tradeoff between them. However, a gap in 

relation to privacy calculus research and factors contributing to one’s willingness to disclose 

sensor data, specifically wearable data, to various stakeholder was discovered. Despite the 

sensor context being understudied, studies from related research disciples, such as ecommerce, 

e-health and location-based services, and general privacy research provide a good foundation on 

which to build a model, to assess this study’s research question of how perceived personal and 

societal risks and benefits influence individuals’ willingness to disclose wearable data to their 

health insurance. Relating studies conducted within other disciplines focused rather only on how 

perceived personal risks and benefits influence one’s information disclosure decision, without 

accounting for societal aspects. Additional variables directly or indirectly influencing one’s 

willingness to disclose personal information were identified and include privacy concern, trust, 

data sensitivity and control. The found literature confirms the need to conduct context specific 

studies, as privacy concerns and disclosure behavior differ from case to case, depending on 

factors such as technology context and requesting stakeholder. Additionally, the analysis of 

literature related to the risks and benefits of sensor technology use shows the clear relevance of 

considering both personal and societal effects. The proposed conceptual model, which is 

assessed as part of this study is presented and discussed in Section 3.3. 
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3. Methodology 
 

In this methodology section the methodological choices for this study will be explained. In section 

3.1 the research philosophy choices of this study as well as its logic of inquiry will be covered, 

and the research design will be explained in section 3.2. Section 3.3 introduces the dependent 

and independent variables as well as each hypothesized relationship that is part of the proposed 

conceptual model. Next the conducted survey and its items will be presented in section 3.4, the 

reliability and validity are introduced in section 3.5 before discussing the chosen analysis method 

of structural equation modelling in section 3.6.  

3.1 Theory of Science 

This study aims to add knowledge to the gap that was found in the privacy literature relating to 

the sharing of wearable data. This study works from the positivist philosophical standpoint where 

external reality can be measured and observed (Saunders et al., 2016). In this study the authors 

look for causal relationships within the data collected in order to be able to generalize. These 

relationships and generalizations could help explain and predict health insurance customers’ 

behavior and their willingness to disclose their wearable data. 

 This study mainly uses deductive research logic by mostly using variables that have 

already been tested and used in the literature. The variables used in this study were used to 

generalize from general to specific, that is, go from general privacy studies to sensor-data studies 

to verify the existing theories in sensor technology context. However, inductive logic was also 

used on variables that did not appear or had minimal coverage in the literature. The inductive 

elements of this study were developed to gain understanding of user’s perceived societal benefits 

and risks and their effects on the user’s willingness to disclose their wearable data.  

 

3.2 Research Design 

This master thesis aims at identifying how individual’s evaluate perceived personal and societal 

risks and benefits when being faced with the decision whether to share their wearable data with 

their health insurance. To answer this research question previous academic literature and findings 

from a qualitative study, provided to the authors by their supervisor, are reviewed and used to 

develop a conceptual model. The model is then tested through a survey targeted at wearable 

users. Therefore, a mono method quantitative approach is the methodological choice of this study.  
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In this cross-sectional study a survey is used as the main primary data collection in order to 

research and answer the research question. The survey was used to get quantitative data about 

wearable (used as a watch or bracelet) users and their willingness to disclose their wearable data 

with insurance companies and to additionally find out the effect of perceived personal and societal 

factors that could influence the willingness to disclose mentioned earlier. 

A survey was chosen in order to get more participants and because data which is collected 

through a survey can indicate relationships between certain variables (Saunders et al., 2016). 

Surveys are favorable in exploratory and descriptive research and are usually conducted when 

deductive research logic is applied. This survey has both descriptive and exploratory elements to 

it where the goal is to establish a connection between some of the variables while other 

relationships are built on theories that have already been established but in a new context. 

Surveys have become a certain norm, so people perceive it as authoritative and surveys are also 

easy to explain and understand. The data collected in surveys can be used to find relationships 

between different variables and give implications on how the variables connect. By using the 

survey strategy, the researchers get more control over the process than with other strategies. 

Additionally, the data can be generalizable if the survey is prepared properly. The disadvantage 

of the survey research strategy is that data that is collected through this strategy is usually not as 

wide as it is with other strategies (Ibid.).  

 

3.3 Research Model and Hypotheses Development 

Behavioral intention is represented by the dependent variable willingness to disclose wearable 

data to health insurance. Wearable data refers to the type of personal information that is collected 

by wearables. This can include metrics such as step count, distance covered, sleep patterns and 

heart rate. The dependent variable is hypothesized to be directly influenced by the independent 

variables trust in requesting health insurance, privacy concerns, perceived personal risks, 

perceived societal risks, perceived personal benefits and perceived societal benefits. Additionally, 

trust in requesting health insurance is hypothesized to influence perceived personal risks, 

perceived societal risks and privacy concerns. Privacy concerns are further hypothesized to be 

influenced by perceived data representativeness, perceived data sensitivity and perceived control 

over data while also influencing perceived personal risks, perceived societal risks, perceived 

personal benefits and perceived societal benefits. Figure 1 presents all hypothesized 

relationships. The green arrows indicate a positive relationship and the red arrows a negative 

one.  
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Figure 1: Conceptual Model 

 

The following sections will discuss each of the variables, how the hypotheses built upon previous 

research and reasoning on how they apply within this study’s research context.  

 

3.3.1 Privacy concerns 

While the use of sensor technology has multiple benefits it also is accompanied by increased 

privacy concerns. The constant tracking gives sensitive insights into individuals everyday lives. 

While it has been possible for users to decrease the invasiveness of data collection by providing 

some false data and thereby maintaining more anonymity (Miltgen & Peyrat-Guillard, 2014), 

sensor-based technology is characteristic of so-called implicit connectivity, where data is a digital 

byproduct and recorded as opposed to explicitly shared (Newell & Marabelli, 2014). Additionally, 

one’s decision to use sensor technology can also affect the privacy of others around them. A 

prominent concern in that connection is that regulation is not able to keep up with the fast diffusion 

of sensors and therefore it might often not be possible to trace privacy violations by organizations 

as well as by individuals who use the technology. For some the tradeoff between privacy and 

security is not sufficient, preventing them from using sensor technology (Newell & Marabelli, 

2014). 

While some studies have used privacy concerns interchangeable with privacy, this notion 

was rejected since “one may have high concerns about his or her privacy and yet it may be that 

his or her privacy may have not been violated, and vice versa” (Dinev et al., 2013, p. 298). 
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Depending on the context, privacy concerns have been defined differently. In an internet context, 

Dinev & Hart (2006, p.64) define internet privacy concerns as “Concerns about opportunistic 

behavior related to the personal information submitted over the Internet by the respondent in 

particular.”. Opportunistic behavior can include the selling or sharing of the disclosed personal 

information with third parties that were not officially part of the transactions, such as government 

agencies, financial institutions or marketing firms (Dinev & Hart, 2006). Unauthorized access, theft 

and insider disclosure are also associated with the misuse of personal information (Ibid.).  

Information privacy concerns are another kind of privacy concern. According to Smith et 

al. (1996) concern for information privacy comprises of the four dimensions: concern about 

collection of data, unauthorized use of data, improper access to data and errors in data. Concern 

about collection of data is defined as the collection and database storage of an extensive amounts 

of personal data. The dimension unauthorized secondary usage is defined as the concern that 

disclosed personal information is used for a purpose other than the original one without 

authorization, either internally by the collecting institution or by an external organization. Improper 

access describes the concern about personal data being accessible to individuals without 

authorization to view and process that data. Lastly, the dimension errors include concern about 

personal data not being sufficiently protected against accidental or deliberate errors (Ibid.). 

Privacy concerns can be further differentiated as general and context specific concerns 

(Xu et al., 2012). General information privacy concerns describe an overall need and desire to 

maintain privacy while context specific information privacy concerns are subject to one’s 

assessment of privacy concerns in a specific context and a specific requesting stakeholder. In 

case of the latter, an individual’s needs to weigh their privacy needs against their information 

disclosure needs, potentially overriding their general privacy concerns. Therefore, it is important 

to investigate privacy concerns context specific and not only on a general level (Ibid.).  

In an e-commerce context it was found that a higher level of Internet privacy concerns is 

related to a lower level of willingness to provide personal information to transact on the Internet 

(Dinev & Hart, 2006). Privacy concerns was one of three factors which related to willingness to 

disclose personal information the strongest, alongside trust and personal interest (Ibid.). Similarly, 

in the context of electronic health records, Angst & Agrawal (2009) found that privacy concerns 

are one of the driving factors when it comes to using electronic health records. 

Therefore, as depicted in Figure 1 we proposed that in our specific context, privacy concerns will 

negatively influence willingness to disclose wearable data to health insurance.  
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Hypothesis 1: A higher level of privacy concerns is related to a lower level of willingness 

to disclose wearable data to requesting health insurance.  

Further, Malhotra et al. (2004) found that internet users’ information privacy concerns had a 

positive effect on risk beliefs. As this thesis is investigating the influence of both perceived 

personal and societal risks, we also hypothesize that privacy concerns will influence the two types 

of risk beliefs:  

Hypothesis 2: A higher level of privacy concerns is related to a higher level of perceived 

personal risks. 

Hypothesis 3: A higher level of privacy concerns is related to a higher level of perceived 

societal risks. 

Three other variables have been identified in the literature and are hypothesized to influence 

privacy concerns. These variables are perceived data representativeness, perceived data 

sensitivity and perceived data control.  

 

3.3.2 Perceived data representativeness  

In the context of electronic health records, data accuracy has been an area of concern (Kohli & 

Tan, 2016). Marakhimov & Joo (2017) found that both privacy and health information concerns 

need to be considered when using wearables within a healthcare context, with health information 

concerns representing the users’ worries about the accuracy and reliability of the health 

information that is gathered through the wearable (Ibid.).  

Multiple studies have researched the accuracy of wearable data. It was found that the 

accuracy varies depending on several factors. Accuracy can vary based on the brand and type of 

the wearable as well as based on a person’s health characteristics. For instance, a study that 

compared patients heart rates measured using a fitness tracker with data recorded through 

continuous electrocardiographic monitoring and pulse oximetry found that the wearables 

accuracy decreased slightly for patients that are not in sinus rhythm (Kroll et al., 2016). Skin color 

and body mass index have also been proven to effect the wearable’s accuracy of measured heart 

rate (Dusheck, 2017). Another study tested fitness trackers on senior citizens and found factors 

like slower walking speed or the use of a walking aid to lead to a significant under-count in steps 

(Tedesco et al., 2019). Third, the measured health indicators vary in levels of accuracy. A Stanford 

study comparing the accuracy of seven different wearables found that six of them stay within a 
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five percent error rate when measuring the heart rate, while the measured burned calories had 

an error rate of up to 27 percent (Dusheck, 2017). A study performed by the University of Peking 

with participants between the ages of 19 to 27 confirms the general underperformance of 

wearables when measuring energy consumption but found that heart rate, number of steps, 

distance, and sleep duration can be used as effective health indicators (Xie et al., 2018).  

While the studies above showed that wearables can be used as effective health indicators 

for some, another important question to ask is how users themselves perceive the accuracy of 

their wearables. A study that analyzed 600 reviews of wearables as well as conducted 24 

interviews with users found that their perception of accuracy differs depending on their own 

lifestyle, physical characteristics and expectations (Yang et al., 2015). Further, users showed 

incorrect understanding of the concepts of accuracy and experimental controls, which lead them 

to incorrect conclusions about their device’s accuracy (Ibid.).  

Additionally, there are potential concerns about the wearable data’s representativeness 

not only in terms of the device’s performance but also in relation to how the wearable is used. 

Interview participants of a qualitative study about users’ willingness to share their wearable data 

with their health insurance (see Section 3.4.2) remarked that they are concerned about how gaps 

within their wearable data are handled that don’t come from actual inactivity, but from the device 

being broken or not being worn or the battery being empty.  

We therefore propose that a higher level of perceived representativeness is related negatively to 

privacy concerns. 

Hypothesis 4: A higher level of perceived data representativeness is related to a lower 

level of privacy concerns.  

 

3.3.3 Perceived data sensitivity 

Information sensitivity has been defined as: “a personal information attribute that informs the level 

of discomfort an individual perceives when disclosing specific personal information to a specific 

external agent” (Dinev et al., 2013, p.302). 

It has been found that privacy concerns vary depending on the requested type of information and 

its perceived data sensitivity because the potential for loss is higher the more sensitive the data 

is (Anderson & Agarwal, 2011; Bansal et al., 2010). Malhotra et al. (2004) found that more 

sensitive information significantly increases risk beliefs and decreases trusting beliefs and 
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intentions to disclose. Dinev et al. (2013) also confirmed that information sensitivity increases 

perceived risk. The perceived sensitivity level varies between individuals, but some types of 

information are generally perceived as more sensitive and personal.  For example, people are 

more willing to share their demographic information or purchasing habits than financial or medical 

information (Nowak & Phelps 1992; Sheehan & Hoy 2000). Sensor data can be perceived as 

particularly sensitive because it could be used to reconstruct one’s habits, behaviors and daily 

whereabouts (von Entreß-Fürsteneck et al., 2019). Von Entreß-Fürsteneck et al. (2019) found 

that individuals responded differently on how perceived benefits effected their willingness to 

disclose depending on the level of sensitivity of the shared data was. If the data was very 

sensitive, the perceived benefits had a positive impact on their willingness to disclose. However, 

if the data was not that sensitive it did not influence their willingness to disclose (Ibid.).  

A study on smart meter adoption found that the variable of meter invasiveness negatively 

influences the decision to adopt smart metering technology (Warkentin et al., 2017). Meter 

invasiveness refers to the amount of detail that is recorded as well as the degree of control the 

devices possesses (Ibid.). Further, wearable data is not only sensor data but can also be regarded 

as personal health information when the device is recording data such as heart rate, sleep 

patterns and activity levels. A study that investigated how people perceive the sensitivity of their 

health information in relation to the people’s personality showed that the sensitivity of the data 

influences people’s privacy concerns (Bansal et al., 2010).  Adding to this, it was found that 

patients with stigmatized conditions, such as mental illness or behavioral health issues, which is 

highly sensitive data were even less likely to give consent, when this was investigated in the 

context of patients sharing their medical records on a health information exchange platform 

(Yaraghi et al., 2019). 

Therefore, as depicted in Figure 1, we proposed the following hypothesis:  

Hypothesis 5: A higher level of perceived data sensitivity is related to a higher level of 

privacy concerns. 

 

3.3.4 Perceived data control 

Malhotra et.al (2004) emphasize that control is particularly important in the privacy context as the 

users are taking a risk by giving out their personal information. Therefore, Malhotra et al. suggest 

that the individual has control over their information and has to give approval or exit to the firm 

that asks for their personal information. Acquisti et al. (2016) write that the control over one’s data 
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can have an effect on the economic power among the data holder and the data subject. Studies 

have shown that 93% US adults think it’s important to be in control over who gets information 

about themselves but only 9% believe they have that control over what, how much and how their 

information is used (Ibid.). “Privacy is not the opposite of sharing – rather, it is the control over 

sharing” (Acquisti et al., 2016, p.445). With this quote Acquisti et al. argue that for a person there 

is a clear benefit of protecting some of their data while strategically sharing other data (Ibid.). 

Studies that have investigated perceived data control and its influence on privacy 

concerns or willingness to disclose personal information show that if an individual has a low-level 

of perceived control their privacy concerns are higher (Miltgen & Peyrat-Guillard, 2014; Xu et al., 

2012;Culnan & Armstrong, 1999). Control has been categorized into two types which are 

information control on the one hand and control over the disclosure of the information after it has 

been obtained on the other (Culnan & Armstrong, 1999; Dinev et al., 2013). Dinev et al. (2013) 

argued that most Web 2.0 operators already make sure of the second one where they give some 

control to the user by letting them decide over the accessibility of third parties to their information. 

Therefore, the authors studied the information control and the results from Dinev et al. support 

the literature where information control has positive affect on privacy concerns (Ibid.). 

Therefore, we propose the following hypothesis:  

Hypothesis 6: A higher level of perceived control over data is related to a lower level of 

privacy concerns.  

 

3.3.5 Perceived risks 

The use of sensor technology has many known and unknown effects on individuals and society 

as a whole (Newell & Marabelli, 2014). Despite this kind of technology enabling innovation, its 

characteristics have also been said to have potential negative consequences. One of the 

characteristics of sensor technology included constant behavior tracking (Ibid.). Whether that is 

tracking electricity consumption through smart meters, driving style through car sensors or activity 

levels through wearables. This reminds of surveillance, which has been known to have social 

costs, including long-term psychological effects such as hindering spontaneity, creativity and 

productivity (Dinev et al., 2008).  Knowing that one is being observed changes one’s conscious 

behavior and eliminates uncertainty and thereby the need for trust (Zuboff, 2015) and personal 

responsibility (Newell & Marabelli, 2014). On the other hand, some behavioral changes can be 
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positive, e.g. improved civil behavior or productivity. Though the question remains whether the 

change is lasting or whether it will stop, once the monitoring stops (Ibid.).   

Further, data can be used on an individual and a general level as basis for discrimination 

through algorithms by assessing general trends or individual behavior (Newell & Marabelli, 2014). 

Both types of discrimination are based on algorithms and data driven decision making as opposed 

to human judgement-based decision (Newell & Marabelli, 2014). Though these algorithms are 

pre-determined, the following decisions are often made without further human intervention 

(Galliers et al., 2017), which is concerning as the data is limited in capturing contextual factors 

(Newell & Marabelli, 2014).  This ‘datafication’ carries the general risk that the data is not only 

being used for the originally intended purpose and with unknown consequences (Newell & 

Marabelli, 2015). While treatment on an individual basis can be beneficial as opposed to be being 

based on general trends within a segment, there can also be unfair individual discrimination.  A 

feared risk within the electronic health record context is e.g. that applicants with genetic risk 

factors will be discriminated against, despite them being healthy and their genetics being 

something they can’t control (Thatcher & Clemons, 2000). The same can be true for health 

insurances making conclusions about one’s health based on the data from their wearable. 

Participants of a qualitative study (see Section 3.4.2) expressed concerns about not only personal 

risks but also societal ones. Specifically, it was remarked that individuals with a low physical 

performance for various reasons might be discriminated against if the wearable data was used to 

predict one’s health condition. Further it was remarked that it might lead to unfair treatment if 

health insurances only considered the narrow wearable data and thereby one’s physical activity 

while not considering other crucial influencing factors such as smoking or other circumstantial 

factors (Ibid.). 

Either way, there are both personal and societal risks associated with the use of sensor 

technology as well as the sharing of sensor data. Smith et al. (2011) define privacy risk as: “the 

degree to which an individual believes that a high potential for loss is associated with the release 

of personal information to a firm” (p.1001). 

Within the health context, Yargahi et al. found the patients carefully weigh the risks and 

benefits of providing consent for their medical records to be shared on a health information 

exchange platform, even if their physician recommended them to (2019). As mentioned in the 

literature review, a newer study from 2019 showed that perceived personal risk had a negative 

effect on the willingness to disclose personal information in the wearable context (von Entreß-

Fürsteneck et al., 2019). These results are in line with other studies that have been done in the 
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online and e-commerce field (Dinev & Hart, 2006; Zimmer, Arsal, Al-Marzouq, & Grover, 2010; 

Malhotra et al., 2004). Within the online transaction context, it was found that a higher level of 

perceived Internet privacy risk is related to a lower level of willingness to provide personal 

information to transact on the internet (Dinev & Hart, 2006). Especially, if the levels of perceived 

privacy risks are higher than the perceived benefits, there is user resistance and lower behavioral 

intention. Compared to conventional sales transactions, the use of information technology carries 

a greater risk in terms of the required disclosure of personal information (Ibid.).  

Previous studies have focused on perceived personal risks, without accounting for societal risks, 

but because there are both personal and societal risk associated with sharing wearable data and 

are, we differentiate between the two and propose the following hypotheses in their regard to 

influence one’s willingness to disclose: 

Hypothesis 7: A higher level of perceived personal risks is related to a lower level of 

willingness to disclose wearable data to requesting health insurance. 

Hypothesis 8: A higher level of perceived societal risks is related to a lower level of 

willingness to disclose wearable data to requesting health insurance. 

 

3.3.6 Perceived benefits 

Alongside the mentioned risks that come with disclosing one’s sensor data, there are also a 

number of potential benefits. While constant monitoring can lead to some concerning underlying 

behavioral changes, as explained in the previous section, it can also improve the behavior, even 

if the change is only temporary while one is being observed. For example, when car sensors 

record individuals driving styles, drivers are more likely to obey traffic rules and drive defensive, 

thereby reducing traffic accidents and making the roads safer for all others. There are also many 

use cases where this kind of constant monitoring is beneficial. Sensor-based technology can for 

example be used to monitor elderly citizen by detecting falls or lack of movement in a home, 

alerting medical personal (Newell & Marabelli, 2014). Especially the big data collected through 

sensors in a health care context can be used to advance clinical research and identify disease 

causes (Ibid.). The data can be used for both predictive and prescriptive analytics, helping with 

identifying at risk patience with chronic diseases and effective treatments and therapies (Kohli & 

Tan, 2016). Wearable data specifically has been found to be an aid identifying flu outbreaks early 

on (Kelland, 2020).  
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When big data is used to predict general trends, companies use it to discriminate between 

different groups of people (Newell & Marabelli, 2014). For example, insurance companies have 

found that young men are in general more likely to drive recklessly and have set their premium 

rates accordingly higher. This is critical as there are also young men who do not exhibit that 

behavior and are at an undeserved disadvantage because of their group’s trends. Sensor-based 

data on the other hand can be used for profiling of individuals and to analyze their everyday 

behavior which then can be used by companies as a basis for discrimination between individuals. 

This leads to a fairer treatment as individuals are treated based on their actual behavior and not 

that of their segment (Ibid.). This is of course only advantageous for people where the individual 

assessment leads to better conditions than group trend discrimination would.  

When it comes to individuals willingness to disclose personal information, perceived 

benefits of information disclosure are significant predictors (Xu et al., 2009). High levels of 

confidence and enticement beliefs have been found to be needed for a high level of willingness 

to disclose personal information (Dinev & Hart, 2006). They need to be higher than the perceived 

privacy risk (Ibid.) A study in information disclosure in the context of health information exchange 

platforms even found that patients don’t simply trust a physician’s recommendation to give 

consent to the platform, but that the risks and benefits are primarily considered during the decision 

process (Yaraghi et al., 2019). Xu et al. found that perceived benefits can be increased through 

the intervention approach of compensation (2009). This strategy has been adopted by health 

insurances, who offer their customers monetary rewards when consenting to sharing their 

wearable data in connection with reaching a certain level of activity (AOK, 2020; Techniker 

Krankenkasse, 2020). Von Entreß-Fürsteneck et al. (2019) found that the service improvement 

benefits health insurances offered people only had significant influence on the participants if they 

were sharing strong sensitive data, if the data sensitivity was weak the service improvement 

benefits did not influence people’s willingness to disclose. 

While former studies focused mostly on perceived personal benefits, we deem it 

necessary to differentiate between personal and societal benefits. In prior studies this might have 

not been relevant because e.g. within the e-commerce context there are predominantly personal 

consequences associated with the disclosure of personal information, but because of the specific 

characteristics of sensor-based technology, information disclosure can both affect the individual 

and society. Participants of a qualitative study within the wearable context (see Section 3.4.2) 

expressed reduced premiums as well as an increased motivation to maintain a healthier lifestyle 

to be personal benefits of sharing their wearable data with their health insurance. They further 
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also highlighted advances in scientific research as well as improved health recommendations 

based on the aggregated wearable data as societal benefits, thereby demonstrating the presence 

of both perceived personal and societal benefits when assessing their data disclosure (Ibid.).  

Therefore, the two variables are considered separately in the following hypotheses:  

Hypothesis 9: A higher level of perceived personal benefits is related to a higher level of 

willingness to disclose wearable data to requesting health insurance. 

Hypothesis 10: A higher level of perceived societal benefits is related to a higher level of 

willingness to disclose wearable data to requesting health insurance. 

 

3.3.7 Trust in requesting health insurance 

Trust is a set confidence beliefs that include the expectation that the other party will not engage 

in opportunistic behavior (Dinev & Hart, 2006). As Dinev and Hart (2006) and Anderson & Agarwal 

(2011), we define trust as a multi-dimensional construct consisting of reliability, competence and 

trusting beliefs.  

Miltgen & Peyrat-Guillard (2014) found that their respondents mentioned trust as an 

important factor and concern when it comes to their privacy concerns. The participants noted that 

sharing personal data can have it benefits but most of them agreed that they only share it with 

companies and organizations that they trust and know well (Ibid.). Bansal et al. (2010) showed 

that people who had a positive experience with the healthcare website that was being tested had 

increased trust and were more willing to disclose their information. 

In the e-commerce context, Dinev & Hart (2006) found that trust is a central factor 

influencing ones willingness to disclose personal information to transact on the internet. A higher 

level of Internet trust is related to a higher level of willingness to provide personal information to 

transact on the internet. Further, trust was found to be a crucial factor in relation to perceived risk 

and privacy concerns (Dinev et al., 2006). Malhotra et al. (2004) also confirmed that trust beliefs 

positively influence intention and found that trust beliefs also negatively influence risks beliefs.  

The influence and degree of trust was found to be dependent on the stakeholders. Within 

a social media context, it was found that trust in the provider negatively impacted perceived 

privacy risk. Trust in other social media members had no significant impact on perceived privacy 

risk (Krasnova et al., 2010). Especially within a healthcare context, there are various stakeholders, 

such as personal doctors, hospitals, health insurances and pharmaceutical companies, that need 
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to be considered in relation to handling highly sensitive information as there are different levels of 

trust and concern (Anderson & Agarwal, 2011).  It was found that type of requesting stakeholder 

has a mediating effect on the relationship between trust in the electronic medium and willingness 

to disclose personal health information (Ibid.). As we are only investigating one type of 

stakeholder in this study, we specified the variable as “trust in requesting health insurance”, 

integrating the type of stakeholder into the trust variable. 

Further, participants of a qualitative study within the wearable context remarked that they 

assessed whether they trust their health insurance to be able to protect their data as well as to 

not take advantage of their data but to act in their interest (see Section 3.4.2). Participants also 

expressed the expectation that their insurance company primarily wanted to collect their data for 

their own benefit and to adjust their premium rates according to an individual’s motion profile 

(Ibid.).   

Therefore, the following hypotheses are proposed:   

Hypothesis 11: A higher level of trust in the requesting health insurance is related to a 

lower level of perceived personal risks 

Hypothesis 12: A higher level of trust in the requesting health insurance is related to a 

lower level of perceived societal risks 

Hypothesis 13: A higher level of trust in the requesting health insurance is related to a 

lower level of privacy concerns.  

Hypothesis 14: A higher level of trust in the requesting health insurance is related to a 

higher level of willingness to disclose wearable data to requesting health insurance. 

 

3.3.8 Control Variables 

Previous privacy research has found that additional factors, such as personal characteristics and 

previous experiences can influence consumers’ information privacy behavior. They are not the 

main theoretical focus of this research, but to detach the variance that these variables might 

demonstrate, we included them as control variables in our model. The following five control 

variables are hypothesized to have a moderating effect:  age, education, gender, previous privacy 

experience and perceived health activity. 
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In previous studies, the demographic characteristics age and education have been found 

to be negatively related with intention (Malhotra et al., 2004) as well to have a moderating effect 

on concerns for information privacy alongside gender (Xu et al., 2012). Higher levels of education 

were found to decrease the willingness to disclose health information (Anderson & Agarwal, 

2011).  We also include nationality and country of residence as control variables, as privacy is 

culturally subjective and cultural characteristics influence one’s privacy concerns (Lowry et al., 

2011; Miltgen & Peyrat-Guillard, 2014). Factors such as different regulatory laws and in the case 

of our study different health care systems and trust in governmental institutions could contribute 

to differences in responses due to nationality or place of residence. Age is another relevant control 

variable where there can be an effect between the age of an individual and their willingness to 

disclose personal information as well as on their privacy concerns. As Miltgen & Peyrat-Guillard 

(2014) found that there is a generational difference where older and middle-aged people 

expressed more privacy concerns than younger people. Younger people were also more 

confident in their ability and knowledge to share data and prevent misuse of it. Additionally, 

younger people expressed the benefits of sharing their data more than middle-aged or older 

people (Ibid.).  

Another relevant control variable relates to previous experiences with disclosing personal 

information. Its influence on one’s future willingness to disclose is dependent on whether positive 

or negative emotions are connected to the prior experiences (Dinev & Hart, 2006). Previous 

privacy experience had a significant effect on privacy concerns when investigated in a location-

based sensor data context, while other variables were less significant (Xu et al., 2012). Those 

with negative past privacy experiences were more aware of potentially negative consequences of 

information disclosure (Ibid.). Anderson & Agrawal (2011) found higher levels of exposure to 

media reports about use and potential misuse of health information to decrease willingness to 

disclose such information. Therefore, previous experiences with privacy invasion (Culnan, 2000) 

as well as the amount of exposure to media reports of privacy invasion incidents (Smith et al., 

1996) were also included as covariates. Bansal et al. (2010) results showed that if people had 

experienced invasions of their online privacy it had a negative effect on their perceived trust as 

well as it increased the user’s privacy concern.  

Previous studies have shown that one’s willingness to disclose personal health information 

is moderated by their emotion concerning their health status (Anderson & Agarwal, 2011). 

Patients with a negative emotion such as anger, sadness or anxiety towards their health are more 

willing to disclose their personal health information (Ibid.). The relationship between an 
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individual’s perceived health status and their willingness to disclose their health or activity data 

has not been thoroughly studied. One study showed that people that had a poor health status did 

appear to have more information sensitivity than people that had good health status, this also 

influenced their privacy concerns (Bansal et al., 2010).  Another study from 2019 investigated if 

people’s perceived health status influenced their willingness to disclose their wearable data. The 

results suggested that the respondents perceived health status did not influence their willingness 

to disclose (von Entreß-Fürsteneck et al., 2019).  Because of  these contradicting previous finding, 

we still test whether one’s emotion towards their level of fitness activity and health status also 

influences their perceived disclosure risks and benefits, both on a personal and societal level, in 

relation to the decision to share their wearable data with an insurance. 

3.4 Research Method 

To empirically test the research model, a scenario-based survey was developed which includes 

items specific to the different concepts in the model. 

3.4.1 Scale development 

As far as possible, constructs from measurement scales used in prior studies within the privacy 

research context were used and if necessary, adapted to this study’s research context. A table 

including all scales and items can be found in Appendix 1.  

The dependent variable Willingness to disclose wearable data to health insurance was 

measured by two different scales. The first scale was measured by three items, which are based 

on items from von Entreß-Fürsteneck et al. (2019), who based their scale on Chellappa & Sin 

(2005) and Dinev & Hart (2006). The second scale was a semantic scale, which included three 

items from Anderson & Agrawal (2011) to measure the criterion/dependent variable using 

endpoints and a response format differing from the predicator variables, to reduce common 

method bias (see Section 5.2). This scale has been well established within privacy research, 

being also used e.g. by Malhotra et al. (2004) and Xu et al. (2009). 

Perceived personal risks was measured by four items, which are based on items by Dinev 

et al. (2013), who adapted from Featherman & Pavlou (2003) and Dinev & Hart (2006).  The same 

items were adapted and used to measure perceived societal risks as well as a fifth item, which 

was self-developed. The items were adapted and developed based on Newell & Marabelli (2014) 

and insights from a qualitative study with wearable users about their willingness to disclose 

wearable data to their health insurance (see Section 3.4.2). 
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Perceived personal benefits and perceived societal benefits were measured by three 

items, which are based on items by Dinev et.al. (2013), who adapted their items from Stone et al. 

(1983). Perceived personal benefits was further measured by an additional item from Ilhan & 

Henkel (2018) and Perceived societal benefits by two additional that were developed by the 

authors. Also these items were adapted and developed based on Newell & Marabelli (2014) and 

insights from a qualitative study with wearable users about their willingness to disclose wearable 

data to their health insurance (see Section 3.4.2). 

Privacy concerns was measured by three items, which are based on items by Dinev & 

Hart (2006) who based their items on Smith et al. (1996) and Culnan & Armstrong (1999). 

The variable Perceived control over data was measured by four items, which are based 

on items by Dinev et.al (2013), taken directly from Xu (2007). 

Perceived data sensitivity was measured by three items, which are based on items by 

Dinev et al. (2013), taken from literature by Milne & Gordon (1993),Phelps et al. (2000) and 

Sheehan & Hoy (2000).  

Perceived data representativeness was measured by four items, which are taken from 

Marakhimov & Joo (2017). 

Trust in requesting health insurance was measured by four items, which are based on 

items by Dinev et.al. (2006). 

The control variable perceived activity status / health status  was measured by four items, which 

are taken from von Entreß-Fürsteneck et al. (2019), who based their scales on Bansal, Zahedi, & 

Gefen (2010). 

The control variable privacy experience was measured by three items, which are taken 

from Xu et al. (2012).  

 

3.4.2 Data collection 

Both primary and secondary data sources have been used in this study. Primary data consists of 

survey data and interview results. The interview results are from interviews with wearable users 

who discussed their willingness to disclose their wearable data to their health insurances. The 

interview results were provided to the authors of this study by their supervisor and can be made 

available upon request. The survey was conducted as part of this study and the results will be 
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presented in the course of this paper. Secondary data consists of the results from two systematic 

literature reviews within the basket of eight literature as well as additional relevant sources, 

including journals and articles (see Section 2).  

 

3.4.3 Survey 

As described in Section 3.3 to 3.4.1 a model, hypotheses and items were developed based on 

previous literature with elements that were self-developed. These items were used to develop the 

questions for the survey. The original items were worded and altered so that they would fit into 

this study’s context. A table with the items is provided in Appendix 1. 

The survey of this study uses a questionnaire with 35 questions set up as a multiple-choice 

and matrix questions. A 5-point Likert scale is used to run correlations. Using a Likert scales 

allows the participants to give more detailed answers to how strongly they agree or disagree. The 

survey was web-based and the research software Qualtrics (Qualtrics, 2020) was used to put up 

the survey and collect the answers from participants. The survey was conducted in English, 

enabling people of all nationalities to take part in it. The participants were asked to imagine 

themselves in a scenario where they would receive a price reduction on a dental procedure or a 

small amount of money if they walk 7000 steps daily for 12 consecutive weeks and shared the 

data from their wearable with their health insurance company. This scenario is built on similar 

strategies that health insurances are already using (Techniker Krankenkasse, 2020). It is worth 

mentioning that the participants answers are hypothetical. 32 of the 105 participants had heard 

about these kinds of offers from health insurances before while only 4 already share their 

wearable data with their health insurance. 

  A pilot survey was done with a sample size of seven participants. Following the pretest, 

the Likert scales were reduced from 7 to 5-point scales, for the purpose of reducing negative 

participant responses to the survey because of the large amount of matrix questions in the survey. 

Further, the survey scenario was included more prominently as trial participants remarked that 

they were not always aware which questions were in relation to it. Minor text corrections were 

made and the wording of one item was simplified to increase comprehensiveness, as the majority 

of participants are not native English speakers. Also, a clarification was added to inform people, 

if they used more than one type of wearable, they should report the one they use most frequently. 

Comments from participants in the pilot study can be found in Appendix 3. 

The final version of the survey was distributed through social media channels such as 

Facebook and LinkedIn as well as through email. A link was shared on the different platforms with 
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information about the survey as well as asking for participants that own a wearable worn as a 

bracelet or a watch, an example of posts can be seen in Appendix 4.  

3.4.4 Sampling 

In this study non-probability sampling is used. The haphazard sampling in the form of convenience 

sampling is used to sample for the survey of this study (Saunders et al., 2016). The bias that often 

is related to this kind of sampling was minimized by sharing the survey in other groups and 

channels as opposed to only people from the social media circles of the authors.    

Sample size was determined using a common practice within Structural Equation Model 

design (Wong, 2013). The rule of thumb is that the sample size should be 10 times the maximum 

number of arrows pointing to a latent variable (Hair et al., 2011). Based on this approach, the 

sample size for this study should be at least 60. As mentioned earlier the final number of 

participants is 105 and therefore exceeding the minimum requirement number.   

Due to accessibility, mainly individuals from Denmark, Germany and Iceland participated 

in the survey. These were also the countries that were researched when investigating if and how 

health insurances used wearable data in these countries. Therefore, only responses from those 

who are culturally similar to the previously listed countries, according the Hofstede (Hofstede 

Insights, “Country comparison”, 2020), were included in the analysis of the findings. This was 

done to prevent the results from being contradictory, considering that privacy is culturally sensitive 

and subjective. The final sample therefore included individuals that either had residency or are 

nationals of one of these countries: Sweden, Switzerland, Austria or Netherlands in addition to 

Denmark, Germany and Iceland. The demographic distribution of the participants is illustrated in 

Table 12.  

There were all in all 293 responses recorded with 151 of them being unfinished, out of 

them eight answered that they did not own a wearable. Out of these 151 unfinished responses 

15% did not answer the first question and 13% answered only the first question. There were 42 

people (28%) of these 151 responses that did answer more than 50% of the survey and six people 

(4%) answered more than 70% of it. There were 113 that answered yes that they wore a wearable 

as a bracelet or a watch and fully finished the survey. After excluding responses that did not fulfill 

the criteria there were 105 responses left.  
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3.5 Reliability and Validity 

Reliability is defined as consistency in data collection techniques and analytic procedures making 

it possible to achieve the same results when replicating the research design (Saunders et al., 

2016). Reliability can be divided into internal reliability and external reliability. Internal reliability 

consists of making sure that there is consistency throughout the study. External reliability however 

refers to the procedures and techniques that the researchers apply to the study, the goal should 

be that another researcher would make similar findings if they were to do the same study on 

another occasion. Each step of the researcher’s study has to be described in a way that it is 

possible for others to replicate the study as well as it’s important to be transparent about the 

choices that were made in the study (Ibid.).  

Saunders et al. (2016) specifically mentions four threats to reliability, these are: participant 

error, researcher error, participant bias and researcher bias. In order to minimize the participant 

error people could choose when it fit them best to take the survey and they could even start it and 

finish it within two weeks if they were not able to do it all at once. All responses were anonymous 

which was done in order to minimize the participant bias. The same 5-point Likert scale was used 

for the independent variables and the phrasing of the questions was in plain and simple language. 

A pilot study were seven people commented on wording, meanings and the questionnaire as a 

whole as well as discussions between the researchers about questions and meanings of the 

questionnaire were all made to reduce the researcher error and bias. Transparency in the choices 

that were made throughout the study from literature to analysis is part of ensuring reliability in this 

study. In order to ensure internal reliability in this study both researchers did calculations and 

analysis of the findings as well as other steps in the research for example with how articles for 

the study were chosen. Both researchers did a short summary of each article they wanted to 

include and shared it with each other as well as the reason for why to include or exclude the 

article. External reliability is ensured in this study by explaining the measurements, techniques 

and procedures in detail and how the researchers come to their conclusion. Additionally, the 

techniques and procedures used have already been established in social science and studies 

similar to this one.  

Validity is about how the measurements are used in the study as well as generalizability 

and the accuracy of the analysis of the findings (Saunders et al., 2016). Validity is often divided 

into internal validity and external validity. Internal validity is about showing a causal relationship 

between two variables. Measurement validity is part of the internal validity and consists of content, 

predictive, face and construct validity. Measurement validity is about assessing the intention of 
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the measurements of the study. External validity concerns the generalizability of the research 

(Ibid.).  

 In this study internal validity calculations on the correlations between the variables were 

made and can be seen in Section 4.0. When the validity of questionnaire is being discussed 

content validity, construct validity and criterion-related validity are those that researchers refer to 

(Saunders et al., 2016). The content validity was ensured by basing the questions and terms that 

were found by going through an extensive literature review. Additionally, to ensure content validity 

a pilot study was done with seven persons that were asked to evaluate if the questions were 

essential for the study or not. Construct validity describes whether the appropriate operational 

measures were used to measure what was intended to measure (Saunders et al., 2016.). 

Criterion-related validity refers to the accuracy of the questions to make predictions. Criterion-

related validity and construct validity are measured by using statistical correlation as well as 

calculations on correlation between the scales used in the survey (Ibid.).   

In order to maximize the external validity, the survey was distributed on LinkedIn, email 

and different groups on Facebook which was done in order to broaden the sample further than 

only acquaintances of the researchers and in that way getting a more realistic sample that is 

closer to representing the population than it would have been.  

 

3.6 Structural Equation Modeling 

The survey results were analyzed using Structural Equation Modeling (SEM), which is a 

multivariate data analysis method used to test theoretically supported linear and additive causal 

models and examine existing relationships among variables (Hair et al., 2011). Willingness to 

disclose wearable data to requesting health insurance, perceived personal and societal benefits, 

perceived personal and societal risks, and privacy concerns are endogenous variables, while trust 

in requesting health insurance, perceived data sensitivity, perceived data representativeness and 

perceived control over data are exogenous variables, which are hypothesized to affect the 

endogenous variable.  

 

 displays the structural model or inner model which describes the relationship between the 

dependent variable and the independent variables. The measurement model or outer model 
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includes the relationship between the latent variables and their observed indicators, which can be 

measured directly.  

There are different approaches to SEM, including Covariance-based (CB) SEM and Partial 

Least Squares (PLS) SEM. CB-SEM is primarily used within social science research when testing 

hypotheses with a large sample size and normally distributed data as well as a correctly specified 

model, which is based on theory. It is difficult to use for exploratory research objectives but rather 

for theory testing and confirmation (Hair et al., 2014). PLS-SEM on the other hand can be used 

for complex structural models within exploratory research when predicting and identifying key 

constructs or for extending existing structural theory in, among others, behavioral science and 

marketing research. PLS allows for a wider range of sample size in comparison to CB-SEM (Hair 

et al., 2011). Based on these differentiation factors, because of our sample size, model complexity 

and nature of research, we have chosen to use the PLS-SEM approach. The survey data was 

analyzed using the software SmartPLS 3 (Ringle et al., 2015).  
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4. Data Analysis and Results 
 

When doing a first data analysis, items were identified that were lacking in indicator reliability. 

Also, the discriminant reliability between personal benefits and societal benefits could not be 

established when using the heterotrait-monotrait ratio of correlations. After removing the items 

with too low indicator reliability, composite reliability increased, and discriminant reliability was 

established between all constructs. Further information and the initial analysis can be found in 

Appendix 6. Additionally, because the variable willingness to disclose was initially measured by 

two different scales, it was decided to use the second semantic scale, as it performed slightly  

better when testing the measurement model (see Appendix 5), as well as decreases common 

method bias because it uses different endpoint then the scales measuring the independent 

variables and is well established in privacy research (Anderson & Agarwal, 2011; Malhotra et al., 

2004; Smith et al., 1996). The following results are based on the final items that were used. 

The analysis uses abbreviations for the variables, which are as follows:  

Perceived control over data (DataCtrl), perceive data representativeness (DataRep), Perceived 

data sensitivity (DataSens), Perceived personal benefits (PB), perceived societal benefits (SB), 

perceived personal risks (PR), perceived societal risks (SR), trust in requesting health insurance 

(TRUST), privacy concerns (PC) and willingness to disclose wearable data to requesting health 

insurance (WILL).  

 

4.1 Evaluating the Measurement Model 

The measurement model, or outer model, describes the relationships between the latent 

variables, which cannot be directly observed, and their observable indicators. Our model only 

includes reflective measurements. Reflective measurement models are grounded in the 

assumption that a latent variable is equal to the common factor which underlies a set of indicators, 

which can be observed (Henseler et al., 2016). In SEM these common factors include a causality 

pointing from the construct to its measure (Ibid.). Indicators are reflective if they are 

interchangeable and highly correlated (Hair et al., 2014). Because variance-based SEM methods, 

including PLS, use linear composites of observed variables to measure latent variables, it is 

important to ensure that their relationships are sufficiently strong (Henseler, Ringle, et al., 2014). 

This can be done through establishing construct validity, ensuring that what is indented to be 

measured is actually measured (Ibid.). 
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The construct validity of the measurement model was evaluated by examining the 

convergent validity and the discriminant validity of the research instruments (Hair et al., 2011). 

Convergent validity describes the degree to which different measures of the same concept 

correlate (Hair et al., 2014). High correlations indicate the scale is measuring its intended concept. 

Convergent validity is evaluated through indicator reliability, internal consistency reliability and 

Average Variance Extracted (AVE) by constructs. 

Indicator reliability is estimated through squaring each of the outer loadings, which are the 

associated coefficients for the relationship between a latent variable and it’s indicators in reflective 

measurement models (Hair et al., 2011). The indicator reliability value should be higher than 0.70. 

Indicators below 0.70 and above 0.4 should only be considered for removal if that would increase 

their composite reliability to be higher than the preferred threshold (Ibid.). When removing the 

three remaining items under 0.7, composite reliability did not increase but even slightly decreased 

for a few variables (see Appendix 6), therefore the items remained part the final analysis.  

Internal consistency reliability is traditionally measured through “Cronbach’s alpha”. PLS-

SEM literature proposes to use composite reliability instead (Hair et al., 2012) because it does 

not assume that all indicators are equally reliable, as does Cronbach’s alpha (Hair et al., 2011). 

Composite reliability should be higher than 0.70, though a threshold value between 0.60 and 0.70 

is also accepted within exploratory research (Hair et al., 2011). As seen in Table 3, all values are 

larger than the preferred threshold of 0.7, even close to or above 0.9. Therefore, high levels of 

internal consistency reliability have been demonstrated among all reflective latent variables.  

Convergent validity is checked by evaluating each variable’s AVE. AVE describes the 

average percentage of variation explained (variance extracted) among a construct’s items. (Hair 

et al., 2014). The AVE should be higher than 0.50, as that indicates that the latent variable, and 

not the measurement error, explains more than 50 percent of its indicators’ variance (Hair et al., 

2011). In Table 3 it can be seen that all AVE values are far greater than the threshold value of 

0.5, which confirms a sufficient degree of convergent validity.  
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Table 3: Results Summary for Reflective Outer Model 

Latent Variable Indicators Outer Loadings Indicator Reliability 
(loadings²) 

Composite 
reliability 

AVE 

WILL WILL2_1 0.989 0.978 0.989 
 

0.968 
 WILL2_2 0.981 0.962 

WILL2_3 0.981 0.962 

PC PC_1 0.937 0.878 0.949 
 

0.824 
 PC_2 0.884 0.781 

PC_3 0.902 0.814 

PC_4 0.908 0.824 

DataSens DataSens_1 0.906 0.821 0.890 
 

0.802 
 DataSens_3 0.885 0.783 

DataRep DataRep_1 0.796 0.634 0.878 
 

0.705 
 DataRep_2 0.851 0.724 

DataRep_4 0.870 0.757 

DataCtrl DataCtrl_1 0.857 0.734 0.920 
 

0.742 
 DataCtrl_2 0.861 0.741 

DataCtrl_3 0.881 0.776 

DataCtrl_4 0.846 0.716 

TRUST TRUST_1 0.898 0.806 0.917 
 

0.786 
 TRUST_3 0.867 0.752 

TRUST_4 0.894 0.799 

PR PR_1 0.896 0.803 0.916 
 

0.784 
 PR_2 0.883 0.780 

PR_4 0.877 0.769 

SR SR_1 0.872 0.760 0.922 
 

0.703 
 SR_2 0.840 0.706 

SR_3 0.809 0.654 

SR_4 0.845 0.714 

SR_5 0.826 0.682 

PB PB_1 0.905 0.819 0.930 
 

0.815 
 PB_2 0.888 0.789 

PB_3 0.915 0.837 

SB SB_1 0.946 0.895 0.940 
 

0.887 
 SB_3 0.937 0.878 

 

Discriminant validity is the degree to which measures of one construct are sufficiently different 

from measures of other constructs (Hair et al., 2014) or that a latent variable shares more variance 

with its own indicators than with another latent variable (Hair et al., 2011). High discriminate 

validity indicates that a construct is unique. Discriminant validity has to be established because 

otherwise it could not be assured that a measure only influences the construct it was intended to 

measure and not another one, which is crucial when confirming hypothesized structural paths 

(Henseler, Ringle, et al., 2014). There are three ways to test for discriminant validity.  

First, the AVE of each latent variable should be higher than the variable’s highest squared 

correlation with any other latent variable. This is the so called Fornell-Larcker criterion (Fornell & 

Larcker, 1981). Discriminant validity was established, as all correlation values are smaller than 

their corresponding square rooted AVE values (see Table 4). 
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Table 4: Fornell-Larcker Criterion Analysis for Checking Discriminant Validity 

  
Data 
Ctrl 

Data 
Rep 

Data 
Sens 

PB PC PR SB SR TRUST WILL 

DataCtrl 0.861                   

DataRep 0.282 0.840                 

DataSens -0.291 -0.262 0.896               

PB 0.266 0.258 -0.501 0.903             

PC -0.406 -0.195 0.682 -0.553 0.908           

PR -0.279 -0.128 0.636 -0.431 0.690 0.885         

SB 0.300 0.193 -0.541 0.760 -0.554 -0.521 0.942       

SR -0.152 -0.073 0.533 -0.360 0.605 0.743 -0.481 0.839     

TRUST 0.352 0.207 -0.468 0.610 -0.550 -0.442 0.601 -0.483 0.887   

WILL 0.238 0.112 -0.621 0.653 -0.662 -0.554 0.634 -0.531 0.732 0.984 

 

Table 5: Cross Loadings Analysis for Checking Discriminant Validity 

  
Data 
Ctrl 

Data 
Rep 

Data 
Sens 

PB PC PR SB SR TRUST WILL 

DataCtrl_1 0.857 0.246 -0.278 0.253 -0.409 -0.277 0.252 -0.219 0.363 0.215 

DataCtrl_2 0.861 0.260 -0.193 0.232 -0.272 -0.176 0.208 -0.037 0.240 0.121 

DataCtrl_3 0.881 0.217 -0.304 0.245 -0.372 -0.266 0.323 -0.163 0.295 0.256 

DataCtrl_4 0.846 0.255 -0.201 0.176 -0.317 -0.219 0.234 -0.060 0.289 0.204 

DataRep_1 0.098 0.796 -0.238 0.100 -0.084 -0.071 0.068 -0.047 0.116 0.006 

DataRep_2 0.171 0.851 -0.182 0.263 -0.163 -0.113 0.156 -0.081 0.151 0.045 

DataRep_4 0.353 0.870 -0.248 0.234 -0.202 -0.121 0.211 -0.053 0.221 0.173 

DataSens_1 -0.349 -0.254 0.906 -0.459 0.639 0.550 -0.542 0.513 -0.487 -0.612 

DataSens_3 -0.164 -0.213 0.885 -0.438 0.580 0.592 -0.422 0.438 -0.345 -0.495 

PB_1 0.216 0.246 -0.447 0.905 -0.485 -0.387 0.658 -0.321 0.564 0.615 

PB_2 0.279 0.265 -0.469 0.888 -0.518 -0.422 0.686 -0.324 0.528 0.581 

PB_3 0.226 0.187 -0.442 0.915 -0.495 -0.359 0.716 -0.330 0.558 0.570 

PC_1 -0.370 -0.255 0.607 -0.544 0.937 0.610 -0.549 0.550 -0.506 -0.614 

PC_2 -0.365 -0.202 0.658 -0.440 0.884 0.640 -0.441 0.559 -0.464 -0.546 

PC_3 -0.425 -0.179 0.543 -0.492 0.902 0.601 -0.509 0.540 -0.546 -0.641 

PC_4 -0.318 -0.076 0.667 -0.530 0.908 0.653 -0.513 0.547 -0.480 -0.605 

PR_1 -0.248 -0.100 0.527 -0.379 0.601 0.896 -0.484 0.660 -0.444 -0.518 

PR_2 -0.256 -0.046 0.564 -0.412 0.644 0.883 -0.436 0.640 -0.380 -0.478 

PR_4 -0.235 -0.199 0.600 -0.353 0.586 0.877 -0.464 0.675 -0.347 -0.475 

SB_1 0.266 0.141 -0.483 0.703 -0.470 -0.458 0.946 -0.432 0.563 0.619 

SB_3 0.300 0.226 -0.537 0.730 -0.578 -0.526 0.937 -0.475 0.570 0.575 

SR_1 -0.145 -0.171 0.477 -0.380 0.531 0.650 -0.519 0.872 -0.440 -0.519 

SR_2 -0.084 0.017 0.425 -0.197 0.492 0.618 -0.285 0.840 -0.343 -0.405 

SR_3 -0.150 -0.017 0.482 -0.434 0.596 0.663 -0.424 0.809 -0.494 -0.472 

SR_4 -0.166 -0.115 0.475 -0.258 0.485 0.633 -0.426 0.845 -0.350 -0.444 

SR_5 -0.076 0.003 0.349 -0.182 0.397 0.526 -0.324 0.826 -0.367 -0.358 

TRUST_1 0.375 0.172 -0.432 0.538 -0.559 -0.422 0.496 -0.477 0.898 0.670 

TRUST_3 0.248 0.200 -0.416 0.524 -0.476 -0.398 0.560 -0.405 0.867 0.630 

TRUST_4 0.307 0.179 -0.395 0.561 -0.419 -0.351 0.546 -0.396 0.894 0.646 

WILL2_1 0.246 0.104 -0.609 0.646 -0.637 -0.535 0.632 -0.507 0.721 0.989 

WILL2_2 0.206 0.095 -0.614 0.624 -0.650 -0.535 0.605 -0.508 0.692 0.981 

WILL2_3 0.248 0.130 -0.609 0.656 -0.668 -0.565 0.634 -0.553 0.747 0.981 
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Second, discriminant validity is reached when indicators have higher loadings with its own 

construct than with any other latent variable. This is manifest in cross loadings (Hair et al., 2011). 

Since this is the case for all indicators (see Table 5), discriminant validity is also established 

through this test.  

Because weaknesses have been found with the previous two methods, it has been 

proposed to use Heterotrait-Monotrait ratio of correlations (HTMT), which is based on the 

multitrait-multimethod matrix as an alternative approach to asses discriminant validity (Henseler, 

Ringle, et al., 2014). The literature supports a threshold value of 0.9 if the HTMT value is used as 

a criterion (Ibid.). All values are below the recommended threshold value of 0.9 (see Table 6), 

thereby confirming discriminate validity.  

Table 6: Heterotrait-Monotrait Ratio (HTMT) Analysis for Checking Discriminant Validity 

  DataCtrl DataRep DataSens PB PC PR SB SR TRUST WILL 

DataCtrl                     

DataRep 0.294                   

DataSens 0.341 0.337                 

PB 0.298 0.277 0.613               

PC 0.439 0.205 0.813 0.609             

PR 0.311 0.146 0.792 0.492 0.770           

SB 0.336 0.206 0.664 0.865 0.618 0.602         

SR 0.164 0.099 0.638 0.388 0.654 0.839 0.535       

TRUST 0.391 0.231 0.575 0.697 0.611 0.509 0.694 0.539     

WILL 0.247 0.101 0.717 0.698 0.693 0.601 0.684 0.558 0.793   

 

4.2 Testing the Structural Model  

After establishing the construct validity of the measurement model, the structural model can be 

assessed. The structural or inner model describes the relationship between the dependent and 

the independent variables. Since PLS-SEM does not have a standard goodness-of-fit measure, 

several different criteria are used to assess the model’s quality, building on its ability to predict 

endogenous constructs  (Hair et al., 2014). The measures are coefficient of determination (R²), 

cross-validated redundancy (Q²), path coefficients, and the effect size (f²), all of which will be 

introduced and assessed following.  

Coefficient of determination (R2) is used to measure the proportion of the variance in the 

endogenous variables as it is predicted from the exogenous variables (Hair et al., 2014). The R2 

value is between 0 and 1 and it can be assumed that the higher the number is the better the 

prognosis for the dependent variable, with 1 representing complete predictive accuracy. A rule of 

thumb is that depending on whether the R2 value is 0.25, 0.50 or 0,75 for the endogenous latent 
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variables it can be categorized as weak, moderate or substantial (Hair et al., 2011). R² is 0.671 

for the WILL endogenous latent variable, meaning that the latent variables PB, SB, PR, SR and 

PC moderately explain 67.1 % of the variance in WILL. R² is 0.482 for PR and 0.399 for SR, which 

means that their variance is weak, almost moderately explained by PC. R² for PC is 0.560, which 

indicates a 56 % moderate explanation of variance through DataCtrl, DataSens and DataRep.  

Table 7: R-Square and Q-Square results 

 Q² R² 

PC 0.438 0.560 

PR 0.364 0.481 

SR 0.266 0.399 

WILL 0.632 0.671 

 

The structural model is also assessed in terms of its ability to predict, which is measured 

through Q² (Hair et al., 2011). This measure is based on the expectation that the model must be 

able to predict each indicator of the endogenous latent variables. The value of Q² is calculated by 

using so-called blindfolding. This method uses a sample re-use technique, which omits part of the 

data and estimate the model parameter to then use these parameters to predict the omitted parts. 

Q² describes the difference between the original and the predicted value, with Q² being high when 

the distance is small (Hair et al., 2014). Q² was calculated using cross-validated redundancy, 

which uses both estimated from the measurement and the structural model. If Q² is larger than 

zero for an endogenous variable, that latent variable exhibits predictive relevance (Hair et al., 

2011). An omission distance of 8 was used, as it is recommended to use a value between 5 and 

10 (Ibid.). All endogenous variables showed Q² values above zero and are thereby demonstrated 

to have predictive relevance for their constructs.  

Path coefficients estimated represent the strength of the hypothesized relationship 

between variables. Values close to +1 indicate a strong positive relationship and values close to 

-1 indicate a strong negative relationship. 

Additional to assessing the path coefficient estimates, bootstrapping must be applied to 

test for their statistical significance by obtaining the standard error (Hair et al., 2014). 

Bootstrapping is an approach used in PLS-SEM to validate a multivariate model where a large 

number of random subsamples are drawn to acquire standard errors for hypothesis testing. The 

method is based on sample data. The estimations for all the subsamples are then combined which 

gives both the best estimated coefficients and their expected variability (Hair et al., 2014; Hair et 
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al., 2011). Bootstrapping is used to assess the coefficients’ significance (Hair et al., 2011).  The 

approach itself consists of creating a large number of bootstrap samples (minimum of 5,000) by 

randomly getting cases from the original sample and replace them with a bootstrap sample. The 

number of cases should be the same as the number of cases in the original sample. The PLS will 

then do an estimation for each subsample, these results will be used to do a sampling distribution 

for each construct of the model. The results of bootstrapping give the standard error for each 

model coefficient and can be used to make t-tests in order to calculate the significance of the 

relationships. Critical t-values for two-tailored test are dependent on their respective significance 

levels. A significance level of 0.10 corresponds to a critical t-value of 1.65, a significance level of 

0.05 corresponds to a critical t-value of 1.96 and a significance level of 0.01 corresponds to a 

critical t-value of 2.58. As a significance level of 0.05 is common in social science (Saunders et.al., 

2016), it was used for the bootstrapping.  

The significance of the path coefficients can also be tested through null hypothesis 

significance testing (Henseler, Dijkstra, et al., 2014). The goal is to reject the path specific null 

hypotheses, thereby establishing statistical significance of the proposed alternative hypotheses 

(Gefen et al., 2000). If the p-value Is smaller than 0.05, the null hypothesis is rejected. 

After verifying the significance of the relationships, it is also important to evaluate the 

relevance of the significant relationships (Hair et al., 2014). This is done by evaluating the effect 

size (f²) of each relationship. F² reflects the change in R² when a construct is removed from the 

model. The f² of the removed endogenous construct represent either a small (0.02), medium 

(0.15) or large (0.35) effect (Ibid.).  

In the following, the results of the bootstrapping will be evaluated to determine whether the 

hypotheses are supported or not. An overview is provided in Table 8. 
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Table 8: Analysis of Path Coefficients, T statistics, P-values, F-square 

 Hypothesis  Path coefficients T Statistics P Values f-square   

Supported/ 

Not supported 

DataCtrl -> PC -0.178 2.141 0.032 0.059 Supported 

DataRep -> PC 0.044 0.621 0.534 0.004 Not supported 

DataSens -> PC 0.524 6.437 0.000 0.462 Supported 

PC -> PR 0.640 7.230  0.000 0.551 Supported 

PC -> SR 0.487 5.983 0.000 0.274 Supported 

PC -> WILL -0.222 2.557 0.011 0.062 Supported 

PB -> WILL 0.185 1.975 0.048 0.038 Supported 

PR -> WILL -0.070 0.786 0.432 0.005 Not supported 

SB -> WILL 0.069 0.759 0.448 0.005 Not supported 

SR -> WILL -0.052 0.656 0.512 0.003 Not supported 

TRUST -> PR -0.090 0.879 0.380 0.011 Not supported 

TRUST -> SR -0.215 2.207 0.027 0.054 Supported 

TRUST -> PC -0.252 2.434 0.015 0.105 Supported 

TRUST -> WILL 0.400 4.083 0.000 0.250 Supported 

 

H1: A higher level of privacy concerns is related to a lower level of willingness to disclose. 

The path coefficient of -0.222 confirms a negative relationship between privacy concerns and 

willingness to disclose. The statistical significance of the path coefficient is confirmed through a 

T-statistic of 2.557 and a p-value of 0.011. Therefore, this hypothesis was supported. The 

relevance of this relationship is described in an f² value of 0.062, indicating a small effect. 

H2: A higher level of privacy concerns is related to a higher level of perceived personal risks. 

The path coefficient of 0.640 confirms a positive relationship between privacy concerns and 

perceived personal risks. The statistical significance of the path coefficient is confirmed through 

a T-statistic of 7.230 and a p-value of 0.000. Therefore, this hypothesis was supported. The 

relevance of this relationship is described in an f² value of 0.551, indicating a large effect. 

H3: A higher level of privacy concerns is related to a higher level of perceived societal risks. 

The path coefficient of 0.487 confirms a positive relationship between privacy concerns and 

perceived societal risks. The statistical significance of the path coefficient is confirmed through a 

T-statistic of 5.983 and a p-value of 0.000. Therefore, this hypothesis was supported. The 

relevance of this relationship is described in an f² value of 0.274, indicating a medium effect. 
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H4: A higher level of perceived data representativeness is related to a lower level of privacy 

concerns.  

The path coefficient of 0.044 indicates a weak positive relationship between perceived data 

representativeness and privacy concerns. The statistical significance of the path coefficient is 

rejected through a T-statistic of 0.621 and a p-value of 0.534. Therefore, this hypothesis was not 

supported. 

H5: A higher level of perceived data sensitivity is related to a higher level of privacy concerns.  

The path coefficient of 0.524 confirms a positive relationship between perceived data sensitivity 

and privacy concerns. The statistical significance of the path coefficient is confirmed through a T-

statistic of 6.437 and a p-value of 0.000. Therefore, this hypothesis was supported. The relevance 

of this relationship is described in an f² value of 0.462, indicating a large effect.  

H6: A higher level of perceived control over data is related to a lower level of privacy concerns.  

The path coefficient of -0.178 confirms a negative relationship between perceived control over 

data and privacy concerns. The statistical significance of the path coefficient is confirmed through 

a T-statistic of 2.141 and a p-value of 0.032. The relevance of this relationship is described in an 

f² value of 0.059, indicating a small effect. Therefore, this hypothesis was supported.  

H7: A higher level of perceived personal risks related to a lower level of willingness to disclose. 

The path coefficient of -0.070 confirms a negative relationship between of perceived personal 

risks and willingness to disclose, though the relationship is very weak. The statistical significance 

of the path coefficient is rejected through a T-statistic of 0.786 and a p-value of 0.432. Therefore, 

this hypothesis was not supported.  

H8: A higher level of perceived societal risks related to a lower level of willingness to disclose. 

The path coefficient of -0.052 confirms a negative relationship between of perceived societal risks 

and willingness to disclose, though the relationship is very weak. The statistical significance of 

the path coefficient is rejected through a T-statistic of 0.656 and a p-value of 0.512. Therefore, 

this hypothesis was not supported.   

H9: A higher level of perceived personal benefits related to a higher level of willingness to 

disclose. 
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The path coefficient of 0.185 indicates a positive relationship between perceived personal benefits 

and willingness to disclose. The statistical significance of the path coefficient is confirmed through 

a T-statistic of 1.975 and a p-value of 0.048. Therefore, this hypothesis is supported, though weak. 

The relevance of this relationship is described in an f² value of 0.038, indicating a small effect. 

H10: A higher level of perceived societal benefits related to a higher level of willingness to 

disclose. 

The path coefficient of 0.069 confirms a positive relationship between of perceived societal 

benefits and willingness to disclose. The statistical significance of the path coefficient is rejected 

through a T-statistic of 0.759 and a p-value of 0.448. Therefore, this hypothesis is not supported. 

H11: A higher level of trust in requesting health insurance is related to a lower level of perceived 

personal risks. 

The path coefficient of -0.090 confirms a negative relationship between trust in requesting 

stakeholder and perceived personal risk, though the relationship is very weak. The statistical 

significance of the path coefficient is rejected through a T-statistic of 0.879 and a p-value of 0.380. 

Therefore, this hypothesis is not supported. 

H12: A higher level of trust in requesting health insurance is related to a lower level of perceived 

societal risks. 

The path coefficient of -0.215 confirms a negative relationship between trust in requesting 

stakeholder and perceived societal risk. The statistical significance of the path coefficient is 

confirmed through a T-statistic of 2.207 and a p-value of 0.027. Therefore, this hypothesis was 

supported. The relevance of this relationship is described in an f² value of 0.054, indicating a small 

effect. 

H13: A higher level of trust in requesting health insurance is related to a lower level of privacy 

concerns. 

The path coefficient of -0.252 confirms a negative relationship between trust in requesting health 

insurance and privacy concerns. The statistical significance of the oath coefficient is confirmed 

through a T-statistic of 2.434 and a p-value of 0.015. Therefore, this hypothesis was supported. 

The relevance of the relationship is described in an f² value of 0.105, indicating a medium effect.  

H14: A higher level of trust in requesting health insurance is related to a higher level of willingness 

to disclose. 
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The path coefficient of 0.400 confirms a positive relationship between trust in health insurance 

and willingness to disclose. The statistical significance of the path coefficient is confirmed through 

a T-statistic of 4.083 and a p-value of 0.000. Therefore, this hypothesis was supported. The 

relevance of this relationship is described in an f² value of 0.250, indicating a medium effect.  

 

Figure 2: Conceptual Model (Supported & Rejected Hypotheses) 

 

4.3 Control Variables 

In this section the control variables calculations will be accounted for. Becker (2005) mentioned 

that it is important to include the reasons for each control variable measured in the study and our 

explanations can be seen in Section 3.3.8 of this thesis. A control variable can be a moderator, 

suppressor or a confound in a study (Atinc et al., 2012).  

A simultaneous single-item approach was used to test if the control variables affect the dependent 

variable. The method consists of adding a control variable as a latent variable in the model and 

measure the effect it has on the dependent variable (De Battisti & Siletti, n.d.). The effect of the 

control variables on the dependent variable was tested and the results (see Table 9) showed that 

none of the control variables have a significant effect on the dependent variable. 
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Table 9: T-statistics for the Control Variables on the Dependent Variable 

 T Statistics P Values 

Age → WILL 0.476 0.634 

Gender → WILL 0.144 0.886 

Education → WILL 0.572 0.567 

Priv_Ex → WILL 0.356 0.722 

Health → WILL 0.434 0.664 

Nation → WILL 1.812 0.070 

Residence → WILL 0.107 0.915 

 

As mentioned in Section 3.3.8 previous literature has found that the variables gender, age, privacy 

experience, perceived health status and education can have a moderating effect on the 

relationship between privacy concerns and willingness to disclose. These moderating effects were 

checked for in this study and the results can be found in Table 10. There was no significant 

moderating effect found from these variables on the relationship from privacy concerns to 

willingness to disclose in this study.  

Table 10: Results from Moderating Calculations 

Moderator Relationship T Statistics P-values 

Age PC → WILL 1.000 0.317 

Gender  PC → WILL 0.201 0.414 

Education  PC → WILL 0.657 0.511 

Priv_Ex  PC → WILL 0.459 0.646 

Health activity PC → WILL 1.140 0.255 

 

A multi group analysis (MGA) is another way to account for control variables (De Battisti & Siletti, 

n.d.). An MGA shows the difference of different groups and if it influences the variables in the 

model. When doing an MGA, groups are generated from the categorical variables and the whole 

model is then compared in subgroups. The results of MGA show the influence of the control 

variable on the whole model and therefore the problem of choosing what variables the controls 

relate to is not relevant (Ibid.).  

For comparison an MGA was done for the items that fulfilled the requirements. Firstly, a 

measurement invariance test (MICOM) was done on each item of each control variable in order 

to find out which items were suitable for an MGA. The results of the MICOM can be found in 

Appendix 7. Table 17 in Appendix 8 shows how each variable was categorized into two groups 
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as well as if the MICOM was successful. The results of the MICOM showed that the items one, 

three and four of perceived health status, gender, items two and three of privacy experience and 

residence did not fulfill the requirements to do a successful MGA. The items’ groups either had to 

small of a sample size or there were one or more indicators that did not have invariance between 

the two groups that were being tested. After the MICOM was done the items (or variables) that 

were ready for an MGA were age, education, nationality, item number two of perceived health 

status and item one of privacy experience. Each of these items was put into two groups and 

thereafter an MGA was done to see if there is a significant difference between the two groups and 

what relationships it influences. Table 11 show the results of the multigroup analyses that showed 

that there was only found one significant difference and that was between the groups of the item 

AS2. The groups of this item were divided depending on if the disagreed or agreed with the 

statement “I perceive my physical activity to be above average” (Appendix 1). The results show 

that there was a significant difference between the groups which have effect on the relationship 

from privacy concerns to willingness to disclose. Additionally, the two different nationality groups 

(see Section 3.4.4) showed significant difference for two relationships. Firstly, from data sensitivity 

to privacy concerns and secondly, from trust to privacy concerns. No other significance was found 

from the multigroup analyses.  

Table 11: T-values from Multigroup Analyses 

 Age Edu EXP1 AS2 Nationality 

DataCtrl → PC 1.114 0.537 0.085 0.719 0.691 

DataRep  →PC 0.127 1.085 0.174 0.530 0.848 

DataSens→PC 1.408 0.499 0.235 0.407 2.105 

PB → WILL 0.554 0.663 0.526 0.044 0.847 

PC → PR 1.264 0.408 0.416 0.268 1.890 

PC → SR 0.163 0.277 0.268 1.133 1.552 

PC → WILL 1.127 1.791 0.878 2.105 0.418 

PR → WILL 0.187 0.783 0.469 1.187 0.144 

SB → WILL 0.455 1.455 0.240 0.927 1.126 

SR → WILL 0.851 0.570 0.486 0.539 0.062 

TRUST → PC 1.674 1.252 0.734 0.635 3.398 

TRUST → PR 0.567 0.107 0.299 0.152 0.191 

TRUST → SR 0.193 0.444 0.117 1.958 0.046 

TRUST→WILL 0.279 0.391 0.575 0.239 0.482 
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4.4 Demographics 

There were 105 participants that fulfilled the criteria in regards of nationality, country of residence 

and if the person used a wearable in the form of a watch or a bracelet. The full demographics of 

the participants can be seen in Table 12 below.  

Table 12: Descriptive Statistics of Survey Respondents (N = [Total Participants]) 

Age   Gender   

<18 1 1% Male 37 35% 

18-24 8 7.6% Female 67 64% 

25-34 48 45.7% Other 1 1% 

35-44 23 21.9%    

45-54 17 16.2% Education   

55-64 2 1.9% Less than high school 0 0% 

65-74 6 5.7% High School 7 6.7% 

75-84 0 0% Trade/technical/vocational training 14 13.3% 

>85 0 0% Bachelor’s degree 38 36.2% 

   Master’s degree 42 40% 

   PhD/Doctorate degree 4 3.8% 

      

Nationality   Country of Residence   

Denmark 32 30.4% Denmark 57 54.3% 

Iceland 32 30.4% Germany 23 21.9% 

Germany 31 29.4% Iceland 21 20% 

Netherlands 2 1.9% Sweden 3 2.8% 

United Kingdom 2 1.9% United States of America 1 1% 

Mexico 1 1%    

Greece 1 1% Health Insurance   

Austria 1 1% Public 46 43.8% 

Switzerland 1 1% Private 11 10.5% 

Slovakia 1 1% Both (Public & Private) 47 44.7% 

United States of America 1 1% Other 1 1% 

 

The demographics showed that 64% of the participants were female, 35% were male and 1 

person (1%) answered Other in the gender question. Regarding age the answered ranged from 

under 18 and up to 65 – 74. The most common age range with 45.7% of the participants were 

between 25 – 34 years old, 21.9% were between 35 – 44 years old and 16.2% were between 45 

– 54 years old. No participant had less than a high school education, with most participants having 

a master’s degree (40%) and second was a bachelor’s degree at 36.2%, 13.3% had a 

trade/technical or vocational training, 6.7% had a high school diploma and 3.8% had a PhD or a 

doctorate degree. As described in Section 3.4.4, people that either resided or were from specific 

countries were included in the results. When looking at the nationality of the participants Danish 

and Icelandic people each account for 30.5% with Germans following at 29.5%. Eight other 

nationalities such as Netherlands, United Kingdom, Mexico and Austria had under 2% of the 
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participants of the survey. Most people or 54.3% of participants lived in Denmark, 21.9% lived in 

Germany, 20% lived in Iceland, 2.8% lived in Sweden and 1% in USA. When looking at how the 

participants were health insured most participants had both public and private health insurance 

(44.7%), 43.8% had only public health insurance and 10.5% only had private health insurance.  

 

Participants were also asked questions about their wearable use. The results of those questions 

can be seen in Table 13. When asked what wearable device participants used 42 people or 

40% of the participants answered Apple Watch, 18.1% used Garmin, 16.2% Fitbit, 7.6% 

Samsung and 18.1% used other wearable brands such as Huawei, Polar and Nokia. Over 40% 

(41%) had used their wearable for over 2 years and only 7.6% had used their wearable for less 

than 3 months. Roughly 94% of the participants said that they wore their wearable most of the 

time or always.  

Table 13: Results of Questions Related to Participants’ Wearable Use 

Wearable    Information   

Apple Watch 42 40% Weight 6 5.7% 

Samsung  8 7.6% Daily number of steps 88 83.8% 

FitBit 17 16.2% Sports activity 66 62.9% 

Garmin 19 18.1% Sleeping behavior 52 49.5% 

Other 19 18.1% Heart rate  68 64.7% 

   Nutrition 3 2.9% 

How long..   Distance covered 60 57.1% 

Less than 3 months 8 7.6% Location (GPS tracking) 14 13.3% 

3 to 6 months 10 9.5% Others 7 6.6% 

7 to 11 months 16 15.2%    

1 to 2 years 28 26.7% Main reasons   

More than 2 years 43 41% Improvement of the vital values 72 68.6% 

   Losing weight 24 22.9% 

How often do you wear   Improvement of athletic performance 44 41.9% 

Never 0 % Reduction of health insurance premiums 2 1.9% 

Only during exercise 3 2.9% Curiosity/Trying it out 17 16.2% 

Sometimes 3 2.9% Other functionalities (e.g.calling) 38 36.2% 

Most of the time  45 42.8% Other 8 7.6% 

Always 54 51.4%    

 

The participants were asked what information that their wearable collects they look at 

that as well as what their main reasons are for using a wearable. For these two questions 

participants were able to choose more than one option therefore the percentages are above 

100%. Heart rate (64.7%) and daily number of steps (83.8%) were the most common answers 

when looking at what information the participants looked at. Sports activity and distance covered 

were also common answers while few participants looked at their weight (5.7%) and nutrition 
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(2.9%) information on their wearable. For the question regarding the participants main reasons 

to using a wearable the most common answers where improving of their vital values (68.6%) 

and improving their athletic performance (41.9%) while the most uncommon answers were 

reduction of health insurance premiums (1.9%) and other reasons (7.6%) than offered in the 

question multi-choice.  

4.5 Latent Variables Responses 

More interesting insights can be gathered from looking directly at the answers that participants 

gave during the survey.  

 

Table 14: Survey Responses: Willingness to disclose 

 1 2 3 4 5 

Unlikely - 

Likely 
33 21 15 28 8 

Not Probable -

Probable 
32 22 16 26 9 

Unwilling – 

Willing 
31 21 16 27 10 

  

The majority of participants (52) indicated that they were very unwilling or rather unwilling to share 

their wearable data with their health insurance as described in the scenario. 16 indicated to be 

neither willing nor unwilling while 37 indicated to be either willing or rather willing to share their 

data.  

A table with all responses from the scales about the independent variables can be found in 

Appendix 9. 

Almost 50% indicated that they did not trust their insurance to not mishandle their data 

while 36% did. 22% perceived health insurance to generally be honest in conducting their 

business, while 46% did not. 35% agreed that health insurances handle customer information in 

a competent fashion while the same amount disagreed with that statement. 41% do not view 

health insurances as safe and reliable organization to exchange data with while the remaining 

participants were equally remained neutral or viewed them as safe and reliable.  

In terms of privacy concerns, the vast majority of participants indicated that they are 

concerned or strongly concerned that their submitted wearable data might be misused and that 

their health insurance could derive private information about them from it. Over 80% indicated 

that they were concerned about that their data might be used in a way they did not foresee. 
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Around 50% of participants also indicated that they do not believe that they would be in 

control over what wearable data is collected by their health insurance or how it is used or what is 

released from it.  

While most of the participants perceive their wearable data to be accurate and trustworthy, 

the majority also perceive it to be incomplete.  

Over half indicated that they considered wearable data to be sensitive to them and that 

they consider it highly personal information about themselves. 38% indicated that they were not 

comfortable with the type of information that was being collected while another 40% indicated to 

neither agree nor disagree with that statement. Around 20% were comfortable with the requested 

type of data and did not consider it to be highly personal and sensitive information.  

When asked about their perceived personal benefits of wearable information disclosure, 

60% agreed that they should be eligible for reduced health insurance contributions. Around 40% 

did not expect to benefit from their data disclosure through better customized service and 

products, while 33% did. Roughly a third of participants indicated that they expected their sharing 

of wearable data would get them the information or product or services they want, while the same 

amount disagreed. More than half of the participants did not agree with the statement that they 

needed to share their wearable data to get exactly what they want from their health insurance.  

 54% of participants felt that they did not need to provide their wearable data in order for 

society to benefit from innovation, while 24% felt that it was. Around a third of the respondents 

were neutral when being asked whether their sharing of data would help society obtain better 

information, products and services, or that it could result in positive consequences for others or 

make insurance premiums fairer. Slightly more than a third disagreed on these statements while 

the rest agreed.   

Around 75% agreed that that there would be a high potential for privacy loss if they 

disclosed their wearable data to their health insurance and that the data could be inappropriately 

used by the health insurance. Only 8% disagreed on the latter. At the same time, only 43% believe 

that many unexpected problems would arise for themselves if they disclosed their data, while 35% 

were neutral and 23% disagreed with the statement.  

70% of the respondents believe that their wearable data could be used for unfair 

discrimination while only 11% disagree with that. 61% expect a high potential for privacy loss 

within society, while 25% were neutral on that issue. Almost 40% agreed that it would be risky for 

society and that there might be negative consequences for others if they disclosed their wearable 

data to their health insurance. Around a third disagreed on each of these statements.  
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5. Discussion of Findings 
 

The following section reflects this study’s results in light of findings from previous research and 

discusses limitations. Contributions to research and practical implications as well as suggestions 

for future research studies are also presented.   

 

5.1 Empirical Results 

This study aimed at developing and testing a model which includes contrary beliefs on a personal 

and societal level that are hypothesized to influence an individual’s willingness to disclose 

wearable data to their health insurance. We acknowledge that this study is not conclusive and 

should be viewed as an attempt to combine the notion of a privacy calculus with personal and 

societal factors within the wearable context. Nevertheless, our model is able to account for 67.1 

% of the variance in willingness to disclose wearable data to the requesting health insurance, 

which suggests sufficient explanatory power of the model in order to make the interpretation of 

the path coefficients meaningful (Dinev et al., 2013).  

The analysis of the measurement model showed that multiple indicators did not meet the 

required indicator reliability criteria. After removing these indicators, all remaining indicators met 

or exceeded the established criteria for construct and discriminant validity. Therefore, the 

structural model could be tested. As a result, nine of the hypothesized relationships were 

supported, while five were rejected.  

The analysis of the control variables and their effect on the dependent variable showed 

that no control variable had a significant effect on the dependent variable. Age, gender, education, 

privacy experience and perceived health activity were tested as a moderator on privacy concerns 

and the results also showed no significance. A measurement invariance test on all the items of 

each control variable showed that the second item for the variable perceived health status, the 

first item for the variable privacy experience as well as the variables age, education and nationality 

were fit for a multi group analyses (MGA) (Appendix 7). Multi group analyses on the groups of 

these variables/items showed that there were two variables that had significant difference 

between the groups, and it effected three relationships. Firstly, the item “I perceive my physical 

activity above average” had a significant effect on the relationship from privacy concerns to 

willingness to disclose. This means that there was a significant difference between the two groups 

the ones that disagreed and the ones that agreed to this statement when looking at the 
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relationship from privacy concerns to the willingness to disclose (T-statistic: 2.105). The variable 

nationality had significant effect on the relationship from data sensitivity to privacy concerns (T-

statistic: 2.105) as well as from trust to privacy concerns (T-statistic: 3.398). 

 

5.2 Limitations 

There are several limitations that need to be considered when interpreting the results of this study.  

Common method bias is always a potential threat with self-reported data and suggests an 

increased potential for measurement error. While common method bias can never be fully 

eliminated, it can be reduced. Therefore, several measures were implemented to reduce such, 

based on recommendations by Podsakoff et al. (2003). 

To reduce evaluation apprehension, the participants were assured anonymity in the 

beginning of the survey to prevent them from answering according to what they perceive would 

present themselves in a favorable light, instead of sharing their true opinions and feelings. Socially 

desirable responding was also reduced by administering a web-based survey instead of face-to-

face interviews. Additionally, respondents could also potentially apply this social desirability at the 

item/construct level, which potentially causes an artifactual variance. Therefore, participants were 

informed that there are no right or wrong answers. Item ambiguity was reduced by providing 

definitions and examples, (e.g. of what is understood as a wearable), rephrasing unfamiliar terms 

that were remarked from pilot survey participants, and by providing contextual information. 

Additionally, because there is potential for self-report bias since the respondent is providing both 

the measure of the predictor and the criterion variable, different item scale response formats 

(Likert and semantic differential) and scale anchors/endpoints were used between the predictor 

and criterion measures.  

Because the data testing the dependent and independent variable was collected at the 

same time and from the same respondents, common method variance is a potential concern. To 

test for common method variance after the data was collected, the Harman’s single-factor test 

was used as described in (Podsakoff et al., 2003). To do the test, all items are loaded onto a 

single factor and an exploratory factor analysis is run. If the factor analysis results in one factor 

accounting for the majority of variance among the items, it can be assumed that common method 

variance is a major issue (Ibid.). SPSS Statistics was used to conduct the factor analysis. It 

resulted in factor one accounting for 41.89% of the variance in the unrotated factor structure, 

indicating that common method variance is likely not an issue.  
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Further, the data collection to test the causal model is based on respondents answering 

to a hypothetical scenario. Because the hypotheses were tested through a hypothetical scenario 

as opposed to people’s actual behavior, there is a potential bias, as previous research has shown 

that there can be significant differences between a person’s (self-reported) response to a 

hypothetical scenario and their actual disclosure behavior (Adjerid et al., 2018). Research has 

shown that participants overestimate their rational processes while they will underestimate their 

behavioral factors when they answer questions in a hypothetical context (Ibid.). Future research 

could eliminate this bias by only including respondents who have been in the situation where their 

health insurance approached them about sharing their wearable data and who decided for or 

against it. As it is a new way and not that many health insurance companies are doing this yet 

finding participants that already shared their data was not in the authors’ reach. In our case, the 

potential bias was reduced by only including answers of participants who actually use a wearable, 

aiming to make the scenario less hypothetical. This also ensured that respondent didn’t answer 

the questions regards to adoption of wearable technology but specifically the sharing of the 

wearable data.   

The study might suffer from common generalizability limitation due to geographic and 

demographic samples.  A convenience sample was used, which may limit the generalizability of 

the results. To minimize geographic bias, the study was scoped to only include respondents from 

Denmark, Iceland and Germany and few similar countries in the analysis, while excluding 

respondents from countries like the United States, which are significantly culturally different (see 

Section 3.4.4). Additionally, it was attempted to reach participants of different genders, age groups 

and educational background. Nevertheless, around two-thirds of the participants were females, 

respondents between the age of 25 and 34 made up almost half of the sample and the majority 

of participants had a bachelor’s degree or higher. Only 20% of participants had either only a high 

school diploma or vocational training. It was also tested whether these covariates had an effect 

on the dependent variable, which was rejected (see Section 5.1). Future studies could minimize 

this limitation by using a probability sampling approach.  

Sample size poses another issue for the representativeness of the results. While the 

sample size of 105 participants was sufficient and is accepted in common practice to test the 

causal model using PLS (see Section 3.4.4), the relatively small sample size could be reason for 

the lack of significance in hypothesized relationships. 

While our model explains a considerable amount of variance in the willingness to disclose, 

there are several factors that might also contribute to it but are missing in our study. Previous 
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research has identified such to be government and self-regulation (Xu et al., 2012) and 

information transparency (Awad & Krishnan, 2006) among others.   

Because information disclosure is understudied in the wearable and even sensor-based 

technology context (see Section 2.2), mostly scales from other disciplines as well as self-

developed items were used to test the model (see Appendix 1).  

 

5.3 Contributions 

The results of this study provide insights into the complex process that individuals undergo when 

deciding whether to share their wearable data with their health insurance. While our results do 

not support the significance of the hypothesized relationships between perceived personal risks 

(T-statistic: 0.786), perceived societal risks (T-statistic: 0.656), perceived societal benefits (T-

statistic: 0.759) and willingness to disclose wearable data to requesting health insurance, the 

notion of a privacy calculus applying in this context was confirmed. Our results highlight the central 

roles that both trust and privacy concerns play as well as the significance of perceived personal 

benefits. Trust in requesting health insurance had the highest significance in relation to the 

dependent variable (T-statistic: 4.083), followed by privacy concerns (T-statistic: 2.557) and 

perceived personal benefits (T-statistic: 1.975). Trust in requesting health insurance also had 

another indirect effect on willingness to disclose, by reducing privacy concerns (T-statistic: 2.434). 

The significant positive relationship between trust in requesting health insurance and willingness 

to disclose as well as privacy concerns confirms the findings of other studies. Malhotra et al. 

(2004) also found trusting beliefs to influence behavioral intention. Their study also found risks 

beliefs to be influenced by trusting beliefs, as did Krasnova et al. (2010), which our study could 

only confirm for perceived societal risks and not perceived personal risks. 

The results confirmed that privacy concerns have a positive effect on perceived personal 

risks and perceived societal risks. The effects on perceived personal risks also confirmed the 

findings from Malhotra et al. (2004). As past studies have not investigated societal variables, the 

confirmed relationship between privacy concerns and perceived societal risks is a new finding of 

this study. Privacy concerns were confirmed to be reduced by perceived control over data (T-

statistic: 2.141) and increased by perceived data sensitivity (T-statistic: 6.437). Perceived data 

representativeness (T-statistic: 0.621) did not have the hypothesized effect on privacy concerns.  

The fact that perceived data sensitivity indeed increases privacy concerns supports 

findings from previous studies within the online and health care context (Anderson & Agarwal, 
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2011; Bansal et al., 2010; Dinev et al., 2013; Yaraghi et al., 2019). The same is true for the 

confirmed negative effect of perceived control over data on privacy concerns. Previous research 

has also shown individuals displaying higher privacy concerns if they felt less in control of their 

data (Culnan & Armstrong, 1999; Dinev et al., 2013; Miltgen & Peyrat-Guillard, 2014; Xu et al., 

2012). 

While perceived data representativeness might be a general concern of wearable user, 

especially in a health context (Marakhimov & Joo, 2017), our results suggest that it does not have 

an effect in relation to one’s privacy concerns. Contradicting attitudes towards data 

representativeness could be an explanation for the insignificance of the relationship. We suspect 

there might be two different groups of people, who assess the meaning and effect of data 

representativeness differently. In our hypothesis reasoning we expected perceived data 

representativeness to have a negative effect on privacy concerns, grounded in the assumption 

that individuals would be less concerned if they knew that their data was complete and accurate, 

as participants of a qualitative study (see Section 3.4.2) have expressed concern over possible 

disadvantages if their wearable data did not reflect their actual activity. At the same time, it could 

also be that another group of users have an increase of privacy concerns if their data is indeed 

representative of their activity, because they feel more invaded in their privacy if every minute of 

their life is measured and processed. This assumption is supported by findings of Warkentin et 

al. (2017), who found in a smart meter context that perceived psychological ownership positively 

influences information privacy concerns, in the sense that individuals perceive their data as an 

extension of themselves and therefore feel personally violated in case of unauthorized use. We 

recommend future studies to investigate how individuals interpret data representativeness and to 

differentiate between these two groups and assess their relation to privacy concerns separately.  

Surprisingly, perceived personal risks was found to not have a significant negative effect 

on willingness to disclose as expected. While other studies found risk beliefs to have an effect 

within the privacy calculus, there are multiple possible explanations for this study’s result. Firstly, 

it needs to be highlighted that these other studies were done within different contexts, and as 

previously mentioned, privacy research is highly context specific. Therefore, it is possible that in 

this context there is no significant relationship between this variable and the dependent variable. 

Von Entreß-Fürsteneck et al. (2019) however did a study in this specific context and they found 

that risks always had a negative effect on the willingness to disclose wearable data to health 

insurances. Therefore, it needs to be acknowledged, that the lack in significance might be due to 

the small sample size of 105 survey participants. This limitation is addressed in Section 5.2. 



71 
 

Another possible, but not yet well supported reasoning relates to findings from a qualitative study 

done about wearable data disclosure to health insurances (see Section 3.4.2). Interview 

participants considered the potential risk of health insurances using the wearable data to adjust 

premiums accordingly by raising the prices for more at-risk individuals. Despite acknowledging 

this potential risk, one of the participants remarked that if his activity levels were lacking and would 

lead to a premium rate increase, he would adjust his wearable use to counteract (Ibid.). This 

suggests that some individuals might not feel as threatened by the personal risks that could 

accompany their wearable data disclosure because they feel in control of balancing out these 

effects by increasing their activity levels. This puts them in a different position than e.g. individuals 

that are discriminated against based on preexisting genetic conditions which they have no control 

over (Anderson & Agarwal, 2011). Nevertheless, other interviewees expressed concern of finding 

themselves in a situation where they became involuntarily immobile and feared disadvantages in 

such cases. It cannot be said with certainty if this is the reason for the lack of influence of 

perceived personal risks on willingness to disclose, but it can be recommended to investigate 

further what role an individual’s perception of his control over his health or activity status plays 

when assessing his risk beliefs.  

Also contrary to our assumption, our study found neither perceived societal benefits nor 

perceived societal risks to have a significance influence on willingness to disclose. As these are 

two newly developed variables, which have not been researched previously, also not in other 

contexts, it neither contradicts nor confirms prior knowledge. Based on these findings we must 

assume that individuals do not consider the societal consequences, neither good or bad, when 

deciding whether to disclose their data or not. Nevertheless, there are three factors that could 

influence these findings. The first is again the small sample size as a reason for lack in 

significance. Secondly, because of lack of prior research in the societal context, the items that 

were used to measure the two variables were derived from the perceived personal benefits and 

risks scales as well as enhanced by self-developed items, which suggested specific risks (e.g. 

potential discrimination) and benefits (e.g. innovation). When testing the measurement model, 

three out of five items measuring perceived societal risks had to be removed because they were 

lacking in indicator reliability. We therefore suspect that the chosen scales might not be adequate 

to measure the proposed variables. We further suggest that a reason for the lack of significance 

could be that individuals are just not aware what the consequence of their wearable data 

disclosure could be. Our study did not elaborate on the specific potential societal risks and 

benefits, in order to avoid bias. It was also not measured what exactly individuals perceive the 

societal risks and benefits to be, therefore not allowing us to differentiate between individuals who 
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are not aware of the consequences and those who are but don’t consider them. We therefore 

recommend future research to also collect data about individuals’ understanding and perception 

of the societal risks and benefits of the sharing of wearable data with health insurances.  

Previous research found that control variables can have an effect on the relationships and 

variables in a research model. Age, gender and education have all been found to have a negative 

effect on willingness to disclose (Malhotra et.al., 2004; Anderson & Agarwal, 2011; Miltgen & 

Peyrat-Guillard, 2014). Previous privacy experience has been shown to have an effect on the 

willingness to disclose as well has having effect on privacy concern (Xu et.al., 2012; Dinev & Hart, 

2006). Lastly, previous research showed that how people perceive their health status/activity has 

an effect on their willingness to disclose (Anderson & Agarwal, 2001). This last point however has 

also been found not to have an effect on willingness to disclose in the context of health insurance 

and wearable data (von Entreß-Fürsteneck et al., 2019). Although in previous research there has 

been found significant effect on willingness to disclose as well as privacy concerns there have 

also been studies where some control variables did not have an effect on the dependent variable/s 

(von Entreß-Fürsteneck et al., 2019; Malhotra et.al., 2004). For example, in Malhotra et.al. (2004) 

gender and experience as victims of internet privacy invasion did not have effect on intention. As 

mentioned in the analysis, there were no significant effects from any of the control variables on 

the dependent variable in this study. Cultural differences have been found to have an effect on 

people’s privacy concerns (Lowry et.al.,2011; Miltgen & Peyrat-Guillard, 2014). Dinev et.al. (2006) 

found a moderating effect of culture when it came to the variables trust, privacy concerns and 

perceived risk. In this study a multi group analyses found two significant relationships that were 

affected by nationality. These relationships were trust to privacy concerns and data sensitivity to 

privacy concerns. The variable nationality, where the nations were divided into two groups 

depending on if they were similar to Germany or Denmark, had significant effect on the 

relationship from data sensitivity to privacy concerns (T-statistic: 2,105) as well as from trust in 

requesting health insurance to privacy concerns (T-statistic: 3.398) (Table 11). These results 

support what has been found in previous studies namely where culture had effect on trust and 

privacy concerns. 

Additionally, five control variables were checked for a moderating effect on the relationship 

between privacy concerns and willingness to disclose and the results showed no significant 

moderating effect from any of these variables. This was done because Malhotra et.al. (2004) had 

found that age and education had a moderating effect on this relationship as well as Xu et.al. 

(2012) additionally found that gender had a moderating effect on the relationship between privacy 
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concerns and willingness to disclose. The five variables that were tested for moderating effects 

on the relationship between privacy concerns and the dependent variable willingness to disclose 

were age, education, gender, privacy experience and perceived health activity. The results 

showed no significant effect from any of these five control variables on the relationship privacy 

concerns to willingness to disclose.  

The previous research on the effect of control variables on willingness to disclose and 

privacy concerns mentioned in this section were in the context of e-commerce, internet and health 

care which is not the same context as this study is in. The sample of this study not being broad 

enough in age and/or not big enough could also have an effect on the control variables not being 

significant.  

 

5.4 Implications for Research 

Perceived data sensitivity was found to have a significant influence in reducing privacy concerns. 

Future research could investigate this further by differentiating between the different kinds of data 

that the wearable collects, to assess which kind is perceived as especially sensitive, as von 

Entreß-Fürsteneck et al. (2019) do in their study when they make distinction between weak and 

strong sensitivity of the data shared with health insurances. One might regard their total step 

count as less sensitive than their GPS location or sleeping patterns.  

This study focused on the sharing of wearable data but can also be used to research the 

decision-making process of individuals within other contexts relating to sensor-based technology. 

As it has been discussed in section 2.2 of this thesis, sensor-based technology is spreading and 

developing rapidly and there are numerous use cases for the data that is being collected. For 

example, the use of car sensors to monitor individuals driving styles. As discussed, also in this 

context, insurances are beginning to adjust premiums based on the data they receive from the 

sensors, which has personal and societal effects (Newell & Marabelli, 2014). Future research 

could adopt elements of this study and apply it to this and other use cases to test how and what 

risks and benefits individuals weigh when deciding to share their sensor-based data with third 

parties, such as insurances.  

Similarly, while our study focused on health insurances as a stakeholder who is requesting 

users to share their wearable data, it would be beneficial to test the proposed model with other 

relevant stakeholders such as physicians, pharmaceutical companies and other health related 
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organizations as well as governments, as other studies have found differences in individuals’ 

willingness to share their data depending on the requesting stakeholder (Anderson & Agarwal, 

2011). All these stakeholders have interest in wearable data, whether it is for such purposes like 

innovation, individual patient care, predication of flu outbreaks or other epidemics. Additionally, 

previous research has shown that individuals tend to trust organizations that they have already 

interacted with and perceive as trustworthy (Miltgen & Peyrat-Guillard, 2014). Therefore, it would 

be interesting to investigate how individuals perceive stakeholders that are relatively unknown to 

them and how trust is formed in those relationships.  

There are several other variables that have not been considered in our model, but that 

might also have a significant effect on one’s willingness to disclose. One of them is government 

regulation. Especially in a sensor context, regulation is an interesting topic, because it is difficult 

to regulate the collection of sensor data and how it is processed.  Government regulation has 

been found to have an impact in reducing user’s privacy risk perceptions in regards to push-based 

location-based services (Xu et al., 2009). The same effect might be observed when testing this in 

a wearable or general sensor-based technology context.    

 

5.5 Implications for Practice  

The respondents’ answers in the survey showed that while the majority of participants were 

unwilling or unlikely to share their wearable data with their health insurance, around a third of the 

participants were willing or likely (Table 14), despite over 80% being concerned that their data 

might be used in a way they did not foresee. This indicates that health insurances can still gain 

access to the wearable data of a large group of users, underlining the relevance of investing into 

these programs. Individuals who are rather unwilling might also change their opinion depending 

on the confirmed significant variables influencing one’s willingness to disclose.  

Given the significant influence of trust and privacy concerns on willingness to disclose, it 

can be recommended for health insurances to establish and maintain a trusting relationship with 

their consumers. It is important for health insurances to take actions in order to reduce privacy 

concerns while increasing trust. This can be done through actions that increase transparency and 

communicating clearly how data is processed and what data is collected exactly, while limiting 

the collected data to only what is needed for the intended purpose. Dinev et al. (2013) previously 

pointed out that a limited collection of sensitive information can reduce user’s perceived risks of 

information disclosure. In the same manner it is important for requesting stakeholders to adopt 

techniques that will allow users to maintain their privacy while reaping the benefits of sharing their 
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data. One proposed method is to store and process personal information locally on a user’s phone 

(Sutanto et al., 2013). Previous studies also showed that high privacy concerns in the context of 

using electronic health records could be overridden through positive message framing (Angst & 

Agarwal, 2009). Similarly, trust could further be increased by proposing various regimes within 

the sensor/wearable field, such as were developed within an e-commerce context (Tang et al., 

2008). These regimes are caveat emptor, which includes the posting of a privacy policy, seal-of-

approval programs, and mandatory standards, which are established by the government. These 

regimes can be used to signal customers a willingness to protect their personal information. Their 

study found that consumer trust is dependent on the clarity and credibility of the requesting parties 

signals. Both the seal of approval programs and mandatory standards regimes were found to be 

most effective in enhancing trust (Ibid.). Mandatory standards or regulatory laws are one way to 

mitigate privacy concerns with self-regulatory solutions portraying another option, where 

individuals are informed about and given control over the specific use of their data. These 

solutions are also built on transparency and control (Acquisti et al., 2016) and stakeholders using 

privacy protection have been identified to have a competitive advantage (Lee et al., 2011). 

 Further, as perceived personal benefits were found to have a positive influence on one’s 

willingness to disclose wearable to the requesting health insurance, insurance companies can 

invest in increasing and promoting those benefits. This can be done by giving monetary incentives 

or service improvement benefits. The latter was found by von Entreß-Fürsteneck et al. (2019) to 

have a significant influence on participants willingness to disclose if they were sharing strong 

sensitive data, such as blood pressure, weight, BMI and heart rate.  
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6. Conclusion 
 

As sensor-based technology continues to spread and its data is increasingly used and requested 

by third parties, it is crucial to understand how users react to such requests, considering that 

individuals are faced with both potential positive and negative consequences in case they decide 

to share their data. Our study provides insights into the decision-making process that individuals 

undergo when deciding whether to share their wearable data with their health insurance, as this 

has been a recent trend with health insurances. While there has been previous research 

concerning information disclosure within other contexts, the sensor-based technology context 

was found to be understudied. Other studies discovered that individuals go through a so-called 

privacy calculus when deciding whether to share personal information, during which contrary 

factors are weighted against each other. Building on this notion and other previous research, a 

conceptual model was developed that includes the variables of perceived data 

representativeness, perceived control over data, perceived data sensitivity, privacy concerns, 

trust in requesting health insurance, perceived risks and benefits. While other studies focused on 

personal risks and benefits, this study differentiates between perceived personal and societal 

consequence, as sensor-based technology has been found to have effects on both levels.  

After testing the developed model through a hypothetical scenario-based survey with 105 

participants mainly from Denmark, Iceland and Germany, the following findings were derived: 

Neither perceived societal risks nor benefits was found to have a significant effect on one’s 

willingness to disclose. While perceived personal risks also was not confirmed to influence 

willingness to disclose, perceived personal benefits was. Further, trust in the requesting health 

insurance and privacy concerns were confirmed to both have a significant relationship to 

willingness to disclose. Privacy concerns was found to have a positive effect on perceived 

personal as well as societal risks. Privacy concerns were also confirmed to be reduced by trust in 

requesting health insurance and perceived control over data and increased by perceived data 

sensitivity. While these findings are not conclusive, they shed light on the factors affecting one’s 

decision to share wearable data with their health insurance and offer a foundation for further 

research in this field and practical implications. 
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