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Abstract 

National elections are the ultimate tool to express our right to be represented by a group of 

people we precisely select. The government has the duty of guaranteeing us the possibility of 

exercising our right to vote; to its fullest potential, its achievement represents the degree of 

democracy present in the country. Modern technologies can definitely help the government in 

this difficult task making the process more efficient. However, as new opportunities always 

correspond to new threats, the danger that these new technologies can become double-edged 

swords raises fierce debates within the scientific community. 

By analysing the problems that modern countries are facing and, at the same time, the 

technologies available in this precise moment, this study aims to contribute to scientific 

literature explaining why it is necessary to invest in new solutions. 

This Master Thesis applies the case study approach to give two generalizable examples of 

modern nations having a hard time providing a transparent and efficient voting system to their 

citizens. At the same time, it offers a deep perspective into Blockchain technology thanks to 

the collaboration with a for-profit company already involved in the field for many years.  

Through a wide range of literature review, the opinion provided by different experts working in 

the sector and recent events that are changing the world scenario, this paper justifies why 

electronic voting represents the future for our countries and gives examples of how the 

Blockchain system, albeit not the ultimate, can definitely be a solution for many problems 

concerning its implementation.  

Keywords: Internet Voting, Blockchain Technology, Brazilian Voting System, Italian Voting 

System, Voatz, E-voting, electronic voting 
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Introduction and Problem Formulation  

At the dawn of the new millennium, the world population is experiencing the advent of the 

Internet to revolutionize the Information Age. Newer and quicker means of data transferring is 

enabling an incalculable number of possibilities of creation and innovation of products and 

services available. Making purchases on an online shop, transferring money through a mobile 

application and being identified remotely by a government platform: these are only some 

examples of treatment of personal data that have been secured enough to be used to provide 

tools able to improve the quality of life tremendously. As the transition from an offline to an 

online shop seems to be very natural (especially considering the advantages for all the 

involved parties), in some other cases or industries, this transformation has not been so 

smooth. 

After World War II, more than half of the countries in the world were or have become 

democracies, allowing their populations to vote for their preferred government and make them 

accountable. Even if every country has its own voting modalities and restrictions, in 2019 the 

highest number of elections in history have been registered: more than 2 billion voters have 

expressed their preference in 50 different democracies (Springer et al. 2019). 

While the right of voting has existed since the 6th century B.C. in Athenian democracy 

(Hansen, 1992), the first universal full suffrage has only been attempted during the 18th 

century. France was the first country to allow universal suffrage to French males, but it only 

lasted until the French revolution in 1789. (Duong, K., 2020) 

The short-living Corsican Republic (1755-1770) has been the first country to guarantee 

universal suffrage to its population: both female and male citizens were entitled to vote (Law, 

C., Courts, L., Adalat, L., File, S. L. P., & Law, I. Women Suffrage.). The first country to 

guarantee full universal suffrage (the right of voting and being a candidate running for the 

elections for both male and female citizens) has been officially Australia, with the 

Commonwealth Franchise Act of 1902. (Parliament of Australia, 1902. Act. 8).  

It becomes automatic wondering why such a big matter, that involves so many people in the 

world and cost hundreds of millions of dollars (Neufeld, 2017), has not been digitized yet in 

most of the countries; the investments made by governments that guarantee free and 

transparent democratic elections should be meant to ensure social stability and inclusivity.  

The answer to this question is of course not simple at all, and involves many kinds of issues 

on different layers, from social to technological, from political to economic. A little window of 

hope stays open thanks to some countries that have chosen this solution under different 

aspects and are working hard to improve them to a more satisfactory scenario. On the other 
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hand, many other countries have already closed this window by experiencing enough 

difficulties to eventually turn around and come back to the previous habits. 

Estonia is the country symbol of i-Voting, where the whole population is able to express 

preferences towards candidates remotely via personal devices. Since 2005, the date of 

implementation, no compromising events have happened. (Madise, Ü., & Martens, T., 2006).  

Alongside the Baltic country, the USA and Canada use i-Voting as an alternative to the 

traditional paper ballot. Citizens not able to travel to the polling station for any kind of reason 

can still use platforms provided by private companies to the government. (Gerck et al., 2001) 

Last but not least, Brazil uses electronic offline machines to cast the votes and count them in 

a more efficient way, definitely useful due to a large number of voters. 

In Europe, on the contrary, electronic voting has been considered, studied and even tested in 

many countries. However, due to the unsatisfactory results, Germany and France have 

declared in the first place electronic voting unconstitutional; a mix of concerns over 

cybersecurity and lack of transparency have moved the governments from being pioneers to 

be destroyers of this technology since 2009. (Svensson, J., & Leenes, R., 2003). These radical 

stops have compromised further development of electronic voting systems and the upcoming 

of new technologies meant to make them more secure, giving i-Voting minimum chances to 

be implemented in a short period.  

Considering the evolution of electronic payments, it can be argued that electronic voting 

requires some particular forms of security not easy to make compatible: while the voter must 

be authenticated and its choice registered and confirmed just like in an online transaction, the 

right of keeping the vote secret must be somehow protected. It should be indeed impossible 

for any third party to match a ballot with his author and vice versa. These requirements are 

respected by mostly all the democracies of the modern world, but not all of them and not in 

the same ways. In some particular cases, the trade-off between security and transparency has 

moved some of the government to adopt particular systems that are interpreting these 

requirements (the secrecy of vote in particular) in very distinctive manners. 

Transparency and security go hand in hand when it comes to elections: they both need each 

other to give credibility to the results; citizens have the right to be able to monitor the whole 

process and the behavior of the people involved in it. The more a government can guarantee 

this possibility, the better is the image offered to citizens, that can feel secure and fairly 

represented in the act of voting. 

It’s definitely legit to be concerned about the use of electronic means and even the Internet to 

run government elections; being able to solve many problems of security and improve 
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significantly the efficiency of the casting in terms of time and money, these systems are very 

scalable also in the context of a cybersecurity attack or malicious interventions. These threats 

are always present and adapt depending on the technology in use. However, traditional paper 

ballots, even if born and evolved along many centuries, are often still victims of these attacks. 

It is and it will always be possible to find breaches in the security infrastructures as well as the 

possibility to develop new tools that can open breaches even where it seems impossible. 

If some of the means before mentioned have changed the way human beings used to 

exchange information and goods, state-of-art technologies are already writing the future of our 

society. 

It is almost impossible today to not mention the system that is going to revolutionize the world 

of transactions of goods and data, son of Satoshi Nakamoto. Nakamoto is only a pseudonym 

to identify the person (or the team of people) who has invented the Blockchain system, a 

shared public or private ledger that gathers all the data in blocks. These blocks enjoy three 

properties that make their content mathematically safe from any malicious intervention: 

security, verifiability, and permanence. (Humayun et al., 2018)These blocks, linked by a 

system of hashes, contain information available to the whole chain (they can be encrypted to 

hide the content of the information, but not its integrity). This makes it possible to turn all of 

the stakeholders into peers, erasing any kind of hierarchy that could lead to an imbalance of 

power and control. As the information becomes retroactively immutable and the power 

decentralized, the Blockchain is a mathematical infrastructure that allows transparent 

transactions among peers that do not even need to trust each other (Underwood, 2016).  

The Blockchain has already touched and somehow influenced the universe of elections and 

also private voting in general (more specifically, suffrage in companies and small realities’ 

context). 

Private and public companies around the world have started to test the benefits of this 

technology, even basing their business model on the infallibility of it. On the other end, its 

relatively young age and the lack of expertise of its employment prevent the governments from 

giving full space to its benefits. 

It becomes unjustified to change a system that has been running the elections successfully 

for many decades with a totally disruptive technology of which advantages are not specifically 

quantified yet. It is not unjustified anymore if the environmental conditions start to change 

dramatically. 

Globalization is a modern phenomenon that consists of an intensification of the economic and 

trade exchanges among the different countries. (Beck, 1997)  
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As main consequences, both positive and negative depending on perspectives, different 

countries and cultures have developed interdependencies on all kinds of levels (cultural, 

economic, social, political, technological, and healthcare). These interdependencies have 

created huge opportunities for the markets to develop but also had a large degrading impact 

on the environment, cultures, and social equality. 

Many countries (especially the smallest and less advanced) are experiencing a mass-

migration towards big international cities since the Industrial Revolution. Job opportunities, 

better salaries and concentration of the population are driving more and more people to 

abandon the rural areas to join the metropolis life (World Commission on the Social Dimension 

of Globalization, 2004). The ones left behind, on the other hand, are instead experiencing the 

opposite. 

This redistribution of the population forces governments to adapt their fluxes of investments, 

going out on a limb and favoring more highly populated areas. Rural areas are therefore 

doomed to be abandoned and forgotten. Public infrastructure becomes therefore weaker and 

less available to rural citizens, who lose more and more quality in the received services. The 

same issue comes to affect the government elections: polling stations become too expensive 

to be distributed in rural areas, and the low number of voting citizens does not justify the 

investment anymore (Willemson, 2018). Another particular worrying phenomenon that is 

directly linked to Globalization and the increase of human contacts across countries is 

pandemic. 

Defined by the dictionary of epidemiology (Last JM, 2001) as the spreading across large 

regions and eventually the whole world of an infectious disease, pandemic is a reality that 

has always accompanied the history of mankind. The origin is in most cases just a mutation 

of an existing virus, at the beginning only infecting an animal species. The mutation allows 

the virus to infect different species, such as human beings, and ends up eventually 

spreading wherever it can. 

In history, pandemics were mostly spread by wars and trading, while their course was 

happening naturally; in the contemporary world, starting from the 1918 flu pandemic, the 

scenario has changed. 

As war is not anymore the main reason why people move in large numbers across countries, 

new flu strains have had chances to spread among animals in farms and markets (especially 

swine and poultry) and eventually mutate to affect human beings (Neumann, 2009). Global 

trading, the exponential growth of the population and movement of human capital are the key 
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factors for the spreading of new diseases that were not concerning our ancestors in the 

previous centuries: modern medicine is facing the challenge of recognizing more and more 

novel virus strains while trying to contain their spreading through vaccines and other 

healthcare measures. 

The 2019-2020 COVID-19 pandemic is a current reality that is expected by experts to have a 

deeply negative impact on the world's economy in the next future. Social distancing and all of 

the other attempts to reduce human contact and therefore virus spreading are currently giving 

a twist to regular habits. 

Because of the restrictions, performed by governments to avoid the failure of the local 

healthcare systems, many public and private activities have been interrupted. Among these, 

no exception has been made for government elections. 

On the 25th of August 2020, the International Foundation for Electoral Systems classified 111 

elections in 65 different countries plus 8 territories as “postponed”. According to local news, 

this number is still increasing and not all the elections will manage to take place within 

predefined dates (Haddad, 2019). 

Pandemic is preventing the natural course of democracy from happening in many realities. 

The confidence in the only temporary state of the situation is pushing the governments to 

postpone the opportunity of the citizens to exercise their rights, rather than guaranteeing it by 

finding alternative solutions. At this point of the current situation, the quest for better and 

sustainable alternatives seems to be inevitable. 

With this introduction, the authors have tackled many of the issues related to the current state 

of the world and the future perspectives on the voting systems. The right of vote of the citizens 

all over the world is a matter too important to be faced superficially, even if recent dramatic 

happenings have displaced the focus somewhere else. Globalization, economic crisis, de-

ruralisation and pandemics are re-writing the history of the humankind and pushing it to find 

new alternative solutions to the old habits that can solve novel problematics. 

In the following chapter, a research question will be formulated to base this whole research; 

the hypothesis and the goals of the authors will be presented to clarify the meaning of the 

study and to give a wide panoramic view on the vastness of the topic. 
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Research Question 

Starting from a deep analysis on how the world panorama of elections is changing, the authors 

want to investigate first of all, if according to their opinion, it will actually see more and more 

the digitalization of the processes. By taking a look at the most recent evolution and the latest 

experiences of the countries who have adopted digital solutions (both online and offline), the 

authors will compare their countries of origin and try to forecast a realistic scenario that is 

waiting for them in the very next future. 

Italy and Brazil, indeed the reference countries, have adopted different means according to 

their structure and externalities; they can represent, in their own way, some of the other states 

that share similar characteristics and methods. 

After having tested their theories, the author’s goal is to understand how the Blockchain 

technology could help these two countries to higher the level of security, transparency, and 

democracy of their government’s elections.  

To make a more concrete research, they have been in touch with some of the key figures 

inside a B2G private company that already provides an efficient digital election Blockchain-

based platform. 

Evaluating the recent successes of the latter company, and on the other hand, the bad 

experiences faced by Brazil and Italy when it comes to implementing digital solutions to 

perform elections, and finally the opinions gathered by experts in the field, will be the main 

road for the authors to answer the following research question: 

“How the Blockchain system could make a difference in transparency and security 

when it comes to implementing an electronic voting system?” 

Methodology 

Case Study 

Bill Lee is a professor of Accounting at Sheffield University Management School, co-author of 

two books about research in management and accounting field; Lee is the formal author of 

the famous book called “Conducting case study research for business and management 

students” (Lee & Saunders, 2017). The authors had found inspiration from the so-called 

orthodox approach when it came to designing their research.  
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An orthodox approach involves the framing of the research at the beginning of the latter: 

according to this principle, the authors have started by formulating the research question right 

after having studied in depth the available literature. In the beginning, and only there, the 

iterative process between literature and the research question has allowed the latter to be 

formulated more precisely and coherently with the ambitions of the authors. 

 

 

FIGURE 1 - ORTHODOX LINEAR APPROACH 

 The main goal of the orthodox approach, according to Yin (2013), is to create a case study 

research that could be generalized. Yin claims that generalization doesn’t necessarily mean 

the possibility of extension to the rest of the studied population, as a probability result: it 

rather refers to the possibility of obtaining similar results by conducting the same research 

on a different case. 

 

In this particular study, the cases evaluated are an electronic voting company and two large 

countries that can be easily related to others; the capability of this research to be extended to 
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different case studies leaves the discussion open to further investigations and aims to possibly 

inspire the scientific community. Nevertheless, the whole study has kept its first goal loud and 

clear: gather useful data and interpret findings to answer the research question; naturalistic 

generalization (Stake, 1995) comes by “recognizing the similarities of objects and issues in 

and out of context and by sensing the natural co-variations of happenings” (Stake, 1995). 

 

Research Onion 

Saunders, Lewis and Thornill (2009) have formulated a specific framework to help business 

students to design their research. The authors of this paper have fully relied on the guidelines 

offered by Saunders et al. to fully accomplish their goals. 

 

A research onion is a map with the final purpose to be navigated and help the researchers to 

qualify their research philosophy. Being the real foundation and the determinant of the 

characteristics of the authors’ perspective, the research philosophy becomes a main actor in 

the decision-making process alongside the quest for answers. 

 

Since this research is mainly composed of multiple case studies regarding countries and 

companies, the research question has followed a more specific framework. 

 

 

FIGURE 2 - RESEARCH ONION DIAGRAM 
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Unit of Analysis 

Yin (2014) provides a framework to describe the unit of analysis starting from the research 

question: 

“How the Blockchain system could make a difference in transparency and security when it 

comes to implementing an electronic voting system?” 

 

Voatz, Blockchain-based iVoting platform Brazil and Italy 

 

The research question refers to the company Voatz as an example of a Blockchain-based 

platform already on duty, that offers the reader a deep understanding of how a private 

company can successfully offer this specific kind of infrastructure to the government. 

At the same time, Brazil and Italy are two realities where electronic voting is or has been 

applied on different levels and with different purposes. Causes and consequences are 

supposed to be attributable to a certain extent to nations sharing the same characteristics, 

and therefore applicable for future studies in different contexts. 

Philosophy 

“Scientific research philosophy is a method which, when applied, allows the scientists to 

generate ideas into knowledge in the context of research.” 

Žukauskas et al. have framed four different types of a philosophical approach to research, 

each of them effective in bringing additional knowledge to the community. 

In our case, authors identify their behavior into the realistic research philosophy framework, 

deriving from a mix of the same principles belonging to both positivism and interpretivism. 

On the one hand, this research has tried to analyze global trends and theories that somehow 

justify the hypothesis formulated by the team in the most objective possible way; on the other 

hand, the complexity of the argument and the large amount of parameters involved in the 

estimations keeps the authors prudent when it comes to generalizing their findings. 

Ontology 

Reality can be seen in two different perspectives depending on the assumptions made by its 

observer. Typically, just like in our case (Saunders et al., 2009), these two perspectives are 

antithetical and identified as subjectivism and objectivism. 
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The authors have put all of the necessary efforts to give an objective view of the field of 

research. However, their empirical knowledge of the examined countries must have definitely 

had a strong influence on their assumptions and beliefs. 

Only the first part of the research question can fully be considered as an objective study: 

blockchain is a technology, and its functionalities are evaluated accordingly. 

The second part, which aims to give a more social and contextualized application of the 

technology, can only be generalized according to the individual perspective and opinion of the 

researchers. 

Epistemology 

A slightly different scenario belongs to epistemology. Defined in general as the branch of 

science that investigates knowledge and its nature (Stanford Encyclopedia of Philosophy, 

2020), epistemology assumes a fundamental role when it comes to judging the validity of the 

information sourced. 

As most of the data has been collected through the Internet from reliable sources (all literature 

recognized in the academy field), the epistemological approach shifts clearly towards objective 

positivism. 

For the interviews and qualitative data, the issue is different. Although the interviewed people 

happen to be estimated experts with years of experience in the background of interest, the 

information gathered is the result of a process of interpretation of the two authors. 

For the last reason, the data collected from the interviews required instead of an interpretive 

perspective. 

Axiology 

Last but not least, the quality of the personal judgment of the authors becomes a consequence 

of all of the characteristics listed before. 

Researcher’s worldview, experiences and assumptions tend to bias the evaluation of the 

discoveries; it’s been the author's duty to make this evaluation as much objective as possible, 

and give this way a more widely acceptable opinion on the matter. The process of giving an 

answer to all of the doubts, uncertainties and original assumptions that have driven the 

motivation of the authors to undertake this research can be classified under the realism 

perspective. 
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Approach 

Since the field of belonging of the topic chosen has appeared as the subject of many 

controversies, the authors have first undertaken a deep path of research within the literature 

present on the Internet. 

The study has been started with a deductive approach, an analysis and application of the data 

gathered from previous literature to justify the thesis. As defined by Saunders et al., the 

deductive process provides for testing a theory by using empirical material in a top-down 

direction. 

After having gathered sufficient data about the countries and the company protagonist of the 

study, the researchers have also decided to use some semi-structured interviews with 

employees of Voatz. 

In this way, it has been possible first of all to retrieve a lot of fundamental information about 

the company otherwise not available online; apart from that, a direct confrontation with these 

specialists has opened a door through new realities. 

At this point, the research has acquired a more inductive approach, where new insights offered 

by the experts have helped the authors to build new ground theories. 

Design 

Since the dawn of this study the matter has appeared delicate and contentious. The authors 

of the examined papers seem to fight among each other by underlining all of the opportunities 

and threats of online voting and electronic in a broad sense. It has been considered a wiser 

idea to first gather all of the points of tension in the academic field before structuring any kind 

of strategy for primary data. 

Silverman gives in his book a deep understanding of qualitative research. 

By using a more direct approach, qualitative research has as ultimate purpose of the gathering 

of data that is not only numeric or mathematical, but also rich in motivations and feelings. This 

type of data was right for the researchers’ goals, since they were providing complex insights 

that would have given a deeper perspective on the argument. 

Case study research is an innovative approach developed within the last years, able to give 

as reliable results as the traditional methods. 

Brazil, Italy and Voatz have been the main characters of this approach, as the main source of 

information and focus. 
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One-on-one interviews are instead the most common type of qualitative data gathering. The 

authors have contacted several specialists from Voatz and interviewed them in private single 

sessions by using a set of open questions. The same routine has been applied to other 

specialists of the subject to get different points of view. 

The open questions above mentioned have been formulated as a consequence of the doubts 

arisen from lack of online data availability or mixed opinions coming from different experts. 

The secondary data was in fact not always helpful enough to answer the researcher’s 

questions: the urgency of retrieving  primary data from specialists has been helpful to answer 

some of them and to clarify the motivations behind conflicting opinions. Authors themselves, 

when it came to asking these questions, have tried their best to follow an ethical behavior and 

not to bias the interviewees during the sessions. This shrewdness has been fundamental for 

the integrity of the collected information and to leave the interviewees free to offer new 

unexpected insights. 

Last but not least, the quality of the data has been analyzed according to the framework by 

Saunders et al. 

 

In particular, three parameters have been considered: 

  

-    Dependability: very similar to the concept of reliability, dependability refers to the 

degree of accessibility of the paper to an audience (Ibid.). The appropriate gathering 

and disposition of information can guarantee a good understanding of the topic for the 

reader. 

  

-    Credibility, or also the internal validity of the study: both primary and secondary data 

come from academic sources and people highly and professionally involved in the 

field. By recording the interviews, it has been possible for the authors to listen again 

to each answer of the interviewees and interpret a meaning that mirrors the reality as 

close as possible. 

  

-    Finally, transferability: intended as the capacity of the study to be undertaken by 

different people in different contexts, transferability assesses the possibility of 

generalization of the study. Even though the results can be quite different, hopefully 

all of the parameters calculated in the two countries of interest (Italy and Brazil) can 

be easily detected in all of the other countries in the world. At the same time, the 
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characteristics of a B2G online voting company should be public or available, like in 

our case, by interviewing employees and stakeholders of the latter. 

Theory 

Transition Management for Sustainable Development 

Transition management is a government approach oriented to the study, the structure of a 

plan and eventually the influence over processes in the society. 

In the last decades, the de-centralization of the power due to an increase in liberalization in 

western countries has led to a progressive weakening of the governments’ influence over their 

respective countries. As the societies are evolving towards this process, it becomes harder to 

apply strong directions in order to solve modern day’s problems. 

According to Loorbach and its paper of 2010, “Transition management for sustainable 

development: a prescriptive, complexity-based governance framework” (Loorbach, 2010), 

modern society is increasing in complexity over three different levels: 

- Society itself, driven by factors such as economic and demographic growth, 

industrialization, technology development and internationalization; 

- Problems of the society, showing up as new challenges or as issues related to 

loss of efficiency of obsolete practices; 

- Governance, that (as mentioned before) becomes hard to be exercised by 

governments with low power of influence. 

Given these general complications, a new experimental and flexible way of thinking has 

become popular in the early 90’s, known as “system thinking”. This theory aims to change the 

understanding of society and governance to cope with high-complexity issues that cannot be 

solved anymore with simple short-term solutions. System thinking recognizes a multitude of 

actors as drivers of society’s processes, and therefore requires solutions that are able to be 

implemented over different layers of complexity and that, in the long term, lead to an ideal pre-

defined scenario. 

Loorbach concludes that “governance is characterized by diversity, uncertainty, heterogeneity 

of society and the decreased possibilities for inducing long-term change by government”. 

System thinking suggests that many different actors may exercise a desired influence on 

society’s processes, and not always a top-down planning or market dynamics management 

can be the answer to such complex issues. “Steering of societal change is a reflexive process 

of searching, learning, and experimenting”. 



21 | Page 
 

This means that governments should aim for only momentaneous periods of instability to drive 

change, instead of aiming for direct short-term solutions. This instability becomes the key to 

the reflexive process before mentioned. Outside influence on society, in fact, is becoming less 

and less effective and requires a deep understanding of the involved actors. 

The following activities must be exercised, in Loorbach’s opinion, to effectively drive change 

and innovation in these processes: 

- Strategic activities, that aim to change the public opinion and contrast the settled 

cultures and habits that prevent the change; 

- Tactical activities, by exercising the executive and legislative power of the 

government; 

- Operational activities, which try to give space to experimenting innovations in 

controlled environment, in order to monitor them and avoid risks of undesired 

impacts of failure; 

- Reflexive activities, that want to change the scientific opinion through valid 

reports of the studied experiments.  

 

The Multi-Level Perspective 

 

FIGURE 3 - MULTI-LEVEL PERSPECTIVE (MLP) MODEL 
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Elzen et al. (2004) have formulated the Multi-Level Perspective (MLP), a middle-range theory 

that aims to frame the relationship between people and their use of technology. This 

relationship between society and technology, in all its nuances, extends over time to define 

the sociotechnical transitions, which are defined as alterations of the societal configuration. 

The environment within modern societies is an intricate web of various actors that interact with 

each other and react to the externalities.  

According to Geels, these transitions are driven by three concepts on three different levels: 

1) Sociotechnical regimes, that set stability on a meso-level. The regimes are 

sets of rules that drive the society under many different aspects, such as 

political, technological, cultural or economic. Representing the “skeleton” of the 

transitions, regimes are characterized by lock-in systems and tend to change 

slowly over time. Changes in regimes, and therefore transitions from one 

regime to another one, are driven by the following two concepts: 

2) Landscape developments, that influence the environment on a macro-level. 

Interpreted as the “long term period”, the landscape cannot be influenced by 

the two other concepts in the short run; as a result, any kind of pressure inside 

the system has visible results only over a long timeframe. On the other end, big 

and unexpected events (such as war, natural calamities or even pandemics) 

are able to quickly disrupt its elements, like for example demographic trends, 

values and economic frames. Through the changes in these elements, the 

landscape applies pressure on the sociotechnical regimes and entails the 

transition from one regime to another. 

3) Niches, that exercise their force on a micro-level. Composed of small markets 

served by small actors that work on innovations, niches are the “protected 

spaces” where innovations grow and improve while getting ready for making 

the difference. Innovations usually have hard time changing regimes 

dramatically since the investors behind them don’t have the same driving power 

of the landscape’s elements. However, when the landscape applies pressure 

on the regime, these innovations find their space to help the current regime into 

the transition. 

Of course, any transition doesn’t have to (and more often just doesn’t) depend on a single 

cause or an individual force coming from the landscape: it is usually a complex mix of 
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events over a certain amount of time that causes interdependent reactions and eventually 

a transition difficult to predict. 

Improved FOO System 

Zohu et al. (2019) have taken the FOO model, initially formulated and named after by Fujioka, 

Okamoto and Ohta in 1992 and revamped it according to society and assets belonging to the 

new millennium. Fujioka has been the godfather of the first and most utilized framework meant 

to assess whether an electronic voting system can be considered secure. During the years, 

many other studies (for example Nguyen et al. in 2013 and Darwish et al. in 2017) have 

contributed to actualize the concepts offered in the original paper and enrich them with new 

ideas and deeper insights. 

Zohu is the last of the researchers who decided to enhance the original theory, with 

nonetheless a strong stance on the Blockchain technology and the modern degree of evolution 

of cryptography. 

The design goals elaborated by Zohu et al. include the following classes: 

- Eligibility: Only citizens owning the right of voting can vote; 

- Fairness: The final result cannot be tampered; 

- Privacy: Ballots must be kept secret, and ideally o one should be able to attribute 

a vote to its voter; 

- Verifiability: Voters should be able to check the status of their vote; 

- Uniqueness: Each vote can only count once; 

- No receipt: Voter should not be able to demonstrate their choice to third parties. 

 

The following table shows how the different schemes have tried to address these classes in 

order to generate the perfect model. However, all of the models previous to Zohu et al. 

presented some sort of problems that would compromise the system efficiency. 

For example, Nguyen et al. have developed a system able to protect the privacy of the voter 

without giving up on the verifiability; the recasting process though, compromises the resistance 

towards coercion. 

Similarly, Darwish et al. have solved this problem by giving the task to a trusted third party: 

this way the coercion is properly neutralized, but the presence of a third party reduces 

communication efficiency and requires trust towards the human factor. 
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Zohu et al. have contributed to the literature by offering an example scheme to build an 

electronic voting safe enough to be implemented and efficient enough to be easily scalable. 

The use of smart contracts, at the beginning not included in the original FOO scheme, 

becomes the real key to success when it comes to developing a system free of Third Trusted 

Parties (TTP). This allows the Zohu scheme to be easily extended to provide service to a 

larger number of voters, without sacrificing costs and requiring excessive trust in third parties.  

For the sake of this paper, the scheme will be utilized in the analysis part as a model to 

measure the parameters for our case study.  

Security 

requirements 

Fujioka’s 

 scheme 

Nguyen’s 

scheme 

Darwish’s 

scheme 
Zohu’s scheme 

Eligibility 
    

Privacy 

 

       

   

Fairness 
    

Uniqueness 
    

Receipt freeness 

 

       

   

Individual 

verifiability 

    

Universal 

verifiability 

 

       

   

Coercion 

resistance 

 

       

     

      

  

Third Trusted 

Parties (TTP) 

        

      

TABLE 1 - IMPROVED FOO MODEL SCHEME RESULTS FROM ZOHU ET AL. (2019) 
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Literature Review 

Brazilian Electoral System 

 

Introduction 

Brazil is a country with continental size within a population of more than 200 million people 

(Worldometer, 2020) where 147 million are active and able to vote (SEC, 2020a). The Brazilian 

Electoral Justice organizes, supervises, and conducts the elections. They regulate the 

electoral process, the registration of voters and political candidates, as also the counting and 

announcement of the election results (SEC, 2018b). The Electoral Justice is formed by two 

electoral bodies, judges, and electoral boards. The maximum and highest electoral body is 

the Superior Electoral Court (SEC); under a lower level we have the 27 Regional Electoral 

Courts (RECs) which are responsible for the administration of the electoral process for the 

states and municipalities. All electoral bodies are established by the Federal Constitution and 

by the Electoral Code (Law No. 4,737, dated 07/15/1965) (SEC, 2018c, 2019a) 

 

The act of vote in Brazil has changed a lot over the years. Since the Imperial age and in the 

early years of the Republic, there was no official ballot. It was possible to deposit - in the 

wooden urns - any paper on which it could be read the candidate's name. The legislation of 

the time even allowed the voter to simply state your choice out loud, in plain sight of all present 

people. (Tribunal Superior Eleitoral (SEC), 2016) 

 

The Brazilian Electoral Justice and the Electoral Code was only created in 1932, bringing 

some improvements for the elections in Brazil. At the first moment, the secrecy of the vote 

was guaranteed with isolated and unavoidable voting cabins, with the ballots being inserted 

in an opaque envelope manufactured by the Electoral Justice.(Cajado et al., 2014; Tribunal 

Superior Eleitoral (SEC), 2016) 

 

The same Electoral Code was created in 1932 previewed and allowed the use of machines to 

vote in Brazil, and many attempts were done to create a machine that could be used for this 

purpose. None of the presented solutions, however, were considered suitable and 

appropriated to offer an accessible and resistant model that could be easily transportable to 

the most distant regions of Brazil and guarantee the secrecy and reliability counting of the 

votes. Such a solution, was only found by the Electoral Justice in 1995. (Tribunal Superior 

Eleitoral (SEC), 2016) 
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Since 1985, the Brazilian government started the process of digitally register all the eligible 

voters and integrate the database between all the bodies that compose the Electoral Justice. 

This process allowed the Brazilian Electoral Justice to start the first pilot election in 1996 using 

the current voting machine model - which was developed with assistance and collaboration 

from a group of specialists in Informatics, electronics and communications professionals from 

the Electoral Justice, the Armed Forces, the Ministry of Science and Technology and the 

Ministry of Communications. (Tribunal Superior Eleitoral (SEC), 2016) 

 

In 1996 Brazil experienced their first electronic voting. The machines were used in all the state 

of Rio de Janeiro and in the capitals and municipalities with more than 200 thousand voters, 

totalizing 57 cities in the country - one-third of the nearly 100 million voters voted via the new 

electronic voting machine in municipal elections. In 1998, two-third of the population voted 

electronically, and in the year 2000 was the mark of being the first national election that was 

made entirely electronically through the so-called "Urna Eletrônica". (Tribunal Superior 

Eleitoral (SEC), 2016) 

 

Below you can see a timeline overview of the Brazilian electoral history until the 

implementation of the electronic voting machine. 

 

FIGURE 4 - BRAZILIAN ELECTORAL SYSTEM TIMELINE 
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The current Brazilian Electoral Process 

The elections in Brazil are held in even years; the vote is direct, secret and mandatory for 

people over 18 and under 70 years old (TRE - RJ, 2020). The mandate for president, 

governors, deputies, councilors, mayors, and state representatives last four years, for 

senators it lasts eight years. The elections for president, vice-president, governor, senator and 

mayor, works with the majority system, which means who receives the majority (51% of the 

votes), is elected. If the candidates do not receive the absolute majority of the valid votes, a 

second-round with the two best candidates is held weeks after the first round. (Aranha & van 

de Graaf, 2019; SEC, 2018a) 

 

Every political party has a two-digit number assigned for them. For elections where there is 

only one candidate per political party, the political party number will be the candidate number 

for the vote - as it happens with the presidential elections. However, for races where more 

than one candidate is allowed per party, the candidate can choose the additional numbers. 

For instance, if the political party “X” has the number 18, the presidential candidate from this 

political party will be represented with number 18. For governors or deputies’ elections, for 

instance, it could be 18123, or 1818 and etc. (Aranha & van de Graaf, 2019) 

The Brazilian electronic voting machine: “Urna Eletrônica” 

According to the Superior Electoral Court (SEC), in their book “Electronic Urn: 20 years in 

favor of the democracy” (Urna Eletrônica: 20 anos em favor da democracia - in portuguese), 

the creation of the Brazilian voting machine was guided based on 8 principles in order to 

guarantee the safety and success of Brazilian elections. The eight guidelines are: 

 

1. Universal Solution: to register the vote using the candidate or political party 

number. 

2. Compliance with the current legislation: the voting machine has to be possible to 

update ensuring that the machine will always be up to date despite possible 

electoral legislation changes. 

3. Friendly interface: the equipment must be easy to use from the voter perspective, 

with the candidate's picture visualization on the screen, before the confirmation of 

the vote. 

4. Lower cost: economically viable project, due to the high number of polling 

stations. 

5. Durability: The possibility of use in several elections, reducing the cost 

6. of the elections. 
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7. Security: Elimination of the possibility of fraud in the voting register and in the 

counting votes and telling results. 

8. Ease for logistics: a small, robust, lightweight, easy to storage and transport. 

9. Autonomy: use of a battery in places where there is no electricity. 

 

Taking into consideration these 8 guidelines, the Brazilian Electronic Urn was created. Over 

the years, the machine received improvements. It did not change much from the main 

aesthetic principle. However, since the first model in 1996, the e-voting machine had 

improvements. An audio output option to improve accessibility was added, the operating 

system changed from Windows CE to Linux, a biometric device for authentication was 

implemented, as other smaller features and software adjustments were done. (Aranha & van 

de Graaf, 2019; Dias et al., 2018; Tribunal Superior Eleitoral (SEC), 2016). In the picture 

below, you can see the appearance of the current Brazilian e-voting machine and their 

features/characteristics. 

 

 

FIGURE 5 - ON THE LEFT, THE ELECTION OFFICIAL TERMINAL TO AUTHENTICATE THE VOTER, AND 

ON THE RIGHT, THE VOTING MACHINE. 

 

The Brazilian voting machine is a simple micro-computer designed specifically for Brazil, 

taking into consideration their socio-economic aspects and electoral system model.(Tribunal 

Superior Eleitoral (SEC), 2016) The machine is a compound of two devices, the one in the left 

of the image is the external terminal device which is made of a biometric reader, keyboard, 

and a small screen. This device is used to authenticate the voter at the voting poll station. The 

authentication can be done by fingerprint recognition or using the official Brazilian ID card to 

confirm the voter identity. The expectation was for the 2020 elections to be the first election 
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with all the authentication done through the biometric reader, however, due to the COVID-19, 

the SEC suspended the use of the biometric reader. (SEC, 2020b) 

 

The device on the right of figure 4 is the voting machine itself. The electronic urn has a screen 

to display the candidate picture and guide the voter through the voting process, a braille 

keyboard, and three major buttons. The white button called “branco” means that the voter has 

no preference for any of the candidates and will submit a blank vote, the red button called 

“corrige” works as backspace in case of a typo, and the green button called “confirma” submit 

the vote(TRE - RJ, 2020). In the illustration below, we will describe the technology behind the 

Brazilian voting machine. 

 

FIGURE 6 - THE BRAZLIAN ELECTRONIC VOTING MACHINE SEEN FROM THE BACK - RETREIVED 

FROM (TRIBUNAL SUPERIOR ELEITORAL (SEC), 2016) P. 32. 

 

1. Memory of Results: This is a sort of pen drive with a different shape format for easier 

insert in the machine. 

2. Embedded Printer: Used for printing the partial results and the receipt (boletim da 

urna) attesting that the machine is empty and no votes were cast before the election 

started. The paper used can last for 5 years. 

3. Power chord: Power supply for the machine and the external battery. 

4. Internal battery: Power supply to generate energy up 13 hours in the event of a 

power blackout or to use in remote places without electricity. 

5. External battery:  Redundancy power supply in case the energy and the internal 

battery runs out of energy. It can generate energy for the machine up 13 hours. 

6. Flash Memory: Work as a backup memory in case of the “memory of results” fail. 

7. USB port: The machine has two USB ports that can be used as a backup of the 

recorded data. 
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8. Audio output: To assist visually impaired voters. 

 

It is important to emphasize that the voting machine does not have any network adaptors and 

therefore has no access to the internet, wired or wireless. 

The technology behind the Brazilian e-voting machine 

 

The software characteristics  

“Breaking just one pencil is easy, but breaking more than a dozen at once  

requires more than the normal strength.”  

(Tribunal Superior Eleitoral (SEC), 2016) 

 

That is how the SEC describes the safety of the Brazilian e-voting machines. In their book 

written in 2016, the Electronic Urn: 20 years in favor of the democracy, the authors describe 

that exists more than 90 software systems designed to work as safety layers for the machine, 

and together with the unique cryptographic hardware that can only accept the SEC’s software, 

the chances for tampering the machines - especially in the very short time of data transmission 

- is highly unlikely.(Cajado et al., 2014) 

 

All the software used for the voting, counting and tallying results are sealed and digitally signed 

at a public event - required by law -, with a joint participation from political parties, electoral 

judges, and public ministers. In this event, a hash is generated from the software acting as the 

identity of the sealed software, and if any character of the source code is changed it will be 

incompatible with the original software, thus not possible to use in the machines. Furthermore, 

the software is coded to only accept votes during the election time. (Aranha et al., 2019; 

Cajado et al., 2014) 

 

Once the software is approved by all the involved in the public ceremony, the software is 

frozen, compiled and distributed electronically to the SEC branches a few days before the 

election. The SEC branches then generate the install cards (memory cards) containing the 

last and updated software. These later are distributed across multiple states in Brazil where 

the machines are stored in between elections. According to Aranha et al. (2019) each memory 

card installs up to 50 voting machines.  Additionally, the voting machine has a boot self-check 

system to guarantee the file integrity before the software installation.   
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The hardware characteristics  

The Superior Electoral Court (SEC) has the control of the project for the machine; meaning 

that the organizations who manufacture the hardware components and assemble the 

machine, according to the SEC, have no conditions to use the machine without their 

authorization. Additionally, when the e-voting machine is ready to use, it receives a special 

security seal manufactured by the Brazilian Mint, which gives evidence of any violation 

attempt. (Dias et al., 2018; Tribunal Superior Eleitoral (SEC), 2016) 

 

The e-voting machine has no network adaptors, whether wired or wireless, working as a 

simple Direct Recording Electronic (DRE) voting system (Aranha & van de Graaf, 2019). 

Isolating the machine from the internet is a way to prevent any attack via the internet or 

remotely. Furthermore, the embedded printer can be used to print a log for audit the machine 

and also to print the “zeréssima”, a paper receipt that no vote was cast in the machine before 

the election starts. Lastly, as mentioned before, the machine has a biometric reader device 

embedded in the electoral administrator terminal. (Tribunal Superior Eleitoral (SEC), 2016) 

 

The Brazilian E-voting Machine: Software and Hardware characteristics overview 

Software Hardware 

● Unique hash for the software that 

cannot be changed 

● Cryptographic hardware – only possible 

to run SEC official software 

● The software is coded to only accept 

votes during the election time 

● Security seal manufactured by the 

Brazilian Mint to avoid fraud 

● +90 security software layers ● No Internet connection 

● Uenux operating system  

(SEC Linux version) 

● Embedded printer to print a receipt 

attesting “zero votes” cast in the 

e-urn before election 

● Self-check boot file integrity system ● Biometric authentication 

TABLE 2 - THE BRAZILIAN E-VOTING MACHINE: SOFTWARE AND HARDWARE CHARACTERISTICS 

OVERVIEW. SOURCE: (TRIBUNAL SUPERIOR ELEITORAL (SEC), 2016) 
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The voting procedure on election day 

 

According to (Aranha & van de Graaf, 2019; Tribunal Superior Eleitoral (SEC), 2016), these 

are the procedures on all polling stations across the country on elections day: 

 

A. Between 7am and 8am the election officials print out the zero tape (“zeréssima” in 

Portuguese). This is an official document attesting that there are “zero votes” inside the e-

voting machine before the election starts. After assuring that the machine is “clean”, the poll 

worker opens the voting session typing a command in the election official terminal. 

B. The voter provides the identification to the electoral official. In the past elections the 

authentication could be done using the Brazilian ID card or by the biometric reader in the 

election officer terminal. The SEC’s goal was for the 2020 Elections to have all authentication 

done with the biometric reader to improve safety. However, because of the COVID-19 situation 

and the sanitary conditions, the biometric reader use will be suspended. The use of such a 

device would result in longer queues elevating the risk of voter’s contamination. Furthermore, 

the hardware is sensitive and not very resistant to constant cleaning products use - what is 

not the case for the keyboard in the voting machines.(SEC, 2020b)  

C. After the authentication, the voter can go to the private cabin to vote in secrecy. The 

voters have until 5pm to cast their vote. After that, the election official closes the voting 

session. 

D. At the end of the voting session, the election officials print out the poll tape (“Boletim 

de Urna” in Portuguese) from the voting machine containing the candidate’s total votes per 

machine. 

E. This document is then signed by the present election officials, distributed between 

inspectors from political parties and then posted in a visible and open location at the polling 

station. 

F. After that, the voting machine generates and save the digital version of the poll tape 

containing different types of audit data files: a Digital Record of the Vote (DRV), a shuffled list 

of the votes, and a chronological record of events (LOG). These files are then digitally signed 

and stored in the “Memory of Results”. 

G. The machine has the security seal violated by the election officials in order to collect 

the Memory of Results. To later on, be transmitted to the centralized tabulation system 

throughout a VPN running on a custom GNU/Linux. 

H. The partial results are then received and counted at the central tabulator and hours 

later, the official result of the election is declared.   
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The debate about the safety of the Brazilian Elections and the E-voting machine 

 

The Brazilian Electronic Voting Machine (Urna Eletrônica) is treated with pride by the SEC. 

The digital urn is a result of the informatization of the electoral process developed exclusively 

for the Brazilian reality. Because of this, the Brazilians now can know who won the elections 

even before midnight on election day. Not only saving time - that was previously spent on 

several days of counting - but also saving resources.  

The great advantage of the electronic voting machine, according to the SEC, is its different 

securities mechanisms, which prevent tampering and guarantee the secrecy of the vote. The 

impossibility to identify the voter together with the isolation from the Internet or any other 

network device, turns the machine a reliable instrument against violations in the various 

phases of the voting process.(Tribunal Superior Eleitoral (SEC), 2016) 

The SEC argues that although the voting machine is widely criticized by the media, it can be 

considered one of the safest voting machines used today. The electronic voting machine 

enabled the elimination of various types of fraud and human errors existing in the old electoral 

process, such as duplicate votes and the exchange of ballots during the counting, among other 

problems.(Cajado et al., 2014; Tribunal Superior Eleitoral (SEC), 2016)  

 

The Public Security Tests 

In order to increase the trust and provide a more transparent and safe elections, since 2016 

the public security test - or hacking challenge, became a mandatory routine before each 

election as determined by Resolution-TSE nº 23.444 / 2015. (SEC, 2019b; Tribunal Superior 

Eleitoral (SEC), 2016) These public security tests allow IT security experts, academic 

institutions and public bodies to attempt to corrupt the internal and external components from 

the e-voting machine in order to discover system vulnerabilities, the possibility of violation of 

results, and breaches of the ballot secrecy and integrity. (Aranha et al., 2019; Tribunal 

Superior Eleitoral (SEC), 2016) 

 

According to the SEC, the first edition in 2009 allowed them to identify and improve issues on 

the voter keyboard hardware. The second edition occurred in 2012, and vulnerabilities related 

to the voting shuffle system were identified and fixed. (Electoral Justice, 2020a) From (Aranha 

et al., 2013) report paper, Prof. Aranha and his team found 6 issues during the 2012 challenge 

despite all rules and environmental restrictions. Among them, the insufficient ballot secrecy 

security where the authors explained that despite the votes cast in the machine are stored 

randomly, using the public files from the machine and basic knowledge of the source-code it 
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was possible to “trackback” the voters' identity and discover their vote’s choice, thus breaking 

the secrecy and anonymity of the system. Furthermore, the inadequate encryption, where the 

same cryptographic key was used for all system files and the antiquated algorithm practices 

used - among other vulnerabilities -, were considered critical vulnerabilities and reported in 

the paper. 

 

The output from the 2016 event was improvements in the audio system designed for visually 

impaired voters and a stronger algorithm referred to the receipt printed from the machine 

called Boletim de Urna.(Electoral Justice, 2020b) From the public security test event placed 

in 2017, the SEC reported that 13 attack plans were tested, ten attack plans were executed, 

and only four attacks had shown vulnerabilities that were taken into consideration and served 

for the system improvement.(Electoral Justice, 2020c) 

 

From the report paper “The Return of Software Vulnerabilities in the Brazilian Voting Machine” 

written in 2019 by Diego Aranha and his team, again, successfully hacked and reported 

vulnerabilities in the Brazilian voting software says “During the event, multiple serious 

vulnerabilities were detected in the voting software, which when combined compromised the 

main security properties of the equipment, namely ballot secrecy and software integrity.” 

(Aranha et al., 2019, p. 2). From the vulnerabilities found, we can highlight the exposure of the 

cryptographic key from the voting machine media in the source code inspection environment, 

in other words, the key included in the source code has not been removed from the inspection 

environment, so it was possible to extract cryptographic keys from the installation card. A 

similar issue was already reported in the 2012 Security Public Test, which brings concerns 

about the efficiency of SEC to fix the discovered vulnerabilities; and the absence of a 

complementary digital signature in two software libraries, as a result, it was possible to insert 

and execute arbitrary code in the software to indirectly modify the software behavior. (Aranha 

et al., 2019; Electoral Justice, 2020c) 

 

The last Public Security Test organized by the SEC occurred in November of 2019, however, 

until the time that this paper was written, no official report about the test results were released. 
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Italian Electoral System 

Introduction 

Italy is a unitary parliamentary republic with a multi-party system; divided into 20 regions, the 

country houses ca. 60 millions of people (Istat, 2020) 

The executive power is exercised by the Council of Ministers, a team of specialists led by the 

President of the Council; this team is formed directly by its President once he obtains the 

permission from the President of the Italian Republic and the approval of the Parliament. 

 The Parliament exercises the legislative power, is divided into Chamber of Deputies and 

Senate of the Republic and is elected by the people; the latter express votes towards single 

representors or whole lists and, according to the results, the seats in Parliament are assigned 

in a mix of majoritarian and proportional system (Ibid). 

The last 80 years of the Italian history have been characterized by political instability without 

precedents: in this period, indeed, around 60% of the prosecutors have not managed to 

conclude their ministerial mandate (Battegazzorre, 1987).  

The sudden interruption of each one of these mandates has of course a different motivation, 

but in general the real cause of this perpetual instability seems to be amenable to an inefficient 

electoral system: aiming to represent the willing of the Italian population and to offer to a 

chosen team the possibility to govern the whole country, the electoral law has attempted 

different mixes of majoritarian and proportional systems, without unfortunately succeeding. 

(Desantis, 2019) 

Wide lists, low barring clauses and unequal prizes of the majority have been too often criticized 

and blamed for having created so much uncertainty.  

The last 15 years, since the approval of the law n. 270 of the 21 December 2005, have included 

three different electoral laws, definitely reflecting the consequences of such a long period of 

instability. 

The first two, n. 270 a.k.a. “Porcellum” (Gazzetta Ufficiale, 2005) and n. 52 of the 6 May 2015 

a.k.a. “Italicum” (Gazzetta Ufficiale, 2015), placed the opportunity to reach the success of a 

party/coalition on the Majority Premium System (MPS). This system rewarded the 

achievement of the majority with a large number of additional seats in the Parliament. 

Eventually declared unconstitutional (sentence n.1/2014), the Porcellum has only been tested 

once, while the “Italicum”, despite its approval, has been repealed before the next elections. 

The MPS aroused wide disapproval since its mechanism couldn’t really ensure an equal 

distribution of the seats in Parliament true to reality.  
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On November the 3rd 2017, the law n. 165 has been approved and applied the first time on 

March the 4th 2018 (Gazzetta ufficiale, 2017). Known as “Rosatellum bis”, the still-in-force 

electoral law distributes the preferences of the electorate in two different ways: 37% of the 

seats in Parliament are assigned to the list that gained the majority of the votes on a national 

scale; the remaining seats are distributed to the rest of the parties in a proportional way. All of 

the lists that don’t reach the 3% of the votes on the national scale are automatically excluded. 

The voter is able to express his preference on a voting paper, by marking an individual member 

of a list or the list itself in its totality. Of course, by voting a list, the voter gives support 

automatically to the member of the list elected in a single-member constituency and vice-

versa. 

 

FIGURE 7 - ELECTORAL PAPER FROM 2018 

Art. 48 of the Italian Constitution 

 

According to the second comma of Art.48, “the vote is personal, equal and secret. Its exercise 

is a civic duty” (Costituzione della Repubblica Italiana, Parte I Titolo IV). Voting is of course a 

right and a civic duty of all of the citizens that have turned 18 years old, with exceptions of civil 

incapacity and specific criminal penalties; the government takes care of the requirements and 

modality of elections, and ensures the validity of votes of the Italians living abroad.  

The characteristics of the vote must be the following: 

- Personal, as the citizen must go personally to the place of vote and identify himself. In 

case of disability, he or she can be accompanied by a third person. The power of attorney 

is not valid; 
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- Equal, as every vote counts the same of all of the others. Every citizen that meets the 

requirements is able to vote only one time; 

- Secret, as the citizen has the right to not communicate his or her preferences, to avoid 

persecutions. The vote must stay secret only at the moment of the expression, so that it’s 

impossible to date back to the voter from a voting paper. Any paper that doesn’t fulfil this 

requirement is automatically blanked. It’s possible for the voter though to publicly express 

his or her preferences in any moment before or after the vote. 

 

According to these modalities, the electoral body is entitled to express its judgment towards 

the election of the leaders (on a national scale in political elections, and territorial scale in local 

elections) and its opinion on general matters (through referenda). Democracy is the current 

form of government that aims to guarantee the direct preference of the Italian people (Ibid). 

Electoral legislation 

 

Each citizen in Italy is subscribed to a specific district according to his residency. The 

predefined site where he or she is supposed to vote is written on the personal voting card. 

(Decree of the President of the Italian Republic, 1960) 

At the polling station, usually located inside school buildings, the staff delegated by the 

government manages the casting and counting of the votes: a president, a vice-president, a 

secretary and a variable number of poll-watchers (Ibid, 1967) 

The voter must go to the polling station with his voting card and an identification document 

that has not been expired for more than 3 years. The vote by proxy is prohibited. Citizens not 

able to walk can, however, vote in any other polling station without architectural obstacles 

(Ibid, 2000) 

He or she can express his or her preference by writing on the appropriate ballot given together 

with a pencil; the vote must happen inside a cabin that can guarantee the privacy of the voter. 

It’s not permitted to bring a camera, cellphone or any other device able to take pictures or 

record videos. However, the citizens don’t get searched before entering the cabin (Ibid). 

Citizens with serious ailments, amputated hands or blind have the right to be accompanied by 

a third voter, that will express their preference in front of them. Only citizens whose life 

depends on electro-medical devices can ask to vote from their home (Ibid 1960). 
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All of the Italians living abroad and in possession of the right of vote can vote by post mail, but 

only for political elections and referenda (Ibid, 1967). If the country of residence doesn’t allow 

this practice, the Italian government cannot guarantee the exercise of the right. 

Serious misconducts, like showing up without being in possession of the right of vote or trying 

to vote multiple times can be addressed through criminal and administrative sanctions, 

including the temporary or permanent interdiction by public offices and suspension/revocation 

of the right of vote (Ibid, 1960). 

After having written the preference on the ballot, the voter must deliver the paper and the 

pencil to the president, who inserts the vote publicly in the voting box (Ibid). 

The casting and counting of the votes is a duty of the delegates at the polling station. The 

Italian law states that each vote must be recognized every time it’s reasonably possible to 

interpret the will of the voter; however, the vote must be declared void in case the ballot (Ibid, 

2000). 

Referendum of 24/7/2017 

 

By signing the Decree n.745 of the 24th of July 2017 (President of Lombardy Region, 2017), 

the president of Lombardy region Roberto Maroni has called the citizens for a consultative 

referendum. The regional population has been demanded to express its opinion towards an 

increase in the autonomy of the whole region from the rest of the nation. 

This will represent forever in the history of Italy the first attempt of electronic voting on a 

regional scale, and unfortunately, also the first failure. 

Hired to take care of the whole infrastructure, the American company Smartmatic is today 

world leader in secure, accessible, transparent election technology and support service 

(Smartmatic Official Website, 2020). 

By collaborating with different states around 5 continents in the world, they’ve successfully 

offered digital infrastructure for voting on various scales, with 0% data breaching rate. 

Smartmatic has assisted the whole referendum through the following systems:  

- Election Management Platform (EMP): This intuitive platform was designed to guide 

election administrators through the process of managing the election. For the referendum, 

the EMP comprised four main components: election’s configuration, results management, 

turnout management and results publication; 

 



39 | Page 
 

- Election Configuration System (ECS): An application that generates all the data needed 

to conduct an election, from candidate nomination to voting machine configuration. In 

Lombardy, ECS was used to configure all the voting machines and connected 

technologies; 

 

- Results Management System (RMS): Results were securely transmitted from the 

consolidation centers to the central database. The RMS' stringent security mechanisms 

guaranteed the integrity of results; 

 

- Turnout Management System: Each municipality was able to monitor voter participation 

during the referendum;  

 

-  Election Night Reporting (ENR): Smartmatic recognizes that the timely delivery of 

accurate election results is key to the credibility of any modern democratic process. ENR 

offered authorities the possibility to post results on the web in near real-time. 

 

In the specific case, Smartmatic has offered an applicative installed on a system Ubuntu 14.04 

LTS, with kernel 4.12.0, and modules to WiFi and Internet access disabled. 

 

The activity of Code Review (Emaze S.p.a., 2017), performed by the company Emaze S.p.a. 

has not identified any issue of direct security; moreover, the platform offered by Smartmatic 

has been evaluated as conforming towards the context of usage within the purview of 

electronic voting. 

 

The following aspects have been successfully fulfilled: 

- Anonymity of the voter 

- Uniqueness of vote 

- Integrity of electoral data 

- Correctness of the counting of the results 

 

In spite of the large investment of 23 million of Euros, the results of the first electronic 

referendum in the history of Italy have not reached the desired outcome. While the region of 

Veneto was already celebrating the achievement of quorum (that had called its population to 

the same kind of referendum on the same day, but using the traditional method of paper 

ballots), Lombardy has waited for 13 additional hours in order to count the votes of its 

inhabitants and publish the results. As stated by President Maroni, some issues related to the 
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scarce competence of the people hired to run and monitor the single election polls have 

caused malfunctioning of the system and consequent delays. The final results have been 

claimed to be 100% transparent and free from every risk of hacking (Mackinson, 2017). 

 

As stated on Repubblica (one of the major Italian newspapers), one of the major news 

organizations in the country, the poll watchers and the presidents have been detained at the 

locations until 3 a.m., unleashing the rage of the public opinion. 

 

Apart from the efficiency unsuccess, Roberto Maroni has apologized for the unjustified amount 

of money dedicated to the whole campaign (50 million of Euros): meant to be an investment 

for the next elections and eventually used by the students in the schools, the 23.000 tablets 

purchased for the elections result now of difficult usage. 

 

Defined “Slow, heavy and clumsy”, the tablets cannot support many software fundamental for 

students’ education, and their very poor tactile feedback underlines the problems caused by 

the operative system Ubuntu, preferred up front to other common systems to save money on 

licenses (Romandini, 2018).  

The first experience will definitely remain in public opinion’s memory for a long time as a 

negative attitude towards the implementation of an electronic system meant to assist the 

process of voting on a regional scale. Even though all of the issues have been traced back to 

the poor competence of the staff hired and the scarce entrepreneurial spirit of the governor, it 

will be hard to give more chances of experimentation in the future. 

The Italian Diaspora 

 

The Italian population has faced various moments of deep economic crisis in the last 300 

years. 

Starting from the half of the 19th century, a huge amount of Italians (mostly from the south) 

have voluntarily abandoned their land of origin to seek job and life opportunities both in the 

north of Italy and outside the country. In 1985, the number of Italians living abroad including 

the generations born abroad and in possession of citizenship amounted to 18.725.000 (Rete 

Civica Milano, 2017). 

In the beginning of the XXI century, coincidently with the Great Recession of 2007, a new 

phenomenon of emigration has interested the whole country, especially young students and 

freshly graduates. According to AIRE (Anagrafe Italiani Residenti all’Estero), the registry office 
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for Italians living abroad, the number of citizens living outside the country increased from 

3.106.251 in 2006 to 4.973.942 in 2017, an increment of around 60% (AIRE, 2007). 

After 2007, the numbers have kept increasing steadily, as more and more citizens are leaving 

the country without coming back. The following chart, taken from the Home Office Secretary, 

shows the number of Italians (in thousands) who have recently moved abroad. 

 

FIGURE 8 - NUMBER OF ITALIANS CITZENS (IN THOUSANDS) WHO HAVE MOVED ABROAD. 

 

Bianchi, has publicly presented the report about data collected on economics and society in 

south Italy. The information collected by SVIMEZ, a, ONG focused on the development of 

industry in the Mezzogiorno (the formal name for the Center and Southern Regions of Italy), 

showed how the increasing gap between GDP of North and South Italy is fastly changing the 

demographic structure of the country (Bianchi, 2019). The increase of unemployment and the 

disinvestment in the South is forcing the population to move to bigger cities or even Northern 

regions to look for jobs. Today, in fact, 25% of the employees in the South of Italy earn low 

salaries and are at risk of poverty. Deruralization seems to be the biggest concern, as small 

Southern towns with less than 5000 inhabitants have lost more than 250.000 citizens in the 

last 15 years. The future perspective for the Mezzogiorno is an important loss of workforce 

that in the long term represents an unsustainable scenario for the whole country. 
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Coronavirus pandemic in 2020 

 

On January 30th of 2020, the first two cases of SARS-CoV-2 were confirmed in the city of 

Rome. In the very next days, different outbreaks of influence have been registered in the 

northern regions of Italy, starting to generate concern about the entity of the contagions. This 

was only the start to what would have become the COVID-19 pandemic, the most dramatic 

worldwide pandemic after the HIV epidemic, started in the 80’s and nowadays still diffused in 

all of the countries. 

After two months of vertiginous growth of the number of cases, the Italian government has 

imposed the start of Phase 1 of lockdown by emitting the Decree “#IoRestoaCasa “ (“I stay at 

home”), and extending the lockdown to all of the Italian regions (Decree of the Government of 

the Italian Republic, 2020). Until the early days of May 2020 the whole Italian population 

(except for the workers involved in fundamental supply chain, hospitals and other important 

businesses) has been forced to respect the lockdown and to not leave home except for 

motivated reasons, heavy penalty fines and even criminal convictions. 

The cause of such a dramatic decision, not always found in the politics of the other European 

countries, has been mainly to contain the number of infected in order to preserve sanitary 

facilities from total collapse. 

The end of May 2020 was designed as a deadline for regional elections in seven different 

Italian territories: Veneto, Liguria, Campania, Tuscany, Marche, Apulia and Aosta Valley. 

Due to the lockdown Decree, these elections have been postponed to a range of dates within 

the end of September 2020 and the 15th of December 2020. In all of these regions, strong 

controversies have emerged and questioned the government's decisions and ability to 

manage the pandemic’s consequences. The same destiny has been suffered by the 

referendum on the cuts of the number of parliamentary seats in both Chamber of Deputies 

and Senate. The latter has been rescheduled for September the 20th. 

Enterprise Contact Group 

 

Born in 2005, ECG has been the first company in Italy offering a real innovation to municipal 

communication structure. After the Decree n.135 of April 2008, the necessity of reduction of 

paper used in the Italian municipalities called the company to develop the “first multimedia 

communication service center dedicated to the Public Administration” (Enterprise Contact 

Group Official Website, 2020). 
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Their mission, apart from guaranteeing an excellent service to achieve the maximum 

satisfaction of the consumer, is especially to protect their clients and their privacy. Being 

working mostly as a B2G company, their successful platform has been quickly implemented 

over the whole national territory. 

Valentina Flaminio is the former CEO and Founder of ECG. Corporate lawyer specialized in 

International Business and Data Protection, Flaminio has been ready to catch the opportunity 

generated by the Covid-19 epidemic. 

The government's perspective on postponing the regional elections of May 2020 has pushed 

Flaminio and its company to develop a high-security platform as an alternative to the traditional 

paper ballots, at the moment impossible to access. As stated by the CEO: “our system records 

the entire session with a certified forensic acquisition software (to be clear the technology that 

certifies 100% data transmission on a PC, WhatsApp etc…which is used in court) saves the 

logs and takes a photo of the voter. Record a video voting statement of the voter which is 

compared with that resulting from the logs. After that it issues a receipt with protocol, and only 

in case of appeal to the TAR are the receipt given for control. In this case, the TAR randomly 

checks whether the tax code of the declarant, resulting from having voted for a party, concurs 

with his video declaration. Of course, this possibility is optional. The voter decides whether to 

do it or not.” (See Appendix, Valentina Flaminio Interview) 

Claimed to be logically infallible and out of any possible calculation error, ECG system has 

exploited its inventor fame to capture the attention of the Italian government. 

However, due to a mix of issues, mainly traceable to the excessive intrusiveness of the 

recognition system and at the same time the uncertainty about the duration of the lockdown’s 

Phase 1, the Enterprise Contact’s platform has been set aside. 

Valentina Flaminio has expressed her disappointment towards the poor judgment of the 

government: “They identify us with SPID with the CIE and other systems. At the airport they 

identify us with a photo and a fingerprint…why is remote identification good for so many issues 

but not for this one?”. She also mentioned how the referendum in Lombardy had been planned 

and executed, without major opposition from the public opinion, if not after experiences the 

issues related to incompetent personnel. 

This is an example of how a secure platform, capable of gathering the vote of an entire nation 

from remote in a context where democracy is endangered by negative externalities, has been 

rejected by the lack of trust and inclination towards innovative systems.  
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Bits or paper: Which should get to carry your vote? 
 
Jan Willemson is a Senior researcher employed at Cybernetica, an intensive R&D ICT 

company mostly offering its services to the Estonian government. Among the multiple 

successes, it’s worth to remember X-Road (platform of exchange of data between citizens and 

municipalities) and, of course, the i-Voting platform (Cybernetica, n.d.) 

Estonia has been the first country in the world to switch to a fully Internet-based voting system. 

Unlike many other countries, where digital innovation has only reached the collection of the 

votes, the Estonian i-Voting system is an elegant, safe and simple solution. 

Cybernetica, the developer and supplier of the infrastructure, has successfully accomplished 

the task to deliver outstanding performance to the Estonian population, making the 

government saving the equivalent of 11.000 working days only in the last elections (e-Estonia 

Official Website. (2020). Some of the credits also go to the companies managing the Digital 

Business Register (Nortal) and the Government Cloud (Ericsson, OpenNode and Telia among 

the others). 

99% of the public services provided by the government are fully available as e-services, and 

the interoperability of the different services (managed through the software X-Road) offers the 

equivalent of 844 years of working time every year (it supplies the workforce of 844 employees 

every year).  

Apart from having an excellent and cutting-edge public infrastructure that allows many 

convenient features (e.g. digital signature and recognition, self-driven vehicles on public roads 

and extremely fast tax and business services), the Estonian government put the most of its 

trust in the Keyless Signature Infrastructure Blockchain, firstly developed by Estonian 

cryptographers. 

This technology prevents any modification to the register’s history, so that any hacker attack 

or even internal attempt to modify the latter becomes mathematically impossible.  

The KSI Blockchain is the pillar for many services nowadays fundamental for the citizens: i-

Voting, Healthcare Records and e-Banking would not exist if not thanks to the hash tree 

characterising it.    

 

In his paper of 2017, published on the Journal of Information Security and Applications, 

Willemson offers a risk/benefit comparison between the traditional paper ballot voting systems 

(still adopted in the majority of the regional and national elections worldwide) and all of the 
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digital solutions that have been experienced until now, from the Estonian case in point to more 

moderate implementations. 

Willemson claims in particular that the online solutions available nowadays are not free from 

known and unknown risks; however, the traditional paper ballots system does not fulfil either 

the requirements to avoid these threats, and at the same time don’t offer many benefits 

contributed by the former. 

While Internet-based solutions would offer huge improvements against absentee ballots due 

to Expats and disabled people, the paper ballot has been developed during the centuries to 

be a decent and acceptable system that still bears some threats and inefficiencies only justified 

by historical experiences. Moreover, the critical amendments that such solutions would make 

in the political field would definitely negatively affect some of the stakeholders: the speed and 

the cost-efficiency of a digital system could dramatically change the way of doing political 

campaigns and therefore lose the blessings of the political parties. 

This feeling of security (as named by Willemson) survives, besides the historical experience, 

also in the legacy system concern. The downstream flux of innovation is prevented by the 

perceived benefits that the traditional paper ballot has in the elections, that is still able to 

guarantee a good performance in the vote collection. The cost of the implementation of a 

digital solution, not necessarily replacing the existent one, today doesn’t justify the 

investment’s choice in most of the countries: while the benefits are indisputable and the risks 

not considerably bigger than the actual ones, governments are stuck in old and obsolete 

practices.  

The author argues that paper ballots have reached a sufficient level of security only after 

centuries of metamorphosis: changes of the environment and the advent of new threats have 

carved the systems that we know today. By saying that, Willemson automatically claims that 

electronic voting has no means to receive a different treatment: since it’s not perfect, its 

gradual implementation and modification over time are its chance to be improved until 

satisfaction. Without having it on trial, it’s impossible to forecast which will be the necessities 

of the users and the risks for the platform. 

Another important topic treated by Willemson is the secrecy of vote. Meant to be a right of the 

voter in most of the modern countries, it is nevertheless interpreted in the same ways. 

Countries like England, Singapore or Nigeria have decided to make the single paper votes 

traceable and attributable to the actual voter. This process is made of course really 

complicated and requires access to the castings in different layers. The reason of this choice 

bears in the possibility of failure of the authentication of the voter, that may find his or her vote 
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already submitted by a third individual without their consent or awareness. The author calls 

this an excellent example of the feeling of security towards the government, where the trade-

off between the rights of the voter and transparency can offer different perspectives. 

Verifiability is the possibility to access information and monitor it at different stages of the 

process. In our case, it can have two different meanings: 

- Individual verifiability, meant as the ability of the single voter to track his or her vote 

through the stages of the election. The voter can this way be sure that his or her 

preference has been registered as desired, not declared void or, even worse, changed or 

misunderstood. Now, because of the right of anonymity of the voter, it’s possible with 

traditional paper ballots to monitor the state of the vote only up to the moment that the 

voting card enters the ballot box. The citizen is therefore able to control his preference 

only up to that point, and there is no way for him to know if his or her card will be validated 

or canceled. 

In an electronic system, it becomes virtually possible to track the vote in all of its stages 

but, of course, not without any risk. A Norwegian electronic voting simulation has been 

based on a feedback of the received information by the system sent to a second device 

(SMS to mobile phone); this solution has been adopted to minimize the chances that a 

malware affecting the main device used for voting could corrupt the verifiability of the 

process. It would be in fact possible for a manipulated software to send back a fake 

confirmation of the received vote and deceive the voter of the correct uploading: the use 

of a second device can erase this possibility. 

 

- Universal verifiability, that is instead the availability of the votes’ count to all of the 

stakeholders. Traditional elections involve a large number of volunteers that deal with the 

citizens’ votes on different stages. This makes very expensive and reasonably impossible 

to be able to check and track all of their movements, as well as their mistakes or malicious 

intentions. (Goggin et al.,2012) 

 

 Every volunteer is often able to influence the count of the votes on different levels without the 

awareness of the other people: it’s an inevitable weakness that compromises universal 

verifiability. A digital platform based on Blockchain is able to track information, make it 

available to all of the peers and at the same time have it mathematically unmodifiable. Even 

though there is still a possibility of modification if more than 50% of the peers agree on that 

(which is also of easy detection as it really sounds like a conspiracy), the preservation of the 

original data is maintained available and restorable over time. 
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Over the document, Estonia has been considered as the exemplar case of a nation adopting 

an Internet voting system. In Willemson’s opinion, the reason why Estonia has adopted this 

solution bears in the evolution of the demographic.  

Estonia, just like the majority of the countries in the modern world, has experienced a strong 

process of urbanization in the last century. Job opportunities and higher salaries have 

attracted people from rural areas to the big cities, redistributing the concentration of the whole 

population. Nowadays, rural areas are decreasing more and more in the number of 

inhabitants, making harder the justification of investments in public services like schools, 

cultural centers and, of course, polling stations. It is not surprising that in Estonia the 

probability that a voter uses the digital platform provided by the government goes up to 50% 

if he/she needs more than 30 minutes to reach the closest polling station (Unt, T. et al, 2017)  

Finally, in the conclusions, Willemson ends up with some recommendations for the sake of 

future generations. Internet voting will be indeed a very near future, inevitable but rich in many 

opportunities. Its early adoption and the correct education of the citizens is a wise practice to 

provide the technology with the time necessary to its maximum improvement. People’s 

reluctant attitude is an obstacle that only time again and culture will solve, as the risks behind 

the adoption of a relatively new technology are definitely over-estimated in comparison with 

the moderate threats that traditional systems suffer. New generations will perceive this risk as 

more moderate, and will be able to successfully adopt and improve the system according to 

necessities. Champion of the i-Voting supporters, Willemson has the goal of raising awareness 

among people and debunk some of the false myths linked to this new technology. 

 

The Blockchain Technology 

The first time that the concept of a secure cryptographic block of chains or “Blockchain” was 

described was in 1991 by Stuart Haber e W. Scott Stornetta. However, only in 2008 through 

the first cryptocurrency, the Bitcoin, created by Satoshi Nakamoto - a mysterious figure that is 

unknown until today if he is an individual or a group of people - that the word and the 

blockchain concept became popular worldwide.(Siqueira et al., 2019) 

Usually the words Bitcoin and Blockchain are always together, which can create confusion 

and misunderstanding and the presumption that they are the same thing. So, it is important to 

highlight the difference between them. The Bitcoin is a cryptocurrency – a type of digital 

currency that works entirely over the internet and uses the Blockchain technology – a 

distributed and secure digital ledger - to store and approve transactions without the necessity 

of banks or a third-party. (Kovic, 2017) 
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Blockchain is a technology that permits data to be stored and shared on a peer-to-peer (P2P) 

basis, meaning that using P2P as communication protocol, each user of the network 

represents a server, sharing computers and devices resources to work collaboratively, a good 

example of this application is the BitTorrent software. (Adam-Kalfon & Selsabila, 2018) 

The blockchain is formed as a “chain of blocks”, where each block contains a time-stamp and 

a piece of information from the previous block (Siqueira et al., 2019). Each block is unique and 

identified by a series of numbers and letters – called hash. If someone tries to alter the content 

of the block, the hash will also change, and as each block are connected to each other, this 

discrepancy of information will be invalidated - unless the entire or majority of the blockchain 

also changes (Adam-Kalfon & Selsabila, 2018; Siqueira et al., 2019).  

Each block is created and encrypted using complex mathematical formulas and to process 

these transactions each member of the network can contribute with computing processing 

power (a process known as mining), and in counterpoint, the miners receive a small financial 

commission (usually in cryptocurrency) or special treatment - depending on the blockchain 

setup. After the mining process, the block needs to be accepted to be added into the chain, 

and this is done by reaching consensus through one of the different existing protocols, e.g., 

Proof-of-Work (PoW), Proof-of-Authority (PoA),  Practical Byzantine Fault Tolerance (pBFT) 

among others. (Adam-Kalfon & Selsabila, 2018; Baliga, 2017; Yuan et al., 2018)  

These features and characteristics; a distributed, decentralized, and trustless – no need to 

rely on third parties – technology is what makes Blockchain one of the best and innovative 

technologies today.  

Types of blockchains 

 

As the world started to get used and understand the possibilities that blockchain can offer, 

new types of blockchain started to emerge, and today we can divide it into three categories: 

public, private and consortium blockchain. (Adam-Kalfon & Selsabila, 2018) 

The public blockchain is, as the name says, open to the public. On this type of blockchain the 

network is open to everyone in the world to join, and all participants can have access to read 

and write transactions, as also validate the blocks. This type of blockchain is considered fully 

decentralized and a good example of public blockchains are the cryptocurrencies, like Bitcoin 

and Ethereum. (Hjálmarsson & Hreiðarsson, 2018).  

On the contrary, the private blockchain has a central authority within the possibility to limit who 

can access, read and write on the blockchain, also being specific on who can verify the 
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transactions internally. This type of blockchain is considered centralized and can be a good 

use for private companies who have target users, and consequently spend less on transaction 

cost and processing power. (Adam-Kalfon & Selsabila, 2018; Hjálmarsson & Hreiðarsson, 

2018) 

As regarding the consortium blockchain, it can be considered a mix between the private and 

public blockchain where the participants are pre-approved, and the user rights and the blocks 

are validated according to predefined settings or rules. Therefore, this type of blockchain is 

considered “partly decentralized” (Adam-Kalfon & Selsabila, 2018) 

There is no better or worst regarding the type of blockchain to use, it will depend on each 

purpose. The public blockchain was successfully implemented on the cryptocurrency payment 

system, where a “permissionless” network allows anyone to participate and contribute to the 

growth of the network, and at the same time doing it without a central authority figure and 

keeping the anonymity of its users. Meanwhile, the private and consortium blockchain can 

offer a perfect solution to companies who want to have more control under the network, 

deciding who can join and who will validate the data but also providing the benefit of an 

encrypted audit trail.  

The differences between the three types of blockchain are highlighted in the table below. 

 Public Blockchain Consortium Blockchain Private Blockchain 

Once blocks are validated 

cannot be modified 

Once blocks are validated 

cannot be modified 

Blocks are validated by a 

central authority and 

therefore can be modified 

Open to any new participant 

New participants and nodes 

are accepted based on 

rules/consensus 

Participants and nodes are 

accepted or chosen by the 

central authority 

All participants can work as 

block validator 

Blocks are validated 

according to predefined 

rules 

New blocks are validated by 

the central authority 

All participants can read the 

data contained in the blocks 

Read rights can be defined 

as public or limited 

The read rights are 

managed by the central 

authority 

TABLE 3 - DIFFERENCES BETWEEN THE PUBLIC, CONSORTIUM AND PRIVATE BLOCKCHAIN 
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Consensus protocols  

 

The blockchain technology is build based on the Byzantine Fault Tolerance principle, meaning 

that the network is able to continue operating if some of the nodes stop communicating or act 

maliciously. To do it, the nodes need to achieve consensus, and this is done using one of the 

many available blockchain consensus protocol (Yuan et al., 2018). In this section, we explore 

some of the most common consensus protocols used on Blockchain platforms. 

Proof of Work (PoW) 

Used on the majority of the cryptocurrencies, such as Bitcoin, the Proof-of-Work (PoW) is until 

today the most well-known consensus protocol. On the PoW, miners (network users) will 

compete against each other in solving complex mathematical puzzles which is difficult to solve 

and require a lot of computational power. When the solution is found, the miner broadcasts 

the result for the network, where the other nodes will verify the validity of the outcome so the 

miner node can be rewarded.(Baliga, 2017; PwC, 2016) 

One of the main concerns about the proof-of-work consensus protocol are linked to the fact 

that the mining process required intensive computer hardware power, and consequently, a 

large amount of energy is wasted on this process, going in the opposite direction that we are 

today concerning the efforts towards sustainable solutions. 

Proof-of-Authority (PoA) 

An alternative solution for the PoW is the Proof-of-Authority (PoA). This consensus protocol is 

a good match for a private blockchain where you limit the access to join the network and the 

network entities are beforehand established, like a group of companies or a government body. 

The PoA consensus protocol requires much less computational processing power because it 

eliminates the cryptographic puzzle used in the Proof-of-Work (PoW). On PoA protocol, there 

is no need for incentives and the creation and validation of new blocks is executed by 

predeterminate nodes. (Hjálmarsson & Hreiðarsson, 2018; Toyoda et al., 2020) 

Proof-of-Stake (PoS) 

The Proof-of-Stake (PoS) algorithm was introduced as an alternative to solve the electricity 

consumption problems from the Proof-of-work (PoW). Although both have the same goal to 

achieve consensus in the network, they do it in different ways. (Baliga, 2017) 

The Proof-of-Stake typically uses transaction fees as reward and users who desire to 

participate on the block’s creation need to lock a certain amount of coins to prove their 
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participation – meaning their stake. The size of the stake can determine the changes to be 

chosen as the next node validator - the higher the stake more chances you have. (PwC, 2016)  

To avoid the situation where the wealthiest node is always chosen to be the validator, the 

Proof-of-Stake (PoS) algorithm uses a pseudo-randomly election process for block creation 

and validation based on a range of factors that can include the staking age, randomization, 

and the node’s wealth. The randomness of the process guarantee that no validator can predict 

its turn in advance. (Baliga, 2017; Garcia-alfaro et al., 2017) 

However, the Proof-of-Stake (PoS) algorithm suffer from a vulnerability called nothing at stake 

attack, this takes place when nodes vote on multiple blocks - as they do not expend resources 

to do so - creating forks on the network to maximize their chances to win the reward without 

risking their stake. This practice increases the number of networks forks and increases the 

time to reach consensus. (Baliga, 2017; Garcia-alfaro et al., 2017). To approach this issue, 

each validator needs to make a deposit in the system, if the network detected a fraudulent 

transaction, the validator node lost part of their stake and the permission to participate as a 

validator in the future. (Garcia-alfaro et al., 2017) 

The Proof-of-Stake (PoS) advantages are the energy efficacy and security. A great number of 

users are encouraged to be the validator since it is easy and affordable, and together with the 

randomization process, it makes the network more decentralized, less complex and less 

computer power needed than the Proof-of-Work (PoW). (PwC, 2016) 

Practical Byzantine Fault Tolerance (pBFT) and the HyperLedger Fabric 

As mentioned earlier, the Byzantine Fault Tolerance is the principle or ability of a distributed 

network be able to achieve consensus correctly despite malicious nodes acting on the system 

or sending incorrect information, and the Practical Byzantine Fault Tolerance (pBFT) is the 

consensus protocol build based on those principles (Baliga, 2017; Castro & Liskov, 1999). 

The Practical Byzantine Fault Tolerance (pBFT) protocol uses the concept of a replicated state 

machine and voting by replicas for state changes, the protocol works in a sequence of views 

where one node is set as the leader and the others as backup nodes (Baliga, 2017). The 

communication is constant between all nodes in the system where all honest nodes come to 

an agreement using the majority rule. For the pBFT protocol to work, the number of dishonest 

or malicious nodes cannot be equal or superior to one-third of all nodes in the network during 

a vulnerability window. (Castro & Liskov, 1999) 

In practice, the leader’s role is to allocate sequence numbers to the client’s request so the 

operations are ordered. First, a client sends a request to the leader node, when receiving the 

request, the leader assigns a number and broadcasts the information to all replicas (backup 
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nodes). To check if the leader node is faulty or not, the replicas notify their peers what is the 

leader’s message, then execute the leader’s request and reply to the client. The request is 

served successfully when the client receives f+1 replies from different nodes and with the 

same result, the “f” represents the maximum number of faulty nodes allowed. (Baliga, 2017; 

Castro & Liskov, 1999; Tung et al., 2019) 

The leader node can be replaced if a certain amount of time has passed without the leading 

node broadcasting the requests, or if the majority of honest nodes suspect that the leader has 

been acting maliciously, replacing the faulty node within the next in line. Like other consensus 

protocols, the more nodes existing in the network, the more secure it becomes. (Tung et al., 

2019) 

The Practical Byzantine Fault Tolerance (pBFT) protocol provides important optimizations, like 

signing and encryption of messages exchanged between replicas (backup nodes) and clients; 

furthermore, as the transactions do not require multiple confirmations, the number of 

messages exchanged is reduced when compared to other protocols such as Proof-of-Work 

(PoW) (Baliga, 2017). 

The Hyperledger Fabric is an open-source collaborative environment for blockchain projects 

hosted by the Linux Foundation, being one the most popular permissioned blockchain platform 

using the Practical Byzantine Fault Tolerance (pBFT) protocol. The Hyperledger Fabric is 

designed for permissioned (private) blockchains where the identities are registered and 

verified by a central registry service. This element of trust between the existing parties mitigate 

the need for a trustless environment that we need on permissionless (open) blockchain 

running Proof-of-Work (PoW), for instance. The Hyperledger Fabric supports smart contracts 

and two consensus models, the Practical Byzantine Fault Tolerance algorithm (pBFT) and its 

variation SIEVE (Baliga, 2017). 

Smart Contracts 

 

Until today we do not have an official definition for Smart contracts, but the concept of this 

important feature is simple to understand and close to what a real paper contract is, but better. 

From the Blockchain Disruption and Smart Contracts paper, written by Siqueira et al. (2019): 

“smart contracts are digital contracts allowing terms contingent on a decentralized consensus 

that is tamper-proof and typically self-enforcing through automated execution.”  

In other words, we can think smart contracts as a contract between two or more parties that 

can be programmed digitally and executed automatically via blockchain according to a set of 

events beforehand established.  It can increase the contractability and facilitate exchanging 
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money, property, shares, among other services in an automated way and conflict-free. (Adam-

Kalfon & Selsabila, 2018; Siqueira et al., 2019) 

On the contrary to paper contracts, smart contracts are irreversible, trackable, and self-

executing based on specific criteria, and doing so, does not depend on a third-party. (Yuan et 

al., 2018) The immutability characteristic of the smart contract can guarantee that once the 

contract has been coded in the blockchain, it cannot be changed. (Baliga, 2017; Kost’Al et al., 

2019; Siqueira et al., 2019) 

Blockchain advantages 

 

Blockchain technology is open to new opportunities and has been changing our world. On the 

previous topics, we explored the blockchain features and characteristics. In this section, we 

briefly overview the key points and advantages of blockchain technology.   

Autonomy: The blockchain can work autonomously according to a predefined set of rules and 

is trustless - no need for a central authority to rule the network. Furthermore, the blockchain 

is designed based on Byzantine Fault Tolerance, guaranteeing that even if nodes malfunction 

or act maliciously, the network will not stop working. 

 

Security: The data is distributed on different servers and locations, securely encrypted stored, 

and shared on a peer-to-peer (P2P) basis. To add new data into the network, it needs to 

achieve consensus between its peers and this can be done by choosing between different 

available consensus algorithms that best suit your purpose. 

Transparency: The blockchain network can be designed to be private or public, centralized 

or decentralized. At the same time, user rights can be defined as public or limited, and it is 

possible for users to audit and track the existing data. 

Automation: Using smart contracts, the blockchain network can automate events to be 

automatically executed and, at the same time, ensuring data immutability. 

Blockchain applications and its use for electronic voting 

 

Due to its characteristics and diverse applications, the Blockchain started to be seen in a wide 

variety and different use cases. It started with the cryptocurrency, but today is spread to areas 

such as supply chain management, Internet of Things (IoT), foreign exchange, digital content, 

financial market, insurance market and many others. (PwC, 2016)    
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The world is evolving fast and taking advantage of the blockchain opportunities, and what got 

our attention was the possibility of using blockchain for electronic voting. We collected data 

from different authors who described on paper, how an election could work using blockchain.  

As the blockchain technology permits to be structured using different applications, we do not 

have until today a “universal” solution regarding using this technology for voting. Thus, each 

blockchain-based voting system proposed by the authors is unique per se. Nevertheless, one 

voting application, the Voatz mobile voting app, is one the few that actually moved from the 

literature to practice, and today can be used on local USA elections. The Voatz app will be 

further detailed explained in the next section. On the table below, you can overview some of 

the different blockchain e-voting models. 

BLOCKCHAIN-BASED VOTING SYSTEMS 

AUTHOR 
BLOCKCHAIN 

FRAMEWORK 

CONSENSUS 

ALGORITHM 

SMART 

CONTRACT 

RECEIPT / 

TRACKNESS 
AUTHENTICATION 

VOATZ (2020) 
Hyperledger 

Fabric 
pBFT Yes 

Paper Trail 

and Email 

receipt 

Mobile Face 

recognition and 

fingerprint 

HJALMARSSON 

AND 

HREIÐARSSON 

(2018) 

Ethereum; 

permissioned 

blockchain; 

consortium-

based chains 

PoA Yes 

Voter can 

track their 

“Transaction 

ID” 

On charge of the 

government 

PATIL ET AL. 

(2019) 

Private 

Ethereum 

Network 

PoW Yes Unknown 
Face recognition or 

Fingerprint 

DEVI ET AL. 

(2018) 
Ethereum PoA Yes 

Voter can 

track their 

“Transaction 

ID” 

On charge of the 

government 

WANG ET. AL 

(2017) 
Ethereum DPoS* Yes Unknown Unknown 

TABLE 4 - DIFFERENT BLOCKCHAIN-BASED VOTING SYSTEMS MODELS 

* Delegated Proofof-Stake Consensus (DPoS) 
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Voatz: A Blockchain Mobile Voting Platform 

Voatz is an American B2G company that offers the infrastructure for a private mobile voting 

application. Voatz has successfully conducted until today 11 official government elections all 

over the United States, plus 69 different smaller events, with the same rate of success. 

 

The infrastructure is based on six features that have represented, since the beginning, the 

workhorses of the company. These features will be better explained further in this paper. 

 

End to end encryption: All of the data are encrypted from the beginning to the end of their 

journey through the platform. The user is able during all periods to check the status and the 

details about his preference. 

Paper trail & secure digital receipts: The various steps made by every single ballot along 

the election are documented with paper trails and secure digital receipts, available to the 

administrators to audit the process. 

 

Blockchain storage: The information is stored in different nodes, distributed strategically and 

geographically according to necessities, in order to preserve the ballots from tampering. 

Biometric verification: Users are identified through biometrics by their own devices, thus 

guaranteeing unique access to private data. 

Risk assessments & audit: Third parties intervene to test the integrity of the whole 

infrastructure against cybersecurity threats.  

Data security & privacy: their partners are specialized in secure identity verification, and all 

of the data are erased after successful identification.  

Security 

Talking about the most advanced services that Voatz is able to provide to a jurisdiction, 

security turns out to be an up to date advantage on the other platforms. Using the background 

of its IT engineers - previously specialized in mobile banking and money transfer -, Voatz 

benefits from a thick net of systems that ensure the lowest possibility of breaches. 

 

Device Security  

In order to guarantee the integrity and safety of the mobile phones used for voting, Voatz 

integrates a licensed technology from Zimperium - a global leader company from the Mobile 

Threat Defense (MTD) segment, who offers mobile device and app security. From this 

technology when a user runs the Voatz voting app three types of tests are performed. 
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The first one is the device vulnerability assessment, on this test, the intention is to search for 

mobile configuration weaknesses suchlike “jailbroken” on iOS or “rooted” on Android. 

Furthermore, any unnecessarily elevated privileges that could lead to malware execution is 

also considered. In case one of these threats are detected, the user will not be authorized to 

use the Voatz application. 

 

The second security measure is the application scan, where a search for apps that have been 

installed and are not digitally signed by Apple or Google will be checked. The last one is the 

network security assessment. On this test, the mobile threat defense tool will monitor the 

network traffic and flag any suspicious connections such as man-in-the-middle attacks (MITM) 

where the attacker secretly makes interference between two parties - in this case, the voter 

and Voatz network. 

 

According to Voatz security whitepaper, the detection of these critical threats will prevent the 

voter from starting with the ID verification or submit their vote. Additionally, all the reported 

threats are reported to Zimperium which will contribute to consolidate their database and 

improve the response for attacks in the future.  

 

Network Security 

All communication between the user’s smartphone and Voatz server are end-to-end 

encrypted, they adopted the NIST-approved algorithm Advanced Encryption Standard 

operating in Galois Counter Mode (AES/GCM) with a 256-bit length key to ensuring ballot 

delivery, also TLSv1.2 protocol to establish both vote capture, the smartphone-to-server and 

server-to-server communications. 

On each mobile phone, a public and private encryption key are created during the use of the 

app. At the same time, Voatz’s server creates a unique public and private key to pair and 

authenticates each voter. All traffic is encrypted - making it unreadable - and transmitted over 

HTTPS. 

  

At the application layer, a SHA256 bit hash with an AES block cipher using GCM (Advanced 

Encryption Standard with Galois/Counter Mode) is combined to encrypt the smartphone-to-

server and server-to-server messages. 
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To avoid data exposure, Voatz makes use of the Perfect Forward Secrecy (PFS) protocol. 

Using the PFS protocol, Voatz’s server generates a one-time session key as an assurance 

that if one key is compromised it will not be possible to use it for all previously stored 

messages. 

  

The list goes on, Voatz has many other security features and protocols, such as:   

  

Application key sequencing to detect situations where the app is being used in parallel but on 

different mobile phones - the voter and an attacker for instance -, or if a voter is trying to 

register the app on more than one device. 

 

The Certificate Transparency to check and audit the certificates presented during an HTTPS 

connection. Moreover, the Certificate Pinning to avoid the man-in-the-middle attack as 

explained before. 

 

Good programming practices, such as the Input Sanitization and Validation, where the 

software assures that the data input and output will be as expected. Simply put, if the software 

is designed to receive two number characters or 20 text characters, it will only be accepted 

and validated against the exemplified criteria. This is especially important to prevent injection 

and memory corruption attacks and, at the same time, innocent mistakes from the user. 

To prevent DDoS attacks - malicious attempts on the network by flooding the infrastructure 

with illegitimate internet traffic -, Voatz uses 32 node cloud infrastructure across multiple 

servers distributed on two different providers: AWS (Amazon Web Services) and Microsoft 

Azure. Additionally, Voatz uses highly available and scalable DNS service providers 

optimizing the user’s route to optimal endpoints. 

Another available safety layer is to offer Geo-blocking. With this feature the election 

administrator - knowing where the voters are located - can create geolocation restriction rules. 

This can be helpful to avoid external attacks. 

 

Furthermore, additional traditional applications are part of the Voatz designed security system, 

such as the Web Application Firewall (WAF), which help to protect web applications from 

common exploits and the Elastic Load Balancing (ELB) that enables automatic distribution of 

traffic from several servers across multiple different available zones, minimizing the risks of 

overloading a single server. 
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To summarize, the table below provides us an overview of the common threats, prevention, 

and mitigation adopted by Voatz related to Mobile Security and Network Security: 

 

Threat Examples Prevention/mitigation methods 

Device security Mobile Threat Defense Services 

Jailbroken or “rooted” smartphone Device vulnerability assessment is performed twice: 

 

 

1. During onboarding, as a convenience, to inform the 

voter that their device is insecure before they begin ID 

proofing, and 

 

 

2. When the voter submits their ballot to prevent ballot 

delivery from an insecure device. 

Malicious process detection (i.e., 

detection of unnecessarily elevated 

privileges) 

Unsigned applications (i.e., detection of 

applications not digitally signed by 

Apple or Google) 

Network Security  

Man-in-the-Middle Attacks 
HTTPS (AES\GCM) Application Key Sequencing, 

Certificate Pinning, Certificate Transparency 

Data leakage Perfect Forward Secrecy (PFS) 

Multiple registrations by the same 

voter on different phones 
Application Key Sequencing 

Data injection, memory attacks Sanitization and Validation 

Distributed Denial of Service (DDoS) Cloudflare services 

DNS flood attacks DNS Redundancy DNSSEC 

HTTP flood attack 
Multiple points of presence (PoPs), geo-Blocking, Web 

Application Firewall 

UDP amplification or SYN flood attacks Elastic load balancing 

TABLE 5 - VOATZ'S COMMON THREATS AND PREVENTION ACTIONS - RETRIEVED FROM MOORE 

(2019) P. 7 
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Storage of Ballots 

 

Voter’s ballot has been successfully added inside the system, avoiding tampering or 

interference of third parties. It’s now the moment when Voatz locks the confidential data inside 

a permissioned Blockchain network Hyperledger Fabric. Unlike a common paper ballot (a 

physical register of votes), the Blockchain is at the same time redundant and immutable: all of 

the servers (nodes) that have been commissioned by the jurisdiction receive a copy of each 

information stored on the chain; this information is, from this point, immutable, as any attempt 

of modification of the content will appear evident to all of the other servers of the chain. This 

simple but innovative system is the key feature for the Blockchain to be one of the revealing 

technologies of the new millennium.  

 

To administrate the blockchain, a “certifying authority” can be set as an administrator, for 

electoral purposes, could be the chief elections officer or the electoral justice. Until now, Philip 

reported to us that Voatz has been acting as administrator from the past pilot elections. The 

administrator can control the number of nodes, the physical location of servers and the identity 

of the auditors. 

 

As for the protocol to achieve consensus, Voatz uses the Practical Byzantine Fault Tolerant 

(PBFT) algorithm. Related to the blockchain blocks, each of them contains one or more 

encrypted votes but not necessarily from the same ballot, and each vote is identified within a 

unique anonymous voter ID, jurisdiction ID, election ID, contest ID and choice ID. To avoid 

parties who have access to the blockchain from knowing which candidate is receiving the 

votes at the moment of the election, the values “contest ID” and the “choice ID” are encrypted 

until the pool station or voting time is closed. 

 

Authentication and Identity process   

Regarding the identity proofing, Voatz relies on third-party technology for this important 

electoral step. The identity proofing, credential validation, liveness test and photo matching is 

done in partnership with Jumio - an award-winning identity verification technology company.  

 

Taking high-resolution pictures from a government-issued ID, Jumio uses artificial intelligence, 

optical character recognition (OCR) and face-based biometric technology to perform identity 

proofing and credential validation. An extra security layer is guaranteed with the liveness 

detection, where the person is asked to blink, move their eyes or speak a random passcode 
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to complete the authentication and be sure that is a real person using the app. Voatz informs 

that once the identity proofing is completed, all the personal data collected is deleted. 

 

For the authentification, Voatz uses the user’s own smartphone technology - Fingerprint, Face 

ID or PIN -, to reinforce the security and ensure that only the owner of the phone is using the 

app. This process is performed twice during the voting process, when you open the ballot and 

when you submit your vote. The voter has the freedom to change his vote until the end of the 

election, and only the last vote is counted in the ballot. 

 

Vote Auditing 

In order for the individual verify if their vote was recorded as intended, once the vote is cast, 

within 15-30 seconds an email protected by a password is sent to the voter containing an 

anonymized ballot receipt, - at this time the vote is already recorded on the blockchain - where 

he can check and confirm his selection. If the vote cast does not reflect his choice or the voter 

changes his mind, he is free to change it and cast again until the end of the election time. In 

the future, a public bulletin board will be available, and the voter can check if their ballot receipt 

was correctly transcribed into the tabulatable ballot counted by the primary voting system. 

On the jurisdiction side, once the vote is cast, the jurisdiction receives a password-protected 

email receipt/confirmation of the anonymous voter’s choice. On the audit portal, the jurisdiction 

verifies and compares the voter’s affidavit signature with the signature on file, then prints all 

the signature-verified ballots in the tabulatable ballot card stock. Lastly, it runs the printed 

ballots through the tabulator of the primary voting system. 

To summarize, each ballot produces three records that allow the vote auditing. First, the ballot 

receipt is sent as an anonymized and password-protected email to the voter and the 

jurisdiction. Second, a paper ballot is generated and printed at the jurisdiction for tabulation 

alongside with all the other ballots. And third, all the votes are anonymously stored into the 

blockchain. 

The Security Independent Audits and the Bug Bounty Program 

Since 2016, Voatz has been compromised with security audits that involve a comprehensive 

evaluation of the cloud infrastructure, the mobile applications, the blockchain network, the 

corporate network and the source code. Different and independent third parties conducted this 

evaluation. Additionally, Voatz claimed to have voluntarily engaged with the United States 
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Homeland Security Department to allow them to test their technology and infrastructure used 

on prior pilots. (Voatz, n.d.) 

In total, since 2016, eight security reports were officially conducted, and two are still in 

progress. In December 2019, Voatz and Tusk Philanthropies hired the company Trail of Bits 

to conduct a complete security report of Voatz app. According to the Trail of Bits’ report, they 

found 79 issues, where a third of the findings were considered high severity, another third 

medium, and the remainder a combination of low, undetermined, and informational severity. 

(Kim, Nix, et al., 2020; Kim, Philanthropies, et al., 2020) 

Some of the high severity findings were related to: 

Cryptography, e.g., improper use of cryptographic algorithms, as well as ad hoc 

cryptographic protocols. 

Data exposure, e.g., sensitive credentials available to Voatz developers and personally 

identifiable information that can be leaked to attackers. 

Data validation, e.g., reliance on unvalidated data provided by the clients. 

Audit logging and accountability controls, e.g., the inability to track commands issued by 

administrators. 

Security assessment and authorization controls, e.g., insufficient continuous monitoring, 

documented procedures, and documented connections. 

Contingency planning, e.g., insufficient plans for disaster recovery and business continuity. 

Later on, they reported that Voatz had fixed 8 issues, partially addressed 6 and 34 remained 

until the report publication date, February 2020, unfixed. 

In their conclusion, they state that Voatz is free of almost all the common security foibles. 

However, it says that Voatz’s codebase is clearly a product of years of fast-paced development 

and lacks test coverage and documentation. Issues like the validation and cryptographic code 

are often erroneously duplicated and reimplemented across the codebase, other concerns 

such as many cryptographic protocols that are nonstandard, the sensitive API credentials that 

are stored in the git repositories, and the mobile clients who often neglect to use recent security 

features of Android and iOS are also pointed out. 

Additionally to the security reports, Voatz created a public bug bounty program where people 

all over the world can report a bug or security issue, as well as suggest improvements or new 
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features. This is a clear attempt to reinforce their safety responsibility and maximize the threats 

detection to improve their application for the forthcoming product releases. 

Analysis  

This chapter is devoted to do an analysis and comparison between the three voting systems 

that we are using as a case study - the Brazilian, Italian, and Voatz voting systems.  

We had the opportunity to be in contact with two very important persons inside the Voatz 

company, Nimit Sawhney and Philip Andreae, where between e-mail exchanges and online 

interviews,  we were able to collect unique data to better investigate and understand how their 

solution works. 

Our interviewees 

Philip Andreae is an American executive with three decades of experience in mobilizing 

technology, building infrastructures and business strategy and management. Among his 

experiences, an extraordinary number of accomplishments emerges: his specialty is definitely 

the world of eMoney and ePayment, with a strong focus on digital identity, cybersecurity and 

implementation of the technology. Today Andreae has shifted his attention to the world of 

electronic voting, working as advisor and evangelist for Voatz. The authors had been in 

constant contact with him through emails and different interviews (see appendix); his opinion 

and help have been particularly useful thanks to his deep and wide knowledge of the topic and 

of the company, from both the IT and Business perspectives. 

 

Nimit Sawhney is the former CEO and founder of the company Voatz, Inc. His background in 

Computer Science and Business Management has carried on his career through different 

experiences as Director of R&D department of different IT companies. Finally, Nimit has 

decided to found his own company with the purpose of providing a solid platform to allow 

people to vote remotely. Starting in 2015, from the Boston headquarter, Nimit has provided an 

infrastructure for many kinds of private and public elections on very different size ranges. 

Today, he and his company have successfully accomplished more than 50 attempts in the 

United States, also having the possibility to improve and adapt his software to necessities. 

 

Nimit has been interviewed by the authors on Friday the 16th of October 2020 (see appendix), 

during a video call and with the supervision of Philip Andreae. The authors have decided to 

reach out to Nimit not only for the importance of his role inside the company, but also for his 
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deep knowledge of the technical characteristics of Voatz software (as the main developer of 

the latter) and all of the steps that have brought it to the actual form. The interview, which 

lasted about one and a half hours, included different kinds of questions on both IT and 

Business perspectives.  

Our Model 

 

To better conduct this analysis between the voting systems, we searched for a base model 

voting system that could be used as a standard and framework for our analysis. In Prandini & 

Ramilli (2012), the authors created a model for an e-voting system evaluation based on 

international standards.    

In this work, the authors combined the EU and USA voting system guidelines to create an 

evaluation model for voting systems that provide a fair election outcome in terms of 

correctness of results, identification of voters, the anonymity of ballots and other technical and 

measurable properties. 

Prandini & Ramilli (2012) divided a voting system in three categories: The functional 

requirements, that regard assuring the universal and free access to vote, the anonymity and 

fairness in vote counting. The structural requirements, regarding the correct design and 

function implementations, such as, the correct behavior of the system, best practices for 

design and coding etc. And last, the security requirements which provide standards to ensure 

the robustness of the system against malicious attacks.    

In our analysis, we are not evaluating the structural requirements due to being exclusively 

focused on electronic and software standards like best coding practices, and as the Italian 

voting system uses paper ballot, we skipped this category to be fair. From the other two 

categories, the functional and safety requirements, we extracted 14 standards requirements 

that an election system needs to achieve in order to be fair and provide a successful election.  

As we go through the election requirements, we will evaluate the level of compliance from the 

voting systems and give points from each compliance level, following the scheme below: 

Evaluation values 

● Fully comply with the requirements (+1 pt) 

● Partially comply with the requirements (+ 0.5 pts) 

● Not comply with the requirements (- 0.5 pt) 

● N.A  - not applicable or information not available (0 pts) 
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Where, Fully comply implies that all requirements were successfully achieved. Partially 

comply implies that there are other requirements or improvements that are needed in order 

to be fully satisfied. Does not comply implies that the fundamental standard requirement was 

not achieved, and N.A if the requirement is not applicable to the system or the information is 

not available to evaluate.  

Each compliance level has an assigned score, as shown above, on the evaluation values. 

This score will be used to have a better performance overview of the voting systems, which 

has a score range from -7 to 14 points. The minimum score of -7 points refers to the 14 election 

requirements evaluated as "not comply"; and the maximum score of 14 points regards to all 

14 requirements evaluated as "fully comply”. 

Our Evaluation 

The Functional Requirements  

The functional requirements are divided into four sections. The vote casting nodes, vote 

anonymity, the processing and counting cast votes, and usability and accessibility. 

Vote casting modes 

Regards to control the access of voters (authentication), the respect of election opening and 

closing times, the voter’s freedom from influences (coercion free) and the ballot authenticity. 

On Voatz, the authentication and identity processes are mostly done using third-parties 

technologies. For identity proofing, in partnership with Jumio, the Voatz app takes high-

resolution pictures from the voter’s government ID and uses artificial intelligence and optical 

character recognition (OCR) to prove the document authenticity, additionally, a liveness 

detection feature is performed to guarantee that is a person trying to access the application. 

For the authentication, Voatz uses the user’s own smartphone technology - Fingerprint, Face 

ID or PIN -, to reinforce the security and ensure that only the owner of the phone is using the 

app. 

We understand that outsourcing some functions and processes can be beneficial for 

companies allowing them to focus on their core business and use other companies’ expertise 

to provide a better service to strengthen their weaknesses. However, when we think about 

outsourcing in a voting system, we have a deeper concern about privacy and personal data. 

So, we asked Voatz how they can ensure that personal data is not being collated or sold by 

their business partners. 
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Nimit explained that not everything is done by third parties, many of these processes are done 

“in house” as he said. Related to data sharing between partners, a confidential sensitive data 

agreement is made to avoid any storage or misused by the partners. Furthermore, any 

personal data is deleted 24 hours after the voter authentication. The voter also has the right 

to “be forgotten” according to Voatz privacy policy. However, in the end, there is always the 

risk of partners violating the agreement.  

On the Brazilian voting system, the identity and authentication processes are done in person 

on the election day. The authentication is done using fingerprint, the government ID and the 

voters can only vote at a specific polling station. This combination of fingerprint plus personal 

identification gives us a certain trust in this process. 

In Italy, the process is similar. The authentication is made in person by showing the voting 

card and an identification document that is not expired for more than three years. This practice, 

however, is still sensible to human errors and identity theft. 

Another requirement in this section is the prevention of multiple vote casting by the same 

voter, from the Brazilian and Italian perspective we do not see much risk here, because as the 

voter is tied to a specific polling station and once the identification and authentication are done 

on both systems, to voter name is excluded from the voting list. However, that is not the same 

case for Voatz. 

Our first concern is that the voter is not tied to any polling station as he can vote from 

anywhere, and second, is if the person tries to vote from the mobile phone and also at the 

polling station performing then a multiple vote casting. Therefore, we asked Voatz how the 

communication between “online and offline” is managed and how their system is prepared to 

deal with this situation. 

They answered that currently, if a person wants to use the Voatz mobile application, they need 

to inform their state voter registration system in advance, so once the voter is registered to 

vote from mobile, their name is canceled from the state polling station list. As an example, for 

the U.S presidential election the voter needs to sign up for Voatz typically 45 days in advance.  

The Voatz app and the state voter registration system are synchronized daily to keep the 

voting list updated; if the person does not opt-in ahead of time it will not be possible to use 

their system, and the only option would be to vote in person at the polling station. 

Coercion is also another major issue in worldwide elections and that is not different in Brazil 

and Italy. In Brazil and Italy, they have separate rooms where the voter can identify themselves 

and cast their vote in privacy, however, that does not stop people from sneaking their 
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cellphones inside the vote cabin (what is forbidden) and taking a picture of their vote for 

coercion reasons or vote selling. 

On the other hand, Voatz has a different approach to this matter. The adoption of new 

technologies in a voting system, not only allows people to vote from the safety of their homes 

and to vote multiple times (which will be harder for vote-selling purposes), but also using your 

cellphone for voting can be a great ally to fight coercion. 

Nimit explained to us that nowadays, cellphones have many sensors around the device which 

collect information about its users. How you hold it, what strength you do when writing or 

scrolling, the angle used while holding the cellphone, and much more is collected from these 

sensors to create a pseudo biometric profile of the user. Voatz took advantage of this mobile 

feature and uses this technology to help in coercion situations.  

On the Voatz app, if the voter feels threatened or is suffering any form of coercion, he or she 

can, for instance, tap twice on the back of the phone as an SOS signal. Nothing will change 

on display, and the app will normally run to preserve the voter safety, however, the vote cast 

will be sent to a provisional chain and will not be immediately counted. When the voter feels 

safe again, he or she can change the vote and only then the vote will be sent to tabulation.  

Regarding the vote-selling, there is not much to do. There is no bullet-proof technology for 

this, we understand that this matter is much more related to people being honest and not 

selling their votes than a technology or electoral system issue. 

Evaluation  

Authentication (controlling access of voters): 

Voatz: Fully comply 

The authentication can only be done using a combination of advanced features such as 

fingerprint, face recognition, PIN, liveness detection and optical character recognition from 

government ID. 

Brazil: Fully comply 

The authentication is done using fingerprint and government ID. This combination of features 

plus the personal identification that needs to be done in a specific polling station gives us a 

certain trust for authentication purposes. 

Italy: Partially comply 

Authentication is made in person by showing the voting card and an identification document 

that is not expired for more than three years. We evaluate this process as ‘partially comply’ 
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because this practice is still sensible to human errors and identity theft - as we do not have 

fingerprint recognition. 

Respect of election opening and closing times: 

Voatz: Fully comply 

The opening and closing times on Voatz are determined and set before the election on the 

software, so it is guaranteed that the time will be respected. 

Brazil: Fully comply 

Similar to the case as above, despite having electoral officials working on the polling stations 

to control the election opening and closing times, the Brazilian voting machine software is 

coded to only accept votes during the election time, therefore, even if an official or someone 

attempt to cast a vote will not be accepted by the machine. 

Italy: Partially comply 

In Italy, the delegated staff manages the opening and closing hours of the polling station. It is 

up to the President, Vice-President and Secretary to respect the designed timeframe. In this 

case, as the Italian system relies on people for this matter, and people are susceptible to flaws, 

we evaluated as partially comply.  

The prevention of multiple vote casting by the same voter: 

Voatz: Fully comply 

In order to use Voatz, the voter needs to signup days ahead the election day for this option, 

and as the communication between Voatz’s servers and the state voter registration system 

are sync daily, the voter list is always updated to avoid double voting. 

Brazil: Fully comply 

After being identified at the correspondent polling station, the voter is deleted from the specific 

list. Since each citizen (subject to small exceptions) must vote in the designated district, this 

system fully prevents the possibility of double-voting. 

Italy: Fully comply 

Same case as above. 

Voter’s freedom from influences (coercion): 

Voatz: Partially comply 
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Using a mobile application where people can vote from home is always a risk coercion wise. 

Voatz has interesting features to help with this matter. Allowing the voter to change his vote 

multiple times can discourage vote-buying, as it will be harder to control and trust on this 

‘corrupt relationship’ between voter buyer and seller, and the possibility to use your cellphone 

to send SOS signals in case of coercion is the best feature that we saw until now for this 

purpose. Nevertheless, we understand that there is no voting system that is 100% coercion 

risk-free, that is why we evaluated Voatz as partially comply with this subject. 

Brazil: Not comply 

The government guarantees to the citizens a privacy-compliant cabin to express the right to 

vote away from influences. However, even though it’s prohibited to use cameras or other 

devices able to record images, voters are not searched before entering the cabin. This system 

cannot guarantee that the voter doesn’t take a picture of his or her ballot due to vote-selling 

or coercion reasons, which is, unfortunately, a common practice.  

Italy: Not comply 

Same case as above. 

Ballot authenticity (protection against ballot counterfeit) 

Voatz: Fully comply 

On Voatz situation, we assume that as the ballots are generated and processed by software 

and only authenticated voters have access to it, we do not have concerns about the possibility 

of invalid, misuse or counterfeit voting ballots. 

Brazil: Fully comply 

Similar to the Voatz system process, the Brazilian voting machines generate the ballots for 

voting. Therefore we do not have concerns about the possibility of invalid, misuse or 

counterfeit voting ballots.  

Italy: Fully comply 

The paper ballots are manually checked by the President and the poll-watchers in each polling 

station. They can decide if a vote is valid, void or counterfeit. 

Vote Anonymity 

This standard requirement is related to preserving the voters’ anonymity. The electoral system 

needs to provide a method of voting that cannot be linked to the voters’ identity, either by direct 
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observation or by deductions enabled by the number of votes in the ballot box or by timing 

information among others. 

For what concerns the anonymity of the voter, Voatz application seems to have a strong 

solution. Philip states that the application is able to register the vote anonymously and send 

to the back an information completely untied from the device of origin.  

Once the vote is cast using Voatz, the voter and the electoral jurisdiction receives within 15-

30 seconds an email password protected containing an anonymized ballot receipt, all the 

personal information is hidden and encrypted for every ballot cast into the blockchain, thus 

preserving the voter’s anonymity right.  

Important to notice, that according to Nimit, there is no identity data in the Voatz blockchain, 

only ballot data. Such techniques like reverse engineer to discover whom the person voted 

for, which unfortunately was successfully done by Aranha and his team where they got the 

vote timing information and matched with the voter list to violated vote privacy (Aranha et al., 

2013, 2019), this would not occur on current Voatz blockchain. 

Regarding the Brazilian voting system, unfortunately, the SEC does not provide much 

information about the procedures or technology used to guarantee voter anonymity. The data 

that we could gather from SEC and authors who participated in the hacking challenges and 

had access to the source code, is that once the vote is cast on the machines, they are stored 

randomly. No additional encryption was mentioned, only that the votes are shuffled and stored 

randomly. However, according to Aranha et al. 2013, using the public files located inside the 

machine and basic knowledge of the source-code it was possible to “trackback” the voters' 

identity and discover the voter’s choice, thus breaking the secrecy and anonymity of the 

system. 

In the Italian voting system, voter’s anonymity is not an issue. As the paper ballots do not have 

any personal information, once the vote is cast there is no attribute or information to link the 

person to the vote. 

Evaluation 

Voatz: Fully comply 

The Voatz application is designed to hide or delete any personal information from the voter. 

Only encrypted ballots data is stored into the blockchain respecting voter’s anonymity. When 

the votes are transferred to tabulation for counting, they are linked to a hash (a sequence of 

numbers and letters) free of any personal information. 

Brazil: Partially comply 
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No complex procedures or encryption is used, the Brazilian voting machines are only designed 

to store the vote randomly. Nevertheless, the vote anonymity was easily broke by Aranha and 

his team through the access of public files and the matching of the vote and voting timing 

information. The SEC reported later that this vulnerability was fixed. However, combining the 

facts that it was super easy to break vote secrecy before, that the system itself does not have 

proper encryption for anonymity purpose, and the lack of transparency on how the vote data 

is read by SEC officials, we decided to rate the Brazilian system as partially comply. 

Italy: Fully comply 

There is currently no way that the vote can be attributed to its voter. If the voter himself or 

herself decides to write any sign of recognition different from the allowed ones, the vote must 

be directly declared void by the electoral officials. 

Processing, counting cast votes, and election results reporting 

These standards requirements regard the need for a correct and verifiable counting of the 

votes, the protection from vote tampering, and the assurance that each vote is counted only 

once. 

Voatz relies on many of these processes on mobile security features and blockchain. 

Concerning the mobile use, Philip formulated an interesting assumption. Apparently, voting 

from a mobile device would be more secure than from an open browser since the platform 

could exploit the already existing security mechanisms of the device. Additionally, Voatz also 

partnered with a third-party security company to guarantee the integrity and safety of the 

mobile phones protecting from vote tampering.  

Working with Zimperium, Voatz is able to scan the voter’s device and malicious applications 

installed not certified by Apple or Google. A vulnerability assessment is also performed to 

search for mobile configuration weaknesses suchlike “jailbroken” on iOS or “rooted” on 

Android and any unnecessarily elevated user privilege is considered a vulnerability. The 

mobile network is also monitored during Voatz app use to flag any suspicious connections 

where attackers could intervene between the voter’s mobile and Voatz network.  In case if any 

of these events happens, the application stops running, preventing system breaches. 

From the blockchain perspective, as we covered in the literature review, the protocol chosen 

by Voatz to achieve consensus is the Practical Byzantine Fault Tolerance (pBFT). This 

protocol has an advantage that allows you to manipulate the consensus percentage. Thus, 

Voatz came up with 100% consensus mode, meaning that all the nodes need to agree with 

each other, otherwise the transaction will not be confirmed and doing so, they increased the 

system security. 
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One criticism that some authors did about Voatz is the absence of smart contracts in their 

application, which was also a concern to us considering the immutability characteristic of this 

blockchain feature. We asked Voatz about this matter and Nimit clarified that Voatz uses smart 

contracts but in a more simplistic way. 

On Voatz, the business rules are made in a relay system outside the blockchain, so a simple 

transaction is done between the sending (the voter) and the receiving (the system) parties 

using smart contracts. Is a simple use of smart contract when compared to other systems 

which implement complex business rules on the blockchain. According to Nimit, this is an 

architecture choice and has its advantages, one being the faster speed on transactions that 

can be done, and the second is the overall complexity and safety of the system.  

If Voatz builds a system with complex business rules inside the blockchain and uses smart 

contracts, the challenge would be to implement a user interface (UI) for the election official to 

interact with the blockchain and manipulate these rules/values, which according to him, it 

would be a “security nightmare” considering that the interaction will have place on a browser 

and new risks will emerge. Voatz is happy with the way that their system is designed today, 

but nothing stops them from trying new things as new network models and protocols arise. 

Lastly, another important feature of the Voatz system is the opportunity to cast multiple votes. 

The election administrator can set rules concerning this, so it can be permitted the voter to 

change his ballot per hour, per day or per week for instance. We were curious to understand 

how this function works on Voatz since once data is recorded in the blockchain cannot be 

changed. 

All the voting attempts are recorded in the blockchain, and the transactions (the votes) will be 

superseded once a new vote is cast. When the tabulation happens, it will have a common 

anonymous identifier attached to all of them, however, only the last one will be counted for 

tabulation. All the vote records are logged in the blockchain, as once the data is inserted, 

cannot be changed or removed. Thus, the voter can audit that all his votes were cast, but only 

the last one was counted. 

As for the Brazilian voting system, the software used in the machines is approved after an 

inspection in a public ceremony, afterwards the SEC generates installation cards to be used 

across the machines all over the country. Before each voting section, the machines perform a 

self-check scan to secure the file integrity of the files. This procedure is supposed to guarantee 

the correct behavior of the machine, meaning the correct counting of the votes and protection 

from vote tampering.  
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Another particularity from the Brazilian machines is that they are not connected to the internet, 

which can provide a considerably stronger security measurement related to external attackers. 

However, we do have a time window between the moment the software is installed in the 

machines (with file integrity assured) and the election day. In this case, if someone has access 

to the machines after the software is installed, they could easily alter the software behavior 

maliciously and the voting machines would be working tampered without anyone noticing as 

this system does not have any real-time scanner for malicious activity. 

In the Italian voting system, which adopts the paper-ballot, the system has a much less 

complex approach related to the previous systems and even though the system and 

procedures are 100% offline, the risk of tampering, errors on the casting and counting of the 

votes still survives in malicious intentions of the designated staff at the polling station.  

Evaluation 

The correct and verifiable counting of the votes found in the ballot box(es) at the end 

of the election 

Voatz: Fully comply 

Voatz system relies on the use of smart contracts and blockchain technology. These features 

provide high compliance related to the correctness and verifiability of the votes cast.  

Brazil: Partially comply 

All the votes in the Brazilian system are stored in memory cards inside the machines. Once 

the election is done, these cards are transported and transmitted to the central authority for 

tabulation. As many steps of these procedures are done by electoral officials without any 

further supervision, we understand that it is susceptible to errors, malicious behavior, and 

lacks transparency. 

Italy: Partially comply 

Casting and counting of the votes depend on the designated staff working at the single polling 

station. Assuming that all the members are not moved by malicious intentions, there is still the 

possibility of human mistakes and wrong judgments about the validity of the single votes.  

Protection from tampering and assuring that each vote is counted only once 

Voatz: Fully comply 

Despite being an online voting system, the advanced mobile features used by Voatz and the 

additional security elements implemented by Zimperium, such as the mobile scan vulnerability 

and the real-time network monitoring, can assure a good level of security for voters to use 
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their smartphone for voting. Furthermore, the use of smart contracts and blockchain for 

storage and vote counting provides another level of security that we do not see on the other 

voting systems. All things considered, although we understand that no system is 100% safe, 

we believe that Voatz is way closer to be “fully comply” than “partially” when we compare to 

the Brazilian and Italian voting systems. 

Brazil: Partially comply 

The Brazilian voting machines are not connected to the internet, which is great to prevent 

external attacks. However, if the software is altered by someone with access to the machines, 

it would be very hard to detect during election time, making the Brazilian machines very 

susceptible to internal attacks or potential malicious intentions from electoral officials working 

at the polling station.  

Italy: Partially comply 

Even though the Italian system is 100% offline, the risk of tampering still survives in malicious 

intentions of the designated staff at the polling station. A heterogeneous team can definitely 

help to lower this risk; however it cannot be fully erased. 

Usability and Accessibility 

These standards regard the user interface experience, on how easy it is to use and operate 

the system including every step in the voting process, the choices, correction of the vote, 

confirmation etc. Additionally, we will also evaluate the accessibility standards from the voting 

systems, if they provide easy access to all voters and support people with visual and mobility 

disabilities issues.  

The Voatz application has a user-friendly interface, adopting design concepts already used in 

many other existing mobile applications, guiding the user from identification to vote casting in 

a step sequence screen, for those who already have experience using their mobile will not 

need much to use their system properly. Despite that, when we think globally, including all 

sorts of people that need to use this voting system, people with or without mobile experience, 

we believe that the app design could be easier and cleaner to use. We can relate to our parents 

and family around their 50’s to 70’s years old where they still have a hard time with simpler 

mobile apps. We understand that using a mobile application for voting can be a challenge and 

face resistance from some people, especially the elderly. As for the accessibility, Voatz stands 

out from the competition. Their system provides robust support to all voters’ conditions, 

including those with visual, mobility and dexterity disabilities. Voatz complies with accessibility 

standards and guidelines, as the system provides features such as, VoiceOver and Talkback 
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screen readers, configurable font size, Voice control and Speech-to-Text.  

Voatz app screenshots 

  

  
      
  FIGURE 9 - SCREENSHOTS FROM VOATZ APP 
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In terms of the user interface, the Brazilian voting machine seems to present a better solution 

when compared to Voatz. Their software interface and machine design are the easiest and 

straightforward experience that a voting system can provide.  

The Brazilian electronic urn has a big braille keyboard that once typed the candidate’s number. 

The screen displays the candidate name, picture, and political party. The three colors buttons 

at the bottom of the machine allow the voter to annul their vote, correct the ballot or confirm 

their choice. We understand that this system, from the user interface perspective, has no 

margin for error or misuse. Regarding accessibility, the machine supports voters with visual 

and hearing impairments, however people with mobility disabilities or voters abroad still face 

challenges to exercise their rights. 

 

FIGURE 10 - BRAZILIAN VOTING MACHINE 

 

In the Italian paper voting system, the paper ballots are large and very simple to understand. 

The shape, colors and text quantity printed have a good impact on readability. Furthermore, 

the ballot papers are colored, matching the elections that they are related to, and the ballots 

are broadcasted on TV and newspapers before elections, so all voters can be familiar with the 

paper ballot beforehand. 
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FIGURE 11 - ITALIAN PAPER BALLOT 

 

Regarding the accessibility of the Italian voting system, the disabled citizens can be helped to 

caster their vote with the electoral staff help and voters with limited mobility within a medical 

certificate can request to be designed to other polling stations with better facilities. 

Nevertheless, to depend on the staff’s support to assure the voter’s right from those with 

disabilities and special needs is a risk. Also important to consider that this system does not 

provide an easy solution for voters abroad or military overseas.  

Usability Evaluation  

Voatz: Partially comply 

Despite having a user-friendly design, we understand that using a mobile application for voting 

can be a challenge and face resistance from some people, especially the elderly. 

Brazil: Fully comply 

The Brazilian machines are very simple, user-friendly, and straight forward to use. The voter 

only has a number pad keyboard to interact with and the screen displays the candidate name, 

picture, number, and political party to confirm the voters’ choice. We understand that this 

system, from the user interface perspective, has no margin for error or misuse. 
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Italy: Fully comply 

A ballot fac-simile is presented to the public before the elections. Citizens are able to examine 

it to successfully interpret the real ballot delivered at the polling stations. Voters with disabilities 

can be helped by third parties to accomplish the action. Illiterate citizens can recognize their 

preferences through the presented images. 

Accessibility Evaluation 

Voatz: Fully comply 

Voatz is a better voting system by far regarding accessibility. Their system provides features 

such as, VoiceOver and Talkback screen readers, configurable font size, Voice control and 

Speech-to-Text that fully comply with the accessibility standards and supports voters from all 

types of conditions. Not only this, but also allow people to vote from home, from hospitals or 

those abroad. 

Brazil: Partially comply 

The Brazilian voting machines are featured to support voters with visual and hearing 

impairments, however, to practice their rights, voters must be physically present at the polling 

station, which can be a challenge for people with mobility disabilities or voters abroad during 

election time. 

Italy: Partially comply 

Disabled citizens can be helped to register their votes by third parties, but their presence at 

the polling station is still required. The lack of a lacking third party and/or the impossibility to 

reach the polling station can compromise the ability to vote. Citizens with limited mobility 

provided with a medical certificate can vote in any other polling station if the designated one 

presents architectural obstacles. Also, in this case, the lack of a medical certificate or the 

impossibility to reach another polling station can compromise the act. Only citizens whose life 
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depends on electro-medical devices own the right of voting from home; this privilege does not 

apply to other citizens. 

Security Requirements  

Risk analysis and minimal countermeasures against threats 

These requirements regard the countermeasures against fraud or unauthorized intervention 

in the voting system that could impact the voting process and its integrity. 

During our interview with Nimit, we had the opportunity to understand how Voatz deals with 

malicious attacks, what their procedures are, and countermeasures against possible threats. 

“We operate under the assumption that nothing is 100% safe – We apply the Zero trust 

architecture, where you don’t trust anybody, including yourself.” Nimit – Voatz CEO. 

The first step is detection. The risk here is not limited only to attacks coming from user’s 

smartphones; the detection procedures also considered malicious acts coming from the 

website interface and the internal network servers coming from electoral staffs or Voatz’s 

employees. 

Nimit explains: “We have a heavy focus on the entry and exit points in the system, whether 

they are internal or external, we put as much detection as possible. So, any malicious attempts 

can be detected relatively early.” 

Once the detection is done, Voatz can isolate that part of the network or the device itself. If 

the system detects any suspicious activity, it will not be possible for the device to connect to 

their system, or if it is already connected, it will not be possible to submit a ballot.  

In the case of a web attack, the IP addresses where the attack is coming from is blocked. 

Regarding insider attacks, if any suspicious activity is detected, the access is quickly disabled 

and isolated from the network, avoiding any attempt to compromise the production 

environment.   

We asked Nimit how sensitive or specific this blocking can be, for instance, if Voatz can detect 

and block the specific malicious mobile or other voters can also be blocked in the process. He 

told us that a situation like this happened in 2018, when around 1.000 people were voting from 

a big hall auditorium using their smartphones, and at a certain point, Voatz detected malicious 

activity from there, and as they were all sharing the same network the procedure was to block 

the entire network, so everybody for a few minutes lost their connection with Voatz network.  
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Nimit clarifies that this procedure depends on the nature of the attack. On this case, they were 

all using an insecure Wi-Fi network, so it was hard to determine if it was a network or device 

attack. He explained that this was an extreme and unusual use case. Usually, their focus is to 

let people vote from the safety of their home where the chances of sharing the network like 

the example before are minimal.  

An interesting behavior from Voatz is the transparency on this matter. Nimit told us that if 

during a live election any suspicious attack is detected, they will report it to the voters letting 

them know that malicious attempts were detected in the system and they are actively working 

to stop it. Nimit enhances: “…we are very transparent with our customers, so they don’t feel 

like they don’t have visibility into our tracks - our track is real.” This attitude not only increases 

the transparency between the platform and its users but also can help Voatz to tackle the 

issue faster as users can choose to “hold their vote” and only cast when the platform is risk-

free. 

The Brazilian voting systems perform a file integrity scan when the machine is turned on. 

However, a real live malicious detection is not built into the system, maybe because the 

machines are not connected to the internet. But as we mentioned before, not having malicious 

detection features to perform during election time can be a security flaw.  

The electoral officials work as the “guardians” of the machines and they are responsible for 

the countermeasures against fraud or unauthorized intervention, however, most of them are 

only volunteers without any specific knowledge for this purpose. So, in case of any suspicious 

activity, the only procedure adopted would be to replace the machine with a new one, which 

does not mean that the threat is resolved and the election integrity is maintained. 

A similar approach is performed on the Italian electoral system, and as the election runs on a 

paper-ballot, there is no digital detection for malicious activities. All the countermeasures 

against fraud or unauthorized intervention that could harm the elections are performed by the 

electoral officials present on elections day. This means that we are again relying on people to 

be fully trusted and capable of preserve the election integrity. 

Evaluation 

Voatz: Fully comply 

Voatz is built upon a zero-trust architecture, where you do not trust anybody, including 

yourself. This implies that are detection features on every entry and exit point in the system, 

being internal or external, from smartphones, web applications or the internal network. 

Malicious attempts can be detected early in the process and if detected, the access is quickly 
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disabled and isolated from the network, avoiding any attempt to compromise the production 

environment. 

Brazil: Partially comply 

The risk analysis against threats is only performed before elections starts, the Brazilian 

machines do not have any vulnerability or malicious detection in real-time during election day. 

The electoral officials are the ones responsible for the countermeasures against fraud or 

unauthorized intervention. As many of them are volunteers without specific knowledge for this 

matter, and besides that, we are still susceptible to corruption behavior, we cannot evaluate 

the Brazilian system fully complying on this subject. 

Italy: Partially comply 

The system is risk-free as long as the designated teams of poll-watchers are fully trusted and 

considered incapable of errors. In case of threat from third parties, the teams are able to ward 

off the interested citizens. 

Protection of stored and transmitted data 

These standards deal with the adopted methods by the voting system regarding the storage 

and communication devices to guarantee the integrity of the data stored and transmitted. 

Voatz has a great advantage when compared to the other voting systems because of the use 

of blockchain. The blockchain has interesting characteristics like data immutability and the 

possibility to give permission to third-party access and read the data without risking the 

network integrity. To better understand the blockchain characteristics used by Voatz to protect 

and transmit data, we need to back to Voatz’s origin. 

Nimit explained to us that in the beginning, they pitched the idea of using the Bitcoin or 

Ethereum network based on Proof-of-Work consensus protocol; however, they faced 

government rejection and legal issues to use this set up because using PoW the nodes could 

be allocated on other countries that are “unfriendly” to the US government. Also, the 50% + 1 

rule to achieve consensus was not trustful enough.  

The solution found was to use the permissioned Hyperledger Fabric blockchain, where you 

can set the node’s identities and mitigate the risk of unknown or foreign entities running the 

nodes. Additionally, the Practical Byzantine Fault Tolerance (pBFT) protocol has an 

advantage that allows you to manipulate the consensus percentage, and to increase the 

security level, Voatz came up with 100% consensus mode, meaning that all the nodes need 

to agree with each other, otherwise the transaction will not be confirmed. 
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Combining these characteristics, Voatz seems to mitigate the risks and increase the security 

level by applying this setup. As Nimit said during the interview: “If someone really wants to 

manipulate the network, they will have to collude with everybody. They will have to collude 

with us in the company, with the election officials who are running the election, with the third-

party auditor, with the banker who is holding the secure keys, even with AWS, which is running 

the node. Theoretically, anything is possible, but colluding with all those entities at the same 

time is practically close to impossible.” 

Regarding the communication between Voatz servers and the electoral officials for vote 

counting and tabulation, this link is done using a simple base64 algorithm. This algorithm is 

used on many simple mathematical applications, and using this feature, the election officials 

can simply copy the blockchain string and paste on a 64 decoder application, where they will 

get the mathematical representation of the oval and match with the correspondent candidate. 

This process is done assuring the safety of the voter identity; thus, the vote privacy is 

guaranteed. 

As this communication occurs using the base64 code and decodes application, no data is 

transferred between servers - which is a good safety measure. The data stay safe inside the 

blockchain and can be read by the electoral officials. 

On the contrary, in the Brazilian voting system, as the machines are not connected on the 

internet, once the vote timing is over, the electoral officials need to collect the hard drive from 

the machines containing all the votes from that session, plug them into a computer and send 

it to the SEC electoral headquarters in Brasilia through a VPN connection.  

This process seems to be more susceptible to external attackers when compared to Voatz 

solution. There is no information that these computers used to send the votes are previously 

checked and safe for this purpose, as the electoral officials can use a computer inside the 

polling station or the electoral regionals tribunal computers. Furthermore, using VPN 

connection does not guarantee the same safety as the blockchain. In Aranha et al., 2019, the 

authors indicated that the VPN credentials could be extracted to set up a VPN connection from 

inside insecure networks, which could result in vote tampering. This would be much more 

difficult on a blockchain system due to the immutability characteristic of this technology. 

As for the Italian system, all the storage and counting are performed by humans where we 

are, unfortunately, sensitive to humans’ mistakes and malicious activities, as well as it 

becomes more difficult to inspect these processes as we do not have digital records or logs. 
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Evaluation 

Voatz: Fully comply 

The combination of a permissioned blockchain network, with the Practical Byzantine Fault 

Tolerance (pBFT) protocol working on 100% consensus mode, and the use of smart contracts 

provide strong credibility regarding the data storage safety on this system. Additionally, using 

base64 code and decode application to communicate with the tabulation center, no data is 

transferred between servers. The data stay safe inside the blockchain and can be read by the 

electoral officials without compromising safety. 

Brazil: Partially comply 

The Brazilian machines have the data storage on memory devices (customized pen drives) to 

store the data, and as the machines do not work online, we will assume from the perspective 

of this evaluation that the data is kept safe inside the machines (because the software could 

be altered and all stored data tampered). However, our concern is how the data is transmitted 

for vote counting. Once the election time is over, the electoral officials have the memory 

devices removed from the machines and transported to a computer where they extract the 

data and send for the central tabulation through a VPN connection. We see possible security 

breaches in this process. First, is the transportation of the cards where we have a “blind spot” 

and no certainties that nothing malicious occurred, second the computers used for this 

purpose could be infected, and third sending the votes through the internet could be a 

vulnerability. Overall, the lack of safety and transparency on these processes reduces our 

confidence for the Brazilian system to fully comply with the required standards. 

Italy: Partially comply 

The system fully relies on the trusted employees at the polling stations. With that in mind, we 

cannot guarantee a fully comply standard requirements. 

Access to the system and compliance verification 

These standards provisions include proper authentication for personnel, auditing of their 

intervention, procedures for continuous verifiability of compliance, secure storage, and 

handling of physical devices. 

As Voatz uses the voter’s own mobile, there is no workaround for the “handling of physical 

devices” regarding the storage and transportation of devices. However, there is still a major 

concern about the authentication and auditing of people who work with the system. During our 

interview with Philip Andrea and Nimit, we argued how the election safety is still related to the 

trust in the human factor, and we asked how Voatz was built taking this into consideration.  
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Even though the electronic voting platform reduces the human factor dramatically, it will still 

be running through system administrators. Now, this doesn’t mean that these people have to 

be trusted, like this is already happening for traditional paper ballots: Philip explained that the 

election administrators are able to access the data during the election, mostly to make sure of 

the integrity of it. However, apart from this auditing permission, the admins are not able to 

perform changes or delete the information contained in the chain. Even Voatz’s staff have 

limitations regarding what they can or cannot do in the application.  

To make any change in the production environment, it will be required two people to be 

involved and both will have to do their own crypto process, otherwise, they can’t make any 

change in the system. When the necessity of trust towards the election administrators comes 

to cease, security improves notably. 

Unlike Voatz, the Brazilian system has its own machines, and they are initially stored in 

warehouses distributed between the regional electoral court (TRE) offices across the country, 

and only a small portion remains locked up by the SEC has backup machines, if replacement 

became necessary. The voting machines under the SEC custody are properly secured, they 

comply with the security measures and employees' access control. However, we cannot say 

the same about all other machines in the custody of the different electoral regional tribunals. 

As the TREs are spread across several states in Brazil, we do not have a unified standard 

treatment on how these machines are stored and transported, and knowing the Brazilian 

reality between rich and poor states, we cannot guarantee that all warehouses follow the same 

security and accessibility standard than those held by SEC in Brasilia. For instance, some 

voting machines are transported by canoe in some parts of Amazon state (Tribunal Superior 

Eleitoral (SEC), 2016), and certainly, several others TREs located in poor states are unable 

to provide the same security standard when compared to the TREs from Rio de Janeiro and 

São Paulo. All these points make us insecure about the employees’ authentication, storage, 

and handling compliance of the Brazilian voting machines.  

Evaluation 

Voatz: Fully comply 

Voatz seems to provide sufficient security and redundancy measures to minimize the 

possibility of malicious human intervention in the election. Limiting access from Voatz’s 

employees and electoral officials to the system is part of their zero-trust architecture, and when 

the necessity of trust towards the election administrators comes to cease, security improves 

notably. 
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Brazil: Partially comply 

There are too many variables on the Brazilian system relate to these standard requirements, 

and once again, we need to trust on people working in the system to fully comply with the 

requirements.  

Italy: Partially comply 

One more time, the system is compliant as long as the team of poll-watchers is considered 

free of malicious intention and capability of making mistakes. Their simultaneous presence at 

the station aims to let the employees monitor each other but it is not enough to consider a full 

comply system for these requirements. 

Event logging and reporting 

These requirements are related to the system's ability to generate proper usage of traces 

(logs) that allow verifying the correctness or cause of error in any activity, in real-time or after 

the election, of any activity related to the voting process. 

Voatz being an online voting platform, is crucial to the system track the actions from its users, 

administrators, and any changes in the system. This is by their zero-trust architecture where 

every “move” is detectable and reported by the system. Furthermore, one of the blockchain 

principles is the traceability of this technology, where Voatz again gains the advantage of its 

use. 

Their system also provides a paper trail and secure digital receipts. Every ballot produces a 

paper trail, and every voter receives a ballot receipt after voting. These trails provide the 

possibility to election administrators to verify, print and audit all ballots prior to tabulation. Each 

ballot on Voatz system produces three records: the ballot receipt (received by password-

protected email), a paper ballot that is generated and printed at the jurisdiction for tabulation 

alongside all other ballots, and lastly, the blockchain data where the votes are stored 

anonymously and can be audited. 

One of the major concerns around the Brazilian voting system is the absence of a vote receipt, 

despite the voting machine having an embedded printer. The lack of vote receipt does not 

allow a vote recount or any proof that the votes were cast correctly. 

In 2015 the Brazilian Congress approved a law to enforce the voting machines to generate a 

vote receipt, allowing paper audit trails in the system for the upcoming 2018 elections. The 

law required that the Brazilian machines had to print an anonymized vote receipt, where the 

voter could check in real-time if their choice was cast correctly, and in sequence, the receipt 
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would be deposited in a sealed box in the power of the electoral justice, that later could be 

used for audit the votes and perform a recount if necessary. (Aranha & Van De Graaf, 2019) 

However, the SEC and other political powers claimed budged difficulties to meet these 

requirements and that the ballot secrecy could be at risk if a paper receipt were implemented, 

despite the proposed law were clear that the receipt had to be anonymized, claiming that the 

proposed law was unconstitutional. (Aranha & Van De Graaf, 2019) 

Unfortunately, the law was overturned under these assumptions, and until today the Brazilian 

elections do not provide a vote receipt or either a possibility to audit the election results, leaving 

the Brazilian population only the choice to blindly trust the system. 

Evaluation 

Voatz: Fully comply 

Voatz is an online voting platform built under the zero-trust architecture, every step and action 

made by users and electoral officials are traced and accessible from logs. Taking advantage 

of the blockchain technology, this system provides three records for the casted ballots: the 

ballot receipt, the paper ballot, and the blockchain records. 

Brazil: Does not comply 

With the absence of a vote receipt, there is no proof that the votes were cast or counted 

correctly, neither a vote recount is possible. Not having an auditing solution for a voting system 

is a major security and transparency concern, and a key weakness of this system. Therefore, 

we evaluate that the Brazilian voting system does not comply with these requirements. 

Italy: N.A  

Not applicable. Since all the procedures from the Italian voting system are manual, there is no 

logging system, and as the paper ballots are not attributable to their original voters, it is 

unfortunately not possible to trace the single vote during the whole process. 

Voting requirements analysis matrix 

We designed our data analysis matrix based on the Improved FOO Model scheme from Zohu 

et al. (2019), from the theory section, combined with the evaluation model requirements from 

Prandini & Ramilli (2012). The electoral requirements are placed in rows, and the electoral 

systems in columns. 
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 VOATZ BRAZIL ITALY 

AUTHENTICATION Fully Fully Partially 

RESPECT OF ELECTION 

OPENING AND 

CLOSING TIMES 

Fully Fully Partially 

THE PREVENTION OF 

MULTIPLE VOTE 

CASTING BY THE 

SAME VOTER 

Fully Fully Fully 

VOTER’S FREEDOM 

FROM INFLUENCES 
Partially Not comply Not comply 

BALLOT 

AUTHENTICITY 
Fully Fully Fully 

VOTE ANONYMITY Fully Partially Fully 

CORRECT AND 

VERIFIABLE 

COUNTING OF THE 

VOTES 

Fully Partially Partially 

PROTECTION FROM 

TAMPERING 
Fully Partially Partially 

USER INTERFACE Partially Fully Fully 

ACCESSIBILITY Fully Partially Partially 

RISK ANALYSIS AND 

COUNTERMEASURES 

AGAINST THREATS 

Fully Partially Partially 

PROTECTION OF 

STORED AND 

TRANSMITTED DATA 

Fully Partially Partially 

ACCESS TO THE 

SYSTEM AND 

COMPLIANCE 

VERIFICATION 

Fully Partially Partially 

EVENT LOGGING AND 

REPORTING 
Fully Not comply N.A 

 

From our evaluation, Voatz fully complied with 12 electoral requirements and partially 

complied on 2 requirements, scoring a total of 13 of 14 points. An excellent result when 

compared to the Brazilian and Italian voting systems.  
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The Brazilian voting system fully complied with five electoral requirements, partially complied 

with 7, and did not comply with two electoral requirements, scoring a total of 7.5 from 14 points. 

The Italian voting system had the same score as the Brazilian. Both scored 7.5 points, but the 

Italian system fully complied with four electoral requirements, partially complied with 8, did not 

comply with one and had one requirement as ‘not applicable’. 

In summary, Voatz had a clear advantage on requirements where the other two voting systems 

only partially complied, mostly because these systems have a dependency on the correct 

conduct of the electoral officials working at the polling stations. Another differential for Voatz 

that is worth to mention, is the use of a zero-trust architecture system combined with 

blockchain, which provided advantages compared to other voting systems, like in the event 

logging and reporting requirement. 

Discussion 

The research question that the authors have addressed in this paper is: 

 

“How the Blockchain system could make a difference in transparency and security 

when it comes to implementing an electronic voting system?” 

 

In order to give a satisfying answer to the question, it is important to start by confirming the 

first implicit assumption behind it. 

The authors have chosen the case study orthodox approach to design a research-oriented 

towards the naturalistic generalization of the results. The first character chosen for the study 

has been the Italian country: its similarities with the other European countries and the 

Developed ones around the globe allow to extend the same kind of investigation and 

contextualize the findings. 

Italy 

Italy is currently facing a moment of deep socio-economical crisis, a driving factor for 

deruralization and emigration abroad. Growing rates of unemployment and lack of 

opportunities for high-skilled personnel are redistributing the Italian population in bigger cities 

and in different countries that provide a better future. The 2020 Covid-19 pandemic has set 

rather disquieting perspectives on the employment rate and social-distancing. At the same 

time, the fragile trust towards government is only one of the reasons why voting absentee is 
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an increasing reality, as well as the general difficulty in expressing a healthy and transparent 

democracy. 

These fundamental changes are moving the Italian government to make an important decision 

that will have an impact on the long term. According to the work of Elzen, Geels and Green, 

the so-called “landscape developments” are in fact pushing the sociotechnical regime towards 

a completely new framework; the niche innovations that are supposed to integrate themselves 

with the existing voting infrastructure may allow, in the future, the government to exploit their 

potential and build a long-term sustainable solution.  

In the chapter called “Bits or paper: Which should get to carry your vote?” the authors have 

dedicated their attention to the reasons behind the digital transformation of the Estonian voting 

system.  

From their perspective, it looks like Italy is now facing the same kind of issues on an even 

more large and dramatic scale, heading towards a very alarming scenario. The abandoned 

towns are not justifying the big investments anymore in polling stations facilities and staff, 

putting the government in front of the hard decision between reduce them or keep 

guaranteeing the right to vote for the citizens. The increasing number of expats is on the other 

side increasing the number of citizens in possession of the right to vote that need to be 

provided with an accountable infrastructure able to accomplish the service. In a nutshell, 

Willemson’s forecasts on the evolution of demographics in Estonia seem to be analogous to 

the Italian situation, and therefore an electronic voting system could offer the same prospects 

of improvement that Estonia has enjoyed. 

The transition from a regime to its successive is not so simple: the complexity of the system 

gravitating around elections makes the power of the government too weak to successfully 

change the framework. 

Loorbach has explained his theory about system thinking: high complexity of problems, society 

and governance need a wide and spread influence on the environment to be changed, 

especially on the actors.  

According to this theory, the legislative and executive intervention of the Italian government 

would be simply ineffective in the long run. First of all, the importance of the public opinion 

seems indisputable: before being actually able to implement an efficient electronic voting 

system (in case this option becomes urgent) the government needs to build a positive image 

around it, and this is also why the presented solution could make a difference in this process.  

Investments in pilot elections, experiments on a large scale and raising awareness on the 

potential of Blockchain and other transparency-security friendly protocols are some examples 
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of how these actors can be better involved. At the end of the day, guaranteeing democracy 

should be the first goal of any transparent and fair government. 

Brazil 

Brazil has a deeply different history compared to its European relative: no official voting system 

ruled by an electoral body was in use before the 1930s, and the quick implementation of one 

inspired by the Western world’s practices made it possible for the country to experiment with 

new technologies. Since the ’30s, in fact, electronic means to cast and count the votes were 

already legal, but they were not considered until 1995. From the successive year, the Brazilian 

voting machines have started to be tested and progressively assigned to all of the regions until 

the infrastructure that we see today was established.  

As it looks like from the data listed in the literature review, the choice of the government seems 

to be principally motivated by logistic difficulties. Brazil is one of the largest and most populated 

countries in the world, and granting its democracy has been a continuous challenge for the 

government.  

Even though the hypothesis of Willemson seems to not match with the studied case, they are 

not fully rejected: Brazil has in fact faced a rapid growth in the footsteps of the Western 

countries, which has also contributed to dramatic growth and redistribution of the population. 

Thanks to this development, the government has had the opportunity to provide the country 

with the right tools in the election field. 

Elzen, Geels and Green’s theory can definitely be applied to this context. 

The increasing number of inhabitants and the vastity of the country are two factors that from 

the landscape developments have pushed the sociotechnical regime towards a transition, 

supported by the niche innovations available at the time. The implementation of an electronic 

voting system, although today obsolete, has helped the government to guarantee democracy 

to a sufficient extent for more than 20 years. 

Today, the landscape developments are not interrupted, but have also changed towards a 

different necessity: population distrust towards the government and the uncertainty linked to 

the system have made the latter not sustainable anymore. 

The lack of transparency and security of the existing system is in fact not enough to preserve 

the trust of the Brazilians, nor the credibility of the government. This is why the use of emerging 

technologies, such as Blockchain and high-level encryption, represents new possibilities 

belonging to the niche pool that could in the future assist the next transition. 
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Loorbach and his system thinking, on the other hand, justify the reason why the decision taken 

by the government has not proven itself sustainable in the long run. 

The complexity of the Brazilian society and the problems linked to the old voting system have 

weakened the power of governance owned by the government; the choice to implement a 

cutting-edge electronic system without the full consensus of the whole country has shown to 

be a solution of short length. 

The authors of this paper argue that the Brazilian government should learn from this 

incomplete achievement by taking the necessary steps before updating the election system 

with any niche innovation. It would be in fact fundamental to gain the approval of the scientific 

community and population in general by raising awareness about the innovation and the 

presumed benefits. Then, right after, a series of experiments (flanked to the actual operating 

system) and appropriate evaluations would naturally lead the sociotechnical regime towards 

a better and sustainable achievement. 

The voting systems evaluation 

Adopting Prandini & Ramilli (2012) e-voting system evaluation model, we could understand 

how a blockchain voting system can potentially enhance some electoral requirements when 

compared to traditional voting systems. 

Our analysis considered three different types of voting systems, going from the Italian 

traditional paper ballot system, an offline electronic voting system adopted by Brazil, and lastly, 

to an online mobile blockchain voting system. The final score performed by Voatz in our 

analysis opens the discussion that is not just about modernize the voting systems and bring 

to light new technologies like blockchain, it is also an opportunity to bring safety and 

transparency improvements for voting systems in general. 

We understood from our analysis that many electoral requirements in the Brazilian and Italian 

systems are still dependent on human interaction and their correct behavior to run the 

elections properly, and surely, we cannot affirm that having a voting system depending on 

human labor is a security flaw. Many electoral processes that are performed by humans can 

and should be executed perfectly and honestly by the hands of volunteers and electoral 

officials, however, a system like this is probably more vulnerable to mistakes, being them an 

honest or malicious mistake.  

When we have a software solution that is written to execute tasks, and the source-code is 

audited and ensured its correct behavior, if compared to humans, is much more accurate and 

less vulnerable to flaws. That is the natural course of action that we see nowadays, especially 
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with the advance of artificial intelligence and machine learning; we see computer software 

performing better than humans and, in many cases, replacing their jobs. In a subject so 

sensitive as a voting system, that guarantees our democracy and allows us to exercise our 

rights, is crucial to be open to the potential improvements that a blockchain-based voting 

system can bring to the table. 

To be fair, an online blockchain-based voting system is not a risk-free human system, as we 

also have people operating the software and system administrators that could be as 

maliciously intended as any other person in the paper ballot system. We raised that matter 

during our interview with Nimit, Voatz’s founder and current CEO, to understand what options 

we have and how Voatz deals with this.  

Nimit was straight to the point confirming that in fact, people are the weakest link in any kind 

of security structure. Not only from the inside when someone intentionally wants to harm the 

system, but also externally, when cybercriminals exploit and get access to an entirely secure 

network, usually through an exhausted or distracted employee victim of sophisticated methods 

of deception, like email phishing or social engineering attacks. 

The Brazilian and Italian voting systems work using a more traditional data security strategy, 

operating under an approach where they trust in the internal users (or electoral officials) where 

the system and data only need to be protected from external attacks.   

Going back in our analysis, we had several cases where the Brazilian and Italian electoral 

processes had to rely on some sort of correct conduct from the people working at the polling 

station. Further down, we are going to look closer and explore the potential risks that this can 

have in an electoral system. 

In the Italian voting system, the authentication process does not count with features like 

fingerprint or face recognition and relies on a polling worker to authenticate the voter. In this 

case, if hypothetically, the electoral officer wants to act maliciously, he or she only need to 

wait until the voting time gets close to the end (where inclusively the respect or not for the 

opening and closing election times is also controlled by them), to check the absent voters and 

potentially vote for them. Furthermore, as the paper ballots are not attributable to their original 

voters, this type of tampering would be untraceable. 

The same can happen for the vote counting where on both voting systems (Brazilian and 

Italian) people can tamper this process. In the Brazilian case, the votes are cast into the offline 

voting machine and sored in memory cards to later, at the end of the election time, be extracted 

from the machines and transported to a regional electoral office where they are inserted in a 
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computer connected to the central tabulation (SEC). This process of collect the cards and 

transport them to a regional electoral office is done by two or three electoral officers without 

further supervision. If these employees decide to collude, they can put in jeopardy the correct 

voting counting. Similar harm can be performed for the counting in the Italian process, where 

the members involved in this task can make mistakes or wrong judgments about the validity 

of the paper ballot. 

Interesting to notice that 3 of 4 electoral security requirements evaluated in our analyses are 

compromised in the Brazilian and Italian voting system because of the necessity to trust 

people for the system works flawlessly. The risk analysis and countermeasures against 

threats, the protection of stored and transmitted data, and the access to the system and 

compliance verification, all these election requirements, on both voting systems, at certain 

point relies on internal staff or electoral officers to guarantee the election integrity. This 

reinforces our assumption that these systems were designed with the traditional data security 

strategy in mind, only considering that the vulnerabilities come from outside, neglecting the 

risks and vulnerabilities from those inside the system. 

On the contrary, Voatz was built under the zero-trust model architecture. According to 

Kindervag (2010), trust is the fundamental problem in information security today. When you 

change the trust model from legacy network to zero trust model is easier to build and maintain 

the network, and also can be more efficient, more compliant and more cost-effective.  

The Zero Trust architecture model considers information security under a new perspective, 

where all network traffic is untrusted. That does not mean that employees or electoral officers 

are untrustworthy, but trust is a concept that cannot be applied to data and network traffic. 

Kindervag concludes by saying that: “The malicious insider reality demands a new trust model. 

By changing the trust model, we reduce the temptation for insiders to abuse or misuse the 

network, and we improve our chances of discovering cybercrime before it can succeed.” 

(Kindervag, 2010) 

The recurring criticism around the Brazilian voting system is the lack of transparency in the 

electoral process, where the absence of a vote receipt keeps the population in the dark without 

the possibility to audit the election or perform a vote recounting. Even the current present-

elected Jair Bolsonaro in a recent event, said that despite being elected, he does not trust in 

the Brazilian voting machine, and affirms that are possibilities to tamper the Brazilian elections 

(Lima, 2020). These concerns are also experienced in the Italian voting system, where both 

countries, unfortunately, suffer from corruption issues. Therefore, having an election that 

needs “trust” to be correctly performed, is indeed, not trustworthy at all. 
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That is why Voatz performed so well in our analysis, their voting system is built under the zero-

trust perspective and consequently is more efficient, more transparent, and more compliant to 

the electoral requirements where other voting systems had to rely on trust.    

Regarding the costs of running an election, Voatz also seems to be more cost-effective. During 

our interviews with Voatz’s staff, they reported in terms of cost savings that they are 

experiencing from 50 to 75% of cost reduction when compared to the U.S election costs.  

The election costs are also a concern in the Brazilian electoral system where recently, the 

Supreme Electoral Court (SEC) is investigating different voting solutions that could be applied 

in the Brazilian election, and companies like Voatz, Amazon and IBM pitched their solution for 

the Brazilian government. The SEC estimate to spend 110 million euros on the purchase of 

new equipment this year alone, and not considering yet the costs with the machines logistics 

and constant maintenance, also meals for polling staff among other costs (UOL News, 2020). 

The drastic cost-reduction using a voting system like Voatz is possible due to the reduced 

workforce size needed to perform the election, the minimal costs when using public buildings, 

the savings on raw materials such as paper, post-service, etc., and especially the saving from 

voting equipment. As Voatz uses the voter’s own device there is no need to spend money on 

manufacturing, logistics and maintenance for the voting machines. Using an online voting 

system is cheaper and eco-friendly.   

The use of blockchain also enhances transparency in the system. Knowing that a voting 

system uses blockchain to store the ballots provides more trust than standards technologies. 

Furthermore, by combining smart contracts, we can assure that the data inside the blockchain 

is never changed, and can be accessible to the voter and electoral officials without increasing 

the costs.  

On top of that, the distributed architecture of blockchain also provides redundancy in case of 

attack or network failure. If we compare to a paper ballot system, if someone attacks one 

polling station or maliciously disappear with the voting ballots from that session, the changes 

to recover the ballots are close to zero, probably the votes would be considered lost - what 

would not happen in a blockchain system. 

Also important to consider, is the accessibility that a voting system can provide. Both, the 

Brazilian and Italian systems, despite being different, they share the same accessibility issue 

- it requires voters to be physically present at the polling station to vote.   
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In 2020 the world faced restricted mobility issues due to COVID-19. In a year like this, where 

either elections could be postponed or rather put the population in danger, all of the risks could 

be avoided thanks to an online voting system. An improvement in accessibility is welcome not 

only in extreme situations as the one that we are living in today, but also on a daily situation 

where people are sick in hospitals, people with mobility issues, and people who are traveling 

for work, studying abroad or overseas military could take advantage of an online voting 

platform. 

 

A blockchain-based voting system 

Zohu et al. (2019) have offered an ideal framework according to which a Blockchain-based 

electronic voting system can be considered safe, efficient, and easily scalable. 

Apart from the mere example, what is valuable about this theory is the classes of goals that 

the design is supposed to follow. Among these, that have been named in the theory section 

of this paper, all the concepts can be found addressed during this research: 

● Eligibility: Only citizens owning the right of voting can vote; 

● Fairness: The final result cannot be tampered; 

● Privacy: Ballots must be kept secret, and ideally no one should be able to attribute the 

vote to its voter; 

● Verifiability: Voters should be able to check the status of their vote; 

● Uniqueness: Each vote can only count once; 

● No receipt: Voters should not be able to demonstrate their choice to third parties. 

 

Voatz is in fact fulfilling all the parameters proposed by Zohu: the mixed-use of Smart 

Contracts, double encryption and Blockchain protocol are able to ensure the good and 

trustable functioning of the whole application and infrastructure. 

Moreover, the flexibility of the application can offer different solutions to the government in 

terms of receipt freeness linked to the risk of coercion: as mentioned in the interview with 

Voatz’s CEO, a receipt can be issued in many different ways, preserving at the same time the 

possibility of universal auditing and coercion freeness. 

Last but not least, no TTP (Trusted Third Parties) are required in the process of casting and 

counting the votes but can be easily involved in case of necessity. The government can, in 

fact, decide to leave the auditing process to third parties to offer major transparency on the 

results to its citizens. 
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Conclusion 

The sociotechnical trends addressed in this research are constantly pressuring today’s 

governments to take difficult measures in order to solve high complexity problems. 

These problems, defined complex because of the intricate net of relationships among involved 

actors, are rarely solved by timely intervention on the legislative and executive level; 

governments are therefore having a hard time to find long-run sustainable solutions to high 

complexity issues in a small time frame.  

 

The trends discussed mostly deal with increasing and redistribution of the population, 

corruption and lack of transparency, distrust in governments and last, but not least, 

pandemics. Landscapes developments are putting the world’s leaders in front of hard choices 

in order to guarantee a satisfying level of democracy; countries like Italy and Brazil are failing 

to provide an appropriate infrastructure to their citizens. 

 

While Italy is keeping the old traditional paper ballots system, trends like deruralization, 

emigration and pandemics are harshly challenging the free expression of democracy. The 

high budget spent to accomplish each election is becoming more and more unjustified. Brazil, 

on the other hand, has been one of the pioneers of electronic voting; however, the rushed 

process of implementation of not well enough tested machines and the following absence in 

updating investments is causing an escalation in their utility’s depletion. Brazilian population, 

not satisfied anymore with the degree of security and transparency of the voting machines, is 

currently losing trust towards governing bodies and doubting the level of democracy. 

The authors of this paper have given an overview of the technologies available in the here and 

now: according to literature, the best practices to build a secure and efficient voting 

infrastructure involve high-level encryption, smart contracts and, most importantly, the 

Blockchain protocol. 

 

The latter, in particular, has demonstrated to be able to strongly guarantee security and 

transparency in the casting of the votes, which is definitely the most delicate step of an 

election. 

The biggest lack at the end of the day is the impossibility to safely store the gathered data 

over the whole process of elections: there will always be some sensible steps where the data 

can be influenced by malicious third parties, human mistakes and even the government’s 

intent.  
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However, this doesn’t mean that other security measures cannot be applied to avoid these 

manipulations. Countermeasures like encryption or protocols like smart contracts can, in fact, 

make the act to manipulate the single voter choice so expensive in terms of time and energies 

that can deter any malicious intention. On the other hand, excessive control of the government 

over the elections can always be mitigated by hiring TTP (Trusted Third Parties) in the auditing 

process. Lastly, human mistakes can be effectively reduced by minimizing the amount of 

human capital employed: compared to any traditional system, a remote voting platform needs 

a dramatically lower number of employees involved, which makes the number of errors 

significantly lower and enhances the performance of operating detection software. 

The numerous achievements that the company Voatz has shown in the US are opening new 

windows also outside the States. Apart from the strong characteristics of the app and the good 

political health of the country, the slow process of implementation is what has helped Voatz to 

succeed. 

The company has been, indeed, hired to implement its infrastructure as a simple alternative 

to the existing voting system: the citizens that have had a chance to try it and that benefited 

from its advantages are the living witnesses of its advantages. In the future, assuming that 

Voatz will keep offering a satisfying service, more and more actors will be positively involved 

in the digital transition. The slow transition, in fact, confirms the theory of the Multi-level 

Perspective offered by Elzen, Geels and Green: a patient and immersive implementation on 

all actors’ levels can guarantee a long-term sustainable solution to high-complexity issues. 

 

The use of blockchain and smart contracts in a voting system can improve important electoral 

processes and requirements. With the combination of a permissioned blockchain network and 

smart contracts, the protection of transmitted and storage data is assured, the correct and 

verifiable vote-counting is guaranteed, and any malicious activities can be easily detected. 

The outcome is a more secure and transparent voting system. 

 

The research question has been successfully answered as the case study company has 

successfully developed an artifact able to improve security and transparency, demonstrating 

that the Blockchain (opportunely mixed with other protocols) is a valuable solution already 

available in the present. The urgency of renovation of existing voting systems is a problem 

that afflicts the two studied countries: Blockchain seems to be definitely a good and 

sustainable solution to address this issue. 
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Limitations 
The research conducted behind this Master Thesis has taken place during the second half of 

2020, in the middle of the Covid-19 pandemic. 

 

The authors, at the time both based in Copenhagen (Denmark), have faced serious 

discomforts in the process of gathering data and interacting with interviewees, supervisors 

and mentors. 

 

Especially the people interviewed remotely, living in Italy, Brazil and the US have unfortunately 

had a hard time offering their time and energy, given the dramatic situation that was afflicting 

these countries. Many people contacted for the gathering of primary data have been, in fact, 

unable to answer the authors’ questions. In particular, for the Brazilian case study, it has been 

impossible to retrieve valuable opinions from local experts. Luckily though, the rich and recent 

literature in the field has helped to build a nice and well-mixed pool of information to start the 

research anyway. 

 

Despite the difficulties, the authors have successfully accomplished all of the interviews 

present on their schedule and effectively transcribed and analysed them without encountering 

major issues. 

 

Being a multiple case study, the reliability and the validity of this research have been preserved 

on a satisfying level. The opportunities behind the practice conducted according to the case 

study framework offered by Saunders will be discussed in the next paragraph. 

 

Future Research 
The orthodox approach applied by the authors has as a main positive side effect the 

possibility to apply the case study in different contexts. As the main research question 

has been successfully answered by using two countries with a different background 

and an innovative Blockchain-based company as examples of reality, the next step 

would be to confirm or deny the result by changing the variables. 

 

First of all, the same structure of Voatz’s application can be applied to build electronic 

voting systems for other countries. Even if the ones considered have many neighbors 

sharing the same problems, there are still many other nations that can be considered 

fundamentally different, and therefore expect different outcomes of the research. At 
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the same time, it would also be interesting to analyse the application of protocols 

different from the Blockchain and assess the degree of security and transparency of 

them. They may definitely be efficient enough to give satisfying results. 

 

Another possibility would be to research other companies similar to Voatz but still 

using the Blockchain system. The small eventual differences between the 

infrastructures may reveal important details that could enlarge the design classes 

proposed by FOO and enriched by many others. 

 

The rapid changes that occurred during the Covid-19 pandemic will probably have 

major impacts on the society that we know today: future scenarios, that seems to be 

happening soon, will also change the field enough to justify a repetition of the same 

study. Italy, Brazil and the USA (a country where Voatz is momentarily offering its 

service) are facing a very dark moment of history that will have a drastic impact on the 

whole social, cultural, political, economic, technological and legal profiles; soon, many 

characteristics addressed in this paper will not be the same anymore. 
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