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Abstract 

The rapid development of technology in the recent years has given rise to new ways of conducting 

business and marketing communications. It has provided businesses with the opportunity to reach 

customers through new means of communication. Furthermore, it has made it possible for them to 

target their customers more specifically through the workings of big data, i.e. using customers’ 

online behaviour to tailor advertisements more precisely. This in turn has made it possible for 

marketers to utilise their marketing budgets more strategically. 
Technological developments have thus enabled marketers to base their marketing communication 

on the strategic utilisation of customer data. However, it has also made the process of 

communicating with their customers increasingly complex, as different parties such as advertising 

platforms, data processors and other third parties may be interposed in the communication between 

companies and customers.  

The sophisticated use of customer data to tailor marketing communications has – along with other 

factors - fostered an increase in privacy concerns. Along with the technological developments, the 

perception of privacy has thus changed. This has forced European supranational powers to take 

action on this agenda. This led to the formulation of the ePrivacy directive in 2009 and the General 

Data Protection Regulation (GDPR) in 2016. These regulations have made it increasingly harder for 

marketers to collect the necessary information about their customers, in order to create relevant and 

well-targeted advertisements. 

In this project, we explore how online privacy concerns shape digital marketing communications 

taking point of departure in the Danish marketing and advertising industry. To investigate this, we 

adopt an interpretivist, abductive and exploratory research approach, where we combine secondary 

data with primary qualitative data drawn from semi-structured interviews with twelve digital 

experts. Our findings suggest that it is of critical importance for businesses to consider privacy 

concerns and address them. We further propose that it is crucial to focus on the direct line of 

communication between business and customer to build long-term relationships based on trust. 

Following our findings, we derive recommendations for businesses regarding how they can handle 

privacy concerns. Businesses are encouraged to be transparent in the way they treat data and to 

clearly communicate about it in an understandable manner. 
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1.0 Introduction 
 
Ever since the beginning of the 1990’s, technological advancements have been rapidly transforming 

our world and the way it operates. They have enabled new ways of conducting business as well as 

given rise to new channels for the means of communication.  

 

In a time before the internet became an integrated part of our everyday life, businesses primarily 

communicated to customers through untargeted, one-way mass-marketing initiatives. However, the 

rapid technological developments have made it possible today for businesses to not only 

communicate with customers through new and digital channels fostering two-way communication - 

it has also enabled them to segment and target their customers more precisely, allowing them to 

tailor offerings and thus utilise their marketing budgets more strategically.   

 

One technology which has made this possible is big data, i.e. the sophisticated collection, storage 

and utilisation of information for strategic business purposes (Herschel & Miori, 2017). Big data 

has enabled businesses to gather and process vast amounts of data about their customers, their 

online behaviour and preferences. Businesses in turn can use this data to tailor advertising and 

offerings with the aim to build stronger communication platforms and relations with their 

customers. However, as new data constantly surfaces it can be hard for companies to keep track of 

it, which has made consumers more cautious about their data online (Goldfarb & Tucker, 2011). 

The constant accumulation of data has the potential to place companies at increased security risks, 

as the high volume of data may lead to increased attention from cybercriminals (Kshetri, 2014). 

 

As technology has become an integral part of our world and everyday life, privacy has thus moved 

from not only being a topic in the physical, but also in the digital world. Before technologies 

became an integrated part of our life, people had direct control over whom they disclosed their 

personal information to and therefore knew whom they granted access to it. However, in today’s 

technologically complex world, people engage with many different online platforms, and it thus 

becomes increasingly harder for the customer to have an overview as to whom and to which type of 

data they have access.  
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Due to these developments, the European Union deemed it necessary to develop stronger 

regulations around consumers’ online privacy, which resulted in the development of the ePrivacy 

directive in 2009 and General Data Protection Regulation (GDPR) in 2016 (EUR-Lex, 2009, 2016).  

The introduction of such regulations and directives has disrupted the operation of many data-driven 

businesses. It has especially affected the way in which businesses interact with existing and 

potential new customers through online platforms, as it has made it harder for them to obtain the 

relevant knowledge about their customers and therefore tailor communication initiatives effectively 

(Goldfarb & Tucker, 2011, 2012). 

 

1.1 Research aim and objectives 
This thesis seeks to investigate how businesses can utilise and adapt to the changes in the 

marketplace and build market communication initiatives that enhances long-term relations in the 

future, whilst still taking the online privacy of their consumers into account.  

 

In order to explore this, we have formulated the following research question: how do online privacy 

concerns shape digital marketing communications?  

 

Based on the research question, we have drawn up an overall research aim and several research 

objectives. This is intended to assist us in finding an answer to the research question as well as 

provide some guidance and structure to our research process. The research question, research aim, 

and accompanying research objectives have been outlined in the following visualisation (figure 1). 
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Figure 1: Research aim and objectives (based on Dudovskiy, 2019) 

 

1.2 Delimitation 
With this project, we seek to investigate how the technological advancements and the use of big 

data have transformed the marketing and advertising industry and fostered the rise of the agenda 

around online privacy. We further look at how the advancements of this agenda have transformed 

the way in which businesses can build market communication strategies in the future. 

 

In order to examine the topic at hand, we have chosen to take the point of departure in the Danish 

market. This is a deliberate choice from our side, made due to the constraints of the scope of this 

research project. The topic of investigation is contemporary of nature and new data surfaces 

everyday around the world. With the time constraints under which we have had to conduct our 

research, we have thus not found it strategically possible to conduct our empirical investigation on 

an international level. Through focusing on the Danish market, the empirical investigation could be 

conducted within the given time frame. Furthermore, investigating the Danish market also served 
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geographical advantages when finding people to participate in our study. Even though only 

investigating the Danish market limits the applicability of the findings, our research provides 

interesting insights and adds further to the understanding of the general topic at hand. 

 

1.3 Thesis outline 
To give the reader an overview of the adopted funnel-like structure of our thesis and provide some 

guidance regarding our research approach, we have chosen to develop a brief visualisation of the 

structure below (figure 2). This study sets out by building a literature review drawing on academic 

sources. These academic findings represent the foundation for the empirical investigation. The 

empirical investigation thus serves as means to investigate whether the academic findings also hold 

true in practice. Through bridging the empirical investigations with the academic findings, the 

project seeks to shed light on the implications this has for the future of businesses’ communication 

initiatives.   

 

Besides structuring the following research project using a funnel-like structure as visualised below, 

we have also chosen to incorporate visual elements into the thesis wherever we found it beneficial. 

This has been done with the intention to create a streamlined and dynamic experience for the reader, 

thus facilitating the reading. We therefore tried to create a more visual and dynamic twist to the 

traditional text-heavy thesis structure. In order to further facilitate the reading of this thesis, we have 

decided to remain critical throughout the entire project rather than having a separate section in 

which we present our critical reflections.  
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Figure 2: Outlined structure of the project  

 
 

1.4 Setting the scene: the rise of data-privacy in Europe 
As this project revolves around online privacy in the Danish market, we find it necessary to briefly 

introduce the European data protection laws, which govern the area, as they have played an integral 

role in our research. The following section will thus serve as a brief introduction for the reader as to 

how European data protection laws has come into existence.  

 

The evolution of European data protection law 

Data protection laws have been in place in Europe since 1995. Back then, the European Union first 

introduced the European Data Protection Directive (Directive/95/46/EC), which was developed to 

preserve the protection of individuals with regard to the processing of personal data and the free 

movement of such data (European data protection supervisor, n.d, EUR-Lex, 1995). However, 

during the early 2000’s, global technological advancements created a more advanced digital 

landscape. 
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The European Commission therefore proposed a comprehensive reform of the 1995 European Data 

Protection Directive, with the aim of strengthening online privacy rights and boost Europe’s digital 

economy (European data protection supervisor, n.d). The reform was agreed upon in 2016 by the 

European Parliament, the Council and the European Commission. This resulted in the development 

of the General Data Protection Regulation (Regulation 2016/679/EU), which was to enter into force 

by the 25th of May 2018 (European data protection supervisor, n.d; EUR-Lex, 2016). The GDPR 

thus takes point of departure in the 1995 European Data Protection Directive. It also establishes 

new rights such as the right to be forgotten, privacy by default etc. in order to preserve the rights of 

the individual (European data protection supervisor, n.d; EUR-Lex, 2016). Furthermore, the new 

regulation also introduced the possibility to fine organisations, which do not live up to the 

regulation, as well as companies that breach the EU data protection laws (European Data Protection 

Supervisor, n.d; EUR-Lex, 2016). 

 

The evolution of European ePrivacy law 

Besides the need from the European Union to develop general data protection laws, the rapid 

technological advancements in technology and telecommunications industries in the early 2000’s 

also resulted in the development of the European ePrivacy Directive in 2002 

(Directive/2002/58/EF). This focuses on protecting the privacy and security of personal data 

processing in electronic communication (EUR-Lex, 2002; EUR-Lex, 2014, EUR-Lex, 2016). 

Furthermore, the Directive requires electronic communication providers to secure the data they 

possess by taking appropriate measures to safeguard security of its services (EUR-Lex, 2014). It 

also prohibits the listening, tapping and storage of communications without the consent of the 

individual (EUR-Lex, 2014; Green, 2019). 

 

In 2009, the ePrivacy Directive from 2002 was amended (Directive 2009/136/EC) and new 

requirements were added, such as the reporting of personal data breaches and the option for 

individuals to retrieve their data (EUR-Lex, 2009; Green, 2019). With the 2009 amendments, the 

ePrivacy Directive became known as the “cookie law”, because the updated law explicitly stated 

that all webpages must ask for consent from visitors before being allowed to process their web 

cookies (EUR-Lex, 2009; Green, 2019). The ePrivacy directive of 2009 was written into the Danish 

law as “cookiebekendtgørelsen” in 2011 (Erhvervsministeriet, 2011). 
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Cookies are small amounts of data generated by websites when browsing around. They are then 

processed and stored by the web browser (Gdpr.eu, 2020). The main function of cookies is to 

provide a better experience on a website for example by proposing to save a person’s login 

information, so that one does not have to fill it out every time one goes to that particular website 

(Gdpr.eu, 2020). However, the collection and processing of cookies also serves as a strategic tool 

for advertisers, who can use the tracking of users’ online activities and preferences to target them 

more specifically (Gdpr.eu, 2020). 

 

On a basic level, cookies can be classified as being either first-party or third-party cookies: first-

party cookies are cookies put on someone’s device directly by the website the person is visiting 

(Gdpr.eu, 2020). Third-party cookies are placed on someone’s device by a third-party, i.e. an 

advertiser or analytics system (Gdpr.eu, 2020). 

 

Furthermore, cookies can serve different purposes. It is therefore necessary to distinguish between 

four different types of cookies, i.e. strictly necessary cookies, preferences cookies, statistical 

cookies and marketing cookies (Gdpr.eu, 2020). Strictly necessary cookies are, as their name 

suggests, required to browse any website and make it possible to use a website’s features. 

Necessary cookies do therefore not require consent from the user. Preferences cookies remember 

the user’s previous choices such as for example language settings. Statistical cookies gather 

anonymised data on how users interact with the webpage and are used to identify potentially needed 

website improvements. Marketing cookies track the user’s behaviour across websites in order for 

marketers to understand the user’s interests and thus enable marketers to target the user directly.  

 

Depending on the type of data that cookies contain, they can be considered personal data and are 

thus subject to the GDPR. The GDPR and ePrivacy Directive are therefore closely related, which is 

also formally established in recital 30 of the GDPR (EUR-Lex, 2016). Here, it is mentioned that 

companies using cookies to track and identify users via their devices must process this data in 

accordance with the GDPR, as it can be considered as processing of personal data (EUR-Lex, 2016; 

Gdpr.eu, 2020).   

 

As previously stated, the ePrivacy directive and the GDPR explicitly state that websites need to 

obtain consent from users before being allowed to install cookies on their devices. In order to obtain 
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this consent, many websites have been implementing pre-ticked consent-boxes on their website. 

However, in a recent case, the Court of Justice of the European Union ruled that pre-ticked consent-

boxes are not allowed anymore and that active consent from the user is required (Curia, 2020).  

Requiring marketers to gain active consent has been criticised as it makes it more difficult for them 

to get access to the necessary customer data, thus potentially decreasing the effectiveness of 

advertising (Goldfarb & Tucker, 2012). The introduction of the ePrivacy Directive and the GDPR 

has thus posed new regulations on the market and changed how companies and websites can obtain, 

store and use data of their visitors and customers for business purposes.  

2.0 Methodology  
In the following section, we will outline the methodological considerations and methods adopted 

throughout our research. To outline the methodological considerations in a logical manner, we have 

chosen to structure the following sections by drawing inspiration from the onion model as presented 

by Saunders et al (2016, p. 124, Fig. 4.1.). We will thus first present the philosophical 

considerations regarding our research. Following this, we will outline the theoretical approach i.e. 

present whether we adopt an inductive, deductive or abductive approach. Thereafter, we will 

establish the overall design of our research process, depicting whether we adopt an exploratory or 

conclusive design. Lastly, the section will present the data collection and sampling techniques, as 

well as outline the analytical approach adopted in order to analyse the collected data. 

 

In order to give the reader a brief overview of the coming sections, we have chosen to depict the 

structure in the following visualisation (figure 3).  

 

Figure 3: Outline of the methodology section 

 

Research 
philosophy 

Research 
approach 

Research 
design 

Data 
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2.1 Research philosophy 
Philosophical reflections are an integral part of conducting academic investigations and need to be 

considered when approaching any kind of research (Saunders et al, 2016). Furthermore, it is 

important to make philosophical reflections, as each philosophical paradigm relates to its own basic 

assumptions and belief systems, which influences the approach and design of the particular study 

(Saunders et al, 2016). Overall, four main research philosophies exist, i.e. positivism, realism, 

interpretivism and pragmatism (Dudovskiy, 2019b).   

 

However, for a researcher to adopt a specific research philosophy, one must first consider the two 

underlying philosophical assumptions called ontology and epistemology (Saunders et al, 2016). 

Ontology stands at the core of the philosophy of science and is concerned with how the researcher 

perceives the nature of reality (Easterby-Smith, 2015). It thus influences the assumptions 

researchers hold as to how the world operates (Saunders et al, 2016; Dudovskiy, 2019c). 

Epistemology refers to the kind of knowledge the researcher finds acceptable and thus impacts the 

choice of data collection and method (Saunders et al, 2016; Dudovskiy, 2019c).  

 

The following sections will at first present the ontological and epistemological reflections 

conducted in regards to our research. Afterwards, the section will present the philosophical 

paradigm adopted when approaching our research.  

 

Ontological perspectives 

Within the ontological perspective, two contradicting views exist on how reality is perceived. These 

are objectivism and subjectivism (Dudovskiy, 2019d). Objectivism argues that social phenomena 

and entities exist independently and externally from social actors (Dudovskiy, 2019d; Saunders et 

al, 2016). On the contrary to objectivism stands subjectivism which argues that social phenomena 

are created through the perceptions and actions of social actors in a continual process and the 

phenomena studied are thus dynamic in nature (Dudovskiy, 2019d; Saunders, et al. 2016). 

 

From a positivist ontological stance, reality is perceived as external and objective, and thus exists 

outside humans and is created based on objective and logical empirical facts (Dudovskiy, 2019d). 

Hence it is assumed that one true reality exists which applies to everyone (Saunders et al, 2016; 

Dudovskiy, 2019d). The perspective does therefore not consider how people attribute meaning to 
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the area of research. There is rather one universal and definite way of how to understand it 

(Dudovskiy, 2019d; Saunders et al, 2016). The realist research philosophy assumes that the 

experience of our senses accurately portrays the world. It argues that the interpretations and 

experiences of social actors do not influence the existence of the social world (Saunders et al, 2016; 

Dudovskiy, 2019d). Realism thus adopts an objective ontological stance, as it argues that there is 

only one true social reality experienced by all social actors (Saunders et al, 2016). From an 

interpretivist philosophical stance, reality is viewed as something that is socially constructed 

through culture and language and is thus dependent on both social structures as well as contextual 

and historical factors (Saunders et al, 2016). From an interpretivist standpoint, the researcher takes 

active part in generating meaning from the phenomena researched, and thus adopts a subjective 

ontological stance (Saunders et al, 2016; Dudovskiy, 2019e). From a pragmatic ontological 

standpoint, reality is interpreted as complex, rich and external, and recognises that there are many 

ways to interpret the world and there thus may exist multiple realities (Dudovskiy, 2019d). 

Researchers following a pragmatic research philosophy have a practical understanding of reality 

depending on what suits the research best. They thus often adopt an ontological stance that 

combines both objectivism and subjectivism (Saunders et al, 2016; Dudovskiy, 2019d).  

 

Epistemological perspectives 

As mentioned above, epistemology considers how knowledge is created and what the researcher 

regards as acceptable knowledge within the particular field of study (Saunders et al, 2016; 

Dudovskiy, 2019c). There are four different perspectives on what acceptable knowledge is, i.e. 

intuitive knowledge, authoritarian knowledge, logical knowledge and empirical knowledge 

(Dudovskiy, 2019c). Each of the four main research philosophies has a different understanding of 

what acceptable knowledge is (Saunders et. al, 2016; Dudovskiy, 2019c). However, it is important 

to mention that research processes might integrate several, if not all the above sources of knowledge 

within a given study. Depending on the adopted philosophical orientation, the researcher might 

draw on several of them (Dudovskiy, 2019c).  

 

From a positivist philosophical stance, only insights created based on observable phenomena, which 

can generate general and objective law-like conclusions are regarded as acceptable knowledge 

(Saunders et al, 2016). Positivists thus often base their studies on logical, empirical and 

authoritarian knowledge rather than on the more subjective, intuitive knowledge (Saunders et al, 
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2016). From a realist philosophical stance, what the senses show us as reality is considered the truth 

and thus as acceptable knowledge (Saunders et al, 2016; Dudovskiy, 2019c). Realists often use 

intuitive knowledge as the base for their research. However, no matter which type of knowledge is 

included, realists seek to make the knowledge scientifically valid through adopting an objective 

standpoint (Dudovskiy, 2019c). The third research philosophy, interpretivism, argues that the social 

world is complex and dynamic. The researcher must seek to understand its nuances, and knowledge 

is thus generated through subjective meaning (Saunders et al, 2016). Researchers adopting an 

interpretivist philosophical stance often base their research on intuitive knowledge and regard 

subjective knowledge as scientifically valid (Saunders et al, 2016; Dudovskiy, 2019c). It therefore 

becomes the task of the researcher to interpret the many subjective interpretations and generate 

conclusions based on them. Lastly, pragmatism proposes that there are different ways to interpret 

the world and there is no single point of view that gives an accurate picture as multiple realities 

exist (Dudovskiy, 2019c). Pragmatic researchers therefore often build their research around all four 

types of knowledge. They tend to integrate a dual approach where both subjective and objective 

knowledge is acceptable scientific knowledge as long as it helps to reach conclusions (Dudovskiy, 

2019c). 

 

Adopting a philosophical stance 

After having reflected on the ontological and epistemological considerations regarding how to 

approach our research, it becomes apparent that we adopt an interpretivist philosophical stance. 

This is due to the subjective nature of our understanding of reality and of what acceptable 

knowledge is.  

 

When approaching our research project, we adopt a subjective ontological and epistemological 

stance. We do this as we believe that the nature of the phenomena we study is created and attributed 

importance to through the interactions of social actors and their various and nuanced perceptions of 

the phenomena in question. Due to the social and complex nature of the phenomena, it also is 

contextually and historically dependent. It evolves over time as people’s perception of the 

phenomena gradually develops, making the researched phenomena dynamic in nature. Due to this, 

we are of the opinion that our research and its subsequent conclusions are likely to only be 

applicable within the given time, culture and space we study it in. 
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By adopting an interpretivist philosophical stance, we as researchers become an integral part of the 

research we conduct, as we take on the role of constructing and generating knowledge and 

conclusions from the complex and subjective nature of the phenomena in question. 

 

2.2 Research approach: induction, deduction and abduction 
The above outlined philosophical considerations play an integral role when choosing which 

approach to adopt for conducting research. Traditionally, two approaches to reasoning exist: 

induction and deduction (Saunders et al, 2016). Deduction focuses on logic and general principles. 

It often involves the development of a hypothesis based on existing theory, and then designing 

research strategies to test the hypothesis (Dudovskiy, 2019f; Saunders et al, 2016). Induction in 

contrast assumes that meaning is generated from a data set collected in order to identify patterns 

and relationships (Dudovskiy, 2019g; Saunders et al. 2016). In the next step, these identified 

patterns and relationships are used to formulate a theory. Deductive reasoning takes point of 

departure in theories and then looks at verifying or falsifying it through research (Saunders et al, 

2016). On the contrary, inductive reasoning means starting with the conduction of the research and 

that the resulting data are used as the base to identify patterns and formulate theories (Saunders et 

al, 2016). To combine these two divergent perspectives, another approach has been introduced, i.e. 

(Saunders et al, 2016; Dudovskiy, 2019h). It focuses on the discovery of new concepts, ideas and 

explanations and considers how the data supports existing theories or the way in which theories 

might need to be modified (Kennedy & Thornberg, 2018).  

 

When approaching the investigation of the topic at hand, we adopt an abductive approach i.e. 

combining both elements of deduction and induction throughout our research. In the early stages of 

our research, we spent a lot of time accumulating our knowledge by reading broadly into the topic 

of interest. At the same time, we also accepted that our knowledge would not be sufficient to 

comprehend the topic at hand nor set a research design in stone (Saunders et al, 2016). Furthermore, 

in order to grasp the complex and dynamic nature of the topic at hand, we deemed it necessary to 

adopt a flexible and exploratory approach. To do so, we chose not to formulate a concrete research 

hypothesis, which was to be either verified or falsified, but it was rather left open to enable the 

discovery of new topics and concepts as the research evolved.  
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Our empirical study was guided by our previously accumulated knowledge reflected in the literature 

review, which we used to “test” whether our findings also held up in practice. However, at the same 

time, we made sure that the design of the research remained flexible for new themes and concepts 

to evolve. We were therefore “open and sensitive to the data while allowing the use of pre-existing 

theories” (Kennedy & Thornberg, 2018, p. 52). This approach meant that we continuously moved 

back and forth between theory and empirical findings, reconsidering and modifying our theoretical 

foundation as new, interesting themes came to surface throughout the interviews. This also 

emphasises that throughout our research, we were open to the topic moving into a different 

direction than we had initially thought.  

 

2.3 Research design 
Based on the considerations outlined above, we chose to adopt an exploratory research design when 

approaching our research, as it allowed the project to continuously evolve and change as the 

research progressed. The aim of an exploratory research design is to explore the topic at hand 

(Dudovskiy, 2019i). An exploratory research design therefore does not intend to offer any specific 

and definite conclusion, but rather seeks to foster better understanding of the topic at hand 

(Dudovskiy, 2019i). Adopting an exploratory research design fits well with the dynamic and 

evolving nature of the topic as well as our philosophical stance and abductive approach.  

 

As mentioned previously, we already had some prior knowledge on the topic before starting our 

research. However, by approaching the study with an exploratory research design, we were able to 

continuously stay open to new input and knowledge. Through it, we have allowed our knowledge 

on the topic to continuously evolve throughout the research phase. The accumulation and 

continuous development of new knowledge and input have therefore influenced both the next steps 

in our research process as well as past steps in the process, which we thus had to adapt to fit in with 

our new knowledge. The writing process of this project has not been a linear process but rather 

cyclical and emergent in nature where we have continuously learned and evolved.  

 

Through adopting an exploratory and emergent research design, we were able to expand our own 

personal knowledge in the area, which has transcended into what has been termed “fusion of 

horizons” by Hans-Georg Gadamer (Malpas, 2018). We have thus entered our research with each of 
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our individual horizons and worldviews and allowed them to open and melt together to create new 

knowledge. 

 

2.4 Data collection and sampling  
The following sections will outline our entire research process. Firstly, it presents our initial stages 

of research, addressing the choice of the research method and the adopted sampling method for the 

empirical investigation. Secondly, it outlines our reflections regarding conducting the actual 

empirical research and the analysis thereof. Thirdly, it critically reflects on how we strove towards 

building reliability and validity throughout our entire research process with the aim to keep our 

research of high ethical standard and quality.  

 

Initial research and data collection process 

In order to start our research and accumulate our general knowledge, we began the research process 

by reading broadly into the topic using both qualitative and quantitative secondary literature. The 

qualitative secondary data included in our research comprises academic articles, journals and books 

as well as websites. The quantitative secondary data included in our research is mainly focused 

around market reports from well-known consultancies. However, as our research is primarily 

qualitative in nature, the quantitative market reports were mostly incorporated with the aim to 

further strengthen the findings and arguments identified in the qualitative sources in an objective 

way.  

 

During the process of accumulating our knowledge in the area, we simultaneously compiled a list of 

literature, which we found relevant as the basis for our research. When our actual research process 

began and our knowledge and ideas on how to approach our research took a more definite form, we 

started to evaluate the compiled list of literature in order to narrow down which theories and 

concepts were relevant to include in our research. The re-evaluation of literature thus allowed us to 

establish the academic foundation for our research and based on that, we began to build our 

literature review.  

 

Qualitative interviews as the empirical research method 

As we progressed in the process of building our literature review, we also started to reflect upon 

which empirical method would serve best to investigate the topic at hand. Based on our 
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philosophical standpoint, our research area and objectives, as well as our qualitative exploratory 

design, we concluded that qualitative interviews would be the best-suited empirical method to 

incorporate in our research. Furthermore, qualitative interviews were a way to investigate if our 

academic findings discovered in the literature review also held up in the business world, i.e. the 

Danish business market. Approaching the topic through interviews thus allowed us to adopt a 

flexible and exploratory approach, where new themes related to the research could evolve and 

surface in a way that would not have been possible through for example a pre-formulated 

questionnaire. It has further made it possible for the interviewee to bring up relevant themes related 

to the research and guide the interview according to their knowledge and experience.  

 

When conducting research through interviews, Brinkman and Kvale (2018) propose two different 

metaphors for how to approach them: the miner and the traveller metaphor. When adopting the 

miner metaphor, the researcher uncovers already existing knowledge from the interviewees. 

Following the traveller metaphor, the researcher constructs knowledge together with the 

interviewees. In our research, interviews are used with the aim to understand concepts and provide 

meaning to the already existing knowledge, which we accumulated throughout building our 

literature review. We thus approach the interviews as miners of information.  

 

Semi-structured interview approach 

Due to the dynamic and complex nature of the topic at hand as well as our exploratory qualitative 

approach, we chose to adopt a semi-structured interview form. This allowed us to have an overall 

guiding structure for how to approach the interviews, and which topics we wanted to cover. 

However, at the same time, it gave us room for flexibility and adaptation of questions etc. as the 

interviews unfolded and new topics of interest came to surface (Saunders et al, 2016). Semi-

structured interviews are characterised as being close to everyday conversation but having a 

purpose (Brinkmann & Kvale, 2018). They involve a specific technique and allow the interviewees 

to convey their own perspective in their own words (Brinkman & Kvale, 2018). Researchers 

conducting semi-structured interviews tend to come up with some guiding questions in the form of 

an interview guide, but let the interview evolve naturally and let it take the direction suggested by 

the interviewee (Brinkman & Kvale, 2018).  
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In order to investigate whether our academic findings also apply in the Danish business world, we 

chose to interview experts within the field of digital marketing and advertising. These types of 

interviews qualify as “elites” in Brinkman & Kvale’s (2018) categorisation, as they are people who 

are leaders or experts in a community. Even though “elite” interviews can serve as a source of 

insight and expertise, there are still several areas where difficulties can arise (Brinkman & Kvale, 

2018). Firstly, it can be hard to set up interviews, as it may be difficult to get hold of them due to 

their profession and busy schedule. This is also what we experienced as we had a difficult time 

finding interviewees. Secondly, when conducting elite interviews, the researcher must also be aware 

that the usual power imbalance between interviewer and interviewee might not apply anymore or 

might even be inverted (Brinkmann & Kvale, 2018). Normally, interviews are characterised by a 

power asymmetry meaning that the researcher has more knowledge on the topic in question than the 

interviewee and is thus the one in power (Brinkman & Kvale, 2018). But as “elites” are very 

knowledgeable in the field, the power asymmetry is reduced or may even shift. Thirdly, as “elites” 

are often used to being interviewed, they might be following their own agenda. The interviewer 

needs to stay alert and make sure that the “elite” does not take over the interview. Brinkman & 

Kvale (2018) emphasise that such difficulties can be avoided by the researcher through being well-

prepared and considering these points before conducting the actual interview.  

 

Sampling 

As established in the beginning of this project, our research revolves around Danish businesses 

working with marketing and advertising. However, due to the scope of our research and the time 

constraints under which we had to conduct our research, it was not possible to include the entire 

population in our empirical research. We thus found it relevant to conduct the empirical 

investigation using sampling, i.e. using a sample of sub-cases to foster insights and a more general 

understanding of the topic at hand (Saunders et al, 2016). In order to identify which companies and 

“elites” to include in our sample, we made use of the non-probability sampling method called 

purposive sampling (Saunders et al, 2016; Dudovskiy, 2019). This method entails “using personal 

judgement to select cases that will enable you to answer your research question” (Saunders et al, 

2016, p. 301).  
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In order to create a sample that best represented the entire population, we created a categorisation of 

the types of businesses, which we considered to be working proactively with the topic in question. 

We thus came up with the categorisation of 1. digital marketing agencies (Klint Marketing, Precis 

Digital, IIH Nordic, Berthu & Co) 2. online platforms (Monsido, APSIS, QueueIt), 3. field experts 

(IT-Branchen, Copenhagen Business School) and 4. well-established Danish businesses (Leo 

Pharma, VELUX, Lemvigh Müller). We were of the opinion that interviewing people from these 

categories could help us to get multiple perspectives on the situation in Denmark. Afterwards, we 

started to build lists of relevant companies and people to reach out to for each of the categories.   

 

As a first step in the process of finding people to include in our sample, we drew on our existing 

network. Here, we took advantage of our workplaces and asked if there were people we could 

interview, or potential people in the business network we could reach out to. Furthermore, we asked 

relevant people in our own personal network if they would like to participate or knew other relevant 

people we could interview. Simultaneously, we started to compile a list of businesses we found 

relevant to approach via Google searches, LinkedIn searches and general recall from prior events 

and other talks related to our studies at CBS. 

 

When conducting research using sampling, it is important to be aware of the sample size, as it 

affects the validity and quality of the findings (Saunders et al, 2016). For qualitative research, a 

general rule of thumb is it to continuously gather data until additional data collected provides little, 

if any, new information or suggests new themes (Saunders et al, 2016). However, as Saunders et al 

(2016, p. 297) also point out, “this does not answer how many participants you are likely to need for 

your sample”. They thus propose a minimum sample size ranging from five to twenty-five 

participants when conducting semi-structured interviews (Saunders et al, 2016). Through the initial 

sampling process, we reached out to several people and businesses, which we found relevant for our 

research. But we were also aware that not all would have the time and/or interest in participating. 

Through purposive sampling, we were able to set up twelve interviews, which served as the 

empirical basis for our research. This fits within the range of sample size as proposed by Saunders 

et al. (2016). 
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Developing the interview guide 

To develop the interview guide, we first compiled a list of themes and potential questions to cover 

in the interviews based on the findings discovered in the literature review. We formulated this guide 

to give us some structure for the interview and make sure that we covered the relevant topics 

(appendix 1). Nevertheless, we agreed to adjust our questions to each interviewee and the individual 

interview situation to enable an open dialogue between us and the interviewee and to leave enough 

space for the interviewees’ thoughts. It was a deliberate choice from our side, as we wanted to be 

flexible and able to adapt the interview situation as the interviews evolved. It was important for us 

to concentrate on each individual interviewee and their individual area of expertise and 

understanding of online privacy.  

 

When working on the interview guide, we focused on formulating the questions as open and neutral 

as possible in order to avoid framing the interview in any way or imposing our perspective and bias 

on the interviewees. According to Brinkman and Kvale (2018, p. 64), “good interview questions 

should contribute thematically to knowledge production and dynamically to promote good 

interview interaction”. We kept this advice in mind when formulating our questions. Before the first 

interview, we handed the questions out to some of our acquaintances to get input from people who 

were not as involved in the topic as us. This was done to ensure that the questions were understood 

in the way they were intended to be. Their feedback proved as insightful and we made sure to 

include it in order to improve the interview guide. 

 

Reflecting upon the interview analysis  

Brinkman and Kvale (2018) suggest taking the analytical process of the interviews into account 

even before conducting them, as such considerations can provide the researcher with the 

opportunity to get the analytical process going whilst the interviews are taking place. Furthermore, 

it also gives the researcher the possibility to consider and ensure the reliability of the interview 

structure and the questions in the process of designing them (Brinkman & Kvale, 2018). 

Considering the further process already before conducting the interviews thus gave us the 

opportunity to reflect upon the interview design. Based on this, we chose to include some scale 

questions to facilitate the analytical process and make it possible to quantify some of the findings if 

necessary. Furthermore, we also decided on both a mode and method for analysis already before 

conducting the interviews.  
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According to Brinkman and Kvale (2018), there is no standard method on how to analyse 

interviews, but they rather argue that there are different modes of analysis. These can focus on 

either meaning, language or both. As the intention for our interviews was to gain knowledge on the 

topic in question and not on the linguistic features, our focus was on retracting the meaning from 

the interviews. We thus intentionally decided to disregard linguistics when analysing the interviews. 

 

Furthermore, already before conducting our interviews, we also reflected on which analytical 

process could serve as the best foundation for generating and extracting meaning from the 

interviews. As our main mode of analysis focuses solely on generating meaning, we sought it 

relevant to process and analyse them through a “thematic analysis” (Saunders et al, 2016, p. 579), 

i.e. the researcher codes the qualitative data to identify themes or patterns related to the research 

question for further analysis. We will further elaborate on how we have gone about formally 

approaching the thematic analysis process in one of the following sections. 

 

Interview formalities 

When conducting the interviews, we chose not to send out the questions beforehand to avoid 

interviewees preparing in-depth and coming up with a ready-made approach to the interview. We 

did this as we wanted them to approach the interview in an open manner. The only exception was 

one interviewee who insisted on receiving some of the questions prior to the interview. We agreed 

to that as we did not want to lose this interview, as we regarded it as very valuable for our research. 

However, we did send each of the interviewees a reminder three to five days prior to the interview 

(appendix 2). This reminder provided them with the formal guidelines and some general themes in 

order to give them an idea of what they could expect from the interview.   

 

As mentioned previously, we chose to conduct the interviews face-to-face. However, due to the 

recent outbreak of COVID-19, we were not able to do that, and we therefore had to conduct most of 

the interviews online. We managed to conduct five of the twelve interviews face-to-face. These five 

interviews took place at the interviewee’s workplace and were recorded on our mobile phones. The 

location was chosen with the motive to be convenient for the interviewees, to make them feel 

comfortable and to not be disturbed. We conducted the other seven interviews online using digital 

communication tools such as Skype, Zoom, Teams etc. and recorded the interview with the help of 

the respective technology. As the internet was strongly used in this period, the internet connection 
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was not the best, which also affected the quality of the recordings and interviews. But it was 

sufficient to conduct the analysis, and the interviewees were very welcoming and relaxed about the 

entire process.  

 

The interviews took around forty-five to sixty minutes. Prior to the first interview, we agreed on the 

following structure of the interviews: they started with a brief to give an introduction to the topic 

and ended with a debrief to round off the interview on a good note, as recommended by Brinkman 

and Kvale (2018) (appendix 1). We both participated in all the interviews to have two perspectives. 

We also made sure to have a clear role split, so that we both knew what to do in order to create a 

professional atmosphere for the interviewees and to not distract them. Furthermore, the person who 

was not leading the interview was in charge of taking notes. These notes proved helpful for the 

analysis of the interviews.  

 

Processing and analysing the interviews 

In order to start the process of the analysis as early as possible and to ensure that we were on the 

same page, we discussed our key takeaways directly after each interview. This helped us to 

compare whether we understood the interviewee in the same way. It also gave us the chance to 

make sense of what had been said and tie it to our academic discoveries.  

 

Even though the main purpose of the interviews was to gain a general understanding and insights 

into the phenomena in question, we still chose to transcribe all the interviews with the help of the 

application called Otter (Otter, 2020). We did it as it helped us to identify and extract the exact 

statements of the interviewees in an unbiased way. As the transcriptions only served as a means for 

extracting the explicit statements of the interviews, we concluded that it was not necessary to 

enclose all the transcriptions in the appendix. The transcriptions did, however, serve as an extensive 

foundation for the next steps in our analysis.  

 

As also briefly mentioned above, we chose to adopt a thematising, funnel-like analytical approach, 

in order to extract and generate meaning from the interviews (Saunders et al, 2016). The analytical 

process was conducted on a continuous basis, i.e. we already started the analysis of some of the 

interviews while still conducting others. We each read through the interview transcriptions and 

noted down recurring themes and arguments throughout the reading process. After that, we came 
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together to compare our results and based on this, some overall themes came to surface. We used 

these to create several thematised tables in order to help to foster the analytical process (appendix 

3). Following this, we started to allocate the statements and arguments from each interview to the 

relevant thematised table. This allowed us to accumulate the findings and arguments in one place 

and through it we gained an overview of our findings (appendix 3). After having processed and 

categorised the interview statements using the thematised tables, we compiled a more condensed 

table outlining the main findings and arguments of the interviews (table 3). This was built based on 

the themes developed in the preceding table. By adopting such a thematising, funnel-like analytical 

approach to the interviews, we were able to extract knowledge and afterwards discuss and evaluate 

it in relation to the academic findings of our literature review.  

 

Assessing the research quality: reliability and validity  

When conducting research, it is important to assess the quality of the research, which can be done 

through two criteria, validity and reliability.  Reliability and validity are thus two factors, which are 

central to the judgement about the quality of research (Saunders et al, 2016; Dudovskiy, 2019j). 

Whereas validity is concerned with the questions whether the measures used are appropriate in 

order to investigate the phenomenon at hand and whether the resulting findings can be generalised, 

reliability looks at replication and consistency and thus addresses the question whether the research 

could be reproduced at a later point in time or by another researcher.  

 

Validity 

As mentioned above, validity is concerned with the generalisability of the study at hand. Qualitative 

studies are characterised by small samples, which is why the generalisability of such research has 

often been questioned (Saunders et al, 2016). Due to our choice of adopting a qualitative method 

and the exploratory research design, our research can thus not be used to draw statistical and 

universal generalisations. Furthermore, as our research is both qualitative and dynamic of nature, 

we were also aware that if we had chosen to interview other people, we would have likely reached 

different results. In order to strengthen our research method, we therefore spent a high amount of 

time on choosing relevant interviewees with different backgrounds and from different organisations 

to get broader insights and allow for different viewpoints. We are also aware of the fact that other 

researchers may have drawn different conclusions from the interviews than we did. Nevertheless, 

Saunders et al (2016, p. 400) emphasise that, “semi-structured interviews can achieve a high level 
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of validity, where conducted carefully using clarifying questions, probing meanings and by 

exploring responses from a variety of angles”. We thus focused on following this recommendation 

in order to increase the validity of the study.  

 

Reliability 

Reliability is sometimes distinguished between internal and external reliability. Internal reliability is 

concerned with consistency throughout the research project, whereas external reliability focuses on 

whether the research is replicable. However, “qualitative research is not necessarily intended to be 

replicated because it will reflect the socially constructed interpretations of participants in a 

particular setting at the time it is conducted” (Saunders et al, 2016, p. 205). This underlines that it is 

not the purpose of qualitative studies to be reproduced. However, in order to help others to conduct 

similar studies, researchers should be thorough in outlining the research process including the 

research design, context and methods.  

 

In order to ensure internal reliability throughout our research, we made sure to consider how to 

approach the research in depth and to be detailed in describing our research process. Before 

embarking on our research, we thus took the time to carefully think about how to approach the 

different steps of our research and how each aspect and step had to link together with our 

philosophical considerations. Furthermore, we reflected in advance on how to approach the analysis 

of our findings before conducting the actual interviews. The fact that we conducted the research as a 

team further enhances the internal reliability of our research. Through it, we had two different 

perspectives, which we brought together to make sense of the entire process. This made it possible 

for us to challenge each other's interpretations, values and potential biases. This in turn gave us the 

opportunity to reflect on them, be aware of them and thus be as objective as possible when 

approaching our research. Through researching as a team, the level of internal reliability is thus 

increased in comparison to if the research had only been conducted by a single person. Due to our 

philosophical orientation and the fact that our research topic is dynamic and contextually 

dependent, it is likely not possible to replicate the research at a later stage or by another researcher 

in the exact same manner reaching the same conclusions. We have thus not been able to gain 

external reliability for our research. Nevertheless, we still strove towards making our research as 

reliable as possible by documenting it in a detailed manner and by reducing the risks of threats to 

reliability. 
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Minimising threats of reliability 

According to Saunders et al (2016), several factors pose a threat to reliability, i.e. participant error, 

participant bias, researcher error and researcher bias.  

 

Participant error refers to anything that negatively affects the performance of the participant, 

whereas participant bias includes everything that leads participants to give false responses 

(Saunders et al, 2016). In order to reduce both the risk of participant error and bias, researchers can 

take a range of measures (Saunders et al, 2016). The setting of the research plays a fundamental 

role: it is essential to make the whole process as convenient as possible for the participants, for 

example through choosing a location which is easy to access for the participants and where they can 

feel at ease (Saunders et al, 2016). We made sure that the interviews were scheduled at a time and 

in a setting that was convenient for the interviewees. We further focused on creating an open and 

calm atmosphere. To make the interviewee feel relaxed, we conducted most of the face-to-face 

interviews at the respective interviewee’s office and in a separate room. In this way, the interviews 

were not disturbed by others and the audio recording of the interviews was facilitated due to 

reduced noise. Furthermore, it is fundamental that the interviewer is knowledgeable of the topic to 

establish credibility with the interviewees in order to reduce the risk of interviewee bias towards the 

interviewer (Saunders et al, 2016). As we interviewed “elites”, this was highly relevant (Brinkman 

& Kvale, 2018). We therefore made sure to gain an extensive knowledge base within the area 

before conducting the interviews. In addition to that, we were clear about the purpose of the 

interview and explaining the nature of the interviews to the interviewee. As mentioned earlier, we 

used open questions, which were clearly formulated. Theoretical concepts were not included in the 

questions, only if the interviewees brought them up. We did not judge the interviewees’ answers but 

rather indicated that we were actively listening to what they were saying. 

 

Researcher error describes factors which alter the researcher’s interpretation (Saunders et al, 2016). 

In order to reduce this, we made sure to be well-prepared, energised and concentrated for every 

interview. Researcher bias relates to everything which induces bias in the recording and 

interpretation of participant’s responses (Saunders et al, 2016). It is particularly important to be 

aware of this when conducting qualitative research, as the researcher becomes an integral part of the 

research. We recognised this and that our worldview affected our understanding. We were the ones 

interpreting the gathered data and the conclusions drawn in the project thus rest on our perception 
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and us. We were aware of this and made sure to be as objective as possible about the entire 

interview process. We further took the following measures to reduce researcher bias: we made sure 

to ask clarifying follow-up questions throughout the interviews when we were not completely 

certain about how to interpret or understand their statements. Furthermore, we made time to discuss 

the main findings after each interview to calibrate our understanding and remove any individual 

biases, in order to remain as objective as possible towards our findings. 

 

2.5 Conclusion 
From the above methodology section, it has been established that the overall research method 

adopted in the project is qualitative. Furthermore, the section has outlined the methodological 

choices made throughout our entire research process with the aim to depict a clear academic 

connection between the adopted research philosophy, research approach as well as research design. 

Lastly, the section has presented and critically evaluated the entire process of data collection and 

sampling with the intention to make the research as valid and reliable as possible.    

3.0 Theory and literature review 
As we have established the methodological foundation of this thesis above, the following section 

will present the theories included in this project. It will start by introducing communication theory, 

taking point of departure in Aristotle’s communication theory and move towards Shannon and 

Weaver’s communication theory and alterations thereof. Following this, the section will give a brief 

overview of big data, its characteristics and its effect on the marketing and advertising industry as 

well as its role regarding online privacy concerns. In the next part, the section will introduce 

theories relating to the concept of privacy. Here, we will introduce different ways of understanding 

privacy. From there, the section will move towards introducing theories related to the concept of 

disclosure in relation to privacy. In this context, we will introduce the theories communication 

privacy management theory, social exchange theory, social contract theory and behavioural 

decision theory. 

  

In order to give the reader a brief overview of the structure of the coming sections, we have 

developed the following visual (figure 4). 
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Figure 4: Overview over the theory and literature review 

	

 
 

 

We have chosen to incorporate Aristotle’s (300 B.C.) as well as Shannon and Weaver’s (1949) 

communication theories into our research, as they represent the foundation on which modern 

communication theories are built (Fiske, 2011). They have thus served as a major contributing 

factor to the evolution of communication theory. Big data has been included, as it has extensively 

added to the working of the marketing and advertising industry and how companies can use its 

workings to communicate with customers in new ways (Palmatier & Martin, 2019). However, the 

utilisation of big data has fostered privacy concerns with consumers (Goldfarb & Tucker, 2011). 

We are therefore of the opinion that big data plays an important role in relation to our research. In 

order to understand privacy concerns, we deemed it necessary to include privacy theory into our 

project. Privacy is a complex concept, and to build on its complex nature, we have found it 

necessary to present a number of different privacy theories (Tavani, 2008). In order to understand 

online privacy and privacy concerns related to data and personal information, we found it relevant 

to also investigate what affects the process of disclosing information. This is why theories in 

relation to information disclosure have been included. We have chosen these theories because they 

all highlight different factors and through that, add to the understanding of how we disclose 

information.  

 

Through combining theories in relation to communication, big data, privacy and information 

disclosure, they serve as an extensive foundation to investigate the topic at hand. 

 

 

 

 

 



Contract	no.	15589	&	15590	 May	15th	2020	 Master	Thesis	
Authors:	101832	&	124303	 	 MA	IBC	
	

	 Page	31	of	158	

3.1 Communication theory 
Aristotle’s communication model 

The first traces of a communication model were developed by Aristotle 300 B.C. and it was a linear 

transmission model mainly used for public speaking (Communication theory, 2014). The model 

illustrates how a speaker transmits a message to the receiver of that message. Aristotle’s 

communication model consists of three basic components: the speaker, the speech and the audience 

(Lawrence, 1979). From this perspective, communication is viewed as a one-way process and does 

not take the receiver’s decoding of the message into consideration. One can thus not know whether 

the receiver has actually received and/or understood the message. 

 

Figure 5: Aristotle’s communication model (based on Communication theory, 2014) 

 
 

Aristotle’s communication model can be regarded as the underlying model of traditional 

advertising: the speaker represents the organisation, the message the advertisement and the receiver 

the customer.  

 

Shannon and Weaver’s communication model 

Since the development of Aristotle’s model, many new technologies which allow to pass on 

messages have emerged (Richey et al, 2011). Claude Shannon and Warren Weaver included this 

into their widely accepted and acknowledged communication model of 1949. In it, they added the 

“channel” as the means of sending the message to the receiver (Shannon & Weaver, 1949). 

Shannon and Weaver (1949) also recognised that with the new technologies through which 

messages were transmitted, they further needed to take into consideration “noise”, i.e. anything that 

interferes with the transmission of the message. 
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Figure 6: Shannon and Weaver’s communication model (1949) 

 
Shannon and Weaver’s model of 1949, however, was a model of its time - a time in which 

telephones were the main channels for transmitting a message (Hendricks, 2020). In recent years, 

many new channels, which enable communication, have emerged (Richey et al, 2011). This has 

resulted in the model being criticised for being too linear and for not taking the more interactional 

and transactional perspectives of interpersonal and technologically advanced communication into 

consideration (Chandler, 1994). Weaver later chose to add a layer of “feedback” to the model, i.e. 

the receiver's response to the message (Chaturvedi & Chaturvedi 2013). 

 

Figure 7: Shannon and Weaver's communication model with feedback loop 

 
Even though the feedback loop was added, the model was still heavily criticised by Chandler 

(1994), who called it a “misleading representation of nature of human communication”. According 

to Chandler (1994), the model only focuses on the dimension of information and does not consider 

meaning, which is a fundamental factor for social constructivists. He also raises the point that the 

model does not take the context into account in which the communication takes place. He further 

criticises that it does not distinguish between different media but rather follows a universal 

approach no matter what medium is being used. On the positive side, he praises the simplicity and 

generalisability of the model.  
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Multiple perspectives on communication 

Shannon and Weaver’s mathematical model of communication (1949) adopts a transmissional 

understanding of communication, as it focuses on communication as a process in which information 

is passed from one place to another (Richey et al, 2011). However, this transmissional perspective 

on communication has been challenged, as some scholars argue that there are multiple perspectives 

on communication (Richey et al, 2011). The scholar Littlejohn (1989) has among others categorised 

the different perspectives and distinguishes between four viewpoints: the transmissional, 

behavioural, the interactional and the transactional perspective. The behavioural understanding of 

communication sees it as a stimulus-response situation, where the sender stimulates a meaning in 

the receiver (Richey et al, 2011). In behavioural models, feedback from the receiver is integrated in 

the communication process, these models are, however, still characterised by linearity (Richey et al, 

2011).  

 

The interactional understanding sees communication as interaction through messages and focuses 

on the social component of communication (Richey et al, 2011). This means that it acknowledges 

that senders and receivers are operating at the same time. It further puts emphasis on the notion that 

messages are interpreted by the individual person (Richey et al, 2011). Based on the person’s 

background and understanding, he/she will probably have a different interpretation than someone 

else. Individual characteristics are thus taken into account (Richey et al, 2011). The transactional 

understanding further builds on this and focuses on communication as a process of creating 

meaning. It stresses that communication is dependent on the individual situation (Richey et al, 

2011).  

 

These four perspectives all add to the concept of communication, as they understand it in different 

ways and contribute with new ideas. The different understandings can be linked back to the context 

in which these theories arose (Richey et al, 2011). The transmissional and the behavioural 

understandings are based on the scientific approach of empiricism and rationalism, whereas the 

interactional and the transactional understanding are based on humanism and constructivism 

(Richey et al, 2011). This distinct reasoning explains the different understanding of communication. 

The transmissional and behavioural understandings focus on the process of transferring information 

(Richey et al, 2011). On the contrary, the interactional and transactional perspectives stress the 

social component of communication and the important role of creating meaning in communication 
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(Richey et al, 2011). Through these different perspectives, it becomes apparent that the 

understanding of communication has evolved from being seen as a linear process to being regarded 

as interactional.  

 

As we view ourselves as interpretivists, we support the idea that communication depends on the 

interpretation of the individual and his/her background and understanding of reality as proposed by 

the interactional and transactional perspectives of communication. This perspective is not included 

in Shannon and Weaver’s communication model (1949). However, as their model is one of the first 

models within the field of communication and is widely acknowledged within the academic sphere, 

we have still chosen to incorporate their model into our research project (Fiske, 2011). The model 

has served as a milestone in the research of communication and is according to Fiske (2011, p.58), 

“one of the main seeds out which communication studies has grown”.  

 

Furthermore, Fiske (2011) argues that models are generally used to simplify and help to reduce 

complexity. He states that no model can be comprehensive of all factors and it is thus necessary to 

make a deliberate choice. We have selected Shannon and Weaver’s model (1949), as it depicts the 

process of communication, i.e. that it happens between two parties and a message is being passed 

on, and thus reflects that communication is an exchange between two parties. It is only a simplified 

depiction of reality, but it can help to make sense of the complexity of real life and support our 

argument through presenting a clear visualisation of the communication process.  

 

The continuous evolution of the technological landscape has brought with it the evolution of 

communication as it can now take different forms than before such as instant messaging (Richey et 

al, 2011). The technological advancements within communication have enabled the development of 

more sophisticated marketing communication techniques (Scott, 2017). With technological 

advancement, more and more data has become accessible and companies increasingly make use of 

this data for strategic purposes (Kshetri, 2014). This so-called “big data” significantly impacts 

digital marketing communications (Palmatier & Martin, 2019) and we will thus examine it closely 

in the next section. 
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3.2 Big data 
Defining big data  

Big data is a concept which has been investigated more and more in the recent years. It enables 

the sophisticated collection, storing and utilisation of information for strategic business 

purposes (Herschel & Miori, 2017). Big data is further characterised by the five V’s: volume, 

variety, velocity, veracity and value (Herschel & Miori, 2017; Oliver & Vayre, 2015; Erevelles 

et al, 2015; Kshetri, 2014; Soria-Comas & Domingo-Ferrer, 2016; Martin & Murphy, 2017). 

Volume refers to the amount of data, which is said to be immense (Herschel & Miori, 2017). 

Variety describes the different kinds of data and data sources (Herschel & Miori, 2017). Data is 

distinguished between structured and unstructured data: structured data are records, files and 

databases, whereas textual data such as blogs, messages and non-textual data such as videos, 

images and audio recordings are classified as unstructured data (Kshetri, 2014). Velocity refers 

to the speed at which the data is created, collected and processed (Erevelles et al, 2015). 

Veracity considers the quality or accuracy of the data (Oliver & Vayre, 2015). Value refers to 

the relevance the data has (Oliver & Vajre, 2015). 

  

Data has recently been described as “the world’s most valuable resource” (The Economist, 

2017). However, studies show that the majority of data organisations collect is not used (Millar, 

2018; Splunk, 2019). This raises the question whether the data actually needs to be collected, 

and the value of gathering such huge amounts of data is thus questionable (Martin & Palmatier, 

2019). As organisations do not use most of the collected data, it draws the attention to the 

organisations’ capability to handle big data due its volume, variety and velocity (Kshetri, 2014). 

The above-mentioned studies thus suggest that organisations are not able to process all the data 

due to its sheer volume. Furthermore, as the data is constantly renewed, this means that the 

volume of data increases constantly (Oliver & Vayre, 2015). In relation to this, the scholar 

Kshetri (2014) points out that many organisations are not prepared for the security issues arising 

from the use of big data and further emphasises that most organisations are only familiar with 

structured data sets, and not with unstructured data sets (Kshetri, 2014).   
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Data collection and data breaches 

Kshetri (2014) argues that if organisations are not well-equipped to handle the data, it is likely 

to increase the chances of data breaches. A data breach is described as “a confirmed incident in 

which sensitive, confidential or protected data has been accessed or disclosed in an unauthorised 

fashion” (Rouse, 2019). Because of the increased volume, some scholars argue that data is 

becoming more appealing to cybercriminals as the data is more likely to contain valuable and 

sensitive information (Soria-Comas & Domingo-Ferrer, 2016). Data breaches are said to 

significantly impact the financial performance of organisations and mean essential losses for 

organisations (Palmatier & Martin, 2019). 

 

Data breaches often occur when data is shared with third parties (Kshetri, 2014). This relates to 

data anonymisation (Soria-Comas & Domingo-Ferrer, 2016; Eastin et al, 2016; Kshetri, 2014), 

i.e. the process in which data is anonymised before it is passed on to third parties in order to 

keep personal information sealed. Many believe that anonymous data cannot be identified, but 

as big data supports the use of aggregated data from various sources, studies have shown that it 

is in fact possible to re-construct personal identities (Kshetri, 2014). Many small businesses do 

not have the capabilities to process data in-house and therefore need to pass it on to third parties 

which presents an increased security risk (Kshetri, 2014).   

 

Big data’s impact on the marketing and advertising industry 

From the above, it becomes apparent that big data poses numerous threats, both for consumers 

and organisations. However, as it enables sophisticated data analysis generating knowledge out 

of data, it is also often viewed as a source of great value in the business world (Erevelles et al, 

2015; Kshetri, 2014). Through the use of big data, businesses can improve their way of working 

and become more efficient (Herschel & Miori, 2017). By strategically exploiting these 

opportunities, it can potentially transcend into a competitive advantage i.e. “a firm has a 

competitive advantage, when it is implementing a value creating strategy not simultaneously 

being implemented by any current or potential competitors” (Barney, 1991, p. 102). This is 

especially relevant for the digital marketing industry as big data allows marketers to get to know 

their customers on a highly sophisticated level in comparison to what has previously been 

possible (Palmatier & Martin, 2019).  

 



Contract	no.	15589	&	15590	 May	15th	2020	 Master	Thesis	
Authors:	101832	&	124303	 	 MA	IBC	
	

	 Page	37	of	158	

As customers navigate through the online space, they leave footprints of information such as 

personal data as well as preferences on different websites. Oliver and Vayre refer to this as 

“digital traces” (2005, p. 11). Through accessing this information, marketers can create 

customer personas and understand their interests and preferences in more detail. Marketers can 

thus develop sophisticated consumer knowledge by strategically monitoring consumers’ digital 

footprints. Furthermore, big data is the key driver for data-driven companies, as it allows for the 

easy collection and storage of consumer data (Goldfarb, 2013). The benefit of big data from a 

digital marketing perspective is thus its ability to provide marketers with an in-depth 

understanding of customers, which enables them to segment the marketplace more precisely 

(Palmatier & Martin, 2019). This can thus help to build strategic edge and competitive 

advantage.  

 

Understanding their customers on such a sophisticated level, makes it in the next step possible 

for marketers to target them directly with products/services/content they are interested in 

(Tucker, 2012). This suggests that marketing inefficiencies can be reduced, as it means that only 

people who find something relevant get to see it (Palmatier & Martin, 2019; Goldfarb & Tucker, 

2011). The consumers, who are not interested, will not be included and thus marketing 

resources could be spent in a more effective manner on those most important. In theory, 

marketers expect customers to react positively towards these types of advertisements as they 

only show them relevant information (Tucker, 2012). 

 

However, the targeting and personalisation of advertisements have not only been well-received, 

but the reactions are rather mixed. Some customers regard personalised advertisements as 

intrusive (Eastin et al, 2016; Martin & Murphy, 2017). This negative reaction may lead to 

decreased advertising effectiveness (Goldfarb & Tucker, 2011). One of the recurring stories 

used in academia to illustrate this, is the targeting of the American discount retailer called 

Target: based on consumer behaviour, they can predict when one of their customers is pregnant 

(Oliver & Vayre, 2015; Erevelles et al, 2015; Mai, 2016; Soria-Comas & Domingo-Ferrer, 

2016). This turned into a scandal when they sent advertising of baby clothing to a teenager who 

had not told her parents about her pregnancy. The father contacted Target outraged and asked 

why they sent his teenage daughter such advertisements. This example illustrates how marketers 

can use consumer data to target customers, however, do not always succeed.  
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The negative reaction to personalised advertisements can among others be explained through 

reactance theory: this theory shows that the opposite of what was aimed for is achieved (White 

et al, 2008; Tucker, 2012; Tucker 2014). In this case, marketers strive to provide their customers 

with the “right” information at the “right” time and expect this to increase their customers’ 

satisfaction, but customers might react in the opposite way and find the advertisement intrusive 

(White et al, 2008; Tucker, 2012; Tucker 2014).  

 

The negative response to personalised targeting strongly relates to privacy concerns as some 

customers might regard personal targeting as an invasion of their privacy (Tucker 2012; 

Palmatier & Martin, 2019). This is also what the Target example above illustrates: marketers 

violated the privacy of the American teenager by targeting her with very specific advertising. 

Several scholars have linked privacy concerns to the way in which companies inform customers 

about their data collection methods (White et al. 2008; Tucker, 2012; Palmatier & Martin, 

2019).  

 

Big data and privacy concerns 

Organisations can collect information either overt or covert (Aguirre et al, 2016). Overt information 

collection means that organisations openly communicate which information they collect, whereas 

covert information collection refers to the opposite (Aguirre et al, 2016). But even when 

organisations communicate how they collect information, people might not be aware of it, as 

consent forms are often lengthy and written in a formal style (Mai, 2016). Palmatier and Martin 

(2019) find that as customers get an idea of the amount of data that is being collected and used 

about them for personalised advertising, they feel vulnerable and worry about their privacy. 

Palmatier and Martin (2019) regard the feeling of vulnerability as the key driver for privacy 

concerns. They further forecast that privacy concerns will keep growing in the future. As customers 

feel that their privacy is being violated, they are likely to lose trust in the organisation (Palmatier & 

Martin, 2019). In order to fully understand the grasp of privacy concerns, a closer look into the 

concept of privacy is needed. We are thus going to examine the concept in depth in the following 

section. 
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3.3 Privacy theory 
With the increased use of sophisticated customer data throughout the business environment, privacy 

has become of increased concern to both individuals and companies (Palmatier & Martin, 2019; 

BCG, 2018).  Even though researching privacy has gained popularity within the academic sphere 

during the years, scholars understand and define privacy in different ways, depending on how they 

research the area (Martin & Murphy, 2017; Tavani, 2008). According to Trepte et al (2015), two of 

the most widely accepted and used definitions have been developed by Westin (1967) and Altman 

(1975). Westin defines privacy as “the claim of individuals, groups or institutions to determine for 

themselves when, how and to what extent information about them is communicated to others” 

(1967, p.7). Altman (1975) builds on this definition but puts privacy into a social and dialectical 

context. Many later studies used Westin’s and Altman’s definitions as foundation and expanded 

their understanding. The vast variety of theories relating to the concept emphasises just how 

complex the area of privacy is. 

 

Classifying privacy  

Different distinctions have been made to classify privacy theories. One approach is to differentiate 

between privacy as a right or privacy as an interest (Tavani, 2008). The first perspective views 

privacy as a fundamental human right, whereas the second perspective views privacy as an interest 

(Tavani, 2008).  

 

Another classification considers a reductionist or an ownership-based approach to privacy (Floridi, 

2005). The reductionist perspective views privacy as utility to preserve human dignity, whereas the 

ownership-based understanding suggests that privacy needs to be respected because of each 

person’s right to security and property (Floridi, 2005). In the reductionist perspective, the 

instrumental value of privacy is stressed as a means to achieve overarching values such as freedom 

(Floridi, 2005). In the ownership-based understanding, the basic assumption is that personal 

information belongs to the individual (Floridi, 2005). This is criticised by Mai (2016), as he argues 

that most information is relational as it develops out of interactions between two parties.  

 

The scholar Tavani (2008), who has extensively studied online privacy, distinguish between four 

types of privacy: physical, decisional, psychological and informational privacy. As our topic 

revolves around informational privacy, we have chosen to focus only on this part.  
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Tavani (2008) presents two perspectives on informational privacy, i.e. the limitation perspective 

and the control perspective. The limitation perspective suggests that one has informational privacy 

when one can limit or restrict others from accessing the information about the self. It thus highlights 

different contexts in which one has privacy. The control perspective proposes that one has privacy 

if one has control over the information and stresses the role of individual choice. This approach 

assumes that we have control over our personal information, but this is simply not fungible in our 

computerised culture, where information flows in ways unknown to the average person (Moor, 

1997). 

 

Tavani (2008) suggests combining these two perspectives to make sense of the concept of online 

privacy. These two perspectives are brought together by Moor (1997) in the unified account of 

restricted access/limited control theory (RALC theory). For Moor, privacy is an expression of 

security, which according to him explains its changing and dynamic nature (1997). The theory 

suggests that an individual has privacy “in a situation with regards to others in that situation the 

individual is protected from intrusion, interference, information access by others” (Moor, 1997, p. 

30). Moor (1997) stresses that privacy is a “complex of situations”, that it is dynamic depending on 

the situation and entails different kinds and levels of access to personal information for different 

people at some points in time. The theory thus highlights the importance to both consider the 

specific situation and the kind of personal information that is being shared.  

 

Implications of the different perspectives of privacy 

The above perspectives on privacy give an indication of just how complex the topic is, yet also 

highlight the dynamic nature of the concept. It shows that there are many different interpretations 

and views on the concept of privacy which all build on different aspects from several different 

theories related to the area of privacy. In order to grasp the complexity of the concept of privacy, it 

is therefore necessary to present several theories building on this topic with the aim to shed light on 

the process of disclosure of personal information in the next section.  
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3.4 Online privacy and information disclosure 
Communication privacy management theory  

The Communication privacy management theory (CPM) was developed by Petronio (2002) and 

built on the foundation of Altman’s social and dialectical view on privacy (Margulis, 2011). 

Petronio (2002) thus used Altman’s conceptualisation of privacy to develop CPM theory. CPM 

theory puts privacy at the centre of disclosure (Petrionio, 2002; Petronio & Durham, 2015). It 

argues that people choose to disclose information to other individuals or companies, through a 

dialectical rule management system where privacy boundaries can expand and withdraw in a 

dialectical and contextual manner (Altman, 1975; Petronio & Durham, 2015).  

 

Furthermore, CPM theory states that information disclosure is a social process whereby we disclose 

information to another party who then becomes a co-owner of the information (Altman, 1975; 

Petronio & Durham, 2015). In the process of disclosing information to others a mutual privacy 

boundary is created (Petrionio, 2002; Petronio & Durham, 2015). However, if the other party 

breaches the mutual privacy boundary, the original owner of the information will likely feel 

offended and vulnerable, which leads to what CPM refers to as “boundary turbulence” (Altman, 

1975; Petronio & Durham, 2015).  

 

Boundary turbulence is likely to lead the original owner of the information to readjust their privacy 

rules and boundaries for future disclosure scenarios (Altman, 1975; Petronio & Durham, 2015). The 

theory thus takes the point of departure that people have the control over their information as they 

can decide to share it with others or not. But as they share it with others, they give up some of the 

control. They therefore only have limited control over their personal information, as the other 

person becomes the co-owner of the information. 
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Figure 8: Communication privacy management theory (based on Petronio, 2002) 

 
 

Social exchange theory 

Social exchange theory is another concept that links to the area of investigation. The theory has its 

roots in social sciences and behavioural psychology and was first developed by the American 

sociologist George C. Homans in 1958 in his research paper titled “Social behavior as exchange” 

(Homans, 1958). Since then, several other scholars have further developed and contributed to the 

theory, and connected it to marketing and privacy (Emerson, 1976; Chellappa & Sin, 2005; 

Schuman et al, 2014; White, 2004). 

 

Social exchange theory argues that people rationally weigh out the perceived costs, benefits and 

alternatives of disclosing information about themselves to other individuals or companies (Homans, 

1958; Emerson, 1976; Martin & Murphy, 2017; Laufer & Wolfe 1977; White, 2004). People are 

thus more likely to disclose information about themselves, if the perceived benefits outweigh the 

perceived costs using a form of “calculus” or “trade-off” behaviour (Homans, 1958; Emerson, 

1976; Martin & Murphy, 2017; Laufer & Wolfe 1977; White, 2004). Following the social exchange 
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theory, disclosure happens in a rational reciprocal manner where people hand over their personal 

information in return for specific value, which can either be tangible or intangible (Schumann et al, 

2014; King, 2015; Homans, 1958). 

 

Social contract theory 

Social contract theory is a theory which dates all the way back to the 1600’s with some of its main 

contributors being Thomas Hobbes (1651), John Locke (1698) and Jean-Jacques (1762) (Friend, 

n.d). However, other scholars have in later years connected social contract theory to marketing 

privacy ethics (Donaldson & Dunfee, 1994; Dunfee et al, 1999). One of the main arguments of 

social contract theory is that society is governed by both formal and informal social contracts, i.e. 

an agreement between members of society (Donaldson & Dunfee, 1994). This means that 

companies operating within a given society must make sure to follow both the formal and informal 

social contracts of that specific society. Social contract theory relates to social exchange theory, as 

it argues that the social contract is upheld in the same rational reciprocal manner as in social 

exchange theory, i.e. the firm offers an advantage/value to people in society in exchange for 

legitimacy and trust (Donaldson & Dunfee, 1994; Dunfee et al. 1999). This implies that companies 

must act in accordance with the formal laws and requirements of the GDPR and related cookie 

policies i.e. the formal social contract. However, they must also seek to live up to the informal 

social contracts and ethical norms and practises that govern privacy, data usage and disclosure in 

society (Warde, 2005). If they do not do so, the company is likely to lose trust, legitimacy and 

competitive edge (Donaldson & Dunfee, 1994; Dunfee et al, 1999).  

  

Behavioural decision theory 

Behavioural decision theory stands in opposition to social exchange theory, social contract theory 

and CPM theory, as it argues that the traditional neoclassical view on privacy - that people always 

rationally create a mental trade-off when making decisions to disclose personal information - does 

not hold up in real life (John et al, 2011; Acquisti et al, 2013). Behavioural decision theory rather 

argues that disclosing private information depends on a variety of behavioural, contextual and 

framing factors (John et al, 2011; Acquisti et al, 2013). It further emphasises that consumers might 

act in opposition to their expressed values resulting in a privacy paradox (John et al, 2011; Acquisti 

et al, 2013). The privacy paradox suggests that people state they are concerned for the use of their 

private data but choose to disclose their information anyway (John et al, 2011; Acquisti et al, 2013). 
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Behavioural decision theory can be linked to Daniel Kahneman's statements in his famous work 

“thinking fast and slow” where he distinguishes between system 1 and system 2 thinking 

(Kahneman, 2011). He refers to system 1 as being fast, irrational, unconscious and emotional and 

system 2 as being slow, more considerate, calculating and rational (Kahneman, 2011). Following 

behavioural decision theory, the situation and context will thus influence whether people use system 

1 or system 2 when choosing to disclose private information. This theory stresses that humans are 

irrational and underlines the important role context plays in disclosing information online.  

 

From the earlier sections, it becomes apparent just how complex the topic of investigation is. In 

order to grasp this complexity, we found it necessary to include all these theories and concepts from 

each of their own fields of academia and make sense of them in relation to our research in the 

following contextualisation. We do this to outline how each of them plays an integral role for the 

preceding research. 

 

3.5 Contextualising privacy, big data and the disclosure of information 
The complexity of human nature  

As it becomes evident from the preceding sections, there are two different stances on how people 

approach online privacy and disclosing their data online: the first one approaches it from a rational 

perspective, whereas the other one follows a behavioural one. In this context, some scholars 

embracing the rational approach highlight that people rationally weigh out the costs and benefits of 

disclosing their information and thus engage in a trade-off/calculus behaviour (Homans, 1958; 

Emerson, 1976; Martin & Murphy, 2017; Laufer & Wolfe 1977; White, 2004). Other scholars argue 

for the fact that people disclose their information in an irrational and behavioural manner (John et 

al, 2011; Acquisti et al, 2013). This has also been investigated by Barth and de Jong (2017), who 

conducted a literature review considering 32 texts. In their detailed categorisation, they distinguish 

three different approaches to the topic: “1. rational calculation of risks and benefits, 2. irrational 

risk-benefit calculation characterised by biased risk assessment, 3. no risk assessment only focusing 

on benefits” (Barth & de Jong, 2017, p.1040).  They do not focus on only one of these perspectives 

but draw the conclusion that all of them bring valuable insights. The above implies that all three 

need to be considered, in order to really understand how people make decisions when disclosing 

personal information. This emphasises that both rational and behavioural processes play a role. 
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The privacy paradox explained  

The privacy paradox highlights the importance of behavioural processes: even though people 

express their concern about their privacy, they still disclose their personal information (Palmatier & 

Martin, 2019). This reflects an inconsistency between what they say they think versus what they do. 

Various scholars have investigated the phenomenon and have formulated different explanations to 

understand the dichotomy (Trepte et al, 2015; Sowden, 2016; Hoffman et al, 2016). It can, for 

example, be linked to what is defined as social conformity: people adjust their attitudes to fit the 

general public opinion even though their actual behaviour and internal attitudes might be different 

(Sowden et al, 2018). Narrowing it down to privacy literature, there are also several explanations. 

One explanation lies within the privacy cynicism theory: as online users are faced with privacy 

threats, they develop an attitude of privacy cynicism in order to cope with privacy concerns 

(Hoffman et al, 2016). They thus do not take any measures to protect their online activity, because 

they feel resigned and have come to the conclusion that they are not in the position to change 

something about the situation anyway (Hoffman et al, 2016).   

 

Trepte et al (2015) suggest the knowledge gap hypothesis to understand the paradox: consumers are 

concerned about their privacy and want to act accordingly but are lacking the privacy literacy to do 

so. They argue that consumers are not well-educated to navigate on the internet. This is further 

supported by Palmatier and Martin’s (2019) findings: in one of their surveys, consumers emphasise 

that they do not have the necessary skills to keep their personal data safe online.   

 

Related to the knowledge gap hypothesis, the phenomenon of the privacy paradox may also be 

related to the lack of information clarity: the lengthy and formally written consent forms make it 

difficult for consumers to understand what is at stake (Mai, 2016; BCG, 2018). Due to the 

complexity of consent forms, consumers have a hard time understanding which information is 

gathered about them (Mai, 2016; BCG, 2018). This puts the company in a superior position and 

creates the unequal distribution of information between the consumer and the company resulting in 

an information asymmetry (Kshetri, 2014). This information asymmetry further reveals a power 

imbalance between company and consumer (Palmatier & Martin, 2019).  

 

From the CPM perspective, information asymmetry can lead to boundary turbulence, as there is a 

lack of mutual understanding regarding privacy between the parties, the company and the consumer 
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(Petronio & Durham, 2015). The consumer, the original owner of the information, chooses to 

disclose his/her personal information to the company, which becomes the co-owner of the 

information. In this process, a mutual relationship between the parties evolves. However, depending 

on how each party defines privacy, the mutual boundary might be challenged resulting in boundary 

turbulence (Petronio & Durham, 2015).  

 

Different understandings of privacy  

From the above section, it thus becomes apparent that companies and consumers are likely to 

understand privacy differently. Studies have shown that companies tend to understand privacy from 

a legal and formal perspective, whereas “consumers take a wider and much less legalistic approach 

to these issues” (BCG, 2018, p.12). Companies should thus keep in mind that certain social norms 

also govern the practice of privacy. This is also what social contract theory suggests: it may not be 

enough to comply with existing regulations and rules such as GDPR and the ePrivacy Directive, but 

there may additionally exist some implicit norms and rules determining appropriate behaviour in 

society as a whole and in the individual, which companies should seek to take into consideration.  

 

As companies and consumers attribute different meanings to the concept of privacy, and informal 

unwritten rules about how to go about handling people’s data and privacy exist, boundary 

turbulences and privacy breaches are likely to occur. Following CPM theory, companies become 

co-owners of the personal information of customers. If they treat the information differently than 

what is expected by the original owner or do not follow the informal rules of society, the 

information is likely to be used in ways not anticipated by the owner. When the owner becomes 

aware of this, his/her privacy boundary is likely to be affected and he/she might feel insecure or 

even vulnerable. This is likely to result in him/her losing trust in the company he/she gave his/her 

information to and can potentially also result in the person readjusting his/her privacy boundary 

when interacting with other companies in the future (Petronio, 2002).  

 

From academic research, it becomes apparent that trust is a recurring topic within the field of online 

privacy. Trust is commonly defined as “the expectation held by an agent that its trading partner will 

behave in a mutually acceptable manner” (Sako, 2006, p. 268). Trust is regarded as a key driver 

when deciding to disclose personal information and makes people more likely to share personal 

data with companies (Robinson, 2017; Chellappa & Sin, 2005). But if trust is not established or is 
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reduced due to boundary turbulences, it can potentially drive customers to purchase at other 

companies (Palmatier & Martin, 2019). It can also lead them to readjust their consumption patterns 

in general, as their general privacy boundary has downsized. Palmatier and Martin (2019) suggest 

that when consumers lose trust in one company, this negative feeling may spill over towards similar 

companies, which they refer to as “spill-over effect” (p. 33).  

 

Tapping into the potential of privacy 

As shown above, companies and consumers perceive privacy differently. This shows that the 

understanding of privacy depends on the perspective and that privacy can thus not be universally 

defined. Research further suggests that consumers have different attitudes towards privacy on an 

individual level (Dolnicar & Jordaan, 2007; Palmatier & Martin, 2019; Bughin, 2011). This 

underlines that humans are not homogeneous but rather heterogeneous and may have different 

privacy boundaries (Dolnicar & Jordaan, 2007; Palmatier & Martin, 2019; Bughin, 2011). Westin, 

for example, examined privacy closely over multiple years and conducted several studies looking at 

privacy attitudes. He classified the U.S. society into three different segments: privacy 

fundamentalists, privacy pragmatics and privacy indifferents. Privacy fundamentalists are 

characterised as highly concerned about their privacy, whereas privacy pragmatics are medium 

concerned and privacy indifferents do not care about their privacy (Kumaraguru & Cranor, 

2005). This supports the argument that customers are heterogeneous regarding their privacy 

preferences and that marketers and companies need to take this into account when developing 

market communication strategies.  

 

Marketers and companies could thus consider the strategic benefits of adapting their market 

communications with respect to the different perceptions of privacy. Several scholars have 

suggested marketers to segment customers based on their privacy attitudes and employ distinct 

strategies in interacting with them, as they see it as a potential strategic advantage (Dolnicar & 

Jordaan, 2007; Palmatier & Martin, 2019). This approach gives organisations the ability to show 

that they respect their customers’ privacy. Regarding strategic benefits, this strategy can maximise 

the performance of direct marketing activities: as organisations investigate how customers want to 

be targeted based on their privacy perception and tailor their communication initiatives based on 

this, customers are likely to react positively (Dolnicar & Jordaan, 2007; Palmatier & Martin, 2019). 

Organisations can utilise the positive feelings of customers to foster long-term relations and build 
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brand equity. It could thus serve as a strategic advantage to employ segmentation based on the level 

of privacy consciousness as it also requires marketers to segment like they would normally do, just 

based on a different criterion (Palmatier & Martin, 2019).  

 

Addressing privacy concerns 

In order to take privacy concerns of customers into account, scholars propose that businesses should 

openly communicate how they collect information and what kind of information they collect, i.e. 

offering their customers transparency (Palmatier & Martin, 2019). Transparency describes the 

awareness of which information is being collected (Palmatier & Martin, 2019). But it on its own is 

not enough, as it only means that customers are aware of which data is collected, but do not have 

the power to change anything (Palmatier & Martin, 2019). Organisations should therefore give their 

customers control over their privacy (Palmatier & Martin, 2019). Control in this context stands for 

the extent one believes one can manage the flow of information (Palmatier & Martin, 2019). 

According to a study by Culnan (1993), people who feel like they do not have control over their 

personal information are more concerned about privacy. This suggests that control plays an 

important role in the perception of privacy. By giving the consumers the means to control their 

privacy, they are thus likely to worry less about it.    

 

Through employing these two measures - transparency and control – in combination, organisations 

can empower their customers (Palmatier & Martin, 2019). Studies have found that by being 

transparent and giving the customers control, customers are more trusting towards the company 

(Palmatier & Martin, 2019). These measures can thus prove especially relevant for privacy-

concerned customers. But as the concern for online privacy is generally increasing in society, 

Palmatier & Martin (2019) regard these measures as essential for all companies in general.  

 

Data-driven vs. customer-centric culture 

Previously, we examined big data and how it can help marketers to cater content in more 

sophisticated ways to customers. From this, it becomes clear that marketers believe that data can 

enhance businesses’ success. Many organisations thus chose to build their business around data and 

employ a “data-driven” culture, where the collection and usage of data stands in the foreground 

(Palmatier & Martin, 2019). But, as indicated previously, this focus on data is not the only factor 

businesses need to consider: as customers are concerned about their privacy and might be reluctant 
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towards sharing their personal information, it may be necessary to concentrate on the customers’ 

needs and wishes rather than on data collection (Palmatier & Martin, 2019). Marketers need 

consumers to disclose their personal information in order to tailor advertising (Robinson, 2017; 

Palmatier & Martin, 2019). In the face of GDPR and in particular the need for informed consent, 

collecting the necessary data to serve customers relevant advertisements is becoming increasingly 

difficult for marketers (Goldfarb & Tucker, 2011). Through establishing trust, businesses can 

increase the likelihood that consumers will share personal data with them on a volunteering basis 

(BCG, 2018). Through clearly communicating the benefits for the customer sharing his/her data 

with the company will thus likely increase the likelihood of him/her sharing his/her personal data 

(Palmatier & Martin, 2019).  

 

Furthermore, as mentioned in the beginning of the literature review, the majority of data that is 

being collected is not used (Kshetri, 2014). The necessity of collecting the data is therefore 

questioned (Palmatier & Martin, 2019). As it only takes up storage space and stands at the risk of a 

data breach, Palmatier and Martin (2019) regard it as a waste of resources. They therefore suggest 

the principle of data minimisation, which entails that organisations consider consciously which data 

they need for their work and only collect the relevant data. Through this, they can, as Palmatier and 

Martin (2019) suggest, work more efficiently. 

 

3.6 Conclusion 
From the literature review and contextualisation, it becomes apparent how complex the topic of 

online privacy is. It further shows that many different theories play into the topic from various, 

different angles and schools of thought, i.e. communication, big data and privacy. Furthermore, as 

the literature review and contextualisation have unfolded, several arguments and topics of interest 

have surfaced. These arguments and topics will serve as the foundation for developing our 

interview guide. The purpose of the interviews is it to strengthen the argument of the project and to 

explore the academic findings in practice. In order to give a brief overview and summary of the 

main findings from the literature review, we have chosen to present some of the topics and 

arguments in the following table (table 1). 
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Table 1: Selected concepts and theories related to the topic of investigation 

Topic Argument Source 

Aristotle’s model of 
communication  

Communication consists of three components; 
the sender, the message and the receiver. 

Communication Theory, 2014 

The mathematical 
model of 
communication  

Communication is a transfer of information from 
the source to the receiver.  

Shannon & Weaver, 1949  

Big data  The five characteristics of big data are volume, 
variety, velocity, veracity, value.  

Herschel & Miori, 2017; 
Oliver & Vayre, 2015; 
Erevelles et al, 2015;  
Kshetri, 2014;  
Soria-Comas & Domingo-
Ferrer, 2016;  
Martin & Murphy, 2017 

Over-collection of 
data  

The majority of data which is collected is not 
used. 
Organisations’ capabilities to handle the data are 
questioned.  
 

Millar, 2018 
 
Kshetri, 2014 

The effect of data 
breaches  

Data breaches impact financial performance and 
mean significant losses.  

Palmatier & Martin, 2019  

Reactance theory People behave the opposite way than intended 
when exposed to personalised advertisements. 

White et al. 2008;  
Tucker, 2012;  
Tucker, 2014  

Defining privacy There is no conclusive definition to what privacy 
is. 

Martin & Murphy, 2017; 
Tavani, 2008  
Buchanan et al, 2007 

Restricted 
access/limited control 
theory (RALC 
theory)  

Privacy is situational and there are different 
levels of access to personal information.  

Moor, 1997  

Social exchange 
theory and privacy 
calculus/trade-off 

Information disclosure happens via a trade-
off/calculus behaviour where the individual 
rationally weighs out the perceived loss and 
benefits in a form of “cost-benefit analysis”.  

Homans, 1958  
Emerson, 1976  
Martin & Murphy, 2017  
Laufer & Wolfe, 1977  
White, 2004  
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Acquisti et al, 2013  

Communication 
Privacy Management 
theory (CPM)  

When sharing information with someone else, 
the person becomes the co-owner of the 
information and a mutual privacy boundary is 
established.  
Breaching this boundary will lead to boundary 
turbulence and may result in the readjustment of 
expectations for future encounters. 

Petronio, 2002;   
Petronio & Durham, 2015  

Social contract theory There are both formal and informal rules and 
regulations in society, which companies must 
live up to. 

Dunfee et al, 1999;  
Warde, 2005  

Behavioural decision 
theory 

Privacy disclosure is contextually dependent and 
people are not rational. 

John et al, 2011;  
Acquisti et al, 2013; 
Kahneman 2013  

Privacy-paradox People say they care about their privacy, but 
their behaviour does not match their announced 
attitude. 

Barth & de Jong, 2017; 
Acquisti, 2013;  
Palmatier & Martin, 2019  

Social conformity  People adjust attitude to fit in with general 
opinion even though it may not reflect their 
behaviour and internal attitude.  

Sowden et al, 2018  

Privacy cynicism 
theory  

Users have developed an attitude of cynicism to 
deal with privacy concerns.  

Hoffman et al, 2016  

Knowledge gap 
hypothesis  

Consumers are concerned about their privacy but 
lack the knowledge to behave accordingly. 

Trepte et al, 2015  

Privacy-based 
segmentation  

Underlying assumption that consumers have 
different attitudes towards privacy leads to the 
suggestion that customers should be segmented 
and targeted based on the level of their privacy 
concerns.  

Palmatier & Martin, 2018 

Addressing privacy- 
conscious consumers  

Offer the customer transparency and control to 
empower them.  

Palmatier & Martin, 2019  

Customer-centric 
approach 

Marketers are depicted as data-driven, which is 
regarded critically and instead it is suggested to 
focus on a more customer-centric approach.  

Palmatier & Martin, 2019  

Data minimisation  Only collect the required data to be more 
efficient and avoid data security risks.  

Palmatier & Martin, 2019  
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The above contextualisation indicates the complexity of communicating in an increasingly privacy-

concerned world. It suggests that companies need to consider placing the increased privacy 

concerns of customers in the centre of their market communication initiatives and strategy.  

As it has now been established, the technological advancements have fundamentally changed 

business communication and added further to its complexity. In comparison to this, the general 

communication model as proposed by Shannon and Weaver (1949) is a simple representation. We 

therefore propose that a re-conceptualisation of the model might be needed to make it suitable to fit 

the requirements of our changed and privacy-focused environment.  

4.0 Empirical investigation 

4.1 Introduction 
As outlined in the methodology section, we have chosen to conduct interviews to investigate the 

discoveries uncovered in the above literature review and contextualisation. In the following, we will 

present and discuss the main findings of the interviews. The section will at first present an overview 

of the interviewees (table 2). Following that, we found it necessary to create a visual overview 

(table 3) to briefly highlight the empirical findings, which came to surface during the analysis of the 

interviews (appendix 3). Lastly, the section discusses our empirical and academic findings in 

combination, with the intention to build our argument and draw conclusions. 

4.2 Introduction of the participants 
Table 2 presents the interviewees who participated in our empirical research. The table is divided 

into several columns to provide a brief overview. We have chosen to refer to our interviewees by 

number and not by name, in order for us to stay as objective and unbiased as possible when 

conducting the interview analysis. We will also refer to them by their number throughout the thesis. 

The second column presents where the interviewee currently works and gives a brief presentation of 

what the company does. It also presents an indication as to whether the company is characterised as 

small (less than 50 employees), medium (50-250 employees) or large (more than 250 employees) 

following European definitions (Eurostat, n.d). The third, fourth and fifth columns provide a brief 

overview of the educational background, current job title and prior work experience of the 

respective interviewee. This was included to give an indication of the respective person’s expertise 

and knowledge in the area. 
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Table 2: Sample overview 

Interviewee Current 
organisation 

Educational 
background  

Job title  Work experience  

 1 Klint Marketing. 
Growth-hacking 
firm and marketing 
strategy agency. 
(Small) 

Psychology degree  CEO  12 years of marketing 
and growth experience 
working with small 
companies and start-
ups, founder of 6 start-
ups, public speaker  

2  VELUX. Danish 
window 
manufacturer. 
(Large) 

Export 
Engineering degree   

Functional 
Privacy Owner 
(GDPR/EU 
Privacy Law) 
for Sales & 
Marketing  

17 years working in the 
same company, 
currently as a change 
agent and internal 
consultant for privacy 
matters. Previously 
Executive Assistant to 
COO in Supply and 
Project Manager in 
Marketing.   

 3  QueueIt. 
Developer of virtual 
waiting room 
services to control 
website and app 
traffic.  
(Medium) 

Marketing degree  Head of 
Digital 
Marketing  

Digital marketer, who 
previously worked as 
director of digital 
strategy in the U.S.   

 4 Berthu & Co. 
Marketing and 
advertising agency. 
(Small) 

Bachelor degree in 
Business 
Administration and 
Organisational 
Communication, 
Master degree in 
Economics and 
Business 
Administration  

Digital 
Marketing 
Manager  

Digital marketer, 
currently working at an 
advertising agency. Has 
built campaigns for 
both major international 
companies and small 
start-ups. 

 5 Monsido. All-in-
one web governance 
platform. 
(Medium) 

Bachelor degree in 
English Language 
Studies and Teaching; 
Summer programme 

Digital 
Marketer  

Has worked for 9 years 
as marketer, certified 
project manager who 
has led 25 strategic 
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at CBS in Marketing, 
Master degree in 
Marketing and 
International Business 
Communication  

marketing projects 
focused on keeping up 
with digital trends. 

 6 The Danish ICT 
Industry 
Association, IT-
Branchen. Trade 
association.  
(Small) 

Bachelor degree in 
Contemporary 
Literature, bachelor 
degree in Cultural 
Economics and 
Management of 
Creativity, master 
degree in Digital 
Design and 
Communication  

Policy 
Consultant  

Expert in GDPR and 
related regulations, 
experienced project 
manager currently 
working within politics, 
public and business 
development focused 
on bridging the 
knowledge gap between 
lawmakers and 
businesses in Denmark 
and Europe.  

 7 Precis Digital. 
Marketing & 
advertising agency. 
(Large) 

Master degree in 
Communication, 
Design and Visual 
Communications  

COO Experienced in sales 
and marketing, public 
speaker, currently part 
of the local 
management team at 
the largest independent 
digital marketing 
agency in Scandinavia. 

 8 Copenhagen 
Business School. 
University. 
(Large) 

PhD in Information 
Systems, Master 
degree in Business 
Information 
Management from 
Rotterdam School of 
Management, 
Bachelor degree in 
Business 
Administration from 
LMU Munich 

Assistant 
Professor at 
the Department 
of 
Digitalisation  

Digital expert, 
researching the 
intersection of 
information systems, 
economics, and 
marketing, more 
specifically topics such 
as effectiveness of 
digital advertising, 
information security 
and privacy, and policy 
changes in online 
platforms. 

9 LEO Pharma. 
Pharmaceutical 
company.  
(Large) 

Master degree in 
Public Administration, 
6-month course in 
Managing Medical 

Head of Global 
Digital 
Marketing and 
Engagement 

Experienced global 
marketer in the 
pharmaceutical 
industry, currently 
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Product Innovation leading the Digital 
Engagement strategy. 

10  APSIS. Provider of 
technology within 
email marketing, 
marketing 
automation, e-
commerce and lead 
management. 
(Large) 

Bachelor and Master 
degree in Europæisk 
Etnologi, Project 
Management course, 
Digital Acceleration 
master class  

Global 
Customer 
Success 
Specialist  

Experienced digital 
marketer, previously 
worked as digital 
marketer at Nordea, 
now focuses on 
customer relations. 

 11 Lemvigh Müller. 
Wholesaler of steel 
and technical 
installations. 
(Large) 

Master degree in 
Marketing & Branding 

Customer 
Experience 
Lead  

13 years of experience 
in communications with 
digital focus, has 
worked with different 
brands in both B2B and 
B2C projects. 

 12 IIH Nordic. 
Marketing & 
advertising agency. 
(Small) 

Degree in Public 
Relations and 
Business 
Communication 
CBS Executive Board 
Education  

Founder, 
Director of 
Analysis, 
Research and 
User 
Motivation   

16 years of experience 
within online media 
and web analytics, 
focuses on turning 
digital analytics data 
into specific business 
actions, public speaker.  

 

4.3 Empirical findings 
Before delving into the discussion of our empirical findings in relation to the academic discoveries, 

we have chosen to develop a short visual representation of the main empirical findings in the table 

below (table 3). This table is intended to give a brief overview that summarises our analytical 

process (appendix 3).  
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Table 3: Main findings of the empirical research 

Topic Main findings 

Privacy concerns in general 

The concept of privacy 12/12 of interviewees agree that privacy means something distinct to 
different people. 
12/12 of interviewees are of the opinion that privacy has different 
meanings to consumers than to companies. 
2/12 interviewees are of the opinion that businesses take privacy more 
seriously than consumers do. 
6/12 of interviewees mention that businesses need to track data to be 
successful. 
6/12 of interviewees mention that businesses are faced with the challenge 
of treating data securely. 

Trade-off 8/12 of the interviewees mention that navigating online means the trade-
off between guarding personal information or sharing for benefits. 
Personal information is thus regarded as a trading good. 

Different levels of 
personal information 

6/12 of interviewees highlight that there are different kinds of 
information, which vary in the level of sensitivity. 

Discrepancy between attitude 
and behaviour 

5/12 of interviewees mention the discrepancy between how concerned 
people say they are versus how they behave online. 
2/5 suggest the reason that when you actively ask people about it, they 
have the chance to reflect on it and are biased to say they are concerned 
about the topic. 

Lack of knowledge 12/12 of interviewees mention that the average consumer does not really 
understand how data works. 

Privacy policies 12/12 of interviewees agree that most people do not read privacy policies. 

Personalised advertising 

Personal opinion 12/12 of interviewees mention that personalised targeting means tailored 
content for everyone. 
6/12 of interviewees mention explicitly that they are in favour of 
personalised advertising. 
6/12 of interviewees mention that they get annoyed when it does not 
work well. 
2/12 of interviewees state that they have mixed feelings. 
3/12 of interviewees question the effectiveness of personalised 
advertising. 
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The general consumer’s 
perception 

9/12 of interviewees mention that the general consumer has negative 
feelings towards it.   
2/12 of interviewees mention that the general consumer has gotten used 
to personalised advertising. 
12/12 of interviewees agree that the general consumer does not know 
how the mechanisms work. 

GDPR 

Opinions on GDPR  9/12 of interviewees agree that GDPR increases the awareness around the 
topic of online privacy. 
12/12 of interviewees question the implementation of GDPR, precisely 
the need to consent to cookies on every website.   

Effect of GDPR for consumers 6/12 of interviewees are of the opinion that GDPR has not made a 
difference for consumers. 
6/12 of interviewees state that GDPR indirectly impacts consumers as 
businesses are required to take the topic more seriously. 
12/12 of interviewees agree that consumers do not behave differently 
because of GDPR. 
12/12 of interviewees agree that people know about GDPR, but not what 
it entails. 

Attitude towards privacy from the professional perspective 

Privacy in real-life application 10/10 of interviewees mention that they are GDPR-compliant. 
8/12 of interviewees say that privacy is a strategic concern for them. 

Privacy as strategic advantage 11/12 of interviewees say that privacy can serve as a strategic advantage. 
This is limited to the industry and the kind of privacy concern. 
12/12 of interviewees agree that it will be of high importance for 
businesses to address privacy concerns in the future. 

Effect of data breaches on 
reputation 

10/12 of interviewees say that data breaches impact the reputation of a 
company. 
6/12 of interviewees mention that the effect may only be short-term. 
2/12 of interviewees mention that data breaches are inevitable in our 
time. 

Implications for future communication 

Formulating privacy policies  Interviewees are split over whether it is possible to get people to engage 
more with privacy policies or not. 
10/12 of interviewees agree that privacy policies need to be clear, short, 
transparent and easy to understand. 
1 interviewee voices that legal language cannot be simplified; 1 
interviewee voices the concern of talking down to people. 
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Addressing privacy concerns   6/12 of interviewees stress the importance of explaining what the data is 
used for and the value it provides to the customer. 
3/12 of interviewees advocate a clear, short, transparent privacy policy. 
3/12 of interviewees suggest the focus on direct relationships with 
customers. 

Online marketplace 

Characterised by market 
imbalance  

5/12 of interviewees mention indirectly the market imbalance. 
5/12 of interviewees mention the power of the big players. 
12/12 of interviewees refer at least to one of the big players throughout 
the interview. 

5.0 Discussion 
The following section will discuss the results from our empirical study in relation to the theoretical 

foundation as outlined in the preceding literature review. To provide the reader with an overview of 

the structure of the following sections and its different parts, we created the following visualisation 

(figure 9). 

 

Figure 9: Overview of the discussion structure  
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5.1 Privacy: a complex and dynamic concept 
From the literature review, it became apparent that privacy is a concept, which many scholars have 

investigated throughout the course of history. Privacy has been defined by several different scholars 

who view privacy in different ways and classify privacy using different levels and types (Floridi, 

2005, Tavani 2008, Margulis, 2011). Tavani (2008) and Moor (1997) especially focus on 

informational privacy and argue that privacy is a dynamic concept that evolves and changes over 

time. Even though privacy has been extensively researched in the academic sphere, no specific 

definition has been developed (Buchanan et al, 2007). Literature thus suggests that that privacy 

cannot be universally defined, and that it is heterogeneous as well as both contextually and socially 

dependent. It is therefore regarded as a dynamic concept.  

 

The notion of privacy being of dynamic nature also finds appeal in our empirical study: one 

interviewee (interviewee 7) highlights the shift from people being highly concerned about their 

privacy online to sharing everything on social networks. This suggests indirectly that he views 

online privacy as somewhat dynamic. Another interviewee (interviewee 8) mentions explicitly that 

it is a “dynamic concept” and that privacy concerns come and go depending on the circumstances. 

This supports the finding in literature that the concept of privacy is characterised by its dynamic 

nature.  

 

The notion that privacy cannot be defined universally is also reflected in the interviews, as our 

interviewees bring up several different aspects related to the concept of online privacy. These link 

to the following ideas, which were also presented in the literature review. Some interviewees 

(interviewee 3, 4, 5, 7, 9) stress that online privacy stands for the restricted access to information. 

One interviewee (interviewee 3) describes online privacy by explaining, “people do not have the 

right to collect information without my knowledge”. This relates indirectly to the concept of 

consent, the idea that a person has to agree to that his/her information is being used. In this context, 

another interviewee (interviewee 7) stresses the fact to have the control over who gets access to 

which information and describes privacy as “empowerment in context of online and data”. 

Empowerment in the context of online privacy is also mentioned by Palmatier and Martin (2019): 

they state organisations should focus on giving their customers control and transparency to 

empower them. Other interviewees focus on online privacy as a human right (interviewee 6, 9) and 

emphasise how they place a high value on companies respecting their individual online privacy.    
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Personal information as currency 

Another recurring topic in both literature and in our empirical research, is the idea of personal 

information as a trading good: sharing personal information and thus compromising the individual’s 

privacy is related to getting some kind of benefit in exchange (Hooman, 1978, Emerson, 1976, 

Martin & Murphy, 2017). This trade-off is a phenomenon, which has been intensely investigated in 

academic research. Throughout the interviews, the majority of interviewees emphasise how 

consumers engage in this trade-off when handing over their personal information to companies 

(interviewee, 1, 3, 5, 6, 8, 9, 10, 12). Consumers behave in a way in which they choose to 

compromise their privacy to get access to services, value and benefits. As one of the interviewees 

(interviewee 10) points out, “my information is the currency”. This trade-off relates to the concept 

of the privacy calculus, which suggests that the user actively engages in a cost-benefit analysis in 

order to evaluate whether to share personal information with another party (Aguirre et al, 2016). 

One of the interviewees (interviewee 8), who is deemed an expert in the field and has extensively 

studied it, also brings this concept up in the interview. The interviewee mentions that the concept 

views the consumer as a rational human being who takes the time to evaluate both costs and 

benefits, drawing a decision based on this. However, as many interviewees mention that the average 

consumer is not likely to take the time to do this evaluation, the applicability of the concept is 

questioned.  

 

Contrasting perceptions of privacy 

When referring to the above presented results of the empirical investigation (table 3), it becomes 

clear that the majority of the interviewees have an ownership-based understanding of privacy 

(Floridi, 2005): they view personal information as something that belongs to the individual and the 

individual should have control over. Depending on the individual’s perception of it, the concept of 

privacy may have different meanings and value for different people/parties. This also became 

apparent throughout the literature review where it was found that companies and consumers have 

different understandings of privacy and the use of data (BCG, 2018). This discrepancy is mentioned 

by most interviewees (interviewee 1, 2, 3, 4, 5, 7, 10, 11) throughout our empirical research. 

Several interviewees (interviewee 3, 7, 9, 10) explain how companies have started to put strategic 

emphasis on privacy, as it is becoming a business challenge. On the one hand, businesses need to 

gather data for business purposes, but on the other hand, they simultaneously must respect 

consumers’ privacy. Other interviewees (interviewee 2, 5, 6, 11) emphasise that the main reason for 
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businesses to consider privacy as a strategic concern is related to the introduction of GDPR and 

other regulations. They highlight the fact that the companies need to comply, as they will otherwise 

be fined and potentially suffer from reputational damage. Companies thus take a formal standpoint 

to privacy where they focus on being compliant with the formally established rules and regulations 

in society such as GDPR.  

 

Looking at customers’ perception of online privacy, several interviewees (interviewee 3, 4, 5, 7, 9) 

underline that consumers view it on a more personal level. They state that the focus for consumers 

lies on not having their data misused, sensitive data stolen from them or companies using their data 

to manipulate them. They want businesses to value their individual preferences for privacy, which 

may even go further than the formally established laws such as GDPR. This relates to the idea of 

social contract theory: the theory outlines that there are not only formal rules and regulations, but 

also informal norms guiding society (Donaldson & Dunfee, 1994; Dunfee et al, 1999).  

 

Our empirical findings suggest that several interviewees are of the opinion that customers value 

their own privacy higher than businesses do. Some interviewees (interviewee 1, 3, 7) relate this to 

the focus of businesses to generate profit and to make use of big data to further enhance it. Two 

interviewees (interviewee 2, 11), on the contrary, assess the situation differently as they are of the 

opinion that businesses take it more seriously than consumers do.  

 

Conclusion 
From the above, it becomes clear that our empirical study supports the academic findings that 

privacy cannot be universally defined and rather has an individual component to it. The concept of 

privacy is further of dynamic nature and develops depending on the surrounding circumstances. The 

idea of personal information as a trading good shows that consumers are willing to compromise 

their privacy if it generates additional value. Companies and consumers thus have a different 

understanding of privacy. These two diverging perspectives need to be bridged or at least to be 

considered by businesses in order to get a better understanding of their customers.   
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5.2 A market with information asymmetry 
As discovered throughout our empirical investigation and outlined in the preceding section, 

companies and consumers understand privacy differently. In relation to this, several interviewees 

(interviewee 2, 3, 4, 5, 8, 9, 10, 12) also point out that consumers are not aware of how data can be 

utilised by companies. It becomes evident that companies gather vast amounts of data for strategic 

business purposes, and that customers often get concerned as to what their data is used for when 

handing it over to businesses (interviewee 1, 3, 5). Several interviewees (interviewee 3, 4, 5, 8, 12) 

stress the fact that with the huge amounts of data companies have at their disposal, the nature of the 

data does not matter, as they can process and analyse anonymous data and still specifically find out 

what consumers preferences are. The empirical research thus reflects that consumers do not know 

the capabilities companies have to structure and use their data. There thus exists an information 

asymmetry.  

 

In this context, communication privacy management (CPM) theory states that information 

asymmetry is likely to lead to boundary turbulence (Petronio, 2002). This means that consumers are 

concerned because they do not know how the company will guard and use their data. This relates to 

data breaches, as they can represent a critical incident and may lead to boundary turbulence. Several 

interviewees (interviewee 2, 3, 4, 5, 7, 9, 11) indirectly make the point that potential data breaches 

are not only going to influence a company’s reputation but also potentially consumers’ individual 

privacy boundary. They further relate it to the fact that it may result in the consumers losing trust in 

the company and make them less willingly to hand over information in the future. This underlines 

the important role trust plays in any kind of transaction between a business and a consumer. Social 

exchange theory also emphasises this in the context of disclosing information: it argues that the 

more trust there is between two parties, it will make it more likely for the one to share data with the 

other and trust the other person with its personal information (Chellappa & Sin, 2005; White, 

2004).  

 

However, some interviewees (interviewee 6, 8, 9, 11, 12) are of the opinion that the reputational 

effect of a data breach is only of short-term nature. They suggest that it does not signify that 

customers are likely to choose another company. One interviewee (interviewee 8) explains this by 

referring to the high switching costs a shift to another company or brand would mean. Two 

interviewees (interviewee 6, 10) further raise the point that data breaches are inevitable in our 
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digitalised world. These results lead us to question whether data breaches are as impactful for 

businesses as depicted in literature. It further suggests that consumers value easy and convenient 

solutions, which is something to keep in mind when looking at how to communicate with them.  

 

Conclusion 
Concluding, our empirical study supports the notion that there exists an information asymmetry 

between businesses and consumers. However, it becomes apparent from the interviews that data 

breaches are not as impactful as one may think. In a practical context, our findings further suggest 

that it is necessary to focus on finding easy and convenient solutions as this is what consumers 

value strongly.  

 

5.3 Personalised targeting: a strategy with polarised opinions 
The concept of personalised targeting serves as a good example of the previously established 

knowledge gap between businesses and consumers. Personalised targeting is based on cookies that 

are being collected: in the literature review, it was established that companies use behavioural data 

in order to create personalised content and advertisements to people that have previously shown 

interest in the product or service (Tucker, 2012). Furthermore, the literature also underlines that by 

showing advertisements to people that have already expressed interest in the product/service 

increases the likelihood of them to proceed with the purchase (Iyer et al, 2005). The concept of 

personalised targeting thus allows marketers to target certain consumer groups more specifically, 

which implies that targeted advertising leads to lower targeting expenditures (Iyer et al, 2005). This 

in turn enables marketers to utilise their marketing budgets more effectively (Iyer et al, 2005). 

Through the empirical investigation, all interviewees (interviewee 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12) 

emphasise that they see the benefit of personalised advertising. Multiple interviewees (interviewee 

1, 2, 3, 4, 6, 10, 12) mention that they prefer to be served personalised advertisements, as they prove 

more relevant to them. Only two interviewees (interviewee 5, 11) admit to having mixed feelings 

regarding personalised advertisements: one of them (interviewee 5) says “Sometimes, I say it is 

perfect, because I get what I need, where I need. Sometimes, I say it is too much.” In general, 

though, there is a positive attitude towards personalised advertising. This does not surprise us but is 

rather what we suspected because of the interviewees’ professional background within the field of 

digital marketing.  
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However, multiple interviewees (interviewee 2, 3, 4, 5, 6, 9, 10, 12) mention that they strongly 

dislike being served advertisements for products they have already bought (interviewee 2, 3, 4, 5, 6, 

9, 10, 12). This relates to the effectiveness of personalised advertisements, which our interviewees 

have different views on: three of our interviewees (interviewee 7, 8, 12) - two from digital agencies 

and one of the field experts - mention that they are of the opinion that personalised advertisements 

are not very efficient, whereas one interviewee (interviewee 10) views personalised advertising as 

more effective than untailored advertising. This is also what some scholars suggest: because the 

content is tailored to an individual person, it should increase the effectiveness of advertisements 

(Tucker, 2012). One of the interviewees (interviewee 12), who does not feel like this is the case, 

stresses that personalisation is not done in the right way and compares the technique to “opening a 

toolbox and all everybody ever uses is the hammer”. The effectiveness of advertisements thus 

proves as controversial and should be investigated in-depth.   

 

Knowledge gap causes reactance 

The question of effectiveness can also be linked to another result from the empirical investigation: 

most interviewees (interviewee 1, 3, 4, 5, 7, 9, 10, 11) point out that the general consumer is likely 

to have a different perception of personalised content than they do and mention that the general 

consumer has a rather negative view. To describe how the general consumer feels, the interviewees 

use words such as “invasion” (interviewee 1), “insecure” (interviewee 1), “freaked out” 

(interviewee 3), “frightening” (interviewee 4), “scared” (interviewee 5, 10), “intrusive” 

(interviewee 7), “creepy” (interviewee 7, 9) and “unsettling” (interviewee 10). Some interviewees 

(interviewee 1, 2, 3, 4, 5, 7, 10) further say that consumers sometimes feel like the content crossed 

their personal boundary. This suggests that consumers have a negative point of view on 

personalised advertising. This reaction is the opposite of what one would expect, as personalised 

advertising is acknowledged by digital marketers for its relevance and thus the additional value it 

provides. It links to reactance theory as presented in the literature review, which states that people 

react to something in a different way than expected (Tucker, 2012, White et. al. 2008).  

 

Several interviewees (interviewee 3, 4, 7, 10) relate the observed reluctance of consumers to the 

lack of understanding and education on how personalised advertising works and how companies use 

the customers’ data to serve them better. Consumers therefore feel violated by personalised content 

because they do not know the underlying mechanisms and ask themselves why and how they get 
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served this content. This is illustrated through a real-life example brought forward by some of the 

interviewees (interviewee 3, 4, 5, 10): they mention that some consumers believe that devices can 

listen in to conversations and that a person can be targeted based on what he/she talks about. The 

interviewees make clear that they do not believe in this theory, which relates to their expertise in the 

digital field and their understanding of the mechanisms of personalised advertising. Connected to 

this, some of the interviewees (interviewee 4, 7, 10) bring up the idea to educate and inform the 

general consumers on why and how their data is being used to give them more personalised content 

in order to make them feel less reluctant towards it. As the majority of our interviewees are in 

favour of personalised advertising and they all understand how it works, we see the relation 

between a positive attitude and understanding as key. Therefore, we view the suggestion to educate 

consumers as a good starting point for the communication with them and will elaborate on this 

further later.  

 

The example of devices listening in on conversations further relates to another topic brought up in 

literature review; the power of big data. Big data is said to allow for large amounts of data to be 

collected very quickly and easily (Kshetri, 2014). Whether devices can listen in or not, big data 

allows for many different applications of data and can be used to manipulate people (Kshetri, 2014). 

Multiple of our interviewees (interviewee 3, 4, 5, 7, 12) stress throughout the interviews how data 

can be used to manipulate people and some (interviewee 4, 7, 9) mention manipulation of political 

attitudes. This underlines that they are aware of the capabilities, but it remains questionable whether 

the general consumer has an idea of it that is close to reality.  

 

Conclusion 
The concept of personalised targeting thus sheds light on the previously mentioned knowledge gap 

between companies and consumers, especially between advertising platforms and digital natives on 

the one side, and the average consumer on the other side. Furthermore, the empirical investigation 

supports the notion that the negative reaction is primarily fostered by the consumers’ lack of 

knowledge. These are important points for businesses to consider and take into account when 

evaluating their future market communications.  
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5.4 Discrepancy between opinion and actual behaviour 
In academia, a discrepancy between what people say regarding privacy concerns and how they 

behave online has been identified, which is commonly referred to as the privacy paradox (John et 

al, 2011; Acquisti et al, 2013). While people say that they are very concerned about their privacy, 

their behaviour of how they share their personal information and engage with others online does not 

reflect this (Palmatier & Martin, 2019). This inconsistency has also been noticed throughout our 

empirical investigation: five interviewees (interviewee 5, 7, 8, 9, 12) highlight that one needs to 

distinguish between what people say and how they behave in regard to privacy concerns. One 

(interviewee 7) uses an example of a study conducted in the UK to illustrate this: 83% of people say 

they do not trust tech giants, but many still use their platforms.  

 

Three of the interviewees (interviewee 7, 8, 12) try to explain this dichotomy throughout the 

interviews by referring indirectly to some of the concepts outlined in the literature review. One of 

them (interviewee 12) relates the phenomenon to the concept of social conformity (Snowden et al, 

2018): through asking people directly about their privacy concerns, it becomes the focus of their 

thoughts. They are therefore biased to say that they are very concerned because they have been 

framed to believe that is the right thing in that moment. Another interviewee (interviewee 8) 

mentions that when people are being asked, they take the time to rationally reflect on it and their 

answer might therefore be inconsistent with their behaviour. This underlines the in the literature 

review discussed contrasting theories of rationality vs. irrationality (Barth and de Jong, 2017). It 

further relates to the question of what influences people when making decisions whether to disclose 

their data. Drawing from all our interviews, there is the consensus that people tend to behave rather 

irrationally when navigating online. This relates to the idea one of the interviewees (interviewee 8) 

mentions, when saying that users usually come to a webpage or a platform with a specific purpose 

and “want to quickly get to the information on the website”. They thus do not take the time to 

rationally reflect on how they are potentially compromising their privacy. The third interviewee 

(interviewee 7) mentions that, “I think the general public just gave up on keeping up with how their 

data is being used”. This relates to another explanation mentioned in the literature review, the 

privacy cynicism theory (Hoffmann et al, 2016). This theory suggests that people have developed a 

cynical attitude as a coping strategy to deal with privacy concerns.  
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Knowledge gap fosters irrationality  

As mentioned previously, all interviewees are of the opinion that people lack knowledge to 

understand how data works and how it is being used online. When asked whether the average 

person has the required knowledge to behave safely online, the responses are mixed. It becomes 

clear that many interviewees (interviewee 2, 5, 6, 7, 8, 9, 10, 11) are of the opinion that some 

people do not know how to navigate safely online. This can be related to the idea of the knowledge 

gap hypothesis, which suggests that people are concerned about their privacy and want to behave 

accordingly but lack the knowledge to do so (Trepte et al, 2015). The result of our empirical study 

thus shows that the lack of knowledge is a factor our interviewees have observed. It suggests that 

the knowledge gap hypothesis may serve as a relevant explanation for the discrepancy between 

expressed attitude and exhibited behaviour.  

 

Conclusion 
In summary, the concept of the privacy paradox and the related theories attempting to explain it, 

prove as valuable for the research of the topic. In a practical context, it illustrates how important it 

is to study the actual behaviour rather than asking the person in order to really understand users’ 

online behaviour and preferences. Asking them about privacy concerns is thus not enough to get an 

adequate picture of the situation. 

 

5.5 Enter GDPR: the dual-edged sword 
As mentioned previously, the rapid technological development and the emergence of technologies 

such as big data, has had a major impact on the marketing and advertising industry (Palmatier & 

Martin, 2019). It has allowed companies to gather customer data and use it to serve their customers 

in more effective ways (Palmatier & Martin, 2019). However, as also outlined previously, the rapid 

development and ability to gather data has over the years resulted in an increase in consumers’ 

concern for their online privacy (Goldfarb & Tucker, 2011). This has recently offset the 

development of the GDPR, as the EU deemed it necessary to update the previous data protection 

laws to fit the rapidly changing landscape (European Data Protection Supervisor, n.d). Most 

interviewees support these findings, stating that the rapid development of technology and data 

breach incidents have brought the topic of data privacy to the forefront. Others (interviewee 1, 3, 4, 

5, 7, 9, 10, 11, 12) add to this by referring to how the Cambridge Analytica case has changed the 



Contract	no.	15589	&	15590	 May	15th	2020	 Master	Thesis	
Authors:	101832	&	124303	 	 MA	IBC	
	

	 Page	68	of	158	

agenda around online privacy. Several interviewees (interviewee 2, 3, 4, 5, 6, 7, 8, 10, 11) stress the 

fact that the development of GDPR has also increased the general public’s awareness of the topic of 

online privacy. 

 

“Bureaucracy at its best” 

All the interviewees (interviewee 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12) support GDPR and see the need 

to formulate such a regulation. Two of them (interviewee 2, 12) stress the point that GDPR has been 

viewed as a constructive reason for some companies to clean out their huge amounts of data using a 

data minimisation approach. GDPR has thus given them an opportunity to re-evaluate the data they 

store and what they use it for. Many of the interviewees (interviewee 2, 4, 5, 6, 8, 9, 10, 11) also 

emphasise that they view GDPR as a positive step as it puts online privacy on the agenda of 

businesses.  

 

However, most of them (interviewee 1, 3, 4, 5, 6, 7, 9, 10, 12) stress the fact that the regulation does 

not fulfil its purpose and criticised both its formulation and its implementation. The formulation is 

criticised for its vagueness (interviewee 1, 5) and the implementation is deemed difficult and 

challenging (interviewee 2, 3, 4, 10). The majority of interviewees (interviewee 1, 4, 5, 6, 7, 10, 12) 

highlight the fact that complying to GDPR is mainly an administrative and costly burden, as 

companies need to have formal processes in place for storing and retrieving personal data and need 

to formally develop privacy policies and cookie policies for their webpages. All interviewees 

(interviewee 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12) suspect that these policies are not read by consumers 

or only by a very small number and therefore do not really make a difference. This is illustrated 

with a study by one of the interviewees (interviewee 12): the study found that only around one to 

three percent of the population read the terms and conditions. The interviewee further presents the 

example of someone who added a line in his/her privacy policy saying that that if someone sent an 

email, he/she would get one hundred dollars, just to see whether someone reads it. It took months 

until someone made use of it, which underlines how little people read privacy policies. The majority 

of interviewees agree that privacy policies and cookie-policies are by no means effective.  

 

This suggests that GDPR is not the right measure to increase consumers’ privacy, which is further 

supported by some statements of our interviewees. One interviewee (interviewee 6), for example, 

mentions that, “I do not think GDPR is ever going to work for consumers” and another one 
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(interviewee 7) stresses that “in terms of business to customers, it is pretty much all bullshit”. This 

leads us to question the effectiveness of the GDPR and its current implementation. In this context, 

two of our interviewees (interviewee 4, 7) question the skills and expertise of the lawmakers to 

formulate actionable regulations. One of them (interviewee 4) further brings up the need to include 

digital natives in the process of developing such laws. We find his point valuable and regard it as 

something that needs to be considered in the future to ensure a more effective implementation.   

 

Conclusion 
Concluding, the majority of the interviewees are of the opinion that GDPR is a first step in the right 

direction, but that there are multiple problems with the implementation, mainly in regard to the 

interaction between consumers and businesses. For the further course of our project, these findings 

suggest that it may be necessary to focus on reformulating privacy policies and cookie-policies. 

This will be addressed in more detail later.     

 

5.6 Privacy on an operational level 
As highlighted in the preceding literature review, two scholars advise businesses to tackle privacy 

with a different approach: they suggest focusing on transparency and control in order to empower 

the customer and foster long-term relations (Martin & Palmatier, 2019). They further propose 

several principles organisations can use at the operational level to address privacy concerns, which 

we will bring into context with our empirical study in the following section.  

 

Data minimisation as business strategy 

The scholars Palmatier and Martin (2019) suggest data minimisation, i.e. to only collect relevant 

data, which can be utilised, as a principle for working in a privacy-dominated world. This also 

relates to organisations’ capabilities to make use of data. In literature, some studies have found that 

organisations do not have the capabilities to make use of all the data they collect (Millar, 2018; 

Splunk, 2019). This is also mentioned by three of our interviewees (interviewee 3, 5, 11). One of 

them (interviewee 3) explains, “taking advantage of data, effectively, is incredibly challenging” and 

another one (interviewee 11) mentions that “I think every company is struggling in everyday life to 

actually put this data to work”. This would support the concept of data minimisation, however, the 

concept of data minimisation receives mixed opinions from our interviewees: some of them 
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(interviewee 2, 10, 12) are in favour of it, whereas others (interviewee 3, 5) view all data as 

valuable even if it cannot be utilised, as it might prove valuable to have it in the future.  

 

Data consolidation 

In relation to data minimisation, one of our interviewees (interviewee 12) mentions the concept of 

data consolidation. Here, companies focus on connecting data and bringing it together. This has 

become important in the face of GDPR as companies now have to be ready to present their 

customers with all the data they have about them. Through data consolidation, this can be enhanced, 

and the collected data can potentially be used more sufficiently. But as the interviewee stresses, data 

consolidation is a concept that can only work for bigger businesses as they have the necessary 

capabilities to do so. This relates to the findings from our literature review that point out that 

smaller companies have to rely on third parties in order to handle all the data (Kshetri, 2014). Both 

of this suggests that the organisational size can limit the capabilities of organisations and is also a 

factor that needs to be considered.   

 

Data-driven culture  

The above relates to the notion in literature that many marketers and businesses today are data 

driven (Palmatier & Martin, 2019). This is also supported by the perception of the interviewees that 

businesses utilise data to generate more profit. The focus on data also comes up explicitly 

throughout the interviews (interviewee 3, 6, 7, 9, 12). As one of the interviewees (interviewee 6) 

describes it, “nobody is interested in killing the opportunity to connect data points”. Another one of 

the interviewees (interviewee 12) compares businesses to kids at the candy store mentioning that 

“there has been so much data that we've been running around inside the candy store, just eating it 

and throwing it around and really being data pigs”. The term “data pig” stresses that the interviewee 

is of the opinion that marketers are strongly data driven. 

 

In the literature review, it has become apparent that some scholars criticise this data-driven focus 

and rather suggest that companies should follow a more consumer-centric approach (Palmatier & 

Martin, 2019). This also finds appeal in our interviews: one of our interviewees (interviewee 3) 

suggests that companies should focus on creating authentic interactions with their customers. In this 

context, the interviewee as well as several others (interviewee 7, 9, 12) stresses the need to use data 

to give customers a better experience. Two interviewees (interviewee 5, 8) further highlight the 
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importance to respect customers’ preferences. From this, it becomes clear that our empirical study 

supports the argument to embrace a customer-centric approach. This does, however, not suggest 

that data should not be used but rather that it should be done in a respected and strategic manner.    

 

Privacy-based segmentation 

As presented in the literature review, Palmatier & Martin (2019) came up with the idea to segment 

based on privacy preferences. We found the concept interesting and potentially purposeful for the 

future of market communications, and we therefore asked some of our interviewees about their 

perspective on it. Most of them (interviewee 5, 6, 8) see the concept as interesting, but they all 

question its applicability, especially its operationality (interviewee 6, 8, 10). As one of the 

interviewees asks very practically, “how can you manage this?”. Some interviewees (interviewee 7, 

8) relate this idea to the fact that people do not always act rationally, which is the underlying 

assumption of this segmentation proposition. One of the interviewees (interviewee 8) further raises 

the point whether “it is ethical to send a lot of advertising to people who do not care about their 

privacy”. Based on these results, we therefore have doubts about the concept and do not think it can 

prove of value for marketers.  

 

Further suggestions how to address privacy concerns  

In relation to the question of how businesses can address privacy concerns, our interviewees bring 

up many distinct, interesting ideas. Three of them (interviewee 6, 7, 12) suggest that businesses 

should focus on first-party data as this data directly belongs to the company rather than it being 

processed by third parties and allows them for a direct interaction with their customers, for example 

through a newsletter. Another interviewee (interviewee 2) explicitly stresses the need to build trust 

in order to make consumers engage with a business. In this context, three interviewees suggest 

(interviewee 3, 5, 7) to explain the value that businesses are delivering through using their 

customers’ data.  In relation to this, two of them (interviewee 5, 7) emphasise the importance of 

open, clear and transparent communication. Two others (interviewee 9,12) highlight that 

information about how data is collected and processed should be easy to find and easy to 

understand. Furthermore, two interviewees (interviewee 5, 8) underline how important it is that 

businesses respect their customers’ preferences in order to foster long-term relationships with them. 

We view these suggestions as valuable and will include them in our recommendations on how to 

handle privacy-related issues. 
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Conclusion 
Concluding, this section presents many interesting ideas as to how businesses can and already do 

address privacy concerns. The findings from our interviews support Martin and Palmatier’s 

arguments and some of their suggested principles, i.e. data minimisation and the customer-centric 

approach. Nevertheless, the results lead us to neglect the idea of privacy-based segmentation as it 

was found not to be applicable.   

 

5.7 The future of privacy 
Based on the literature review and the preceding findings, privacy plays an integral role in the 

process of disclosing information. In this relation, we found it relevant to ask the interviewees for 

an assessment of the importance to address it and the role it will play in the future. All interviewees 

agree that it is very important for businesses to address privacy concerns. Some (interviewee 2, 3,4, 

6, 7, 8, 10, 11) say it already is now, whereas others (interviewee 1, 5) say it will be in the future. 

Two of the interviewees (interviewee 3, 4) mention that it is especially important within certain 

industries and areas of expertise. Furthermore, all interviewees except one (interviewee 2, 3, 4, 5, 6, 

7, 8, 9, 10, 11, 12) agree that a focus on privacy can serve as a strategic advantage. Putting more 

strategic emphasis on privacy and informing users about their data collection methods, is viewed as 

a foundation for building stronger customer relations and trust by several interviewees (interviewee 

6, 7, 10). When asked what they think will happen within the field of online privacy in the coming 

years, multiple of our interviewees  (interviewee 3, 5, 9, 12) suspect that more regulations are to be 

imposed on businesses in order to increase the level of consumers’ protection.  

 

Conclusion 
All in all, these results reflect the relevance of our investigation. It further emphasises just how 

important it is for businesses to start recognising the importance of privacy and the need for them to 

put more strategic emphasis on it, now or in the near future. 
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5.8 Marketing communications in a privacy-focused future 
As outlined above, the empirical research confirms that the current implementation of GDPR in 

terms of privacy policies and cookie policies is insufficient, as the majority of consumers do not 

spend time reading them. In relation to this, several interviewees (interviewee 1, 2, 8, 11, 12) point 

out that it may be related to the fact that people go to a website with a particular purpose in mind 

and want to get to the information they are looking for quickly. They thus do not have extra time to 

get to what they are looking for. Some interviewees (interviewee 2, 3, 4, 11, 12) go a step further 

and mention that consumers get annoyed by the fact that they have to give consent on every 

webpage. This leads us to draw the conclusion that cookie policies and privacy policies are 

interfering with the customer experience. The majority of interviewees (interviewee 1, 3, 4, 5, 7, 10, 

12) further bring up the length and complexity of privacy policies and cookie-policies as a reason 

why people do not read these policies as they are written in legal language. In this context, privacy 

policies are described as “long” (interviewee 3, 5, 7, 10, 12). One of our interviewees (interviewee 

5) depicts them as “boring” and even “meaningless”.  

 

The empirical research thus sheds light on the fact that it may be necessary to re-evaluate how to 

approach the communication with consumers in order to make people read these forms and make 

informed consent. In this context, the opinions of our interviewees are split though whether it is 

possible to make people engage more with this. But as most of them criticise the way it is now, it 

suggests that they find it relevant to at least consider it.  

 

In relation to the practicability of how to approach the communication instead, the findings of the 

interviews suggest that companies need to inform consumers as to why and how their data is used to 

give them a better experience (interviewee 2, 3, 6, 7, 9, 10, 12). Most interviewees (interviewee 2, 

4, 5, 7, 9, 10, 11, 12) are of the opinion that privacy policies and cookie-policies should not be 

written in legal terms but rather formulated in a different manner. They should rather be “clear” 

(interviewee 2, 12), “short” (interviewee 2, 5, 10, 11), “precise” (interviewee 2, 10, 11), 

“transparent” (interviewee 2, 6, 9) , “factual” (interviewee 2, 10), “understandable” (interviewee 4, 

7, 9), “easy to understand quickly” (interviewee 11), “light” (interviewee 4), “fun” (interviewee 4, 

7), “sweet” (interviewee 5), using a “little animation/infographic” (interviewee 5), “tailored to the 

situation” (interviewee 7) and “punchy” (interviewee 11). 
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In relation to this, one interviewee (interviewee 12) proposes that updates of privacy policies should 

compile a list of the changes, in order to make it easier for people to see what has changed. 

Furthermore, two interesting objections are brought up: one interviewee (interviewee 3) questions 

whether it is possible to simplify these legal texts without losing its meaning and potentially 

legitimacy. The other interviewee (interviewee 4) highlights that it is important to make it 

understandable for the average person, but that one should avoid talking down to people in order to 

not give them the feeling to be silly. We take both objections seriously, but from the empirical 

investigation as well as our personal experience navigating online, we regard privacy policies and 

cookie policies as long and legally written texts, which are difficult to understand. As one 

interviewee (interviewee 12) describes it fittingly, “because we want to be legally specific, we have 

a tendency to overcomplicate things”. But this raises the question whether there is a need to have a 

policy if the user of a website is not able to understand it. We are therefore of the opinion that 

privacy policies and cookie policies should be written in a language understandable for laymen. 

This is supported by some of the other interviewees, one of them (interviewee 7) for instance 

appeals to businesses saying “stop having your lawyers write your GPPR or your privacy policies, 

and then have or at least... I mean, they should be involved, but also have communication people 

write it and make sure that they communicate it.” Nevertheless, we regard the other objection as 

relevant and will keep it in mind. 

 

Conclusion 
Concluding, this section reflects the need to reconsider the communication related to online privacy 

and disclosure of data. We draw the conclusion that many of the current communication in relation 

to online privacy is lengthy, legalistic and insufficient. From our empirical investigation it becomes 

that that the communication should rather be focused on being clear, understandable, short and 

transparent. It could further include a humorous element as well as an infographic. We will take 

these ideas into consideration when suggesting a communication strategy for businesses at the end 

of this project.  
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5.9 Other relevant topics to consider 
During our empirical research, we experienced that several topics were brought up by several 

interviewees which we did not include in our empirical foundation. We view these topics as 

relevant to include and consider in our research as several interviewees mentioned them. These 

topics are shortly explained below. 

 

Market imbalance 

Multiple interviewees mention that the online marketplace is dominated by a number of big players, 

such as Google, Facebook and Amazon, who all have the size and financial capacity to change the 

marketplace and influence the legislative processes. This suggests that the market is characterised 

by a power imbalance. The significant role of big players is also reflected in several interviews. 

This suggests that they are a fundamental part of the online marketplace. This power imbalance also 

underlines the political dimension of the topic.   

 

Privacy differs across cultures 

Another topic mentioned indirectly by several interviewees (interviewee 2, 3, 5, 7) is how cultural 

differences impact the perception of online privacy. Europeans are depicted as more privacy-

conscious than Americans. Three interviewees (interviewee 3, 5, 7) go a step further and emphasise 

that especially Germans are highly concerned about online privacy. In regard to the Danish market, 

it is mentioned by two interviewees (interviewee 2, 4), who are both Danish themselves, that Danes 

have a very trusting nature and are therefore potentially not too concerned about online privacy. All 

this supports the above argument that privacy is perceived differently by various people and further 

shows that the topic could be investigated from a cultural angle examining differences in privacy 

attitudes depending on country of origin.  

 

Levels of private information 

Throughout the interviews, several interviewees also mentioned how they believe that different 

levels of private information exist depending on the sensitivity of the information (interviewee 2, 3, 

4, 5, 9, 10). Several of these interviewees agree that information relating to health, religion and 

financials are of highly sensitive nature, and state that companies that possess this type of 

information must guard it with utmost respect, whereas information relating to purchase 
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preferences, email and name is regarded as less important. This supports the notion that depending 

on the industry and the kind of data, it is more important to address privacy concerns.   

 

Conclusion 
The above topics are relevant to consider, however, we have not found it strategically beneficial to 

address them in our project.  Nevertheless, they could serve as the base for other types of research 

in the field. We will touch upon this in the avenues for future research.  

 

5.10 Final remarks 
After conducting our literature review and having tested our findings through our empirical study, 

we have been able to find correlations between several topics and arguments, from which we have 

drawn the following conclusions visualised below (figure 10). 

 

Figure 10: Final remarks  
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6.0 Adapting marketing communications 
6.1 Reflections 
After having investigated the academic sphere in the preceding literature review and afterwards 

using the findings in order to investigate how businesses work with this, we were able to confirm 

many of our findings from academia. In the following section, we are going to reflect on these 

findings and put them into context for the further process of our research project. These reflections 

are thus based on both our findings from literature and our empirical study.  

 

The concept of privacy  

We regard privacy as a dynamic concept, which has changed along with the environment. The 

concept is likely to continue to evolve depending on how the digital world is going to advance 

further. As the concept itself changes, the types of privacy concerns have also changed due to the 

changing nature of the environment and the evolution of technology. We further understand privacy 

as the limited access to one’s personal information and thus as something that should offer each 

individual protection. But in this context, it is necessary to consider that there are many actors 

involved in online communication which are unknown to the discloser such as advertising 

platforms, social networks and third parties. This means that our control over personal information 

is limited. We cannot restrict the access when we do not know who has access to our data.  

 

Disclosure of information is a complex process 

Through our research, we have been able to discover that for some people, privacy plays a big role, 

whereas others do not care as much about it. It is something relational: depending on the 

relationship you have with another party/company, you are more or less likely to disclose 

information. If you know the other party/company well or trust it, you are more likely to disclose 

information. We further relate disclosure of information to a trade-off: personal information serves 

as a trading good as is exchanged to get other benefits in return. The individual’s privacy is thus 

compromised in order to get something else. The idea of the trade-off suggests that people are 

rational when making decisions, using their private information to get something in return.  

 

However, even though people are said to engage in this reasonable trade-off when disclosing 

information, people’s behaviour is often also affected by irrational processes. In some situations, we 

might act thoughtfully and rationally choosing how to disclose personal information, whereas in 
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others we might act based on mental shortcuts and contextual cues. Drawing from our empirical 

analysis, it may also depend on the kind of information that is being disclosed and its level of 

sensitivity. It may further be affected by situational factors such as time restrictions and the social 

context. This irrational behaviour is also reflected in the privacy paradox: this concept describes the 

discrepancy between what people say regarding their privacy concerns versus how they actually 

behave online. Throughout our research, it has been pointed out that this inconsistency is related to 

the fact that consumers lack knowledge on how data works and how to navigate online. This lack of 

knowledge reveals an information asymmetry between companies, especially advertising platforms 

and digital marketers, and consumers. 

 

We are thus of the opinion that people’s behaviour is both influenced by irrational and rational 

motives. It does not mean that one excludes the other but rather that they work in “accordance”.   

 

The implications of companies’ and consumers’ distinct understandings  

Throughout our research, we have found that companies and consumers have a different 

understanding of the concept of privacy. The difference becomes apparent when contrasting their 

distinct views. Companies take a more formal standpoint, whereas consumers take a more informal 

approach to the concept of privacy. This further enhances the present information asymmetry as we 

discovered throughout our research.  

 

We expect that the identified information asymmetry and the different understanding of privacy will 

result in boundary turbulence, resulting in consumers questioning and potentially readjusting their 

individual privacy boundaries. This is likely to result in increased privacy concerns and may, in the 

worst-case scenario, even lead consumers to withdraw their information. Businesses need to be 

aware of these differences in order to fully understand their customers. Through focusing on 

privacy, they can build trust and transparency, which in turn is likely to affect long-term relations. 

This stresses the need for businesses to address privacy on a strategic level.  

 

The complexity of the online marketplace  

When engaging with the online space and disclosing information online, many parties are involved. 

In the communication between businesses and consumers, there are other parties interposed such as 

advertising platforms, social networks, browsers etc. These are dominated by prominent players 
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such as Facebook, Google and Amazon, which take a very powerful position in the marketplace. 

Our empirical investigation suggests that these players follow their own agenda. The empirical 

study further shows that consumers do not tend to be aware of these third parties involved in the 

communication. As consumers engage with a variety of companies online, they might have lost the 

overview of who has their data and, in case of a data leakage, might not be able to comprehend 

where the leakage happened. It makes it thus hard for them to know who has access to their data 

and whether it is being misused. These arguments underline that online communication is 

characterised by complexity and the high number of actors involved. There are more layers to the 

communication than just the company and the customer. This is what we tried to capture in the 

visualisation below (figure 11). 

 

Figure 11: The complexity of online communication  
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6.2 Re-conceptualising the traditional communication model 
As we have discovered throughout our research and pointed out in the previous section, modern 

marketing communication is a complex matter which involves several different third parties besides 

the company and the consumer, such as advertising platforms, social media platforms, etc. 

Throughout our research, it has been emphasised how the importance of online privacy will 

increase in the future, and that businesses must recognise this if they wish to build strong customer 

relations in the future. Furthermore, our empirical investigation supports that businesses thus need 

to re-evaluate their entire business strategy and place privacy and the communication thereof at the 

centre. This suggests that a re-conceptualisation of today’s complex communications is needed.  

 

With the increased complexity of the online market communication landscape, it thus becomes 

increasingly harder for consumers to have an overview over who has access to which kind of 

his/her information and what it is used for, and as previously established an information asymmetry 

/knowledge gap thus exists. When consumers disclose their information online, they are not aware 

whether the information is only made accessible to the party, whom they disclose their information 

to, or whether it will also be sold on and accessed by other unknown parties.  

 

The increased complexity of the digital marketing landscape and the increased chance of data 

breaches thus fosters concern about online privacy with consumers and makes them more reluctant 

to engage with digital marketing communication initiatives, because they have grown more 

conscious about whom they hand over their information. Modern marketing communication 

processes have thus evolved into an ever more complex phenomenon, influenced by both the 

numerous stakeholders and topics that play into it and add to the complexity.  

 

Based on our research, we see a need to re-evaluate the industry and its ever more complex 

marketing communication processes. We thus propose a re-conceptualisation of modern marketing 

communications, i.e. to remove all the complexities and layers, and to refocus on the basics as 

introduced by Aristotle (Communication Theory, 2014) and Shannon and Weaver (1949) in their 

historical models: the sender/company and the receiver/consumer, and the relationship between 

them. It is thus about re-establishing a direct connection to the consumer and cutting out other 

parties interfering with the direct interaction between company and consumer (figure 12).  
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Figure 12: Reconceptualised communication model  

 
Through this, a direct way of communication is established which we suspect will reduce the noise, 

i.e. any distractions in the interaction. Companies should focus on the direct connection to their 

customers and ensure that they concentrate on their customers’ needs and put them first as they are 

the ones to buy their product/service. We therefore recommend businesses to employ a more 

customer-centric approach throughout their business.  

 

Companies can build a direct connection with the consumers by focusing on the collection and 

usage of first-party data meaning the data they collect themselves, instead of relying on third 

parties. Such data is for example used in newsletters and loyalty programmes. On the one hand, it 

makes them less dependent on others and on the other hand, it makes it possible to build more 

genuine relationships with the consumers, as there is nobody interposed or interfering.  

 

In order to build strong relationships with the consumers, companies should make communication a 

priority and place strategic emphasis on how to build a strong communication platform that 

recognises and respects the many facets of online privacy and information disclosure. Companies 

must thus focus on communicating in a transparent way when engaging with customers meaning 

that they should make sure to communicate how they collect and how they use customer data to 

provide a better experience in a transparent way, so that customers are empowered and can make an 

active choice in regards to the information which is handed over. In this way, companies also take 
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on some of the responsibility as to educating the consumers on what and how data is used in the 

online space and thus play an active part in closing the knowledge gap and information asymmetry 

that exists between companies and consumers. Through building a strong communication platform 

based on transparency, consumers are likely to gain trust in the company and thus allow the 

company to gain access to their data.  

 

Our research has underlined that privacy regulations place pressure on the marketing and 

advertising industry, and that more regulations are likely to come, thus adding further to the agenda 

of online privacy. This especially applies to the use of third-party data: Google for example has 

already announced that they will completely shut down the use of third-party data (Sleto, 2020). It 

is thus proposed that by re-conceptualising the communication platform and focusing on building it 

around first-party data, companies can be ahead of regulations that may be imposed and focus on 

building genuine customer relations and experiences which potentially can lead them to gain 

competitive advantage and strategic edge. 

 

6.3 Recommendations  
Throughout our research and empirical investigation, we have had the opportunity to get practical 

insights to the topic at hand by professionals working with the subject on a daily basis. Based on the 

knowledge accumulated from our research within both academia and the business world, the 

following section will outline practical recommendations and tips for businesses regarding how to 

embrace privacy as a strategic concern both in relation to their business model and communications 

strategy. These recommendations are not an exhaustive list. Depending on the resources and 

strategy that the respective business has in place it can be beneficial to pick and choose the 

recommendations which have the biggest strategic impact on the individual business. 

 

Create smart customer experiences  

Businesses should focus on their customers’ experience and make sure to provide their customers 

with easy and convenient solutions, as this is what they value highly. Privacy policies can be 

regarded as a factor interfering with the user experience and should thus be placed intelligently 

without standing in the way between the user and the content he/she is seeking to see. It is therefore 

important not to distract them too much but make sure that the necessary information is provided. It 

needs to be easily accessible and not hidden away. In this context, we propose that instead of 
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sending out the whole privacy policy after having conducted updates, companies should rather 

outline the specific changes that have been made. Businesses should further respect their customers’ 

privacy preferences and give them the choice to choose for themselves in which way they want 

their data to be used.  

 

Build relations by educating the customer 

As our research has shown, many consumers do not know how their data is treated. This underlines 

the existing knowledge gap between businesses and their customers. The lack of knowledge can be 

related to an increase in privacy concerns: as consumers do not know what happens to their data 

they are worried about it. Businesses can take responsibility in making consumers more informed 

regarding how their data is gathered, processed and used and thus empower people to take a stance 

in relation to privacy online. Through taking an active part in closing the knowledge gap and 

helping to foster a better understanding of marketing initiatives, businesses can build trust and 

encourage customers to be more welcoming of marketing communication initiatives.  

 

Empower customers through the communication 

Clear communication can help to build stronger relations with the customer. Therefore, businesses 

should be transparent and open about the data collection and data usage. It is further important to 

inform the customers about what the business does with customers’ data and how it is used to 

provide a better experience for them. By clearly outlining the value that it will give the customers to 

provide the business with their data, it will assist them in making the choice of whether to disclose 

their information. Through this, businesses can potentially reduce the gap of information 

asymmetry and create a mutual privacy boundary where both parties share the mutual 

understanding of how data should be treated within that relationship.  

 

In this context, it is important to make sure that the privacy policy is easy to understand and not too 

legalistic. Businesses can achieve this by not solely letting the legal department formulate the 

privacy policy but rather building a task force consisting of both employees from the legal and 

communications department. Users need to be able to easily understand the privacy policy, but at 

the same time, sensitivity is required in order to not make them feel like someone is talking down to 

them. To make privacy and cookie policies more engaging, businesses should consider making it 

fun by using videos, infographics and/or elements of humour.  
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Be mindful about your data collection strategy 

Businesses can make use of the principles of data minimisation and data consolidation in order to 

use data more efficiently. Businesses should carefully investigate which data needs to be collected 

and only gather the data necessary for strategic purposes. This can help to be more effective in the 

way data is collected, stored and used. Data consolidation enables businesses to take advantage of 

the various data they have collected and combine it to gain value and insights. 

 

Besides taking advantage of data minimisation and consolidation strategies, businesses should seek 

to integrate this into an overall business strategy that builds solely on first-party data. By making 

use of data minimisation and/or consolidation in combination with a business strategy focused on 

first-party data, businesses can remove their dependence on third parties. A focus on first-party data 

means that there is nobody interposed in the relationship, but rather that it only involves the 

business and the customer. Businesses can utilise the first-party data they collect about their 

customers to gain strategic insights about them. This can be used to build stronger communication 

platforms and relations as well as superior customer experiences in the future. Businesses can thus 

potentially gain competitive edge whilst removing all the “noise” from the otherwise complex 

online communication of today. 

 

6.4 Conclusion 
Through re-evaluating data collection strategies and at the same time communicating transparently 

about the value it gives the customers to hand over their information, businesses can proactively 

take part in educating the customers on what and how data is being used. By implementing such 

strategic measures into the overall business model, companies can take action to empower their 

customers and through this foster strong, long-term relations, where mutual trust stands at the 

centre. 
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7.0 Conclusion 
The agenda around online privacy has rapidly evolved as new technologies such as big data have 

enabled companies to utilise customer’s digital traces and data for strategic business purposes. This 

data is especially valuable in the marketing and advertising industry, as it can be used to offer more 

precise offerings. However, possessing and processing such vast amounts of data have also resulted 

in an increase in online privacy concerns. As a result of these developments, privacy has thus 

become a topic of supranational interest and has resulted in the development of laws such as the 

ePrivacy Directive and GDPR in Europe. The introduction of such laws has fundamentally 

disrupted the marketing and advertising industry, as it has created restrictions regarding how data 

can be used for marketing communication purposes.  

 

The agenda around online privacy is contemporary of nature and is a topic which evolves and 

changes on a continuous basis. As the topic has impacted the Danish business world and has not 

been thoroughly investigated previously, we found it relevant to examine this. With this project, we 

have thus sought to explore how online privacy concerns shape digital marketing communications 

within the Danish marketing and advertising industry.  

 

As the aim of our research was exploratory in nature, we adopted a qualitative research approach. 

We initially built a literature review based on extensive research within the topic of interest and 

then used the findings to guide the empirical investigation, i.e. semi-structured interviews. The 

interviews were conducted with the intention to explore how the topic was understood by people 

working with it on a daily basis.  

 

Drawing from both our findings in literature and the results of our empirical study, we identified a 

wide range of interrelated themes which all play into the topic of investigation. From the empirical 

investigation, several topics related to communication were emphasised. We thus found it necessary 

to make sense of these findings in relation to their influence on communication. To do so, we used 

Shannon & Weaver’s mathematical model of communication (1949) to illustrate the overall impact 

our findings have for the communication between businesses and consumers.  

 

Throughout our research and interaction with industry professionals, we got many useful insights. 

These results led us to develop practical recommendations for businesses.  
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While the project principally focused on the marketing and advertising industry, it ended up 

revealing important results for any business interacting in the digital marketplace. However, due to 

our philosophical considerations and the exploratory nature of our project, our findings are not 

conclusive but rather provide useful insights for understanding the complex topic in more detail. 

 

In order to investigate the above research question as well as to provide some structure to the 

research process, we found it beneficial to build our research around five pre-determined research 

objectives. 

 

The first research objective was to investigate how technological advancements have transformed 

communication between companies and consumers. Through the advancements of technology and 

utilisation of customers’ digital traces for business purposes, online communication has become 

increasingly complex, as more actors are involved and interposed in the communication process. 

This change can be regarded as one of the reasons for the increase in privacy concerns, as it 

interferes with the direct communication between companies and consumers. Privacy in itself has 

manifested as being a dynamic and complex concept, which has evolved due to technological 

advancements.   

 

The second research objective was to evaluate what affects customers in disclosing information 

online. Disclosing information online has proven to be a complex process in which the value 

customers place on their privacy plays an important role. This relates to the concept of privacy 

calculus, i.e. the rational cost-benefit analysis customers go through when evaluating the benefit 

gained for disclosing their information online. However, our study suggests that many people do 

not read privacy policies and therefore do not really know what is at stake. This emphasises that 

also irrational motives play into the process of disclosure. Our study further provides empirical 

evidence for the privacy paradox, as it confirms that there are inconsistencies between human 

opinion and actual behaviour. This result underlines that in order to really understand how people 

navigate online, their behaviour needs to be studied rather than employing research methods, which 

involve directly asking them. Our study also finds evidence for the knowledge gap hypothesis and 

highlights that education of consumers regarding the online space is required. 
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The third research objective was to investigate whether privacy regulations such as GDPR and the 

ePrivacy directive have impacted the way the marketing and advertising industry operates. Our 

empirical study underlines that GDPR and cookies have not had a strong impact on the marketing 

and advertising industry. It rather emphasises that GDPR and its implementation is questioned, as 

privacy policies and cookie policies prove to be ineffective for consumers, whilst forcing 

companies to spend a lot of resources on becoming compliant. Our research therefore suggests that 

an evaluation of whether GDPR actually matches its intended purpose is needed.  

 

The fourth research objective was to outline how businesses can address privacy concerns of their 

customers. Our study finds evidence for the importance to address privacy concerns, especially in 

the future. Throughout our research it became evident that businesses should have clear principles 

as to how they work with data, ensuring that the data is treated securely. These principles should be 

outlined in a clear privacy policy that is easy to understand. These discovered findings served as 

helpful when examining the fifth research objective. 

 

The fifth research object was to recommend how companies can adjust their communication in a 

privacy-conscious world. Through the insights gained from our empirical investigation, we were 

able to develop practical recommendations for businesses. The recommendations emphasise that 

businesses should focus on establishing a direct connection with their customers in order to reduce 

privacy concerns and to strengthen the relations with their customers. Businesses can do so by 

empowering the customer through transparency and control and through this, build trust. In this 

regard, we therefore recommend building the business strategy around first-party data, as it can 

foster a more direct line of communication between the business and customer. 

 

Turning back to our overarching research aim to investigate the effects of privacy concerns on 

digital marketing communications, the above remarks are an indication of how the evolution of 

privacy has changed not only the marketing and advertising industry, but rather the online 

marketplace in general. It has made it more difficult for businesses to convince customers to 

disclose their information. This highlights that businesses must not only adapt their communication 

to fit with the changes in the market but shall also re-evaluate their data collection methods and 

possibly reconsider their business strategy. 
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7.1 Managerial and academic contributions 
With our research, we make both academic and managerial contributions. From a managerial point 

of view, our research highlights the importance for businesses to place strategic focus on privacy. 

Throughout our research, it became apparent that the strategic emphasis on privacy should not only 

be the responsibility of the communications department but should rather be acknowledged on a 

managerial level and be ingrained in the overall business strategy. Our research thus emphasises the 

importance for businesses to re-evaluate not only their marketing communications, but also their 

overall business strategy and data-collection methods. Our investigation highlights that there is a 

potential to gain strategic advantage by acknowledging and respecting consumers’ privacy. 

 

Our research also contributes to academia. It takes point of departure in some of the traditional 

communication theories, which have been taught and investigated widely throughout the academic 

sphere. Shannon and Weaver’s communication model (1949) is one of the first of its kind and has 

served as a basis for many models and theories afterwards. Due to the recent technological 

developments and advancements in communication technology, this model can be interpreted as 

being rather old-fashioned in an otherwise complex world. However, we still found its academic 

contribution and applicability of such importance, that it could serve as a base for our research. 

Through building our research on this model, we have been able to shed light on and bring an 

otherwise historic model into the modern and technologically complex era. Our research has proven 

that the model can still be applicable today. The model serves as a foundation for illustrating how 

modern marketing communication should be about keeping it simple and placing the relationship 

between company and customer at the centre. The traditional communication model thus still 

generates value today and can help to simplify the otherwise complex communication processes 

which have evolved in today’s technological landscape. 

 

In order to make sense of the topic at hand, we built our research on a wide variety of literature and 

theories from academia. Our research has thus also contributed to a more thorough academic 

understanding of the topic at hand by combining findings and arguments from different areas of 

academia.   
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7.2 Limitations 
Throughout our research, we have obtained many interesting insights and conclusions, but we still 

have encountered several different limitations in the process of conducting our research.  

 

One area in which we encountered limitations relates to our data collection process. Several of the 

secondary sources included into this project are written by American scholars, and the majority of 

the incorporated studies and reports are based on international surveys. This stands in contrast to 

our focus on the Danish market and thus poses a limitation to our research. The reason why we 

chose to include these international secondary sources is related to the difficulty in finding studies 

of the Danish market. Most studies of the Danish market are conducted in Danish, which has made 

it hard for us to include them, as our research was to be conducted in English. Furthermore, we are 

not both native Danes. However, we did find the incorporated international secondary sources well-

grounded, and we thus believe that the trends and insights that surface from these sources provide a 

valid representation of what the situation looks like in the Danish market as well.  

 

Another area in which we were faced with limitations relates to our empirical research, i.e. 

conducting interviews. As mentioned in the methodology section of this project, conducting “elite” 

interviews can be challenging and this was no exception for us. We initially reached out to many 

different people, which we found relevant for our research. However, getting people to find the time 

to participate in our interviews was harder than we initially anticipated. In order to get sufficient 

insights to build our research, we thus chose to interview people from various cultures (8/12 

Danish, 2/12 Americans, 1/12 Dutch, 1/12 Iranian). This was done despite the fact that our initial 

idea was to only interview Danes, as this would have fitted with our focus on the Danish market. 

Interviewing people from different cultures represents a limitation to our research, as their 

respective cultural backgrounds might have influenced their answers and viewpoints. In this regard, 

it became apparent that the two Americans we interviewed value privacy less than the other 

interviewees. But as most of our interviewees from different national backgrounds also emphasised 

that people from different cultures have distinct viewpoints, it underlines that they reflected on their 

cultural bias. As all our interviewees share a common professional background, we still found it 

relevant to include each of them in our empirical study, as they all added valuable input to the 

explored topic.  
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Another area where our research has been subject to limiting factors is due to its subjective nature. 

As established in the methodology section of this thesis, we adopt an interpretative and thus 

subjective stance when conducting our research. This means that we as researchers were an active 

part in extracting and generating meaning of the findings we discovered throughout the research 

phase. Being an active part of the research poses several ethical issues to the research, which is a 

limiting factor for the process as well as the end result. In order to cope with this, we made sure to 

always reflect on our findings in an objective manner. We took time to reflect on biases throughout 

the research phase. During the analysis of the interviews, we chose to deploy a more objective 

process, where we thematised and categorised the interview statements in order to accumulate our 

arguments. 

 

Lastly, the exploratory nature of our research proved to be a limiting factor. The exploratory nature 

of our study appropriately links in with the nature of our topic as well as our interpretive and 

subjective stance. However, exploratory studies are often not able to generate definite conclusions, 

which is also the case for our study. Our conclusions and findings are thus merely exploring and 

add further knowledge to the topic at hand, rather than generating general conclusions. 

Furthermore, the nature of our study and the accompanying findings are thus only applicable in the 

specific context and time of when the study was conducted. In order for us to cope with this 

limitation, we focused on building validity and reliability continuously throughout our research 

phase.  

 

However, even though several limiting factors have influenced our research process, our research 

still contributes with new interesting insights and sheds light on new ways to look at the topic at 

hand. Furthermore, our research has opened up an area, which is contemporary of nature and can 

thus have potential to serve as inspiration and foundation for other researchers in the future. 
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7.3 Avenues for future research  
Based on the limitations outlined in the preceding section, it becomes clear that our empirical study 

is limited to the Danish market and to the perspective of the twelve interviewees who participated. 

It is further restricted by the given time frame and context under which the research was conducted. 

When investigating the topic further in the future, it could therefore be interesting to examine the 

topic using a wider sample size and/or from an international perspective. This could add to our 

current findings and provide new perspectives and angles as the topic and agenda evolve. 

 

Throughout our empirical research, several different topics relevant for the topic at hand surfaced. 

We found these themes relevant to reflect upon in relation to our research, but due to the constraints 

under which our research was to be conducted we made a deliberate choice not to investigate them 

further. However, several of the themes could serve as an interesting offset for future research. 

 

Our empirical study for example reveals that there are cultural differences in the perception of 

online privacy. It could be interesting to look into this in order to gain an understanding as to how 

culture affects online privacy concerns. Our study further identifies a knowledge gap between 

consumers and businesses. In this regard, it is of high interest to investigate in depth how this 

knowledge gap can be closed. Furthermore, the topic of ethics came up multiple times. This 

suggests that the question of ethics is closely related to privacy concerns. It could therefore prove 

insightful to investigate the concept of ethics and how it plays into the topic. Investigating this 

could also add new angles to the already complex topic at hand. Lastly, as our research shows that 

there is a discrepancy between people’s opinion and behaviour in regard to privacy online, it could 

also be interesting to further investigate it by observing and testing people’s behaviour when 

engaging with privacy/cookie policies online. 

 

Both our empirical study and the findings of the literature review serve as the basis for the 

generation of our recommendations. This has allowed us to give businesses valuable insights as to 

how they can gain value by building the recommendations into their business strategy. However, 

our study does not provide an indication regarding the effectiveness of the recommendations. It 

could therefore be interesting to test this in order to investigate how valid the recommendations are. 

This could be done following a more positivistic research setup to add more generalisable and 

universal conclusions to our findings.  
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9.0 Appendix 
Appendix 1: Interview guide 
Brief – Setting the scene of the interview 

1. Define the situation for the subject 
2. Opening: Thank you for being willing to contribute to our thesis and taking part in this interview 
3. Introduction: Present ourselves and that we study MA IBC 
4. Subject matter of the thesis: privacy concerns in digital marketing  
5. Purpose of the interview: as we looked at theoretical foundation of the topic, we now want to see 

how it applies in the real world  
6. Formal set-up: we will be recording the interview, one will be asking questions, the other will also 

actively participate in the interview and ask follow-up questions, interview is set out to be an open 
dialogue between us 3   

 
Theme: Privacy concerns  

1. How do you perceive online privacy? 
• What does online privacy mean/entail to you? 
• Do you remember your first encounter with privacy online?  

§ If yes, can you explain the situation to us 
2. Do you remember when the topic of online privacy first started to gain ground? 

• How would you say the agenda around privacy has evolved?  
3. Why do you think online privacy and data collection are becoming a topic of interest? 

• Why do you believe it has become such a great concern? 
• On a scale from 1 to 5, how important do you think the general public views data 

privacy/online privacy? 
4. Do you think companies perceive privacy differently than consumers? 
5. Do you think consumers have the required knowledge to behave safely online?  

• Percentagewise, how many customers would you say have the skills to navigate safely 
around the internet? 

• What qualities/skills do you think consumers need to possess to behave safely online?  
• Percentagewise, how many customers do you think know what happens with their data 

online? 
 
Theme: Personalised targeting 

1. How do you feel about personalised advertising?  
• Have you had an experience where you felt like it crossed your personal boundaries?  

2. As you come from a digital marketing background, your perception may be different. 
• How do you think an average consumer would feel about personalised ads?  
• Percentagewise, how many consumers do you believe are aware of personalised advertising?  
• Percentagewise, how many consumers do you think have felt that advertising crossed their 

personal boundary? 
3. What do you think about the opportunity of privacy-based targeting and segmentation?  
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Theme: Effect of GDPR  
1. How would you say GDPR has changed the marketing and advertising industry?  

• On a scale from 1 to 5, how much has GDPR changed the marketing and advertising 
industry? 

2. How has GDPR affected your company?  
• How do you handle GDPR at your company?  
• What do you need to do differently today compared to before GDPR? 
• On a scale from 1 to 5, how much has GDPR affected your work?  

3. Do you think GDPR has made a difference for consumers?  
4. Do you think consumers know what GDPR entails? 

• Do you think GDPR makes people make more informed choices when disclosing their 
information online? 

• Percentagewise, how often do you believe the general consumer makes informed choices 
online?  

 
Theme: Privacy at their company 

1. How is privacy addressed/approached within your company? 
• Is privacy considered as a strategic concern in your company?  

2. On a scale from 1 to 5, how important do you think it is for businesses to address privacy concerns?  
3. Do you have the capability to handle data / online privacy within your company? 
4. Have you ever experienced a data breach in your company? 

• Do you think data breaches are likely to influence a company's reputation? 
• Will it affect long-term brand value? 
• Will it affect consumers’ trust in the company? 
• Will it affect sales? 

5. What do you think organisations can do to address privacy concerns?  
• Do you have any initiatives in place for how to communicate with privacy-conscious 

consumers (to foster long-term relationships)?  
6. How can companies formulate their privacy policies and cookies in a way that empower consumers’ 

understanding of it? 
7. How do you think companies will need to approach marketing communication if the cookie-rules are 

changed, so that companies are only allowed to use first-party cookies? 
• What initiatives will companies need to have in place/focus on to make people disclose their 

information? 
8. How do you think companies will need to address privacy-conscious consumers in the future? 

• Do you think a focus on privacy can serve as a strategic advantage for companies in the 
future?  

 
Debrief: rounding off the interview 

1. Ask about any additional comments  
2. Ask whether it is ok to link up with them on LinkedIn 
3. Experience of the interview 
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Appendix 2: Email sent prior to each interview 
Hi name,  

 

We look forward to our interview with you on date at time at location.  

 

Just to give you a brief intro to our topic of research, we are investigating how big data has changed digital 

marketing and has led to a rise in privacy concerns and how these concerns affect digital marketing 

communication. We have chosen to investigate our topic via interviews, in order to get insights as to how our 

findings in literature apply to reality. 

 

Topics for the interview:  

1. Privacy concerns  

2. GDPR 

3. Cookie policies 

4. Personalised advertising 

5. Working with online privacy in marketing  

6. Online privacy at your company  

 

Interview formalities: The interview will take approx. 45-60 minutes and will take the form of an open 

dialogue. 

 

Thanks again for taking the time to participate in our research!   

 

See you on date at time. 

Best, 

Isabella & Friederike 
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Appendix 3: Interview analysis 

Trade-off 

Interviewee Statement 

Interviewee 1 “The trade-off of giving away more data, more privacy, more of your information, is 
ultimately getting more convenience”. 

Interviewee 3 “If I want you to engage with me, I need to give you something that is valuable in 
return, which can be a ton of different stuff. It can be a piece of information, it can be a 
piece of advice, it can just be, it could be making you smile, it does not matter what it 
is, right? if I deliver value to you, then it is accepted. And people want that in their 
lives”. 
 
“They're trying to create things that you actually want to watch, or you actually want to 
consume, right in a way that is benefiting them. But it is also benefiting you, so you do 
not care if you give me your information”. 
 
“Facebook is like the most quintessential American thing you can think, it is like, just 
so you know, we are going to use your privacy to get money out of advertisers, but like 
you can have this whole thing for free”. And then when people get upset, Facebook is 
like, no, no, look at all this value we gave you. And of course, everyone still uses it, 
right? Like, no one is giving up Facebook...well people are slowly starting to... But it is 
a good example of how everyone that is on that platform at this point, has made it 
some level of a decision that their privacy is worth less to them than Facebook.” → 
privacy as currency 
 
“Like, I make compromises on my privacy for things that I want.” 

Interviewee 5 “So, you are selling your data to tell them what you are buying and what you are 
doing. So, this is the trade-off, right? That time is the trade-off.” 
 
“I sometimes have to accept one of these things because that is the information I want. 
And I do not really have time to go through this whole long thing, saying we are doing 
this and that. I do not want to spend my time on that because I'm doing something, it is 
important.” 

Interviewee 6 Interviewee: “Even though you give some of your most intimate health information, 
things that would be classified as the most private, the most sensitive in the GDPR. 
You give it away because you get all this wonderful feedback, and you get a service 
that tells you, so remember to bring your lady cup this week because it is going to get 
bloody.” 
Interviewer: “So, you would say it is kind of a trade-off, you give your personal 
information and you get something in return?” 
Interviewee: “Yes.” 
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Interviewee 8 “(…) is this idea of privacy calculus, which is basically a concept from economics 
based on a very basic cost benefit analysis where consumers need to figure out, am I 
willing to give up my data to get access to a certain service or product?” 
“(…) where you needed to basically provide some of your personal information to in 
return get access to this service. So, I think that idea of this given-take has actually 
been existing for a very long time.” 
 
“I think a lot of people, they basically overestimate the benefits over the costs.” 

Interviewee 9 “I also can see the benefit of sharing some information, so you can see on Facebook 
you get more targeted advertising. So, I get advertising for products that are more 
relevant to me than if I do not share some private information. I get posts online that 
are more relevant to me because they try to use an algorithm based on what they know 
about me. So, it is a bit of a balance between sharing some information and also having 
privacy.” 

Interviewee 10 “I share the information about me to get services in return.” 
“My information is the currency.” 

Interviewee 12 “There was actually back some years ago, there were initiatives in the US where – 
what you would call it, what was it - zero party data. So, you would actually 
implement something in your browser, where you would go in and you would enter 
your information. And next to that information, you would put a price tag. You would 
say, ok, so you want my age? That is fine, that will cost you fifty cents. Or you want 
my phone number, that will cost you $50. It is simply saying that the transaction of 
data was between the marketer on the one side and the user. So, it was not all this grey 
area of middlemen pushing data around. And the problem was that these were actually 
initiatives from the US and as far as I recall, in the US, you have a really huge industry 
of data brokers that live on data transactions, and they basically kill these initiatives, 
because it was really bad for business.” 
 
“Yeah and that is actually the same thing that that Politiken has tried in Denmark with 
having this, giving you a free login, but you have to create it. That is basically the 
same transaction that you pay with your data to get access to content, because then 
they can resell the information to the marketeers.” 

  

Different kinds of data / information  

Interviewee Statement 

Interviewee 2 Interviewee distinguishes different types of data: sensitive information (health 
information, religion), personal information (name, email address), behavioural data:  
Interviewer: “So maybe you would say that there are different kinds of personal data 
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then?” 
Interviewee: “Yes definitely. There is sensitive data and then there is personal data.” 
Interviewer: And then like your health data would that be sensitive, but your name is 
more personal data? 
Interviewee: Yeah, I would not be concerned about that. Of course, I understand that 
people are because they do not want to be spammed. And I do not like to be spammed 
either, but I mean, then I delete the mail. And that is it. I think there is just different 
levels.” 
 
“Sensitive data is more like health and religion and things like that”. 
 
Interviewee: “When I'm thinking about personal data I am more like when  you are 
filling out a form of some sort and say click it, I want something, then you could 
collect the personal data. And in the cookies, it is more like your preferences and how 
you move around and the website. 
Interviewer: “So, you would again, say with the levels of information that we 
discussed, like preferences would be kind of here. And then here we are personal and 
then here…” 
Interviewee: “...sensitive. Yeah. And in VELUX we do not collect that... we do not 
want sensitive data. We do not need it. Not in marketing anyway. We do not need it.” 

Interviewee 3 Interviewer: “So, you would say there are different levels of data?” 
Interviewee: “Yeah, exactly. And basically, the more valuable that data is to someone 
outside, the more I think it steps up on the scale. So, for instance, kind of what we 
talked about before, like if I had the information of every store that this person went to 
today, then that is more valuable than just like that I know that they went to my store. I 
think there is just like a little bit of a scale of what responsibility you have for what 
type of data.” 

“I just think there is a ton of different kinds of privacy concerns that I would consider. 
One would be like, if you have information about me that has anything to do with 
financials or like where I live or anything like that, then I think you have a significant 
responsibility to protect that information. If you have people that are willing to give 
that to you, it is absolutely your responsibility to make sure that you have people that 
are in charge of understanding how that information is getting taken care of, that it 
cannot be accessed by others, that kind of stuff. I think as you get further down the 
scale in terms of intensity, so just to use the physical space kind of analogy again, like 
if I think of my website as my physical store. The information I have just like, 
generically how many people came into my store today? Then I do not think you have 
a whole ton of responsibility to protect that.” 
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Interviewee 4 He indirectly distinguishes between different kinds of data: “Data that is not personal 
information, meaning that it is not your name, it is not your IP address. It is not your 
religion or your something, that is you. But I do collect your browser, what type of 
device they are using, how long are you spending on different pages, which Facebook 
pages are you visiting? What are you doing there? And have you bought any products? 
Have you been there before? Have you clicked on some more ads prior to it and this 
kind of data? We use it on a daily basis.” 

Interviewee 5 Interviewer: “But do you think there is a distinction between data? Like, do people 
distinguish between different kinds of data?” (…) 
Interviewee: “Oh, of course. Definitely. Because you in your mind, you associate 
everything with a certain sensitivity level. So, you would say, this is some sort of 
information I am not going to give away. But this is an information type I do not care 
about. And sometimes you are giving information that you have no idea you are giving 
away. So, there are different things.” 
 
“If you lose certain information, most of the companies are not worried about the 
information because the information is not really sensitive. But if like, social security 
numbers of like, 10,000 people in the U.S got leaked, then, yes, that is a disaster. What 
I am talking about is like 10,000 emails of the company, it is not going to kill anyone, 
but their reputation may.” 
 
“If you have sensitive data with a company, you expect them to be really careful about 
it. If they are not, they are not a good company, period. But sometimes... I do not know 
if the information is not really important, so it may have a lower impact on 
everything.” 

Interviewee 9 “And if they, like Google and Facebook, collect too much personal information, 
political standpoints or sexual orientation or whatever, you know, which I deem very 
private or let us say medical history or something like that, if they have all that 
information and it gets leaked into the wrong hands or they have a bad apple inside the 
company, then it is not so great.” 
 
“I think disease history, political standpoint, sexual orientation and things like that a 
super private and not to be used and the reason is that it can be misused, right? You 
can lose your job, if an employer finds out that you are sick or if you have a certain 
sexual orientation or if your political party affiliation or something like that. So that 
you can say is the deepest level and a middle level can be, you know, friends, who are 
your friends, what are your interests and things like that, where do you live could be 
the middle level. It is not that anybody can really damage you by knowing this, but it 
can also be a little bit creepy if everybody knows where you live or who your friends 
are and things like that.” 

Interviewee 10 “We have done studies that shows that sharing your email address and your name, for 
instance, is, you know, a no brainer. People do not mind doing that in order to get 
something else in return. But when it comes down to more personal data from you, 
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even in these times where you willingly share your personal data on, for instance, 
Facebook or Instagram, you do not want to share it directly with businesses. You are 
more mindful of what you say yes to when you are asked to deliver data over in a very 
straightforward way, right? So, there is the data that you share indirectly through your 
behaviour on sites or on social media. And then there is the data that you hand over 
willingly to a company when doing interactions with them, right.” 

 

Ethics 

Interviewee Statement 

Interviewee 3 “Privacy is a limiting factor, but also an ethical factor.” 
“Marketers have crossed the unwritten ethical border too many times, therefore GDPR 
was established.” 

Interviewee 6 “...why we should choose products that wanted the data ethics instead of products that 
do not give a fuck about Human Rights.” 

Interviewee 8 Interviewee raises the concern whether it is ethical to strongly target consumers, who 
do not care about privacy: 
“And the question is, of course, is that an ethical approach to do it? From a firm's 
perspective, it goes a little bit back to what I have criticised beforehand, that there is 
no distinction being made. And it seems like a reasonable way to differentiate between 
the consumers based on their level of privacy and then show them as to which they 
react more positively for the firm. But of course, it sort of comes back to whether this 
is an ethical approach, because not everybody is able to come up with a reasonable 
opinion or with a reasonable assessment of their privacy concerns given that we have 
different levels of education.” 

Interviewee 9 Interviewee distinguishes between ethical and unethical companies: “So, if you take an 
ethical company, they think they need to collect some information to give a better 
customer experience. But they try to limit how much they collect than the unethical 
companies that think we should just harvest as much data as possible because then we 
can use it to our benefit and to sell off to third parties.” 

Interviewee 11 “It is only been a topic but if you look at the how the ethical thing we have in the 
Nordic countries or maybe also in Europe, our ethics of protecting personal space is 
not as prominent as it is in perhaps the Asian countries. So, how we store data has 
always been perceived on an ethical level.” 
 
“The ethical approach to marketing – it is still prominent and so my point is that it has 
not changed that much.” 
 
“You were not allowed by law before that, either. You cannot say, from a company, 
‘do buy a Coca Cola, because do buy a coke from Coca Cola, because ours is better’, 
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you cannot shame someone else in order to make your product look better. That is 
illegal. And that was even beforehand and that part of just concentrating on your own 
product and what it can do from your own perspective without putting it into context 
of other people or putting it into context of other offerings out there, that was already 
implemented in the Nordic ethical way of communicating. So, by law, the ethical law 
was already there. And because we already were following the ethical law, GDPR law 
or regulations did not have that much of an impact on how we communicate.” 

 

The power of data  

Interviewee Statement 

Interviewee 3 “I would say that people are, for the most part, unaware of how much data you can 
collect on someone just by like habits of what websites they visit and things like that 
and that that kind of information is very powerful. So, an understanding of that I think 
is important. I mean, essentially, it is the equivalent of being able to follow someone 
everywhere they go every day and know where they go and what they like, is the same 
thing as tracking someone across like multiple different platforms. If you look at how 
Google functions and things like that, it is like, the amount of time that we spend on 
Google asking questions and things and the amount of data that goes into the system 
there you kind of start to understand the power that can be harnessed if you could 
actually take that and use it as a way to either change people's opinions of something 
or sell people stuff, things like that.” 

Interviewee 4 “That could be a combination of different types of data that normally shouldn't be 
combined. That gives a negative effect on my well-being. An example could be there 
has been all sort of conspiracies and thoughts about how data could be used. And for 
example, when you combine data of food chains with data of insurance companies, for 
example, and then suddenly change prices based upon people's behaviour, because you 
statistically judge that they are more vulnerable or have a higher chance of becoming a 
problem or become expensive. So, the mix of data that should not be mixed, so to say, 
when it is not relevant.” 
 
“And to the extent that the Cambridge Analytics case has shown it, where you are 
actually taking individuals and manipulating them to make different political 
decisions, which is dangerous. And if you look at high tech people from Silicon Valley 
or something that actually programmes big algorithms and works with big data. They 
are also getting a little nervous about the direction this is going. Because once you 
have developed some sort of good natural language processing tools, and this system is 
actually able to develop text, then you can manipulate and personalise the 
communication to the individual in order to get them to make a purchase. So, they 
have to put some borders. I mentioned to you Jakob Knobel, who is the cofounder of 
Datapulse trading desk. I know he is one of those who has a big concern. He has been 
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programming himself. He is done. He has made one of the biggest programmatic 
system companies in the Nordics or Europe. And today, he is mainly consulting on AI 
because he thinks there is the need for some sort of limits, he has tried it, he knows 
what it can do and he wants to put a stop to it.” 

“Until a few years ago, everyone - you and me if we were capable of it, could go in 
and extract massive amounts of data. If we were good enough, we could rinse it and 
use it for marketing purposes, and it is something that GDPR and the new postal 
privacy laws prohibit. You could actually get around back then, and see your personal 
name related to all the things you have liked, posted, the pictures you like, places you 
comment - I could put it into a big data sheet, rent it into my marketing system and see 
who are my core customers and what are their behaviours. So, what they used the data 
for was that they extracted a lot of data and figured out who is most likely to elect 
someone that this company behind it was interested in getting elected. Political 
organisations in connection with the U.S. election back then, and these names given 
people, they could put into the marketing system and use messages based on big data 
to analyse, optimise some of the messages that they form - these systems - in order to 
change the behaviour of these consumers online without their knowledge”. 

“I mean natural language processing was developed enough, today, we would just be 
manipulated all the way through in order for us to purchase products. They would do - 
these algorithms would know what I would like to see in order for me to prefer a 
product over another. There has to be a line. The problem is where.” 

Interviewee 5 “Most of the time you are giving information to a lot of platforms without you yourself 
knowing what you are giving. It is not even possible to think of that information. 
Because even you yourself are not aware of that data. If you are doing this and 
clicking on that and going to that page, you are not planning this out. But basically, 
you are creating a path that a company can use. And if you have your information on 
top of it, they can make a profile for you. If you are starting to shop certain stuff on 
Amazon, they know what you want next, based on the fact that 10,000 more people 
did the same thing a couple of months ago. So even you yourself do not know how you 
are doing this, but it happens. This is an example of how easily you give a lot of 
information by sharing, liking, following and stuff like that, that you do have the 
intention of communicating that information, but you do, so.” 

Interviewee 7 “But I am not really sure if we are equipped to decipher political manipulation.” 

Interviewee 8 “But of course, we also see more sophisticated capabilities in terms of analysing data, 
what type of data is being used, how marketing is being personalised, the capability in 
terms of predicting off a person that has never been to my website, what this person 
might be interested in, if you have access to the right data and so on. So, I think that 
also these techniques will become more sophisticated, which will sort of increase these 
privacy concerns, again, because it is simply something new and something that might 
also be pushing this analysis and manipulation or the use of personal data too much.” 



Contract	no.	15589	&	15590	 May	15th	2020	 Master	Thesis	
Authors:	101832	&	124303	 	 MA	IBC	
	

	 Page	113	of	158	

Interviewee 9 “The U.S. presidential election, it seems like data was used in the wrong way, social 
media or Facebook were way to open in terms of who and how all this data could be 
accessed, so that the elections could be manipulated.” 

Interviewee 12 “So from my side, I think online privacy is a dual edged thing, because when I see it as 
a private citizen, I am probably too biased in the sense that I know what you are 
capable of doing and to what extent you are actually able to use and harvest data. And 
from my perspective, I think that there has been a long period where the challenge 
about data online has actually been that it has been a commodity on the same level as 
ketchup that has been traded. So, my information has basically been harvested by 
somebody else, and then has been sold on to somebody else or a third party. So, from 
that perspective, I think in the broad population, even with GDPR, and cookies and 
everything, there is a broad underestimation of what actually is possible. We see it a 
lot of places especially in what people are sharing information on Facebook or on 
things with Facebook pixel that is actually being actively used to target them as 
marketing segments. So, from that perspective, I think I did a presentation last year 
somewhere called “infants and guns”, talking about some of the stuff that is being built 
for companies. Companies are much more powerful, and they do not really understand 
the full capabilities of what it is they have. And when they do, they end up in like a 
Cambridge Analytica situation, where somebody is taking what they built and is using 
it completely, maybe against the intention or maybe to the extreme degree of what was 
capable.” 

  

Reason for topic to gain ground  

Interviewee Statement 

1, 2, 3, 4, 5, 9, 
10, 11 

Due to data breaches 

2, 3, 6, 7, 8, 10, 
11 

Because of GDPR 

4, 5, 7, 9, 10 Due to cases such as the Cambridge Analytica 

Interviewee 3 “I think privacy becomes much more of a concern when people feel like they are 
getting taken advantage of or manipulated or anything like that.” 

Interviewee 5 
 

“It came as the internet started to gain ground and stories from big data analytics came 
out. Like you will see advertisements targeted toward you that you have no idea why. 
But apparently, there are some algorithms behind the scene that is running your 
information and see this is relevant for you. So quite a lot of examples in that sense. 
And then, little by little, from being funny, it became a little scary.” 
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“Cambridge Analytica only added further to the agenda.” 

Interviewee 6 “I think it is a natural thing. If we have a new trend in society, there will be a lot of 
years where it is hyped.” 

Interviewee 8 “We also have advertisers that try to push what is possible and there are even more 
sophisticated technologies in terms of targeting becoming available. This increases 
privacy concerns.” 

Interviewee 9 “I think maybe it really started with social media coming in and platforms like 
Facebook.” 

Interviewee 12 “So, we normally use this metaphor saying that the companies have been like kids in a 
candy store. There has been so much data that we have been running around inside the 
candy store, just eating it and throwing it around and really being data pigs. And now 
somebody has come, and they have locked us out of the candy store. So now we are 
really, really sad about all the data we do not have any more and we are dreaming about 
back to the days when we were in the candy store. But we just have to wake up and say, 
this is just taking us back to the time to 2005, saying how did we market back then. We 
can still buy banners and we can still do most of the stuff that we are doing. It will not 
be as targeted. It will not be as surgical as it was. There is this famous quote by Gary 
Vaynerchuk saying that marketers will fuck up everything. And this complies here as 
well. Basically, we did not protect the data well enough. We did not handle it with care. 
So now the consequence is that the data is been taken away from us.” 

 

Discrepancy between what people say and how they behave online  

Interviewee Statement 

Interviewee 5 “I would say something around three or four. But sometimes, it is like a totally 
different thing: like one thing is what you are saying, the other is what you really 
believe in. I would say nowadays society is mostly saying number four, but what they 
actually believe is somewhere around number two, because they do not really see a 
huge impact of data privacy on their lives. They have not seen any tangible result out 
of it.” 

Interviewee 7 “I think you would have to distinguish between what they say and how they act. I think 
if you ask someone they would feel... My guess is that they would answer that they 
care a lot about privacy and how their data is being used. But then if you look at what 
they are actually doing, and the behaviour they exhibit, whilst for instance, interacting 
with various platforms, you cannot really tell that people are concerned.” 
 
“Studies show that around eighty-three percent of people do not trust the tech giants. 
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And yet everyone is using your platforms and tools every single day, so there is 
definitely a discrepancy or a level sort of hypocrisy in our perceived attitudes and 
behaviour towards these platforms.” 

Interviewee 8 “I think they behave rather irresponsible. And sometimes also people behave very 
inconsistently.”  
 
“So, I think again, it just comes down to how people respond to these types of 
questions. So, you just in the moment, when I am asking you a question and basically 
bias you towards focusing very much on this cost aspect that you basically might even 
overestimate the costs. And that you are not able to respond to the question, in the 
same fashion as if you would be just confronted with it in your natural environment, 
where you need to make the decision on the spot, whether you now accept these 
cookies or not. I am very sure that we see big discrepancies about it. Also, because in 
these questionnaires, people just take the time to really think about it, but in their real 
life they do not take the time, just as I said, they want to quickly get access to the 
information on the website.” 

Interviewee 9 “If you ask them directly, they will probably say four or five. But in reality it is 
probably less than three. Because they just, you know, all the cookie policies that pop 
up, they just click OK. They just consume Facebook like nothing has ever happened. 
So maybe, in reality it is two or three but if you ask them, four or five.” 

Interviewee 12 “So, I think if I asked them, they would say it is four. But if I could read their mind, it 
would probably be a one or two. Yeah, so I am saying there is a difference because 
sometimes, you get this challenge that if you ask somebody a question, then they 
become aware that they should have an opinion about it and that it is probably 
important. But if you do not ask them the question, then it is not anything that concerns 
them really on a daily scale. So, you get this challenge by simply asking the question, 
you are impacting the reality.” 

 

Different understanding of privacy by consumers vs. companies  

Interviewee Statement 

1, 3, 7, 9, 10 Companies need to track data for business success 

2, 3, 4, 5, 10 Companies are facing the challenge to treat data right 

Interviewee 2 “I think we take it more seriously actually, than the consumers do. Because of GDPR 
that now we are facing fines and bad reputations, and things like that. So, I think that 
actually the companies take it more seriously than the consumers right now. I mean, 
we do not get a lot of the rights of the data set that you know the rights of the person. 
We do not get a lot of requests for that. So, I guess that most people just trust that we 
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treat data in a secure way.” 

Interviewee 3 “From a business-perspective, it is a challenge.” 
 
“As a consumer, you are just concerned that, like, my information does not get used in 
a way that I do not want and for the most part, consumers do not understand what the 
way I do not want is.” 

Interviewee 4 “I think that consumers can set the bars of privacy higher than companies do. They 
would probably think that their location, their physical device, their behaviour online is 
a part of their privacy. However, companies would probably say that as long as I 
cannot identify you, as long as I do not know it is you, it is ok to use your data because 
I have no idea if it is you or your neighbour. I think that defines the different views. 
That is if I cannot identify you, it is no problem that is violating what you consider 
your privacy.” 

Interviewee 5 Companies see it as “annoying regulation they have to deal with.” 
Consumers think about privacy as being violated or that data is used against him/her 

Interviewee 7 “Consumers view privacy has to do with integrity and legal matters. It is sort of like a 
fear of one's data being misused. And then I think the consumers probably are mostly 
scared of being manipulated with and or having sensitive information or data stolen 
from them.” 
 
“For businesses, it is about how we can make more money.” 

Interviewee 10 “Companies are consumers of your personal data.” 

Interviewee 11 “I would say that because no company wants to be caught in misuse of data, because it 
has a heavy branding effect, and stuff like that. So, but how we as users perceive 
online privacy is like, we are not scared of it. It is just something that we have come to 
deal with and it is like, yeah ok, it is out there. We know that someone might be 
misusing our information, but to an extent where I actually think it is ok. Unless I get 
heavily involved in it like hacking or my personal brand - if you can say that - gets 
exploited.” 

Interviewee 12 “Companies are actually much more powerful and they do not really understand the 
full capabilities of what it is they have. And when they do, they end up in like a 
Cambridge Analytica situation, where somebody is actually taking what they built and 
is using it completely, maybe against the intention or maybe to the extreme degree of 
what was capable. So, there is a difference between how people perceive their data, the 
value of their data, and how marketeers or companies perceive the value of the same 
data.” 
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Theory that devices are listening in  

Interviewee Statement 

Interviewee 3 “And it is very commonly like I think, I hear stories all the time around like so and so 
and I was talking about like, cat food, and then day later, like, this ad popped up about 
cat food. And every time I hear that, I am like, yeah,  there is definitely a chance that 
potentially I do not know, something picked up like voice recognition, like there is 
creepy marketing tech out there for sure, but there is also a probably much higher 
chance that they have been receiving that marketing for the last three months. And 
because they had that conversation about cat food yesterday, they were thinking about 
cat food, and they acknowledged the advertisement as opposed to.” 

Interviewee 4 “You probably know the discussion of whether Google or Facebook is constantly 
listening on your phone, right? I think that is the kind of thoughts that people get, 
because, oh, I saw this ad. I do not remember I saw the shoes. I keep referring to the 
shoes. But I do not recall I have seen these shows - they probably know, have listened, 
what I talked about - that I want some new sneakers or something. And if you had a 
technical or a digital background, I would say it is to some degree impossible that we 
use it for marketing, but to the average person, they do not understand what data is 
collected and what is ok. And where the line goes, in terms of what you can take and 
use.” 

Interviewee 5 “Even a lot of people if you ask them, they are worried that it is like their phone is 
listening to them because sometimes they talk about something and suddenly it shows 
up on Instagram. And they are not really sure if something is happening or not.” 

Interviewee 10 “And then, next you go on Facebook and an ad for this something that you have talked 
about appears and how does Facebook know this, right? So is it somewhere in Siri 
listening in on your phone or, you know, there is sort of the unsettling thing about how 
your data is used and how it is tracked again.” 

 

Opinions on personalised advertising  

Interviewee Statement 

Interviewee 1 “It helps to create not only ads that are relevant for me but it is also used to give me a 
more personalised experience when I use for example Netflix and YouTube and that 
just enhances my experience as a user.” 

Interviewee 2 “Well I actually like that if I have been looking for something that it comes up in the 
banners that it says, “oh, maybe you are looking for this”, but of course, if I have 
already bought the shoes, or whatever it was, then it is just like, “ok, go away”. But if I 
am still looking, I actually think it is nice.” 
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“I think it can be a bit scary sometimes. That if somebody that you are related to in 
some way that they have been exploring something that it is actually coming up in 
your own feed, then you know that it actually linked you to that person as well. And 
then this time it is a bit scary, you know, when they can link you to other people.” 

Interviewee 3 “If people have an understanding of my tendencies and what I like, it is more likely 
that I'm going to get something suggested to me that I actually could use. And I mean, 
the ultimate purpose of marketing in the long run is that we take things that we think 
people will like. And we try and give it to them because we think it will make their life 
better.” 

Interviewee 4 “I think it is good. I mean, I would rather see an advertisement for something I have an 
interest in than something that does not really bother me.” 

Interviewee 5 “I am very parted on this... to be honest, you will sometimes...  Like I am divided on 
this, not really sure which one is the right thing to say. Sometimes, I say it is perfect, 
because I get what I need, where I need. Sometimes, I say it is too much. It is a little... 
it has broken my boundaries and entered my life more than what I want. So, I cannot 
really say I love it or I hate it. It really depends on the situation, but it can be both a 
good and sometimes a very negative feeling, that is ok – I am not alone here. Whatever 
I do, is done based on that.” 

Interview 6 “It is very good.” 

Interviewee 7 “The opportunities are downright creepy.” 

Interview 8 “It is a genius invention by ad platforms to make a hell of a lot of money. And to 
basically extract a lot of value.” 
 
“...I think overall the effectiveness of these personalised ads is vastly overestimated.” 

Interviewee 9 “It can feel like you are being haunted across all platforms.” 
“But I also offers me things that I am actually interested in.” 

Interviewee 10 “I think it is fantastic when it is done right, but when they do not subtract the stuff I 
buy, I see it all the time I have already purchased with them. So, then it is done wrong, 
then it is super annoying.” 

Interviewee 11 “I am a bit reluctant about the whole data set and how they collect data about me 
behind the scenes”. 

Interviewee 12 “So, I actually prefer personalised advertising to generalised advertising because 
relevance for me is higher. So, I think the main problem in personalised advertising is 
in most cases that it is done badly. So, we did a presentation at one point where we 
talked about personalised advertising as it is a series of different activities. But what 
we are exposed to the most is what we call the Zalando model. So, it is exposing you 
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as much as possible to the same message again and again, in a very short time.” 
 
“So, personalised advertising is an amazing toolbox. It is like opening a toolbox and 
all everybody ever uses is the hammer.” 

 

Average consumer opinion on personalised advertising  

Interviewee Statement 

Interviewee 1 “People see it as intrusion, they feel insecure.” 
 
“The general public might be more concerned as they feel like it is an invasion, 
because they do not recall having agreed to be served these ads, even though they 
themself have.” 

Interviewee 3 “They just do not pay as much attention to it and it has a lot more of a subconscious 
effect on them.” 
 
“People do not pay attention to marketing ninety-five percent of the time. It is that five 
percent of something that you remember, and that is when that five percent comes, it 
freaks people out. I think that is when they react to it”. 
 
“I think they are freaked out by personalised ads when they recognise that it 
happened.” 

Interviewee 4 “Some people find it frightening. As I mentioned earlier, I think that people get 
worried sometimes about if they... why am I showing this? Because they do not have 
the knowledge of what the capabilities are. What kind of data is collected about me?” 
 
“I think most of them have, like probably ninety percent of them have, at some point, 
felt like this advertisement was not nice. I did not like the way it was personalised 
towards me.” 

Interviewee 5 “Mostly scared.” 

Interviewee 7 “They find it extremely intrusive and creepy. Because people do not understand why 
they are being exposed to something when they leave a particular site or travel or 
sneaker, whatever it was.”  
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Interview 8 “I think people get pretty much used to it. So related to the privacy concerns, these are 
not so high anymore. And I think people are annoyed about websites that have a lot of 
these ads. And because of course, if I use this sometimes - this translation page - and 
there are a lot of ads shown on the left column, and that is not why I go to this website, 
I go to this website because I'm looking for a certain service. Of course, I also know 
that this is how the website finances itself, but if it becomes too much, and it is too 
distracting, then I also find it annoying. At the same time, and that is again related to 
another concept in research, which is called banner blindness. Consumers are actually 
able to train themselves to ignore these ads. So currently with the retargeting, I think 
we are in a situation where people are just pretty much used to this type of 
advertisement and they are quite good at ignoring it. Sometimes, of course, it might 
also be perceived as nice because it is a reminder for you that you were interested in 
this product and maybe now you have time, or maybe now you would even have the 
money and then you come back and finish your purchase. But I think the privacy 
concerns are probably not that high anymore about it.” 

Interviewee 9 “They find it convenient, but a little creepy.” 

Interviewee 10 “They are probably a little scared.” 

“It is an unsettling thing how your data is used.” 
“What I have heard at least concerns from non-marketing people is that they are 
probably a little bit scared about it. Because how do companies know about these 
things that they show? How do they know that now they are shown a trampoline or 
whatever? How is that? How am I put into the segment?” 

Interviewee 11 “I think everybody has mixed feelings.” 

Interviewee 12 “I think most people hate it. Because it is like I said, everybody is only using the 
hammer. Because they keep getting slammed with the same message.” 
 
“And this is the problem with personalised messaging: we have simply been too bad at 
using it. In a perfect personalised message community, you will not be aware that this 
is a message; you will just be impressed by the awesome timing. So oh, what a 
coincidence, I was actually looking for something like this.” 

 

Privacy policies 

Interviewee Statement 

Interviewee 1 “No one makes informed choices online. I mean we all just click ok to cookies and 
privacy policies even though we have not read them because we just want to get to the 
product/service/benefit.” 
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Interviewee 2 “But I think most people know about the cookies because there is been so much hype 
about it the last eight / nine years, that you have to accept the cookies, but I actually 
think most people just think it is annoying that they have to accept cookies all the time. 
And now it is even more strict now. But so, I guess most people know that the cookies 
are there. But I do not think they think that much about it. Personally, I just always 
accept because I do not care. And I just want to go to the website, but I think most 
people feel like that. And when it gets too complicated, I think that people just skip the 
website then and just say, I do not want to visit you then.” 
 
“I do not think that a lot of people go in and read the privacy policies. Even though 
there are links to it. I cannot imagine that. Do you do that?” 
 
“No. I do not think so. Most people I know, they just say yes. Because they want to go 
to the website. Yeah. I mean, most people are not going in and making preferences.” 
 
“If you are really interested, then you read the text, which I believe that ninety percent 
will not do. But the last ten percent who are interested, they know what it is because 
they read the text. The text has to be clear. I think that we do that in regards to having 
the banners. If you want to read it, it says loud and clear what happens. I do not think 
the companies need to do more than that.” 

Interviewee 3 “Now, do you need a five-hundred-page privacy policy that no one is ever going to 
read?” 

Interviewee 4 “It is like reading terms and conditions paper, right? You do not do it, you scroll and 
you click ok. Even though you have to do it, it is a minority that really uses it or can 
use it in some way.” 
 
“No, people do not read these formalities and these legal papers, like with terms and 
conditions. Whenever you buy a new product or when you install a new program on 
your computer, you scroll through them and just say accept, and I think, especially 
since all websites have gotten these opt-in cookie bars at the same time, people have 
just gotten used to them.” 

Interviewee 5 “But I guess this started with the whole thing that I had to accept many things that I 
have never had time to read. And there was always this question: is there anyone out 
there, who really reads this, and I would say no.” 
 
“When was the last time, you read five lines, just five lines on a website and it is not a 
book or something related to your studies? Even when you want to read a blog, you 
skim it through, you do not read it. I do not know anyone who does, let alone a boring, 
long, sometimes meaningless text.” 

Interview 6 “And if we look at the privacy and the Privacy Act, we have the cookie, and, well, I do 
not think a lot of people will not say yes to the cookie. Because they visit the website 
for a reason. And it is so easy to just say, ok. And we know there is no change, and that 
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is why some nations are trying to see to make it illegal to not provide the website 
without the tracking.” 

Interviewee 7 “The consumer is not actively reviewing those guidelines, consumers are not actively 
reviewing or giving consent to, well active consent, to how their data is being used in 
process.” 
 
“If you want to as a consumer, you have the option to look into every company is 
privacy policy. I just do not think that is something that a lot of consumers do.” 

Interviewee 8 “The problem is just that people are most likely not really taking the time to really do 
this calculation thoroughly. Well, I think most people just basically say, ok, I accept it”. 
 
“From an economic perspective, it probably makes sense not to read privacy policies. 
Because if you read over all of this stuff, it will take you an hour and an hour of time is 
a lot of value. So maybe it makes more sense to just give up your data and the cost of 
debt is smaller than reading all of these terms in agreement”. 
 
“I mean, I think it is difficult because you need to get people excited about this topic. 
And again, if I go to a website, then I am just not there to figure out how they are using 
my personal information. But I am there to get access to some information that this 
website is providing. So, I do not really have the intention to spend a lot of time on this 
website. And of course, if firms also know that, so if they would make this cookie 
barrier too burdensome, then they might even lose people, if they need to read over all 
of this type of text before they can get access to the website, then they might say, I am 
not willing to take this effort, I am just going to go to the website of a competitor if I 
can get access to the information faster there. So yeah, that is why I also think that the 
regulations make sense to protect the consumers at a certain level because people 
themselves are not really willing to invest a lot of time in assessing every website and 
in every type of context, whether they are fine with the firm using their personal data.” 

Interviewee 9 “People are just clicking on the button without realising what they are saying yes to.” 

“Because they just, you know, all the cookie policies that pop up, they just click ok.” 

“When you click opt-in to enter a website, and the cookie policy is actually described 
usually quite nicely, but I have not met a person who has actually read it. I do not ever 
read them myself, only out of professional interest. Everybody just clicks, I accept.” 
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Interviewee 10 “I think it depends on the channel. If you are talking about website consent, then no. If 
you are talking about email and SMS, then yes. You do not read through all of the legal 
stuff. No, of course not. Nobody does. But I think they understand if they give consent 
to a newsletter or sign me up for SMS and something, I mean, they understand that. I 
think so. But website consent is a little bit more... it is part of that fairly technical 
difficult scenario, right? Where you need to understand cookie consents and laws and 
stuff like that. And that is, I mean, the end consumer is not equipped to understand 
what happens there.” 

Interviewee 11 “I think, ignorance is bliss. I think that is also related to what I talked about before, that 
when we acknowledge that there has been a breach, or information has been misused to 
an extent where someone has made money because of me or because of a bulk of 
people, then we care about it. But before that, I think it is more or less that you close 
your eyes. And it is just a little bit funny because you have an issue when it gets close 
to you. But you know, data is always something that works on from behind the front 
end. So, if it is not in your eyesight, you are not dealing with it. And you know the 
whole thing about cookie policies and stuff like that, that you have to just accept and 
move on. It is not even something you think about anymore. It is just something that 
annoys you and you click yeah, let us go on. So, you are not really acknowledging the 
privacy data in your normal daily life online anymore. It is just something that you 
know, maybe there will be a case and they will yell and go on the barricade, and then 
we will come down, it is business as usual. So, it is funny. It is funny behaviour. It is 
ignorance combined with activism. It is a little bit funny so we act when it is present 
and we do not act, we close our eyes when it is behind the lines and we are not 
bothered with it.” 

Interviewee 12 “Yeah. So, for a lot of people it is like that… So, I am the lucky person, I have an 
iPhone and once in a while Apple updates their settings and I have to accept terms and 
conditions. And then I see that there are fifty-seven pages of terms and conditions. So, 
do I read them or do I just click ok?” 
 
“Yeah, I think we did a study at one point. And I think it is between one and three 
percent of the population that actually read all that stuff. But they must be autistic or 
something. And then just being there and saying, ok, so I read these. So, what is 
different from last time? Because nothing is marked. So, if they just went in and told 
you, ok, so the changes are ..., we have changed here, here and here. Then it would be 
something we might consider but just having these are the terms and conditions. I know 
there was - I cannot remember the source - but a couple of years back, somebody had, 
put in their terms and conditions that the first person who sent an email to this to this 
email address would get $100, simply to see if anybody read it, and I think it was six or 
seven months before somebody sent a mail. Now, only some people would see it if they 
had gone through all the seventy pages, right?” 
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Current characteristics of privacy policies, cookie policies etc. 

Interviewee Statement 

Interviewee 3 “It is a long text document.” 

“Now, do you need a five-hundred-page privacy policy that no one is ever going to 
read? Like probably not (…)”. 

Interviewee 4 “And I think the way companies are communicating today is not really that 
understandable for the individual”. 
 
“No, people do not read these formalities and these legal papers, like with terms and 
conditions. Whenever you buy a new product or when you install a new program on 
your computer, you scroll through them and just say accept, and I think, especially 
since all websites have gotten these opt-in cookie bars at the same time, people have 
just gotten used to them”. 

Interviewee 5 “Even when you want to read a blog, you skim it through, you do not read it. I do not 
know anyone who does, let alone a boring long, sometimes meaningless text, so no. 
Not really.” 

“And I do not really have time to go through this whole long thing, saying we are doing 
this and that.” 

Interviewee 7 “I think the first thing you can do as an organisation is to stop having your lawyers 
write your GPPR or like your privacy policies, and then have or at least... I mean, they 
should be involved, but also have communication people write it and make sure that 
they communicate it.”  

“I definitely think that companies could communicate in a way that would invoke more 
appetite for consumers to educate themselves on how their information is used and then 
obviously not ending up in some like sixteen-page long legal explanation on how other 
extremely GDPR compliant or other trying to tie it down the exact use case.” 

Interviewee 9 “(…) I think it is better than long texts about cookie policies.” 

Interviewee 10 “You do not read through all of the legal stuff. No, of course not. Nobody does.” 

Interviewee 11 “No one wants to engage in a pop-up cookie policy, where you have to read more than 
three to four lines.” 
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Interviewee 12 “So, I am the lucky person, I have an iPhone and once in a while Apple updates their 
settings and I have to accept terms and conditions. And then I see that there are fifty-
seven pages of terms and conditions. So, do I read them, or do I just click ok?” 

“And then just being there and saying, ok, so I read these. So, what is different from 
last time? Because nothing is marked. So, if they just went in and tell you, ok, so the 
changes are, we have changed here, here and here. Then it would be something we 
might consider but just having these are the terms and conditions. I know there was - I 
cannot remember the source - but a couple of years back, somebody put in their terms 
and conditions that the first person who sent an email to this to this email address 
would get $100, simply to see if anybody read it, and I think it was six or seven months 
before somebody sent a mail. Now, only some people would see it if they had gone 
through all the seventy pages, right.” 

“And it shows because this is like the complexity of the methods and the skill, we need 
to decode it, it is too high.” 
 
Interviewer: “Yeah, it is too legally written, right?” 
Interviewee: “Yeah, exactly or it has been.” 

“So, because we want to be legally specific, we have a tendency to overcomplicate 
things.” 

 

People are annoyed by cookie policies / cookie consent  

Interviewee Statement 

Interviewee 2 “… but I actually think most people just think it is annoying that they have to accept 
cookies all the time.” 

Interviewee 3 “I think people are probably starting to get annoyed with the opt-in banners and that 
kind of stuff. Like in some ways, it has a negative impact, right. So, I know this is a 
stupid one. But there are plenty of places in the U.S. that just stopped serving their 
website to all of Europe. Because they did not want to deal with it. And I think the 
number of times that I get to a site and you cannot access it until you go through, like 
the whole cookies, it adds an extra layer for everything.” 

Interviewee 4 “In the start, they probably tried to figure out ok, marketing, I would not like that one, 
took it off and then said accept, but the general user today I think just starts by saying 
ok, then they do not want to spend the time.” 

Interviewee 12 “But for most people, I think, actually they are all annoyed with the cookie pop up 
thing than that they see it as something valuable.” 
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Consumers do not understand how data works  

Interviewee Statement 

Interviewee 2 “I do not think that they understand the mechanisms behind it.” 
 
“I do not think they will think about it. No, no. I mean, before I got this job, I had never 
heard about pixels for instance. I mean, that was new for me a Facebook pixel - what 
the devil is that? I mean, as a normal consumer, I do not think you know that.” 

Interviewee 3 “I think for the most part, consumers are not aware of how much of a footprint they are 
leaving”. 
 
“I would say that people are, for the most part, unaware of how much data you can 
collect on someone just by like habits of what websites they visit and things like that 
and that that kind of information is very powerful”. 
 
“I think it is, for the most part, just an understanding of how data on the internet works. 
Like I think slowly shifting from 20 years ago until now, it has been this understanding 
of exactly how technology can and will collect data. I think people still underestimate 
it. I would say that people are, for the most part, unaware of how much data you can 
collect on someone just by like habits of what websites they visit and things like that 
and that that kind of information is very powerful. So, an understanding of that, I think, 
is important. I mean, essentially, it is the equivalent of being able to follow someone 
everywhere they go every day and know where they go and what they like, is the same 
thing as tracking someone across like multiple different platforms. If you look at how 
Google functions and things like that, it is like, the amount of time that we spend on 
Google asking questions and things and the amount of data that goes into the system 
there you kind of start to understand the power that can be harnessed if you could 
actually take that and use it as a way to either change people's opinions of something or 
sell people stuff, things like that.” 

Interviewee 4 “Because I do not think that a normal person has the technological capabilities or the 
knowledge to know how much data can be extracted and is useful in marketing today.” 

Interviewee: “They would have to get some basic tech knowledge and know what data 
is. I would guess if I asked my grandmother this, she would not even know what data 
is.” 
Interviewer: “But so, you would say that people do not really know what happens to 
their data online?” 
Interviewee: “Exactly and that is I think that is the biggest issue. And if they know, it is 
something along the lines of I know they use it for marketing, they have no idea what 
else it is. I mean, it is not that they can use it for anything because they are secured by 
layers of legislation, laws that make sure that they are used for the right purposes.” 
 
“Privacy is a concern because the public does not have the knowledge to understand 
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where this border should go.” 
 
“I think that the big problem here is that people are not educated enough in tech. They 
do not know what is happening with the data. They do not know what data is being 
collected, and what it can actually be used for.” 

Interviewee 5 “Very, very age dependent. I am definitely sure above a certain age nobody, but people 
between 18 / 17 to 40 / 45.” 
 
“No, I actually put age as being a tech-filly or tech-phobia kind of person. So not 
necessarily. I am thinking about older people as people who do not... they are not 
digital natives. They are not familiar with a lot of things. I can feel a lot of them still not 
feeling comfortable doing everything online. They have to just check their emails and 
do stuff because they have to, but not that they're really interested in buying something 
online and not being in the shop. So, no, I used age as a factor that shows to what extent 
people are accepting using online work.” 

Interview 6 “If you ask, do you know that companies have your personal data. I would expect the 
users to say ‘yeah, we know that’. But if you ask them, so what does that mean? I do 
not think you have the same answers.”  
 
Interviewer: “So, as I understand what you are saying is that basically, consumers have 
no idea of how their data is being used.” 
Interviewee: “No, they have no idea about human rights.” 
 
“They (consumers) know that companies use their personal data and they know that 
some companies misuse their personal data, but it does not make them say no to sharing 
data.” 
 
“I would say that most people have a smaller knowledge about what the mechanisms 
behind advertising are.” 

Interviewee 7 “Consumers effectively should be afraid or at least should be concerned about their 
privacy, right? But they have not been because I think nobody is actually... I think the 
general public just gave up on keeping up with how their data is being used or they 
lived in ignorance.” 
 
“I am not really sure if this should be like a publicly available educational programme, 
but I think there is a major problem with the internet being predominantly sponsored or 
paid for by advertising or through advertising. It goes for almost all larger platforms 
that we actively use and engage with. And then consumers not understanding at all how 
advertising works, how targeting works, which means that they are not aware of how 
they are actively being manipulated which is a really, I think that is a premise that 
should concern anyone who cares about democracy.” 
 
Younger generations are better to navigate and understand how data is used compared 
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to older people: “So I would say that younger generation, people who grew up with the 
internet and smartphones - I guess I'm almost too old to be included, I am 38 - but so 
then millennials and generation Z would at least have the prerequisites to understand 
what and decipher and interpret what is being served to them, I think. But I am not 
really sure if we are equipped to decipher political manipulation. But anyway, I would 
say that anyone who grew up with the internet is in a much better position to 
understand how the premises of how the internet works in terms of advertising that you 
are being sold to. I think particularly younger generations are much, much faster 
decoding messages. But for people like 40 and above, I would say, probably not 
particularly well equipped to analyse that.”  
 
“I do not know - less than five percent. Very few people. I have worked in this room for 
ten years. I think I know how my data is being used. But you know, I am not even 
hundred percent certain. I would question whether maybe one percent understands what 
is going on. And I think the rest are more or less oblivious.” 

“Because there is a massive discrepancy right now between the technology, what it 
enables advertisers to do and then politicians', lawmakers' and the general consumers' 
ability and understanding of the workings of the mechanisms and technologies.” 

“… but I will say that for most people I talked to about the retargeting product, they 
find it extremely intrusive and creepy. Because people do not understand why they are 
being exposed to something when they leave a particular site or travel or sneaker, 
whatever it was.” 

 “I'm pretty sure that people do not understand how it works.” 

Interview 8 “I think the average is probably not so concerned about it (online privacy and data 
collection), because it is a complicated concept.” 

Interviewee 9 “Less than five percent of the population actually know what happens to their data 
online and how companies use it... If you would educate everybody to fully understand 
the potential implications of giving up the personal data, then I think that might 
change.” 

Interviewee 10 “I do not think that they completely understand how data flows from social media into 
businesses.” 
 
“I think today we have a lot of talk about cookies and first-party data and third-party 
data and even when you work with marketing, you find that sometimes difficult to 
understand. So, if consumers were somehow more aware of how data flows between 
platforms and companies and that kind of thing, and then understanding what 
consequences... is so complex… I am not sure if it is possible to completely, fully 
understand how it works for everybody.” 
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Interviewee 12 “As soon as somebody is not a fairly skilled online user, there is a level of 
incompetence in tackling most things online, and that can go even from shopping at 
fake sites because you can get a wonderful pair of Nike at an eighty percent discount. 
And people are like, oh my god, that is so cheap, I need to buy them. And it is like 
because they do not really exist.” 

  

Consumers are goal-oriented  

Interviewee Statement 

Interviewee 4 “In the start, they probably tried to figure out ok, marketing, I would not like that one, 
took it off and then said accept, but the general user today I think just starts by saying 
ok, then they do not want to spend the time.” 

Interviewee 5 “But I guess this started with the whole thing that I had to accept many things that I 
have never had time to read. And there was always this question: is there anyone out 
there, who really reads this, and I would say no.” 

“How badly do you want that information? That is the question.” 

“But still, I sometimes have to accept one of these things because that is the 
information I want. And I do not really have time to go through this whole long thing, 
saying we are doing this and that. I do not want to spend my time on that because I am 
doing something, it is important. Because I searched for something, that thing popped 
up. I clicked on it, I went inside. Whatever you want to use, use it, I do not have time, 
just give me that piece of information. Bam out - next time on there, they are having 
more information on me and they can actually target me using Google.” 

Interviewee 6 “I do not think a lot of people will not say yes to the cookie. Because they visit the 
website for a reason.” 

Interviewee 7 “I think the issue is that in most cases, lawyers dealt with it, which means it is lawyer 
language, which means most people do not really understand what it means or what it 
says. So, they refrain from trying to understand it, and they just click until the boxes 
disappear and they can browse that particular website.” 

Interviewee 8 “I think most people are not really taking that into account because, again, I come 
with the intention of getting access to certain types of information to this website. And 
I want to get this information as fast as possible. And I am basically not interested in 
anything that is keeping me any longer from getting this access. So, people just want 
to get as fast as possible over these overlays, over these barriers basically. And of 
course, also, these cookie bars are designed in a very smart fashion that the button that 
you see first and that is really telling you click this one and then you go to your 
information is basically the one which is consent to your information being used. So, 
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of course, I think most people basically just click yes. And also, me being educated in 
this area I most of the time just press consent, because I'm interested in getting access 
to the website and not in what they will do with my data.” 

Interviewee 12 “So, because I think it is going back saying, if we need to do a full survey of a site, if 
we can trust it, every time we will visit a new site, it will be too bothersome. So, 
imagine you go to a site and before you even do anything you have to do three scans 
and search seven databases to see if this is a site you should visit at all. Yeah, that 
would be too big of a barrier, so something convenient around that.” 

 

GDPR increased the awareness around online privacy  

Interviewee Statement 

Interviewee 1 “GDPR is an incredibly first step.” 

Interviewee 2 “I think GDPR has, of course, lifted it up. And people are more aware of it.” 

Interviewee 3 “It is brought privacy into the forefront as more of a conversation for sure. I have had 
more conversations about privacy in the last three years than I had in the previous 
seven. So, I mean, it definitely affects it in the sense that it forces you to discuss it.” 
 
“It (GDPR) definitely affects it in the sense that it forces you to discuss it. I think 
where it is falling short is that for the people that do not care, they still do not care.” 

Interviewee 4 “But I think that GDPR has definitely made the concern a bigger topic, made them 
(big players) become more aware of it and making sure.” 

Interviewee 5 “Consumers are more aware of the topic but have not changed their behaviour.” 

Interviewee 6 “GDPR succeeded in making the consumers aware that there was something they 
should know something about” → but emphasises that a lot of people just do not care 
about it anyways  

Interviewee 9 “I think it is done a lot of good. I think they have done the right steps to protect 
people's privacy. I think that is good and they put in significant fines. So, it is not 
something you can just overlook. So, I think the principle is the right one, that people 
have the right to their own information. And companies need to limit what they 
collect to what is needed, and that needs to be transparent. I think that is great.” 



Contract	no.	15589	&	15590	 May	15th	2020	 Master	Thesis	
Authors:	101832	&	124303	 	 MA	IBC	
	

	 Page	131	of	158	

Interviewee 10 “Especially GDPR really put it on the map”. 

Interviewee 12 “… I really like the intention of what it has been trying to do with GDPR in protecting 
the users against themself technically. But I think the challenge is that if you ask 
bureaucrats to come up with a solution, they will come up with bureaucracy. And 
bureaucracy is not really the solution when it creates even more friction and even 
more barriers between what people should be doing. So GDPR is a rational decision 
in a behavioural economic world. Yeah, it is a really nice intention, but it does not 
really work.” 
 
“So, I actually think that if we go back and we look at the user data and so on, I think 
actually, that the responsibility has been there all along. So, if you go to datatilsynet 
and look at the old rules in relation to how you can use people's data, I think if you 
dive into that the responsibility has been there all along? It is just been put into a word 
by GDPR. So, I think it is just a formalisation of something that was already there.” 

 
 

Companies are focused on being compliant  

Interviewee Statement  

Interviewee 5 “They just want to be compliant.” 

Interviewee 6 “And then we have the hygiene factor again, a lot of companies are not doing this to 
be better companies, they are doing this to avoid lawsuits and to avoid shitstorms on 
social media.” 

 

The difference GDPR has made for consumers  

Interviewee Statement  

Interviewee 1 “No, not really”. 
It has limited the big players a little 
We give away our data for entertainment purposes 
Publicly shaming 
GDPR is an “incredible first step” 

Interviewee 2 “I think we take it more seriously than the consumers actually do. Because of GDPR 
that now we are facing fines and bad reputations, and things like that. So, I think that 
the companies take it more seriously than the consumers right now.” 
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Interviewee 3 No 
Consent is something people find annoying -> not very practical 
“I do not know that it has made a huge difference. I think people are probably starting 
to get annoyed with the opt in banners and that kind of stuff. Like in some ways, it has 
a negative impact, right”. 
 
“It (GDPR) forces you to discuss it. I think where it is falling short is that for the 
people that do not care, they still do not care.” 
 
 “I do not think it (GDPR) makes them make more informed choices.” 

Interviewee 4 “Yes, it has made a small difference for consumers.” 
-> IP anonymisation and right to be forgotten 
People do not read terms and conditions and consent forms 
“GDPR is the right direction, but not the solution.” 

Interviewee 5 “Yes, some differences I can say because like anyways, when I am trying to create a 
market for my product, there are others sitting the other day, so I am sure I am 
changing my methods, definitely, it is going to be something different for them if they 
do not want to be in my database after six months, they are not. They are not getting 
annoyed. Yeah, it has changed and it is for better, but it is not enough because there is 
a lot of work around not to have the right compliance.” 
 
“Yeah, the same thing like I can get rid of unnecessary emails. That is the very easy 
effect of it. You have to be able to unsubscribe with two clicks. And then I can do it. It 
is not annoying like before you had to spend ten minutes to find a place to unsubscribe 
something. But now it is much easier, still tricky, but easy.” 

Interviewee 6 “I do not think GDPR is ever going to work for consumers. But I think it is going to 
work for companies at least”. 
 
“GDPR succeeded in making the consumers aware that there was something they 
should know something about.”  
 
“I do not think that the consumers are doing anything different.” 
 
“But as a consumer, you will not change your behaviour. We are human beings. We 
do not think, we just do.” 

Interviewee 7 “If you look at the number of companies that users have signed up to receive updates 
from, I expect that has gone down quite significantly. So, in that regard, I think it is 
helped in that regard. In regard to the main activity, which is like browsing the 
internet, entering new sites, containing information, shopping, surfing, etc. I do not 
think that GDPR has changed a lot. No, not at all.” 

Interviewee 8 “For consumers, GDPR has ensured them that there is a certain level of protection 
governing their online data. Even if people do not care about their data protection and 
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online privacy at all.” 
 
“When it comes to consumers, I would think that it is (GDPR) mostly beneficial to 
consumers. Again, mostly, because it is a too complicated topic for a lot of 
consumers, and therefore they actually benefit from the regulators coming in and 
taking care of it and providing just a certain level of protection for everyone.” 
 
He mentions that even though GDPR is now in place, most consumers have not 
educated themselves about it and thus behave the same way online as before GDPR 
was implemented 

Interviewee 9 “In general, a little bit. Again, I think they are now protected a little bit better than 
they were before. So, I think yes, it is a good thing. In health care, it is probably the 
same answer here. But I do not think they know about it.” 
 
“I think they have done the right steps to protect people's privacy.” 
 
“I think they are now protected a little bit better than they were before.” 

Interviewee 10 “Ah, yes, it has. It has. I am not sure they sort of... I think at the time, when GDPR 
was released, it was just you know, reaffirm Mayhem, you know, you got an email 
every day saying, do you still want to be a subscriber here and stuff like that? So, that 
was a little bit much to be honest. But I think now people are so used to it, but they do 
not really think about it. I mean, they know when they do an active consent, what they 
say yes to, but I do not think that anybody today is thinking this is because of GDPR.” 

Interviewee 11 “No, it has not really made a difference because it makes a difference when it is a 
mind topic, because there I think it is now a hygiene factor. It was something that if 
your company is not compliant in that area, I think it is a good thing. I think it is a 
thing for our consumer but now, every consumer assumes that everybody has this 
under control, otherwise the company will get fined by the EU. I think, that is a 
prominent feeling out there that every company is GDPR compliant, because they 
have to be. So, I do not think it is something that we were thinking of anymore. I think 
the regulations and the law and the countries within themselves I think we trusted that 
system to take care of this.” 

Interviewee 12 “No, I think that for most consumers, GDPR is still a vague term. It is like 
‘svanemærket’. It is like something they see, and they know they should be positive 
about it, but precisely what it entails, they have no idea. It is again, it is friction. It is 
somebody warning them that this might be dangerous, or this might be insecure. I 
think that - this is just a thought - but I think for a lot of people, this is like when they 
started finding out that smoking was bad for you. And somebody started talking about 
how smoking was bad for you. It wasn't really something that smokers listened to a 
lot.” 
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GDPR 

Interviewee Statement 

Interviewee 1 “GDPR is very vague.” 

Interviewee 3 “I think GDPR is not particularly enforceable.” + “It is a limiting law.” 
 
“It limits companies’ abilities to collect and use information.” 
 
“I think in my ideal world GDPR would not need to exist at all. But I think, 
unfortunately, there are too many people that are willing to game the system or take 
advantage of it in a way that, you know, leaves a lot of people not in a great spot.” 

Interviewee 4 “But for the advertising industry, it has not really done anything wild in my opinion.” 
 
“I think GDPR is the right direction. But I do not think GDPR is the solution.” 

Interviewee 5 “No idea to what extent it actually helps us to increase privacy.” 
 
“Now you basically have to reveal a lot of information that you would hide to make 
people more comfortable before GDPR.” 
 
“GDPR has limited how companies can use data.” 
 
“GDPR is a very vague kind of thing.” 
 
“I can show this with data that no. It is funny because when I was doing this GDPR 
thing, I had to put the right links below my form saying, hey guys, go and read this 
cookie policy, read my privacy policy, and then click yes. Right? Then I measured 
this. I had this form performing there and I had this page right up there with a certain 
amount of visits a month, right? Then I implement this whole thing. After a month, 
you would laugh if you know maybe like I had ten, fifteen more clicks on that page, 
meaning, again, not many people are visiting that. It is just the same regulation, the 
same thing that I used to say accept, accept, accept, accept. It is the same thing.” 

Interviewee 6 “I do not think GDPR is ever going to work for consumers. But I think it is going to 
work for companies at least.” 
 
“I think a lot of companies have created better products, products that lives better up 
to the Human Rights Manifesto.” 
 
“A lot of companies are not doing this (GDPR compliance) to be better companies, 
they are doing this to avoid lawsuits and to avoid shitstorms on social media.” 

Interviewee 7 “But in terms of business to customers, it is pretty much all bullshit.” 
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“The only thing that happened, was that most companies got lawyers to make sure 
that their privacy policy was in line with the EU regulation and ruling. But then, the 
consumer is not actively reviewing those guidelines, consumers are not actively 
reviewing or giving consent to, well active consent, to how their data is being used in 
the process. So, I do not really think we accomplished a lot as an industry.” 

Interview 8 “So, that relates maybe more to the question whether that measure implemented by 
the GDPR in terms of transparency is really something that consumers are able to 
make use of.” 
 
“I think it is something that was beneficial for ad platforms, although they presented it 
as something that limited them in the practices of how they are able to serve ads to 
consumers. It benefits them because now they have basically a legal argument that 
they can use to tell both advertisers, so firms that use these ad platforms, and 
consumers, that they are not allowed to share the type of data that they are actually 
feeding into the technical aspects of the ad platform. So basically, they have gotten a 
certain protection, when it comes to really being transparent about the type of data 
that they are using.” 
 
“Firms can still track what is happening on their website so that everything that is 
other firm's own turf, this is data that they still have access to given that consumers 
give them the permission to track this data… the bigger limitation is really, in terms of 
the access to external data sources.” 
 
“It (GDPR) basically puts a certain limitation on what firms can do with consumers' 
data and how long they can keep consumers' data.” 

Interviewee 9 “Companies need to limit what they collect to what is needed, and that needs to be 
transparent.” 
 
“I think that the way it is implemented with the cookie policy button on all websites, 
is not ideal. I do not think the implementation always is a good one. I do not have any 
good suggestions for how it should be. But I just do not think that it is really working. 
People are just clicking on the button without realising what they're saying yes to.” 

Interviewee 12 “So, I think GDPR has changed the marketing and advertising industry for the worse 
because it actually horribly unevens the playing field. So back in this episode, the 
players who are able to actually benefit from GDPR are the big players like Google 
and Facebook, that have all the lawyers they need, to be able to utilise this. For most 
players, GDPR has put a layer of legal unease on everything you do. And then I think 
from my perspective, I think the only people GDPR really has benefited have been the 
lawyers. I think it has given the end-consumers some rights. But I am not really sure 
that those rights actually match the level and costs for the companies implementing it. 
So, from that perspective and because there has been this massive warning cost 
saying, if you do not comply, you can get these crazy fines, people have pushed this 
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into… they have taken the legal approach and actually have had their legal teams 
tackle it. Where in reality if they had tackled it like, so we have had some discussions 
what we call the return on GDPR, in reality, a lot of the data that that we are now 
protecting and setting rules up and having data protection officers monitor from all 
practical purposes – you are going to quote me on this - because it is crap. Companies 
are spending massive amounts of money on guarding crap. Basically, what they 
should do, they should simply have - when they found it, they should have looked at it 
and said, is this something that we are ever going to use for anything? And if they had 
some people with knowledge of data, they would say, no, I am sorry, this is just shit. 
Let us throw it out. Let us delete it. But instead, it is like, somebody has gone and 
walked around in the organisation, they put little flags in all the charts of the office 
space, and then hired guards to look over them again, instead of cleaning up so this 
has been a massive opportunity for data and your data strategy and your approach to 
data. But there are very few organisations that have actually seen it like that. Most of 
them have just gone the defensive way and put lawyers on it. So, the opportunity, the 
value of GDPR has been missed in most organisations. Now, it is just a corporate 
cost.” 
 
“And I think that the challenge is also that for GDPR, we only have bad news. We can 
only tell stories about now, there is been another data breach, and now there is been 
another leak. And now there is been another company that was not compliant with 
GDPR. So, it is undermining the trust.” 

 

Privacy as strategic concern 

Interviewee Statement 

2, 3, 5, 9, 10, 11 Confirm that it is a strategic concern. 

Interviewee 2 “Yes, yes. It is a hot topic. It is taken very seriously at top level as well.” 

Interviewee 3 “Yeah, so we have a couple different levels of that. So, we have our privacy in terms 
of our customers, like our clients, so like our prospects and that kind of stuff. So, all 
of that falls under GDPR. And much like we only maintain that data for a certain 
amount of time. And then there is like, obviously, kind of HR GPR compliance, which 
is like when people apply for jobs, you only keep applicants for that. So, and then we 
also have tons of end users that technically run through our platform, but we collect 
no information on them. So, we explicitly set the platform up so that it would not 
collect any data on them. So again, they are kind of different levels of that. And it is a 
consideration in each piece of that.” 
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Interviewee 5 “It is a strategy concern for us because we are an online tool. We have seen many, 
many, many examples, that perfect companies got a horrible reputation because of not 
doing the right thing with the data they have. We have to treat data here with extra 
care. I told you as an example, a lot of our customers, especially in Germany, use us 
over Google, although Google gives them better value, just because of privacy 
concerns. So, this is something that we have to be careful about and especially, now 
that we are more active in Europe with more and stricter regulations, so we have to 
treat it as a very top priority.” 
 
 “Because it is the base of business trust with the information and data.“ 

Interview 6 “It (a focus on privacy) is a great way to create loyalty. It is a great way to create that 
customer relationship that you want to have.” 

Interviewee 9 “A strategic concern? Probably, yeah. I think we actually have a whole department 
working with the area. So, it is something we put effort into.” 

“I think again, we are concerned with an area I think that is very delicate for people, 
so it is about disease, it is about conditions. It is about well-being and things like that. 
So overall, we need to be superduper careful what we do, and have a high ethical bar.” 

Interviewee 10 “Yes, it is. Because when you work with channels such as email, you have to have a 
privacy strategy. Because if you do not treat your subscribers well, if you buy bulk 
email addresses and just send out without consent - and yes, that still happens - if you 
do, if you end up with spam constantly, if you end up being spam complained - if we 
have a lot of those type of customers that use our emails in that way, we will end up 
being hurt on a company level, so that all of our customers are hurt by it, meaning that 
our emails aren't delivered. So that is a major concern with us, it is actually a part of 
our terms that you have to have consent to the emails that you send and you have to 
live up to the GDPR legislation, or you cannot be a customer with us. So, yes, it is 
very much a concern.” 

Interviewee 11 “No, no, I think it is really a little bit hard for me to see how it can transform a 
business. We want to get closer to our customers. That is a fact. But on a strategic 
level, it is actually getting closer to them. I think it is all about trust to some extent, I 
think, on the strategic level, we are heavily concerned with trust. But the GDPR 
aspect of that is basically around communication and initiatives. And when you have 
that, I think it is when you engage with a customer, at least in our line of work, when 
you have made a deal saying you should go and do e-commerce on our platform, then 
you have a partnership. And then in order to explore that partnership, the customer 
gives access to data, kind of behavioural information. So, maybe I am changing my 
view on it, yes, it is something that we are dealing with on a strategic level but I think 
it is a mix of both of the personalisation and the relation between the customer and 
company forward rather than something that we are exploiting in order to get more 
revenue on our part. I think it is something on a strategic level, we would like to use 
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data in order to strengthen the partnership rather than exploring and just upsell our 
game.” 

 

Addressing privacy concerns 

Interviewee Statement 

2, 3, 7, 9, 10 Explain what data is used for and show the value of giving up your data -> reason to 
give consent 

2, 9, 10 Clear, short, precise, transparent privacy policy 

5, 7, 10 Open and clear communication 

5, 9 Give customers the choice to choose own privacy preferences 

2, 9 Data minimisation  

Interviewee 6 Focus on creating a community:  
“Start giving people knowledge they are interested in. And start providing them with 
services that they need, or that they think that you need I should say.” 
“It is always a good idea to tell people why you do what you do. Back to the fact that 
if I tell you why I need your email address, and why I need your credit card, yeah, 
then that is a great idea.” 

Interviewee 7 Focus on first-party data: 
“I can say that I think first-party data becomes more and more valuable. So, 
companies can embrace that and fully appreciate the value of first-party data. The 
first-party data would be when you actually have a user signed in, for instance, on 
your website or on your property, which means that it becomes a lot easier for you to 
follow and monitor what they do very closely and then adapt to that, so you create a 
not personalised ad but a personalised experience based on your behaviour, based on 
your preferences, based on you know, what you actually would perceive makes your 
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life better. I mean that would be the whole purpose of any business existing, right? 
You make someone's life a little better somewhere, somehow. So based on like actual 
behaviour and based on sort of a good genuine ambition to better people's lives, you 
actively use all those signals that are available to you to craft a better consumer 
experience, and then explain to users that that is exactly what you are doing. I think 
that would be extremely helpful for everyone.” 
 
“I think the first thing you can do as an organisation is to stop having your lawyers 
write your GPPR or like your privacy policies, and then have or at least... I mean, they 
should be involved, but also have communication people write it and make sure that 
they communicate it.” 

Interviewee 2 “There is trust, trust, trust. I mean if I visit the website, I do not trust, I do not go any 
further. I am just I would stop and say, ok, there is something wrong here. There is 
something that is not matching. That is my just common sense that just goes in and 
says, I do not want to continue on this website. And a website I trust and a company I 
trust, I would go all the way.” 

Interviewee 3 “If privacy continues to trend in the way that it is trending, the way that I think you 
combat that is basically by saying, here is the value that you deliver. And here is like 
this authentic interaction that I have with you that I will make you want to engage 
with me as opposed to me kind of like chasing you. And that would be what would 
make people actually successful doing that, I think.” 
 
“Creating value is what kind of breaks through that barrier of privacy being an issue”. 
 
“I do not think there is a ton of business perspective for our business incentive to, I do 
not know, have a campaign around privacy. That being said, I think everyone, I think 
everyone has an ethical responsibility to maintain that”. 

Interviewee 5 “My first idea would be being open and clear in their communication, what they do, 
how they do it, why they do it. They should not be sneaky. That is not a really good 
thing.” 
 
“We try to have channels and make sure we are getting back to people who have 
concerns and problems with this privacy thing. I usually, even if somebody sends us 
an email in regards to our emails or communication, they do not want to be on the list 
or they do not want to have their data here, I make sure to get back to them. Tell them 
I know you are concerned. We are taking this and this action, and you are sure you are 
not going to be bothered with us anymore or even apologise if they are not happy or 
satisfied with receiving that. So, try to be friendly, clear and take action.” 
 
“Being clear, having the right action plan, having the right abilities at our customer's 
disposal so they could actually take the right measure”. 
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Interviewee 7 “I think it is going to become, not just with GDPR, but also with the coming policies, 
incredibly important. And I think you know most companies say that they put their 
customers first. If you actually truly do put your customers first, then surely, you must 
be interacting with them in a transparent way.” 

Interviewee 8 “Run campaigns on how safe your platform is or how well you treat the data”. 
 
“Basically, just in a way that they agree with. So I mean, you now have these consent 
mechanisms and then you just need to respect what people say in there and that means 
you also do see in the ad platforms that they provide functionality where you can 
check why I see this ad and that you do not want to see this type of advertisers 
anymore, so there are some measures and some signals that consumers can actually 
send to firms. Or the consumers can use ad blockers and all these types of things. So, I 
think that more sensitive consumers will probably send certain signals to the firm by 
themselves and then it is just very important that these signals are being respected.” 
 
“That is actually a good question where I am really not sure if that is something that 
works well to basically run campaigns on how safe your platform or something like 
that is or how well you treat the data of consumers. We see this type of services like 
search engines that are not tracking your personal information, and they do not 
provide personalised search results and so on. But it still used to be a very niche 
service. So, I would imagine that maybe it works for a certain type of consumer, 
again, maybe the people that are more sensitive towards the privacy-related topics.” 
 
“I think the GDPR regulations definitely made it worthwhile to educate your 
employees how to actually handle the data of your customers, because it is simply too 
risky to get one of these extremely high fines and it can seriously impact your 
business. So therefore, now the costs of educating your people in making sure that all 
of the systems are secure, is definitely worth the investment.”  

Interviewee 9 "Creating a “what do you know about me"-centre on every website that you can easily 
click on. That could create super transparency. And if it is within a couple of clicks or 
one click or something like that, then it is even better than if you hide it deep down in 
the website. So just show what you know, if they ask and make sure that it is easy for 
them to ask and get the information.” 

Interviewee 12 “So, it is back to my data ethics policy thing. So, because we want to be legally 
specified specific, we have a tendency to overcomplicate things. But going back and 
then going in and saying, ok, so we have our seven data principles, we will not share 
your data with a third party, we will use your data to give you a better experience. So, 
instead of going deep, then going high. Because that is something I can relate to. If I 
know that saying, ok, we will use your behaviour to give you a better online 
experience. Ok, that is fine. We will use your data, too. So, just going in and focusing 
on the high-level thing instead of trying to explain everything in detail. So, I might be 
able to click on the principle and then get the explanation. Yeah, but I think it is very 
much the lazy man solution. So, people need to be able to digest this really fast, 
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because I did not come to your website to study your privacy policy. And then, the 
privacy policy is a barrier between me and my objective.” 

 

The effect of a data breach on reputation 

Interviewee Statement 

Interviewee 1 “Everybody is memory is so short.” → refers to how loyal customers will keep 
coming back despite data breaches 
“In the long run it is impossible to assume that everybody will be safe from a data 
breach.” 

Interviewee 2 “For (company name), it is more the brand”. 
“If we had a large breach and it came in the news, I mean, that is not good for our 
brand.”  

Interviewee 3 “If we had a data breach, we would probably lose all our customers because they 
could not trust us, right? I mean, it is a trust factor.” 
 
“For every positive interaction you have with them, you build a small amount of trust. 
If there is positive interactions, they increase trust. Negative interactions, depending 
on the scale of it, like if someone lost all your personal information and you got your 
identity stolen, chances are that is an unrecoverable amount of trust that you just lost. 
If I walk into a supermarket and they do not have my favourite cereal this week, it is 
still a negative experience, but I am probably still going to go back there. But it 
depends on the scale of what the negative experiences into like how much it erodes the 
trust. And it also depends on how much trust you have built up over time”. 

Interviewee 4 “Of course, it would make you seem like you have not been secure enough. You have 
not been locking the vault tight enough.” 

“They feel violated and some of them would - a big part of them would probably 
consider how important this company is to me. I think that is actually when consumers 
will take a standpoint. That is actually quite interesting, I had not thought about that. 
But when you explain cookies to people what they are doing, what it is about, they do 
not really care. But when your data is violated, and something is a threat to you, I 
think that individuals may actually take a standpoint.” 

Interviewee 5 “I definitely can say the consequences are much heavier on reputation than anything 
else. Because if you lose a certain amount of information, most of the companies are 
not worried about the information because the information is not really sensitive. Yes, 
if it is like, social security number of like, 10,000 people in the U.S., yes, that is a 
disaster. What I am talking about is like 10,000 emails of the company, it is not going 
to kill anyone, but their reputation may. So, reputation is the biggest concern 
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sometimes.” 

“It really, really depends on which business and what customers we're talking about. If 
my bank is reaching out my data, maybe tomorrow, I am changing them. And I am not 
going to go back to them again. But I do not know if, if I have like, for me, I have a 
yahoo email account, which I use just to subscribe to people who want to spam me. 
Ok, whoever wants to breach that information. It does not matter; it is like a breach of 
information for myself. So, yeah, it really depends.” 

Interview 6 “We know that at the end of the day, the customers do not choose a new provider of 
their services. It will blow over most of the time.” 
 
“If I were suddenly aware of the fact that Facebook did misuse my personal 
information, I would not delete my Facebook account. Ninety-nine percent of people 
would not do that. They would be like, ‘ok, well, I'm using the services, there is no 
alternative in any way’. If I just have to do five clicks to change to another service, I 
am not going to do it.” 

Interviewee 7 “I would say that if you are exposed as a company, and obviously the public finds out 
which they should, because it is their information has been compromised, yes, 
certainly that can damage your brand and has damaged multiple brands for a very long 
time.” 

Interviewee 8 “In terms of the repercussions from customers, I do not think that data breaches are 
even having that big of an impact.” 
 
“You will definitely have negative reactions, but as with the Facebook Cambridge 
Analytica case, like they had a small drop in people using Facebook, but the majority 
of people still use it. In the short-term people might notice, but in the long-term I 
guess we have to recognise that people forget very fast.” 

“You have high switching costs.” → He is referring to the fact that this platform 
already provides you a lot of value, all your friends use it etc. and you thus will not get 
the same value from another platform → cost-benefit analysis 

Interviewee 9 “Yes, to a high degree.” 

“I think it is more impactful in the short term. I think over time, if you do corrective 
action and can prove it and do not have another breach half a year later, then yes, the 
short term is the most impactful and long term not so much. But if you just keep on 
doing what you are doing, then you ae likely to have another one. So, it depends.” 

Interviewee 11 “If our data is compromised in a company, I am almost sure that you will see on a 
short term, at least, you will see the engagement falling like a steep curve down. And I 
think it can have an impact. It depends on the company, of course, but I think at least 
for social media platforms, it will have a huge impact.” 
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“If an incident happens like that for a company, your brand value, of course, will go 
down for a short period, but then the human way of looking at things is that, ok, they 
have some trouble around that. But I am sure in a few months’ time they will have that 
fixed and then I can engage with the company itself again. So, we have this naive trust 
in companies that if they are still in the market, well, they must actually do something 
right. Just that is the human nature of dealing with it now.” 

Interviewee 12 “For most people, I do not think It is something they see as something that seriously 
impacts the brand value. I think this will change when people start getting stronger 
consequences about… because if I do not think that the data you have about me has 
any value, so if somebody steals it - so somebody steals something that has not gotten 
any value, which does not really concern me. I am not really concerned. So, somebody 
stole my name and knows how many points I have from Emirates, yah, woah, I am in 
shock, oh my god my world, it is not right. It is kind of ok, so what?  
 
And until people get the awareness that this data is actually important for them, that it 
starts having consequences. Because the problem is that you hear about these massive 
data breaches, that now 1,000 social security numbers have been spilled, and the 
challenge is that if these stories… it is not until they start having consequences saying, 
yeah, so 100,000 social security numbers got breached and everybody lost 100,000 
crones, then I'm like, oh, fuck. But as long as there are no consequences in the 
breaches, then the danger is that the story of the breaches just becomes like the 
weather. So, we get a weather forecast saying, yeah, tomorrow is going to be bla bla 
bla bla bla and we basically forget it while we hear it.” 
 
“For most people, I do not think it is something they see as something that seriously 
impacts the brand value. I think this will change when people start getting stronger 
consequences about… because if I do not think that the data you have about me has 
any value, so if somebody steals it - so somebody steals something that has not gotten 
any value, which does not really concern me. I am not really concerned. So, somebody 
stole my name and knows how many points I have from Emirates, yah, woah, I am in 
shock, oh my god my world, it is not right. It is kind of ok, so what? And until people 
get the awareness that this data is actually important for them, that it starts having 
consequences. Because the problem is that you hear about these massive data 
breaches, that now 1,000 social security numbers have been spilled, and the challenge 
is that if these stories… it is not until they start having consequences saying, yeah, so 
100,000 social security numbers got breached and everybody lost 100,000 crones, 
then I'm like, oh, fuck. But as long as there are no consequences in the breaches, then 
the danger is that the story of the breaches just becomes like the weather. So, we get a 
weather forecast saying, yeah, tomorrow is going to be bla bla bla bla bla and we 
basically forget it while we hear it.” 
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Formulating privacy policies and cookies 

Interviewee Statement 

Interviewee 2 “…and to inform them about what happens to the data. Very much focused on 
information and of course security.” 
“That it is very clear and short and precise, this is what we want to do with your data, 
and we keep it for that long. If you have anything you want to protest or claim or 
anything that you do that like this - just boom boom boom.” 
 
“It has to be short, but still clear.” 
“That it is transparent and clear language and all the stuff that we say everything that 
we do with the data.” 
 
→ Clear, short, precise, factual, open, transparent 

Interviewee 3 He points out that there is a reason why privacy policies are written in legal language, 
and that it might not help to write it in any other types of language: “The way that it is 
written, and the reason that it is written like that is because it needs to explicitly 
adhere to a certain set of rules.” 
  
“If you try to oversimplify it, it just starts creating a ton of loopholes and issues and 
things like that.” 
 
He voices that by formulating privacy policies differently, “people probably are not 
going to necessarily get it anyways.” 
 
“The challenge is that people probably are not going to necessarily get it anyway, I do 
not think. I do not know how many people are going to really spend the time to 
understand privacy laws.” 

Interviewee 4 “It is a matter of investment, meaning that you could easily make the coolest cookie 
policy or something like that. Make it very understandable. Make it light, make it 
maybe even a little bit fun. Make people understand that we are actually not doing this 
to follow you around like Zalando, we are actually doing this in order to make sure 
that you remember us to help you to make sure you get a personalised experience. 
However, as I said, I think that ninety-nine percent of people never visit the cookie 
page. So, it is simply just not an investment for companies. 
“Yeah, that is the thing. And I think the way companies are communicating today is 
not really that understandable for the individual. However, if they were to use an 
example, like the bank vault example I just mentioned, I think that people could also 
feel being talked down to, like we are making them dumber than they actually are. 
And that could have the opposite effect. So, if you actually try to make customers the 
standard by talking like children to them making them say it very simple, then they 
might even feel violated because we consider them dumb.” 
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“They are (companies) not talking too technical, they are not talking too childish – 
they are good to go.” 
 
“But I think if we educate people, we would also get around all of these big legal 
documents that are very formal and boring, we could just send them a short message 
where they could say yes or no and then get along with it and they will actually know 
what we mean by saying we are using advertising cookies.” -> he focuses on the 
educational aspect  

Interviewee 5 “Short”, “sweet”, “little animation”, “infographic”  

Interviewee 6 “We talk a lot about the transparency around the business model. The ability to tell 
your customers and your users, how do we make money.” → she mentions that 
companies should tell customers the idea behind their business model in order for 
them to be transparent as to how their data is used to drive that business model. 

Interviewee 7 Funny, quirky, understandable, tailored to situation 
“Stop having your lawyers write your GPPR.” 
 
“But even just think about the consent button that pops up on every new website that 
you enter, surely you would be able to do something just a little quirky or funny, that 
would at least inspire people to maybe look at it, or, you know, give people the gist of 
what you are using that information for and why you are asking for it. So, yeah, I 
definitely think that companies could communicate in a way that would invoke more 
appetite for consumers to educate themselves on how their information is used and 
then obviously not ending up in some like sixteen-page long legal explanation on how 
other extremely GDPR compliant or other trying to tie it down the exact use case. I 
think the starting point would be explaining to users that they are using past browsing 
and purchase behaviour to determine which products to recommend to you, which is 
fairly helpful.” 

Interviewee 9 “Just show what you know. Make it super easy for customers to see what we know 
about them. Then they can decide if it is creepy and if they want it to be deleted.” 

Interviewee 10 Short, precise, factual 

Interviewee 11 Short, precise, “punchy”, easy to quickly understand 

Interviewee 12 “Each company will in the future need to have a clear set of principles in relations to 
how we handle and maintain your data.” 

 

Privacy as strategic advantage  

Interviewee Statement 
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Interviewee 2 “Of course, if people know that you do not take care of their data, they would not ..  
most people would not buy things from you, I guess. So, yes, I think that. Yeah, I 
think if I went to a website and they did not have a privacy policy, I would not do 
business with them as a person because I would think that was weird.” 

Interviewee 3 “It can serve as a strategic advantage when other things are equal. So, for example, 
there is a search engine called duckduckgo. But the value of using duckduckgo, I do 
not think is the same value of using Google. Given that those were exactly the same I 
think people would say like, “well, obviously I want to have more privacy and not less 
privacy”. But I think people will compromise on privacy, if they feel like they are 
getting more somewhere else (trade-off). And that will continue to happen.” 

Interviewee 5 “People sometimes choose Monsido over Google Analytics because they put more 
emphasis on their customers’ privacy and build on that image to create their brand.” 
 
“We actually do (branding on privacy), but not publicly. So, for example, we have 
certain organisations we're working for, it is going to be like educational, financial, 
governmental, so things from governmental or financial institutes, it is very important 
for them to see if we have a full privacy fan phase. So, this is a very important thing. 
This is a checkpoint for us. We definitely brand ourselves at least in our sales pitch for 
those guys.” 
 
“Privacy has become a value for customers, and businesses build their business model 
around that, just like duckduckgo.”  
 
“It is going to gain even more ground in the future. The big giants such as Facebook 
and Google cannot afford the reputation damage, so they are trying to move their 
brand in that direction and focus on privacy strategically.” 

Interview 6 Privacy as a strategic advantage: “consider it the same thing as creating loyalty, which 
it will be, because it is going to be the way to sell it. In communication, it would be all 
about loyalty. And it would be all about creating an intimate sphere for your 
customers where they trust each other and when they trust you.” 

Interviewee 7 “Companies can embrace that and fully appreciate the value of first-party data and it 
then becomes a lot easier for you to follow and monitor what they do very closely and 
then adapt to that, so you create a not personalised ad but a personalised experience 
based on your behaviour, based on your preferences, based on you know, what you 
actually would perceive makes your life better. I mean that would be the whole 
purpose of any business existing right? You make someone's life a little better 
somewhere, somehow - You actively use all those signals that are available to you to 
craft a better consumer experience, and then explain to users that that is exactly what 
you are doing. I think that would be extremely helpful for everyone.” 
 
“If you have first-party data, you have obtained the right to market directly to your 
customers, and you are then consistently providing relevant content via email, then 
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that can be a phenomenally valuable marketing channel.” 
 
“Companies should focus on persuading users that they should trust them with their 
information.” 

Interviewee 10 “I think that you can have a competitive advantage if you do it very well and if you 
were very clear about it rather than hiding it away.” 

Interviewee 12 “When I discussed it with some of the nerds I know, we see this as data ethics is going 
to be a part of your CSR policy. It is something that is related to your… well, it is 
actually more because it is directly related to your customer relations. So, having a 
clear set of guidelines on how you use and interact with data and it will be a unique 
selling point or will be a key selling point in a period that you have one and then it 
will be table stakes, a requirement for doing business that you have one.” 

 

Imbalance in the market: some big players have the power  

Interviewee Statement 

Interviewee 3 “I think where GDPR is falling short is that for the people that do not care, they still 
do not care. And they are still just trying to find a way around it. And then you even 
look at people like Google and Facebook and things like that, who are adhering to it, 
but you are not really sure if they are adhering to it. And they have enough legal teams 
to tie up any court case and even if they do get fined, it is not going to be enough to 
really stop them.” 
 
“In some ways, you would probably almost just be hurting small businesses, because 
they do not have the knowledge or understanding of how to collect first party data. 
And you would be giving more of the power to larger businesses that have more of a 
reach. Like if you say, tomorrow third-party cookies go away. Everyone can only use 
first party information. The companies that are like these big conglomerates have the 
reach that they already have, get put at a significant advantage versus anyone else 
because of that, and probably makes it worse in some ways.” 

Interviewee 4 “And the problem is that for Facebook, it is hiring a couple of lawyers. For a small 
business, it is a major problem to be GDPR compliant and I would actually... I would 
claim that most small businesses are not GDPR-compliant, they have probably tried.” 
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Interviewee 6 “Well, you can guess which companies are very happy about this. It is Facebook. It is 
Google. It is Amazon. Because they are the first-party cookies. And they are going to 
earn the money. And not saying too much, you can imagine who proposed that the 
legal work should go in this direction. Just putting it out there, I wonder who told the 
commission to do it like this. And I wonder who has the most lawyers. Unfortunately, 
it is very good for the monopoly companies, the big gaffer, but it is very bad for the 
smaller companies and for our member companies because they are the ones who 
have to pay Google and pay Facebook.” 

“Gaffer takes all.” 

Interviewee 8 “So, you basically have a market that is not working properly anymore, because you 
have a few very big players that are able to generate valuable information out of this 
data and consumers that are basically not capable of protecting themselves and I think 
that is  also the moment, where it makes sense for the regulator to come in and protect 
these consumers.” 
 
“Basically that you have a general rule and say I want to retarget everyone that went 
to a product or category page on my website and show them the last product that they 
visited but the firms have no idea who these people really were, which type of product 
they really looked into. That is all something that is being processed at the ad platform 
that is also why these ad platforms are so powerful and why they have their code on 
all these websites.” 

Interviewee 12 “So, I think GDPR has changed the marketing and advertising industry for the worse 
because it actually horribly unevens the playing field. So back in this episode, the 
players who are able to actually benefit from GDPR are the big players like Google 
and Facebook, that have all the lawyers they need, to be able to utilise this. For most 
players, GDPR has put a layer of legal unease on everything you do.” 
 
“And then we already see it happening that a lot of the opportunities for personalised 
marketing are disappearing, but everybody is aware of this and this is why this 
benefits the big players like Facebook and Google, because with Facebook and 
Google you are already locked in, so they have different terms and conditions for you. 
So that means that they can use your data and you have actually allowed them to do 
that by accepting the terms and conditions for your Gmail account or for your 
Facebook login or whatever. So, they can still use the data. So, this is what gives them 
a benefit because they are open to still doing it. And what they are doing now and the 
next shift that is going on is personalising not based on what the information they 
have about you, but what you actually do. So, the story is that right now most of the 
marketing that happens on YouTube is actually non cookie-based, so it is based on 
machine learning, identifying patterns on people’s behaviour, what did they do? So, 
actually going in and saying, ok, we actually do not need to know that much about 
you. We can still personalise that behaviour. Or we can still personalise a message. 
We are just going to base it on your specific behaviour right now.” 
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“Yeah. And that, again, gives the big players a benefit because they have the 
resources and technology to go and leverage this. So, this just strengthens their market 
position, whereas the smaller players will have to do generalised marketing.” 
 
“Because suddenly they (big players) will be able to leverage data and they will still 
be able to be data-driven. Where the small players, they cannot take the risk and they 
do not have the resources to activate the data in this way.” 

 

Transparency 

Interviewee Statement 

Interviewee 2 Interviewer: “Open and transparent maybe?” 
Interviewee: “Transparent, yes”. 

Interviewee 4 Interviewer: “But so in terms of privacy you would say that transparency is very 
important?” 
Interviewee: “Yeah, at least making sure that you are then doing what you are saying, 
that you are really concerned considering the privacy of users.” 

Interviewee 6 “Privacy means protecting my human rights and creating transparency in buying 
online and online health care services.” 
 
Emphasises that companies should tell customers about how they generate revenue 
through their business model. It is to sell ads to third parties or is it to deliver great 
design etc. because this will create transparency. → “we talk a lot about the 
transparency around the business model. The ability to tell your customers and your 
users, how do we make money.” 

Interviewee 7 “If you actually truly do put your customers first, then surely, you must be interacting 
with them in a transparent way”. 

Interviewee 9 “The more transparent you are, the better for the consumer. I think that is one part of 
it.” 

Interviewee 10 Interviewer: “And then you would say it is just important to be clear about it and also 
transparent?“ 
Interviewee: “Yes.” 

Interviewee 12 “My hypothesis on this is when we look down the line, there will be more users who 
will get burned. We will see a lot more stories in the media about users getting 
cheated and abused online. And we will - this is my kind of doomed vision - but we 
will see a future where you have three types of websites. There will be websites that 
say the whitelisted websites, the website you trust. It is like your phone where you 
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have some apps that you use all the time. It will be the same when it comes to these 
sites and especially e- commerce. They will be certain places that you buy your stuff. 
Because you trust them, and you will share your data with these guys, because there is 
a value to that. But you will know the value. And then there will be a grey area of 
sites where you might shop but you will not share your information, you will block 
your information. And then there is the dark sites where you have absolutely no idea 
what is going on and what is being harvested from you and how you are being abused. 
So, for most companies, and this is where the data ethics things come in again, they 
will need to be transparent on what you do with the data to make you be part of the 
white sites.” 

  

Build relationships with customers  

Interviewee Statement  

Interviewee 3 “I think a lot of times what we need to get out of any kind of daily interaction is that 
like, if I want you to engage with me, I need to give you something that is valuable in 
return, which can be a ton of different stuff. It can be a piece of information, it can be 
a piece of advice, it could be making you smile, it does not matter what it is, right? 
Like the idea is that, if I deliver value to you, then it is accepted. And people want that 
in their lives, if you are going to deliver value to them, privacy becomes... I do not 
want to say privacy becomes less of a concern, but like being able to spread a message 
or spread advertising or spread a brand’s voice becomes much simpler. I think privacy 
becomes much more of a concern, when people feel like they are getting taken 
advantage of or manipulated or anything like that. So I guess the point being that like 
if privacy continues to trend in the way that it is trending, the way that I think you 
combat that is basically by saying, here is the value that you deliver. And here is like 
this authentic interaction that I have with you that I will make you want to engage 
with me as opposed to me chasing you.” 
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Interviewee 7 “I can say that I think first-party data becomes more and more valuable. So, 
companies can embrace that and fully appreciate the value of first-party data. The 
first-party data would be when you actually have a user signed in, for instance, on 
your website or on your property, which means that it becomes a lot easier for you to 
follow and monitor what they do very closely and then adapt to that, so you create a 
not personalised ad but a personalised experience based on your behaviour, based on 
your preferences, based on you know, what you actually would perceive makes your 
life better. I mean that would be the whole purpose of any business existing, right? 
You make someone’s life a little better somewhere, somehow. So based on like actual 
behaviour and based on sort of a good genuine ambition to better people’s lives, you 
actively use all those signals that are available to you to craft a better consumer 
experience, and then explain to users that that is exactly what you are doing. I think 
that would be extremely helpful for everyone.” 

“And so, in order to win that trust, which is the prerequisite for getting loyal 
customers, we think that how you communicate around your privacy policy is 
extremely important. The experience that you craft to retain your users is extremely 
important.” 

“And I think you know most companies say that they put their customers first. If you 
actually truly do put your customers first, then surely, you must be interacting with 
them in a transparent way. I would also say that for some of the most successful 
customers that we have, they make a lot of money from their newsletter, which makes 
a lot of sense because a newsletter is something you have actively... well, where you 
can actively choose not to receive a newsletter, it is a fairly easy thing to unsubscribe 
from, which is another great thing from GDPR, that you have to have an unsubscribe 
button in all emails. It is insane that that was not always the case. But again, if you 
have first-party data, you have obtained the right to market directly to your customers, 
and you are then consistently providing relevant content via email, then that can be a 
phenomenally valuable marketing channel. And that has proven to be the case for a lot 
of our customers.” 

“Like recommendation engines are helpful. We feed them information. And, you 
know, they provide us with good tips. I think Netflix and HBO are a good example of 
that. They are extremely good at using our data. And, you know, if I think of it this 
way, we probably all gave consent to Netflix. But if they were to come and ask us 
today, hey, by the way, is it ok that we keep using your data for providing 
recommendations? I think that the majority of users would be like, yeah, sure, you 
have already proven that you are actually using my data for something super relevant 
that really appreciates that. And I can see how your product, which is then my 
experience, is improved by me giving you my data and enabling you to use that data 
in your product. I think that is key that using user data should not just be for 
marketing purposes, it should also be for product and user experience.” 
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Important other points to consider 

Danes are depicted as trusting 

Interviewee  Statement  

Interviewee 2  “In Denmark, I think we are very trusting. We trust a lot. We have a lot of trust in 
society.” 

Understanding the business model to understand what companies’ interests are 

Interviewee 6 “And I think that one important thing for you to consider in your thesis is exactly that 
point. What is the business model? And at least in the industry association, we talk a 
lot about the transparency around the business model.” 

“And they lack the ability to transform the business models of tech companies or any 
company for that matter, into what rights are being broken or denied them.” 

Interviewee 8 “I think the strategy that Apple is pursuing here is smart with the respect that they are 
not a business that is generating revenue by serving ads to people, in contrast to 
Google and Facebook, where really the majority from the revenue is coming from 
renting out advertising space. So basically, it is an ad platform that is what these two 
companies are. And all of the other businesses or all of the other initiatives that are 
being run in these firms are subsidised with the revenue that they generate from 
showing ads. And Apple basically uses the fact that they are a different type of 
company in their marketing communication to differentiate themselves. And that is, of 
course, especially effective in these moments where there are these types of scams 
that are coming up. So basically. all of the failures are originating from the business 
models of the competitors, they can be used to basically increase the perception of the 
value of their company with consumers.” 

The right to privacy 

Interviewee 6 “Privacy means protecting my human rights.” 

Interviewee 10 “I think people have the right to have privacy and not to be followed or, you know, 
too many people knowing too much about what they do. I think people have the right 
to do whatever they want in their own private sphere.” 

Privacy as empowerment  

Interviewee 7 “For me, it means that nobody like no governmental agency or hackers abroad are 
actively eavesdropping. And it means that I can control who gets access to my 
information and what information that they get access to. So, sort of empowerment in 
the context of online and data.” 

If businesses do initiatives proactively, they could potentially avoid more legislation 
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Interviewee 9 “I think we have a bit of a window open to do it within industry ourselves. If we do 
not, I think governments will come and do more legislation. So, you can say, the more 
we do ourselves, the better to make sure that we are responsible, handling the data. 
So, I think that is something that could happen, but I also have a fear that there are a 
lot of bad apples that will not do it on their own, so we will get the legislation in the 
end.” 

 Challenge to use data effectively  

Interviewee 3 “So, taking advantage of data, effectively, is incredibly challenging, I would say. And 
I think especially when you are in a smaller company, it is like you do not have one 
person that is in charge. So, it is just all over the place.” 

Interviewee 5 “If I can use all the data I can collect, no, it is not possible. We do not have enough 
resources.” 

Interviewee 11 “Oh, no. And that goes for a lot of companies. We have enough data, and we are 
aiming at making this data accessible in order to extract and get some insights. So, 
you know, interpreting big data. I think every company is struggling in everyday life 
to actually put this data to work. Data right now is mostly used in maximising profits 
rather than exploring the personal relations. But I am assuming that it is the process 
where if you get something right, regarding the maximising profit, what is the next 
level we can use data for? But it is a very slow process and I'm still a little bit 
surprised that we are not longer in our natural evolution as a company in using data. 
We are still sending emails as a communication strategy. So, the market in itself has 
been very, very slow in adapting big data to something useful.” 

Data minimisation 

Interviewee 2 “But of course, you need to think about data minimisation at all times. So just keep 
the data you need.” 

Interviewee 9 “But it is also about collecting what is needed, right? So, do not collect more than is 
needed because then it becomes a fair trade between you and the consumer, that they 
feel they give you something, so they get something back. If you are just taking and 
not giving back, it is not a fair trade.”  
 
“Only collect what we need to either give them a better customer experience or other 
relevant reasons, not just because we can.” 

Data consolidation  

Interviewee 12 “So, I like it (data minimisation), but I think GDPR is not helping that. What we see 
by a lot of the progressive players, is data consolidation. Instead of minimising the 
data, they are actually going in and tying everything together. So, what we see is 
people pooling the data they have that they can connect to something else. They will 
go and tie together in something like BigQuery or data lake. Because by tying it 
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together they get a solution to one of the biggest problems for a company right now 
because if you contact a big company like I do not know Arla, saying, hey Arla, I want 
to know what you know about me, huh? Then they have to go either they have to go to 
15 different systems to check out if they have anything about you. Or if they 
consolidated everything and tied it into a data lake then they will go in there and say, 
ok, where are you? Ok, here you are, and then we can actually check everything from 
there or delete anything from there or change everything over there. But the cost of 
data management is radically reduced. So, it also opens up for new levels of working 
with data with machine learning and then doing sophisticated stuff. Does that make 
sense? So, the alternative to data minimisation is actually consolidation. And again, 
the companies with more resources will go for consolidation, because it gives them a 
tactical business value. And if you do not have a lot of resources, you will have to 
focus on minimisation. Does it make sense?” 
 
“Because suddenly they will be able to leverage data and they will still be able to be 
data-driven. Where the small players, they cannot take the risk and they do not have 
the resources to activate the data in this way.” 

People do not care about online privacy, only when they become a victim of it 

Interviewee 4 “I think that is actually when consumers will take a standpoint. That is actually quite 
interesting, I had not thought about that. But when you explain cookies to people what 
they are doing, what it is about, they do not really care. But when your data is violated, 
and something is a threat to you, I think that individuals may actually take a 
standpoint.” 

Interviewee 11 “So, but how we as users perceive online privacy is like, we are not scared of it. It is 
just something that we have come to deal with and it is like, yeah ok, it is out there. 
We know that someone might be misusing our information, but to an extent where I 
actually think it is ok. Unless I get heavily involved in it like hacking or my personal 
brand - if you can say that - gets exploited.” 

“So, if it is not in your eyesight, you are not dealing with it.” 

“So, you are not really acknowledging the privacy data in your normal daily life online 
anymore. It is just something that you know, maybe there will be a case and they will 
yell and go on the barricade, and then we will come down, it is business as usual. So, it 
is funny. It is funny behaviour. It is ignorance combined with activism. It is a little bit 
funny, so we act when it is present and we do not act. We close our eyes when it is 
behind the lines and we are not bothered with it.” 

 Cultural differences 

1, 3, 5 Europeans are more concerned about privacy than Americans.  

Interviewee 3 “I have a feeling it is always going to be somewhat different culturally. I think, from a 
U.S. perspective, people have always been more willing to give up their privacy for 
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free things.” 
“Germany is on one side of the spectrum in which they are hyper concerned with 
privacy, and then you have like the U.S. and some of these other countries on the 
other side of the spectrum, which tend to be less concerned.” 
 
Interviewer: “And Denmark is as concerned as Germany or in between on the 
spectrum?” 
Interviewee: “I would put Denmark in between.” 

Interviewee 5 Interviewee: “I told you as an example, a lot of our customers, especially in Germany, 
use us over Google, although Google gives them better value, just because of privacy 
concerns. So, this is something that we have to be careful about it especially now that 
we are more active in Europe with more and stricter regulations, so we have to treat it 
as a very top priority.” 
 
Interviewer: “So, you would say that privacy online privacy is more of a topic in 
Europe than it is in the U.S.? And in Australia?”   
 
Interviewee: “Of course. At least in our experience. And some countries, again, like 
Germany, had stricter rules even before GDPR. But when GDPR kicked in, all Europe 
had to be the same. No problem. In the U.S. still, there are a few things here and there, 
but nothing crazy. Not that much in Australia, still a little stricter in comparison with 
the U.S. But here, we have to make sure, so that we are not creating a horrible 
reputation for us. This is a very strategic.” 

Interviewee 7 “And then in Germany, particularly in the East, people in the East are actually - and I 
do not mean paranoid in a negative sense, but people are very concerned about how 
their data is being used, which would also explain why there's still a lot of offline and 
document management in German society and also like a lot of cash transactions as 
opposed to the rest of the world or at least compared to the rest of the Western world. 
I mean, there are definitely pockets in the Western world where pockets of people 
being very concerned with privacy due to the history of their country.” 

GDPR law making  

Interviewee 3 “And I think, you know, sometimes people do not think about that when they actually 
create the laws. I do not think people really understood the impact that it was going to 
have to explicitly opt into everything.” 

Interviewee 4 “Privacy is a concern because the public does not have the knowledge to understand 
where this border should go. And those who are sitting on constructing these laws do 
not necessarily have the technical knowledge to it either. I mean, just as an example, 
when Facebook and Google were in the hearings in the US and the governors asked - I 
do not know, if you have seen their hearings - but these governors, they asked 
ridiculous questions that people with basic tech knowledge would never ask. And I am 
worried that those will be the ones who will actually make the laws that set the boss or 
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the lines of privacy. I think we should look at those who actually worked with these 
things and look at where they consider the line to be.” 
 
“So, they are looking at something that is right, but they have not found the right 
solution. I do not think it is enough to say that we cannot only use their name or that 
we should inform users about how we use cookies, because they do not use it. I think 
that there should be some techies who sit around with some politicians and consider 
where this line should be and make it reasonable so that the psychiatrist does not have 
to comply with the same rules as Google.” 

Interviewee 12 “… I really like the intention of what it has been trying to do with GDPR in protecting 
the users against themself technically. But I think the challenge is that if you ask 
bureaucrats to come up with a solution, they will come up with bureaucracy. And 
bureaucracy is not really the solution when it creates even more friction and even 
more barriers between what people should be doing. So GDPR is a rational decision 
in a behavioural economic world. Yeah, it is a really nice intention, but it does not 
really work.” 

Marketers as data-driven  

Interviewee 3 “I think part of the reason that we are in the place we are with privacy, is because 
there are people that have crossed that line repeatedly. And so, the laws are in place. 
GDPR and privacy - all that stuff is there - because people have continually blurred 
and crossed that line.“ 

“But honestly, it was just access to information that changed, like, that is what made it 
more prominent. And then as soon as the access to that information continued to 
grow, that is when people started taking advantage of it. But it is to the earlier point 
when people started ignoring, right, like, the question of, should I do this or should I 
not? Everything was just super, I am sure, result driven. And it is like, if you could 
find a way to take advantage of it, you would, instead of thinking about how this 
person feels about me doing this.” 

“I think they (companies) focus on revenue. If data can pull revenue into their 
company, and they have their CEO or their head of sales or someone that is breathing 
down their neck saying, how can you make more people come to us? And you come 
out and you say, well, what we could do is collect this information and then do XYZ 
with it. It is not a question then of what they would be ok with it. It is a question of if 
that drives sales, then try it. And I think that was a relatively negative ethical cycle.” 

“So, we sometimes just need to remember that in the long run, marketing is just about 
making a connection from this person to this person or from this company to this 
company or that kind of stuff, you do not necessarily need to take advantage of data to 
do that. But I think people have become so used to having it that we do not do it in 
other ways anymore.“ 
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Interviewee 6 “Nobody is interested in killing the opportunity to connect data points.” 

Interviewee 7 “And I think, businesses or at least a lot of the businesses that I have worked with, are 
predominantly concerned with making money. And so, this becomes a question of, 
how can we leverage information on users to make more money? I think one of the 
major issues - not that you asked for my opinion, I am going to give it to you anyway 
- I think one of the major issues is that companies have not really thought about how 
they can tailor the user experience based on people's input and data. Rather, they have 
just been... I think the industry has gotten used to the fact that users do not really 
actively consider what level of consent they are engaging with companies when it 
comes to their private data and information.” 

“And then I think in terms of targeting, that the message and how we portray and craft 
the message is going to be more important, relatively more important than our ability 
to target individual users because, again, like this hyper targeted advertising is creepy, 
but it also has made advertisers lazy. They think that the fact that they can target 
someone, let us say a girl approximately somewhere in the mid-20s, attending CBS 
studying this particular thing, they think that means that they then do not have to be as 
creative with the actual message in the creative. And then so I think, if we have less 
targeting or fewer targeting options, then surely we must then as an industry double 
down on the creative and on the storytelling piece which is an exciting development 
because again, it is made advertisers lazy, that it has been so easy to target just the 
right user based on a lot of different criteria.” 

Interviewee 9 “And if they, like Google and Facebook, collect too much personal information, 
political standpoints or sexual orientation or whatever, you know, which I deem very 
private or let' us say medical history or something like that, if they have all that 
information and it gets leaked into the wrong hands or they have a bad apple inside 
the company, then it is not so great. So, I think there has been over-collecting 
information. Some of the big players, but even smaller players ask questions they do 
not need the answer to. So, I think it is about collecting just the information you need 
to do your business and not more.” 

“(…) unethical companies that think we should just harvest as much data as possible 
because then we can use it to our benefit and to sell off to third parties.” 

People like easy solutions 

Interviewee 4 “If there are easy solutions to get rid of the annoyance, I think they will do it. People 
like easy solutions, like ad blockers, right? Then, ok, I will never come across such a 
problem again, I will just install them.” 

Distinguish between smaller and bigger businesses for GDPR 
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Interviewee 4 “I think that really depends on their area of expertise. Meaning that if you are Google 
and you live from ads and ad revenue, I think it is important that you consider privacy 
and have an opinion and make sure that your users know where the line goes for you. 
However, if you are a psychologist that is working freelance and have your own 
website, I think it is ridiculous that they have to consider it because they would never 
use it for some violations.” 

Investigate how technology impact human behaviour 

Interviewee 6 “It is all about human behaviour changing with technology.” 

Shift from extremely concerned to very open 

Interviewee 7 “Well, I think Facebook is probably one of the most used examples tonight, and what 
I remember is that when I joined in, I think it was 2007, there was a lot of fear for 
sharing information back then from everyone really. And so when people would sign 
up on Facebook, they would be using an alias or some kind of username that didn't 
really reflect who they were, I think that is what people were used to back then in 
terms of online identities, defined really by the aliases that they used on various kinds 
of social interaction platforms, chat forums, etc. And so, I just remember thinking it 
was very interesting how we went from people not wanting to sign up for Facebook 
using their own name to just a few years later, people posting pictures of their naked 
children on Facebook. It is like a very dramatic shift. And I think what happened was 
that people stopped caring. They just stopped caring about it. So, my first encounter 
with privacy was witnessing this trend. This transition from people being extremely 
concerned about anyone really finding out who they were to sharing every single bit 
of intimate detail from their life with everyone.” 

Privacy cynicism 

Interviewee 7 “But they have not been because I think nobody is actually... I think the general public 
just gave up on keeping up with how their data is being used or they live in 
ignorance.” 

  
 


