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Abstract 
 

Private companies with digital platforms such as Facebook, are using discursive 

work and strategical positioning to situate themselves in a favorable position in the 

eyes of their users, advertisers, legislators and the general public. Despite 

repeatedly facilitating the distribution of some of the worst content that humanity 

has to offer, the society fails to hold them responsible for their part in the illegal 

activities. This is partly because most digital platforms are surrounded by a legal 

framework that exempt them from legal liability when their users conduct illegal 

activity, and partly because of secretive and opaque practices that makes it difficult 

to decipher the dynamics of commercial content moderation. 

With a grounded theory approach, this paper will show how digital platforms are 

not just neutral technological intermediaries that exist in a vacuum, but rather 

socio-technical objects that exist in complex political, economical and technological 

environments, from where they afford their users certain things. In practice they 

gain a quasi-legislative role, from which they can shape their users’ ability to 

exercise their fundamental rights.  

The Umbrella case provides a rare glimpse into the opaque and secretive regulation 

and moderation practices conducted by Facebook. Practices that makes it possible 

for digital platforms to implement their self-defined regulation through technical 

measures.  
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Introduction 

Digital platforms, such as social media, have become an incorporated part of most people’s everyday life. On 

a global scale there are 2.5 billion active Facebook users, 330 million Twitter users, and more than 1.8 billion 

active YouTube users. The ever increasing userbase and the continuous generation of data, have introduced 

a growing problem of illegal and harmful activity and material online. Online manipulation of the U.S. 

presidential election by Russian hackers and trolls, misuse of Facebook users data to manipulate voters, and 

livestreams of self-harm and terrorist acts, are examples of how the most popular digital platforms have been 

used to facilitate illegal and harmful interactions in the age of Web 2.0. Within recent years, the public debate 

has also surrounded private intimate content that has been distributed without consent, and ‘hate speech’ 

– content that is hateful towards protected groups and minorities, that incites violence and promotes hatred 

towards groups based on their intrinsic attributes. 

Member states across the European Union have sought to address such offences, by prosecuting the 

offenders, however the governance (identifying, blacklisting, removing, reporting) of illegal and harmful 

content has been left largely to the digital platforms themselves. More and more cases point to the fact that 

digital platforms are unwilling or unable to regulate themselves. Not only does this result in individuals having 

their personal rights violated, but it is also of a massive cost to the society, when the extent of such digital 

infringements reaches a certain scale. When digital platforms fail to govern such violations, the society carries 

the burden. Early Facebook investor, Roger McNamee (2019), compares Facebook and their lack of 

responsibility to the chemical industry:    

“Facebook, Google, Amazon and Microsoft are the 21st century’s equivalent of what chemical companies were 

in the 1950ies and 1960ies. Back then, the chemical companies were extremely profitable because they left 

the society with the cleaning. They poured mercury into the reservoirs with drinking water. They had accidents 

and spills that others were cleaning. They created enormous health problems – problems that the society had 

to pay for. At some point the society woke up and made sure that these people paid for the damages that 

were caused because of their business. Today, digital platforms are the ones that create and lead these toxic 

digital emissions into our society, and as a result their profits are artificially high.“ (Weekendavisen, 2019) 

Are the toxic digital emissions mentioned by McNamee, the private data that Facebook carelessly sell to the 

highest bidder (Facebook, 2019)? Is it PTSD, anxiety, depression, suicidal thoughts and other severe mental 

health effects, that revenge porn survivors experience after their private pictures have surfaced on 

Facebook? (Bates, 2017) Is it the violent attacks on women – performed by misogynistic young men who 

have been radicalized by Facebook’s algorithms – algorithms that are used to manipulate users to stay just a 
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little longer, read one more post, click one more thing, produce just a bit more ad-revenue for the platform 

(Koppelman, 2019)? 

Collective for all interpretations, is the message that digital platforms’ greedy business models are to blame 

for the illegal and harmful activity that flourishes on their platforms. The point from McNamee is 

unambiguous; digital platforms needs to be held responsible for their business and the damages that they 

are causing to the society. 

An example of these toxic digital emissions and their impact on the society, came to the eye of the public in 

January 2018 when more than a thousand, primarily young, people from Denmark were charged with the 

distribution of child sexual exploitation material (CSEM) (Rigspolitiet, 2018). 

The persons who were charged with the crime, had distributed 1-3 intimate videos – videos containing 

sexually explicit material of a minor. The content of the videos was of extreme character and has later been 

described as a sexual assault (Politiken, 2018). 

The videos were initially recorded and distributed through Snapchat and was later saved and redistributed 

through Facebook’s instant messaging platform ‘Messenger’. The videos in question were filmed in 2015 and 

had since then been actively distributed among Danish peers. More than 5000 people had received the video 

– but ‘only’ 1004 had redistributed it. The case was named the ‘Umbrella case’ due to the extensive spread 

across Facebook’s platform (Red Barnet, 2018). The case illustrated how a digital platform of such scale is 

able to accelerate and facilitate the distribution of extreme material instantaneously and to a large audience, 

and how one, with the push of a button,  is able to inflict severe damage to another person – whether 

intentionally or unintentionally. The case turned out to be one of the biggest criminal cases in Danish history. 

Even though there has not been an official estimate of how much the cost of the case was, it is fair to assume 

that the case has been very expensive. Police investigations, interrogations, possibly more than a thousand 

trials, a large number of cases that was tested at the High Courts and one that was tested at the Supreme 

Court, together with the takedown1 work that is done to ensure that the videos have been removed from 

the surface of the web, all sums up and costs are left with the society – the taxpayers.  

The case raised several questions with regards to digital platforms’ role in society. This paper seeks to answer 

the research question: What does it mean for digital platforms to take responsibility for their role in 

organizing, curating, and profiting from the activity of their users? And, in what way is moderation an 

integral part of what platforms do, and how does this reflect in public spheres? 

 
1 The act of identifying and removing material from the Internet 
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Despite being treated with a great deal of opacity and secrecy, the Umbrella case provided an insight into 

how the moderation of user-generated content is handled in a major digital platform. It opened up for the 

discussion of how Facebook makes important decisions about user-generated content, and how significant a 

role they possess in appropriating public speech, as well as detecting and restricting the distribution of illicit 

material. 

Digital platforms such as social media are, unlike a screwdriver or a hammer, not a technology that can be 

picked up and then put away when it is no longer needed. A gun in itself, doesn’t kill people, but the 

technology of a gun is integral to violence. Digital platforms are technologies that operate in a complex social 

context. A context in which it co-exists with people who have incorporated the technology’s features into 

their everyday lives. Digital platforms are not just technologies of use but have meaningful shaping capacities 

as they afford their users certain things and take on meaning depending on their respective environment. 

These relational properties were accounted for 40 years ago, by James Gibson, who used affordances as a 

way of referring to the relationship between an animal and its environment. This theory has later been 

applied in media studies by amongst others, danah boyd, who introduced the term ‘networked publics’ as a 

way of referring to the publics that have been restructured by networked technologies. The complex nature 

of digital platforms has later been explored in platform studies as introduced by Bogost and Montfort, by 

researchers such as Sarah T. Roberts and Tarleton Gillespie, who played a key role in respectively, unveiling 

the moderation practices conducted by major digital platforms, and how these practices are increasingly 

shaping public discourse. Gillespie investigated the digital platforms as ‘self-regulating’ entities that are 

surrounded by a legal framework in which they face very little liability for the content and activity that their 

users generate, providing them with minimal incentive to moderate their platforms. The current legislation 

together with cyber-libertarian principles that animated the early web, has shaped the digital platforms as 

we know them today.  
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The Umbrella case 

The Umbrella case was an extraordinary case in the way that it was the first to show 

the extensiveness of how non-consensual intimate material spread on a digital 

platform. A 15-year-old Danish girl was in 2015 video-taped in a sexually explicit 

context. The videos were recorded without consent, and the was the following years 

distributed to a large number of users on Facebook. The videos had initially been 

recorded with Snapchat2 and were later shared amongst peers, through various digital 

platforms. Most of these distributions took place on the digital platform, Facebook 

Messenger. 

When the victim of the digital sexual infringement in 2016, was made aware of the 

fact that there were videos of her circulating on Facebook, she flagged the videos, 

thereby making Facebook aware of their existence. The commercial content 

moderators3 of Facebook, hereinafter, decided that the content in question was 

violating their terms of service and blocked access to the content, and reported the 

abuse to the National Center for Missing and Exploited Children. When Facebook was 

made aware of the videos’ existence, they were able to scan their platform, leading 

to several positive matches, identifying accounts who had engaged in the distribution 

of the videos. In a collaboration between NCMEC and Facebook, detailed reports on 

each user were made.  

 

  

 
2 Multimedia messaging platform 
3 Term used by Sarah T. Roberts. Referring to the people employed by companies to moderate user-generated content 

 

Figure #1 
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The reports included the illegal files that had been exchanged as well as the three messages before and after 

each file was uploaded, allowing for the understanding of the textual context in which the illegal files had 

been exchanged.  

 

 

  

These reports from NCMEC were then forwarded to The European Union Agency for Law Enforcement 

Cooperation (Europol), from where they were forwarded to the Danish police (specifically, the National 

Center for Cyber Crime). In mid-January 2018, the Danish police made the people who had distributed the 

videos aware of the fact that they had been charged for violating the Danish Criminal Code §235. The 

distribution of Child Sexual Exploitation Material (CSEM). 

The preliminary charges were followed by a long period of complex legal matters, where several trial cases 

were held. A legal process that should establish whether the distribution of the videos should be punished in 

accordance with the Danish Criminal Code §235 (that forbids the distribution of sexually explicit material of 

minors), or §264d (that forbids non-consensual distribution of private intimate material– no matter the age.) 

The complexity of the legal aspects surrounded the question of whether private intimate material should be 

considered CSEM, when the exchange happened among peers at the same age. In addition, there were 

specific questions with regards to each case. Different versions of the same videos meant that some were of 

bad quality and some were shorter than other. It was, however, settled in Supreme Court that if the 

defendant knew, or should have known, that the person in the video was below the age of majority, then the 

distribution of the videos was in violation of §235 and was judged accordingly (Berlingske, 2019). 

The legal landscape is quite clear when it comes to the possession and distribution of CSEM. §235 of the 

Danish Criminal Code (2019) states that “Any person, who disseminates obscene photographs or films, other 

obscene visual reproductions or similar of persons under the age of 18, shall be liable to a fine or to 

imprisonment for any term not exceeding two years” an article that builds on an EU Directive (2011) that 

includes a definition “of criminal offenses and sanctions in the area of sexual abuse and sexual exploitation 

of children, child pornography and solicitation of children for sexual purposes.” The Directive contains explicit 

definitions of respectively 1) child; any person below the age of 18 year, and 2) child pornography; any 

material that visually depicts a child engaged in real or simulated sexually explicit conduct.(Directive 

2011/92/EU, art. 2). 

 

Figure #2 
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U.S. legislation similarly defines child pornography as any visual depiction of sexually explicit conduct 

involving a minor (someone under the age of 18) (The U.S. Department of Justice, 2017). These definitions 

will become important when later exploring Facebook’s approach to the moderation of the videos from the 

Umbrella case. 

It is clear that the questions surrounding the legal liability of the individuals who had engaged in the illegal 

activity, were extensive and challenging. A lot of different factors were taken into consideration when the 

courts had to assess their liability. 

The distribution of CSEM is illegal, and frowned upon by the very large majority. The case illustrated how 

Facebook notified the authorities about illegal activity, and how the Danish legal system responded by 

charging a large number of Danish citizens. However, the case fails to address Facebook’s legal responsibility 

– a perspective that is relevant to explore in any case where a digital platform has facilitated illegal activity.  

In Facebook’s ToS the distribution of CSEM is explicitly disallowed, and the choice made by Facebook and its 

content moderators to remove and block access to the videos, is what could and should be expected from 

Facebook. However, despite Facebook’s action towards the videos, they were still distributed to more than 

5000 people in a period of two years.  

The distribution of the videos already had its impact. Today the victim suffers from suicidal thoughts, PTSD 

and anxiety. She lives in constant fear of being confronted with the video. Due to the extensive distribution 

and the large audience, the victim is likely to always remain “the girl from the video” (Politiken, 2019). 

The reason as to why the Umbrella case is relevant in the socio-technical research of digital platforms, is 

because the case in many ways is symptomatic for the challenges that the society is facing with the increased 

reliance on private companies to regulate, moderate, appropriate and shape public discourse. The Umbrella 

case was an extremely reprehensible, yet very needed, case. It illustrated the consequences it has when 

digital platforms facilitate the distribution of illegal material. It called for an increased understanding of the 

online spaces that are considered ‘public spheres’ and for the surrounding environment and frameworks that 

has played a significant role in shaping these spaces.   
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Methodological approach 

The Umbrella case received a significant amount of media coverage and was subject to a legal process that 

was followed closely. Besides the legal aspects of the case, public debate surrounded several controversies, 

including, but not limited to, the imbalance of power in gender roles, privacy in the age of Web 2.0, the 

sentences that people would be receiving for the distribution of illegal video, the amount of compensation 

the victim should receive, young people’s use of technology, communication culture, and the responsibility 

of Facebook. Controversies that are all relevant to the Umbrella case. The Umbrella case can, amongst others, 

be interpreted from a sociological perspective, allowing for the research of connections between gender 

roles and perception of non-consensual distribution of intimate material, from a technological perspective 

enabling one to critically assess Facebook’s idea of encrypting all Messenger communication (Zuckerberg, 

2019), or from a legal perspective allowing for the questioning of current applicable legislation in relation to 

the case. With the extensiveness of the Umbrella case, and the countless different perspectives of 

interpretation, this section will provide a delimitation of the research perspective and research object in 

order to make it clear for the reader exactly what is under study.  

In order to account for the methodological approach in this paper, I utilize the research onion as proposed 

by Saunders et al. (2016). In doing so, I will account for my methodological considerations.  

Since 2017 I have worked in a Danish law firm, with assisting victims of digital infringements. These digital 

infringements range from people who have been subject to death threats, hateful speech to people who 

have had private intimate material shared without consent. I assist victims with investigations by tracking 

down perpetrators and assist with takedown of private intimate material from various places of the web, 

ranging from digital platforms such as Facebook, Reddit and various porn-sites, to the darkest corners of the 

deep web. I have been witnessed how victims of digital sexual infringements have been let down, not only 

by the system and the society, but also by major digital platforms that have facilitated the distribution of 

their private material.  In connection with my current occupation in the law firm, I have worked with the 

Umbrella case since 2018. As a result, I have obtained an extensive knowledge about the legal perspectives 

regarding the case. A knowledge that I seek to expand by understanding the controversy in a broader context 

by applying theories and concepts thought throughout my time as a Master student at Copenhagen Business 

School. My choice of topic and research philosophy reflects my pre-existing knowledge and interest in the 

area, and consequently also my personal values with regards to the topic.  

This paper does not seek to promise unambiguous and accurate knowledge by providing law-like 

generalizations (Saunders, 2016), it rather seeks to uncover the underlying structures that led to the 

distribution of CSEM to more than 5000 people by looking at how digital platforms and people co-exist and 
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afford each other certain things. It will, however, also explore the possibilities of making digital platforms 

responsible for facilitating illegal activity based on already existing legislation. In developing knowledge for 

this paper, I rely on the critical realism philosophy as the objective of this paper is to understand the inherent 

complexity of digital platforms. To understand the bigger picture – the underlying mechanism and structures 

of the Umbrella case. My research approach is epistemological in the sense that I seek to understand how 

digital platforms are perceived and understand what role digital platforms plays in shaping public discourses. 

Bhaskar (1978) suggested that the only way to understand what is going on in the social world, would be to 

understand the underlying social structures (Saunders et al., 2016). As this paper will later show, digital 

platforms are complex socio-technical objects that are not directly accessible through observation. By 

approaching the topic from a critical realist perspective, I will look for the underlying causes and mechanisms 

that have shaped them, and how this is reflected in their moderation of user-generated content. This will, 

amongst others, be illustrated when seeking to describe the interface between the natural and social worlds 

with the use of affordance theory. 

In the approach to theory development there are two opposing ways of reasoning. The inductive and the 

deductive. This first approach considers a reasoning where theory follows data, whereas deduction is the 

other way around. However, rather than moving from theory to data (as in deduction) or from data to theory 

(as in induction), this paper will combine the two approaches in an abductive approach as proposed by 

Saunders et al. (2016), by moving back and forth between data and theory. This approach will prove 

advantageous when exploring the moderation techniques applied by Facebook in the Umbrella case, as these 

are not directly accessible through observation. Saunders et al. (2016) substantiates this choice of approach 

to theory development, and states that “a well-developed abductive approach is most likely to be 

underpinned […] by critical realism.”  

As I seek to study meanings and relationships between digital platforms, I use a combination of primary and 

secondary data. As this paper will approach the topic as a controversy, rather than a single object of analysis, 

it is necessary to gain a holistic view of the Umbrella case. The controversy of the Umbrella case received a 

significant amount of media coverage from Danish news outlets. In this connection I have made use of several 

newspaper articles and reports from respected national news outlets, including: Berlingske, Politiken, 

Version2, and Weekendavisen. Besides providing a chronological view and a topical development of the case, 

they also present interviews with key stakeholders. In a combination with relevant literature in the fields of 

platform studies, computer science, Internet policy and governance, the interviews are used in the analysis 

to uncover Facebook’s moderation practices in the Umbrella case, as well as reveal how Facebook use 

discursive work to strategically position themselves in favorable positions.  
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The beginning of the Umbrella case as a public subject of controversy, began the 15th of January 2018 when 

the Danish police issued a press-release in which they unveiled the fact that more than a thousand young 

people in Denmark were being charged with the distribution of CSEM. The press-release was followed up a 

year later, by another press-release which stated that 148 additional people were now being charged with 

the same crime. Both press-releases contained very limited details regarding the investigative work done by 

Facebook and the Police but mark as two important events to understand the controversy. More details 

surrounding the case came to the eye of the public, when some of the first cases were brought before a 

judge. A copy of one of the judgments were released to the public and contained additional information 

about the case. This combination of primary and secondary material provides me with a solid theoretical and 

empirical foundation. A mono-method qualitative approach is going to be guiding in my grounded theory 

strategy, as it allows for a dynamic process, in which new insights will constantly be able to change and 

optimize my understanding of the topic (Glaser & Strauss, 2017). 
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Theoretical Framework and conceptual understanding 

The ‘digital platform’ 

The Internet in its early phases looked vastly different from what it does today. It tried to reproduce the 

communication structures and practices that were already well established such as newspapers and 

television. The internet was initially used as a one-way communication channel, a monologue, were people 

were able to distribute knowledge but unable to receive feedback or critique. It was based on ‘passive 

consumption’ of static content (Yar, 2018). 

The early 2000s introduced an Internet that was centered around the use of platforms, applications and 

services that allowed for interactions (O’Reilly, 2007).  Consumers were now able to consume content while 

simultaneously producing content. The line between being a producer or a consumer was slowly eradicated, 

and the term “prosumer” and “prosumer capitalism” was introduced to describe the culture and the people 

who produce some of the goods and services that will enter their own consumption (Ritzer & Jurgenson, 

2010). The idea of the internet was that it should be a place where “access to the public world no longer 

[should be] mediated by the publishers and broadcasters that played such powerful gatekeeper roles in the 

previous century. The power to speak would be more widely distributed, with more opportunity to respond 

and deliberate and critique and mock and contribute. “ (Gillespie, 2018) 

Very contrary to this belief, some argue that the internet to an increased extent has been centralized by a 

small number of private companies who seek to gather and centralize as much information, and as many 

users, as possible.  

The early digital platforms were created to help users in overcoming some of the technical challenges (such 

as programming a website) involved in becoming a self-publisher. They made it easier to connect and 

communicate (Bogost & Montfort, 2009). Most of these platforms were made with profit in mind and did 

therefore also seek to create and improve business models. They developed techniques that made users stay 

for longer periods of time, generate more content, and reveal preferences and interests, with the aim of 

storing and reselling this information to advertisers. Business models that, to this day, have been further 

improved and are practiced in large scale by the leading digital platforms (Gillespie, 2018). 

This idea of a platform that should provide users with an intermediary and gatekeeper free way of 

communicating, proved to be quite a paradox. In order to be free of these intermediaries, we chose to accept 

new intermediaries in their place. To this day an overwhelming number of different digital platforms exist. 

There is at least one digital platform for any purpose. This centralization of the web has resulted in a few 

monopolistic platforms that have become the ‘go-to’ place for people who wish to express themselves and 
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be part of the public debate. These platforms are very characteristic of Web 2.0. Even though these platforms 

are not natural monopolies in the sense that one can choose not to be part of any social networks or choose 

a more privacy friendly platform than Facebook, network effects – the effect that takes place when a service 

becomes more valuable when their userbase grows – and barriers to interoperability give these platforms a 

strong lock-in effect and thereby also a monopolistic role (York & Zuckerman, 2019). 

In 1996, founder of the Electronic Frontier Foundation, John Perry Barlow (1996), wrote a Declaration of the 

Independence of Cyberspace. The declaration was outlining a cyberlibertarian utopia of the Internet; a 

globally-connected, participatory, egalitarian platform, where people could contribute to the public debate, 

without the need for intermediaries or ‘gatekeepers’. An Internet outside of the Government’s borders, 

where governance would arise according to the conditions of its users, not the Government’s.  It provided 

an early idea of the social relations and ideas that had been established and developed through the Internet. 

The declaration presented the Cyberspace as an independent jurisdiction. From a legal perspective, this idea 

of the Cyberspace as an independent jurisdiction is far from reality. The Internet should rather be perceived 

as a network that allow people to interact in both legal and illegal ways, and the Internet is nothing more 

than a proxy for a legal person who seek to carry out a certain act. Persons infringe laws, whereas computers 

do not; computers are instructed by humans (Trzakowski, 2018). Ones actions are subject to a legal 

framework, no matter if the actions are conducted online or offline. Similarly, the digital platforms are subject 

to legal frameworks. Frameworks that are part of understanding the environment in which digital platforms 

thrive today.  

Technological determinists would suggest that technologies are independent entities – ‘virtually autonomous 

agents of change’ (Marx, 1994). ‘Hard’ scholars within the field of technological determinism argues that 

digital innovation leads to a situation of inescapable necessity. That technologies are independent, external 

forces that drive human behavior. Critics of this way of thought would agree with Trzakowski (2018) on the 

fact that a technology such as a computer is the mere proxy for people seeking to carry out a certain action, 

and that a such technology could never be seen as the initiator of actions capable of controlling human 

destiny. The field of platform studies does not entail technological determinism but oppose the idea of ‘hard’ 

determinism and “invites us to continue to open the black box of technology in productive ways.” (Bogost & 

Montfort, 2009). If one were to consider the topic of this paper from more of a ‘soft’ technological 

deterministic perspective, it would require an investigation of the environment that, in an interplay with the 

technology, has a societal impact. From this perspective, it is possible to account for the full complexity of 

digital platforms 



15 
 

When seeking to contain and characterize new digital objects in the media landscape, two dominant 

approaches have been used. Infrastructure studies that has emerged from the field of science and 

technology, and platform studies that is centered in media studies. Infrastructure studies focused on 

essential, widely shared sociotechnical systems. Examples hereof are case studies of the electric grid (Hughes, 

1983), and communication networks (Graham and Marvin, 2001). These studies have “highlighted key 

features of infrastructure such as ubiquity, reliability, invisibility, gateways, and breakdown.” (Plantin, 2016). 

In contrast there are platforms studies, studies that amongst others, have explored the technical object of a 

platform. Platforms studies have later extended into investigating game design (Montfort and Bogost, 2009) 

and, important to this paper, content-sharing websites and social media applications (Gillespie, 2010). Plantin 

et al. (2018) argues that the rise of digital technologies, in a neoliberal, political, and economic climate, has 

facilitated a ‘platformization’ of infrastructures and an ‘infrastructuralization’ of platforms.  

In the understanding of digital platforms, it is important to recognize both the technical and the economic 

perspective. Two perspectives that are very much related, as “platforms’ economic imperatives are enacted 

through its software” (Nieborg & Helmond, 2019) 

Bogost & Montfort (2009) argued that platforms, in their computational understanding, should be seen as 

infrastructures that could be re-programmed and built on. They emphasized the importance of giving close 

consideration “to the detailed technical workings of computing systems”, with the aim of investigating “the 

connections between platform technologies and creative productions.” Their emphasis on the technical 

workings of computing systems drew attention to the reprogrammable nature of computer systems. In the 

context of Facebook, ‘reprogrammable’ accounts for the fact that digital platforms often provide an (or 

several) API that allow third-party developers to develop additional features on top of the platform, features 

that are able to access platform data and functionalities (Helmond, 2015). These API’s set up “data channels 

to enable data flows with third parties. These data pours not only set up channels for data flows between 

social media platforms and third parties but also function as data channels to make external web data 

platform ready.” In doing so platforms decentralize their data production while centralizing the data 

collection.  

The combination of platform expansion and decentralized data capture is what Helmond & Nieborg (2019) 

refer to as ‘platformization’. It illustrates the interconnectedness of the infrastructural and economical 

models of digital platforms.  The ‘platformization’ can further be distinguished into outwards extension and 

inwards extension. The first concerning extension into other websites, platforms and apps, and the latter 

concerning extension with third-party integration that operate within the boundaries of the core platform 

(Nieborg & Helmond, 2019). Rochet and Tirole (2003) described platforms as technologies or services that 



16 
 

mediate interactions and relations between two or more parties, a description that was expanded by 

Gillespie (2010), who characterized platforms as digital intermediaries that connect and negotiate between 

different stakeholders being end-users, advertisers or developers. Stakeholders with each their own aim and 

agenda. Helmond et al. (2015) used the term ‘social media platform’ and argued that these were 

characterized by the combination of their infrastructural model as a programmable and extendable 

codebase, and their economic model that surrounded the act of connecting end-users with advertisers. 

Gerlitz and Helmond (2013) developed a medium-specific platform critique, by examining Facebook’s 

ambition to extend into the entire web by focusing on social buttons. In the paper, they showed how 

Facebook’s like button enabled Facebook to extend to external websites and applications, from where they 

could collect data and sent it back to their own platform and make it available to advertisers through their 

advertising interface ‘Facebook Marketing API’.  

The major digital platforms that exist today including Facebook, Twitter and YouTube, are all owned by 

private companies. These digital platforms are ad-supported social media platforms. This conceptual use of 

the term ‘platform’ speaks to developers, users, advertisers, policymakers, and clients. Gillespie refers them 

as, what in economic theory is conceptualized as a ‘multi-sided markets’, a concept that has been used by 

Rochet and Tirole (2006) and is defined as “markets in which one or several platforms enable interactions 

between end-users, and try to get the two (or multiple) sides “on board” by appropriately charging each side. 

That is, platforms court each side while attempting to make, or at least not lose, money overall. “. Relevant 

for this paper is the multi-sided market, Facebook, who connects users, advertisers and third-party 

developers.  In many ways, Facebook shares strategies with traditional multisided markets. It encourages 

mass adoption while generating profit from their ‘extensible codebase’. But different from the classic notion 

of the phone-network where the value of the technology directly increased with an increase in the number 

of users, Facebooks’s network effect is more complex. The users of Facebook tend to care about their 

immediate and relevant network, rather than the aggregated network. Facebook therefore must scale many 

smaller networks, rather than scaling one big network. Besides linking their users within their own smaller 

networks, these connections must be maintained and kept active and compelling. These are two challenges 

that subsequently leads to a third challenge – the fact that Facebook must minimize harmful, illicit or illegal 

interactions on its platforms. Something that can be achieved through regulation and moderation.  

So far, I have relied heavily on the term ‘digital platform’ and a definition hereof is required in order to 

continuously work with the term.  

A lot of work has been done in order to understand digital platforms as a research object, and as a result the 

definition differs depending on which perspective it is viewed from. A significant part of this work with digital 
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platforms, concerns their technical attributes (Tiwana et al., 2010). Digital platforms have been the 

foundation for companies that are now among the most powerful businesses in the world, and the 

technology has been adapted by several companies seeking to follow the same path of success. 

Consequently, much research has focused on the technology in a business context (Reuver et al., 2018; 

Baldwin & Woodard, 2009). Many research perspectives share the same early libertarian visions that the 

founders of the tech-giants had. The idea that digital platforms could be strategically designed and configured 

to facilitate disruption (Kazan, 2018) and “give back power to the people” (Vision statement of Facebook, 

2009). However, this perspective often fails to account for the broader socio-technical complexities. 

Other scholars who have engaged in the study of digital platforms is Tarleton Gillespie (2010; 2018).  Gillespie 

has had a central role in analyzing how moderation, regulation, and legal frameworks play a central role in 

how digital platforms shape public discourse. By using YouTube as a case study, he also sought to address 

the politics of platforms by outlining how digital platforms, such as social media, deliberately use the term 

“platform” to take on a neutral role and position themselves as merely facilitators. The term has become the 

dominant concept used by social media companies for positioning themselves in the market. By doing so the 

companies distance themselves from their own agency, and the decisions they make with regards to the 

content that is generated on their platform. He states that the term ‘platform’ is “specific enough to mean 

something, and vague enough to work across multiple venues for multiple audiences” (Gillespie, 2010).  

From an EU legal perspective, most digital platforms that conduct business within the European Union are 

considered “information society services”, and are defined as “any service normally provided for 

remuneration, at a distance, by electronic means and at the individual request of a recipient of services.” 

The definition is further outlined by professor in law, Jan Trzaskowski (2018): 

- “at a distance” means that the service is provided without the parties being simultaneously present, 

- “by electronic means” means that the service is  sent  initially  and  received  at  its  destination  by  

means  of  electronic  equipment  for the  processing  (including  digital  compression) and storage of 

data, and entirely transmitted,  conveyed  and  received  by  wire,  by radio, by optical means or by 

other electro-magnetic  means, 

- “at the individual request of a recipient of services” means that the service is provided through the 

transmission of data on individual request. 

(Trzaskowski, 2018) 
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The legal definition is important as it allows for the understanding of how digital platforms are perceived in 

the legal landscape. This definition is from early 2000, before the dominance of platforms such as Facebook, 

Google and Twitter. 

Gillespie (2018) has accounted for the term ‘digital platform’. In his book “Custodians of the Internet” he 

describes digital platforms as sociotechnical assemblages. In his work with digital platforms, he defines them 

as online sites and services that: 

a) host, organize and circulate users’ shared content or social interactions for them, 

b) without having produced or commissioned (the bulk of) that content, 

c) built on an infrastructure, beneath that circulation of information, for processing data for customer 

service, advertising, and profit. 

(Gillespie, 2018) 

By working with this definition of a digital platform, I narrow down the focus of the term to focus on platforms 

that facilitate and control user-generated data. This definition manages to grasp social media platforms, such 

as Facebook, Twitter, Reddit and Snapchat while at the same time excluding platforms that are not relevant 

for this paper, such as fin-tech platforms, ERP systems and CRM systems. Another way of referring to these 

digital platforms, could be by specifying what type of digital platform that was under research. However, as 

a result of the way the term ‘digital platform’ has been established in public discourse, I choose to continue 

to work with ‘digital platforms’ to refer to the type of platforms as described in this section.  

Platform interaction 

Ever since the early stages of democracy, there has been a need for a space where the public could discuss 

topics, challenges, and reach solutions to complex matters. In the old Greece, there were public spaces 

dedicated to the citizens that could meet and have discussions. These public spaces have increasingly been 

moved to the Internet and is now facilitated by a number of digital platforms. Al Gore famously declared that 

the Internet was a revitalized Greek agora (Chun, 2006). A significant part of public speech is now facilitated 

by imageboards, fora’s, and social media. Each of these platforms may be owned by different entities, with 

different political orientations or economic interests. Recently 8chan, an imageboard infamous for facilitating 

the conversation of misogynists, ‘alt-rights’, Nazis, child-exploiters and other gruesome content, struggled 

with survival (TechChrunch, 2019). The imageboard was frequently under attack4 and its existence was 

dependent on hosting, domain-name and anti-DDoS services to stay online, but following a public outrage 

 
4 Technical attacks such as DDoS-attacks (Distributed Denial of Service) 
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towards the imageboard, no company was interested in being affiliated with the imageboard. As a result, the 

imageboard was not able to remain online. 8chan facilitated some of the most extreme and toxic speech and 

deserves to be permanently removed from the surface of the web, however, it stands as an example of how 

the digital platforms (in this case hosting provider etc.) play a powerful role in determining what content that 

stays online and what does not. Decisions that are based on the digital platforms’ values, or in favor of 

economic incentives.  The same balancing of values is seen in Facebook’s decision of not allowing nudity on 

their platform. They do however allow the display of digitally created sexual content if it is posted for 

educational, humorous, or satirical purposes (Facebook’s Community Standards, 2020). The decision of 

whether digitally created sexual activity is shared with one of the above-mentioned purposes, is left with 

Facebook to decide. They must strike a balance that satisfies every party in the multi-sided market. 

“Networked technologies reorganize how information flows and how people interact with information and 

each other.  In essence, the architecture of networked publics differentiates them from more traditional 

notions of publics.” (boyd, 2010). The Internet has become the dominant space for public discourse due to 

two things: it has become cheaper for people to participate in the discourse, and “broadcast media owners 

no longer have absolute gatekeeping power” (York & Zuckermann, 2019). It has become possible to interact, 

share ideas and opinions without the need for a publisher. Benkler (2006) refer to this public space in the 

digital age as the ‘networked public sphere’. To this day, a significant part of the public discourse takes place 

on different privately-owned digital platforms. Platforms where speech is subject to regulation that has been 

carefully tailored by the platforms themselves. In the context of ‘gatekeepers’, researchers point to the fact 

that even though old media (newspapers, TV-broadcaster etc.) do not have the same power to shape speech 

as they used to, new actors are now shaping public discourse (Geiger, 2009). These new actors that Geiger is 

referring to, are the algorithms – the code – that makes important decisions as with regards to what content 

that is shared on websites such as Facebook, YouTube and Reddit. Geiger (2009) introduces, what is by 

Wendy Chun referred to as, ‘algorithmic public sphere’ – the idea that even though the Internet has lowered 

the barriers of entry to participate in the public discourse and while also decreasing the power of the 

traditional media, platform owners and algorithms have a significant power to shape and appropriate speech. 

The public sphere – that is the Cyber Space and the spaces that are facilitated by centrally controlled digital 

platforms – is highly dominated by algorithms and code. The platform owners are in a powerful role to 

exercise algorithmic governance and thereby decide what content that is being viewed and what content 

that is not. Moderation is the mechanism exercised by digital platforms that control exactly what content 

that is promoted and what content that is blocked and deleted.  Moderation is in the hands of the platform 

owners and is exercised in spaces where public discourse unfolds. 
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Some researchers expand this perspective by exploring “some of the new forms of power yielded by corporate 

social media platforms” (Langlois & Elmer, 2013) by investigating the relations between users and platforms. 

An example hereof is van Dijck (2013) who defines platforms as “a set of relations that constantly needs to 

be performed” in order to address the constant friction between users’ goal of expression and platforms’ goal 

of profits and the legal frameworks that defines legitimate use (Plantin et al., 2018). This relation is expanded 

by Belli & Venturini (2016) who use the notion of quasi-legislators to describe digital platforms’ “ability to 

define the range of behaviours that are allowed within a given network, platform or service, and 

consequently, fashion users’ capacity to exercise their fundamental rights online” and secondly that digital 

platforms have the “possibility to autonomously implement their self-defined regulation via technical means”.  

Technologies – such as digital platforms – do not exist in a vacuum. They are social ‘material’ as they are 

created through social processes and interpreted and used in social contexts and because all social action is 

possible because of some sort of materiality (Leonardi et al., 2012). Early research studying the use of 

technology in organizational contexts failed to account for the actual technology that was under study 

(Orlikowski et al., 2001). Orlikowski (2001) who is a prominent theorist and researcher in the field of 

Information Systems, suggested that researchers within this field should theorize specifically about IT 

artifacts, and then incorporate these theories explicitly in their studies.  

The term ‘materiality’ was later adopted and has amongst others been used to describe intrinsic properties 

of Information Systems such as ERP systems and help-desk queuing software (Volkoff et al., 2007; Leonardi, 

2007). Materiality was used as an umbrella term to describe specific features that were embedded in these 

systems e.g. algorithms and role assigning (Orlikowski, 2000). Leonardi (2012) defines ‘Materiality’ as ”the 

arrangement of an artifact’s physical and/or digital materials into particular forms that endure across 

differences in place and time and are important to users”. 

Leonardi et al. (2012) propose the use of the term ‘socio-materiality’ to recognize that ‘materiality’ takes on 

meaning and has effects in social contexts. This changes the perspective from a sole focus on technologies 

as purely technical objects, to a focus on how technologies afford certain things in social contexts. Using this 

notion can be of advantage when trying to understand digital platforms’ role in society and how they facilitate 

social interaction. 

When exploring the material artifact of a technology, a key concept is ‘affordance’. Where materiality exists 

independent of people, ‘affordances’ do not (Leonardi et al., 2012). The concept was firstly introduced in the 

field of psychology by Gibson (1979) and was used as a concept to describe “what we see […] surfaces, their 

layout, and their colors and textures”. His idea was that people “do not perceive the environment as such, but 

rather perceive it through its affordances, the possibilities for action it may provide” (Bucher & Helmond, 
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2018). The concept has later been subject to several interpretations, one of them by Gaver (1991) who 

proposed the term ‘technology affordance’s’ and suggested that “affordances are primarily facts about 

action and interaction, not perception” and that affordances are “properties of the world defined with respect 

to people’s interaction with it”. Gaver (1991) paved the way for future research in the field and pointed 

sociologists and communication scholars towards the fact that “social activities are embedded in and shaped 

by the material environment”. This led to yet another interpretation – social affordances – and has been used 

by scholars to explore “the possibilities that technological changes afford for social relations and social 

structure” (Wellman, 2001) and how ‘technology affords social practice’ (Hsieh, 2012). Wellman used the 

concept of social affordance to explain how changes in a technology, broadband internet, created new 

possibilities for communication, thereby illustrating the interconnectivity between technological changes 

and social relation.  

Within media and platform studies, affordance theory is similarly used to describe the relations between 

technology and its users as seen in work from Ellison and Vitak (2015) who explored social network sites’ 

affordances and their relationship to social capital processes. As pointed out by Bucher and Helmond (2017) 

“work in this area often uses an affordance approach to focus attention not on any particular technology, but 

on the new dynamics or types of communicative practices and social interactions that various features afford” 

– a logic that follows the idea of working with the Umbrella case as being symptomatic. While some 

researchers have used affordances synonymously with technical features when analyzing a technology 

(Postigo, 2014), others have used it to explore the social structures that are shaped in and through 

technologies (boyd, 2011). Affordances are often separated into high-level affordances and low-level 

affordances, where the first focuses on the abstract high-level, whereas the latter is feature-oriented on a 

lower level. In her work with social networks and networked publics, danah boyd (2010) suggests four high-

level affordances “that emerge out of the properties of bits that play a significant role in configuring 

networked publics”:  

- Persistence: online expressions are automatically recorded and archived. 

- Replicability: content made out of bits can be duplicated. 

- Scalability: the potential visibility of content in networked publics is great. 

- Searchability: content in networked publics can be accessed through search. 

(danah boyd, 2010) 

In the context of the Umbrella case, these concrete affordances provide an interesting perspective on 

Facebook’s role in the facilitation of the distribution of the illegal material. A perspective that will be explored 

further in the analysis section of this paper. 



22 
 

Bucher and Helmond (2017) introduced a platform-sensitive affordance perspective “as an analytical tool for 

examining social media”. They suggest that a key question that any social media researcher should be asking 

in terms of affordance theory, is how the environment under study differs from the environment studied by 

Gibson (1979) and other affordance theorists. Whereas Gibson investigated what affordances the 

environment affords the animal, his primary focus was on the terrestrial features that would be found in a 

nature environment. Bucher and Helmond (2017) investigated platform changes in Twitter and derived that 

the differences between this environment and the environment studied by Gibson, was the fact that “social 

media platforms would take on different character as its users attend it to”. This stands in opposition to the 

environment studied by Gibson, as terrestrial features offer certain things because of what they are, and “not 

because of the wishes bestowed upon it by an interlocutor” (Bucher & Helmond, 2017). 

Environments can be different in different spaces. Some researchers have approached the web from a spatial 

perspective, which makes sense considering the nature of the term Cyber-space. As with any other 

unexplored field, different entities rushed to ‘claim’ the space of the web and declare it theirs. Several actors 

with different interests, goals, and agendas, have tried to colonize the space of the Internet. Users who 

shared the cyber-libertarian views of John Perry Barlow – a dream of a space with individual liberty and 

unhindered possibility for communication and conversation. Private companies profiting from carefully 

tailored business models made with a capitalistic and commercial mindset. Governments seeking to regulate 

the Cyber Space to prevent an anarchistic space in which unlawful activity would flourish. 

The Electronic Frontier Foundation, an early advocacy group of the Internet, used the metaphor ‘frontier’ to 

argue that the Internet would lay both outside and inside the United States, since the frontier effectively lies 

outside government regulation yet also within U.S. cultural and historical narratives (Chun, 2008). The idea 

of the internet as a physical space – nodes, mainframes and servers connected by transatlantic cables – was 

by the early frontiers disregarded in favor of the idea of a globally connected pseudo space out of the 

governments’ reach – a utopia. Sticking with a spatial research perspective, the Internet exists as a space but 

is however difficult to physically grasp. Using the notion of a ‘utopia’ in connection with the Internet, implies 

that it is not real but represents a perfected version of society. In contrast hereto, Foucault suggests the term 

‘heterotopia’ and describes it with the use of a mirror as a metaphor. Foucault (1986) states that “the mirror 

is, after all, a utopia, since it is a placeless place. In the mirror, I see myself there where I am not, in an unreal, 

virtual space that opens up behind the surface; I am over there, there where I am not, a sort of shadow that 

gives my own visibility to myself, that enables me to see myself there where I am absent: such is the utopia 

of the mirror. But it is also a heterotopia in so far as the mirror does exist in reality, where it exerts a sort of 

counteraction on the position that I occupy.” He sees the mirror as a utopia as the image that it reflects is a 
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‘placeless place’ a virtual, pseudo space. However, at the same time the mirror is a physical, very real, object. 

Foucault uses the notion of ‘heterotopia’ to describe the mirror, a real object that creates an unreal, virtual 

image (Foucault, 1986). 

In his book “Of Other Spaces” he states that heterotopias are “counter-sites, a kind of effectively enacted 

utopia in which the real sites, all the other real sites that can be found within the culture, are simultaneously 

represented, contested, and inverted. Places of this kind are outside of all places, even though it may be 

possible to indicate their location in reality.” (Foucault, 1986) 

Digital platforms are difficult to physically locate yet they exist as spaces in which public discourse can 

flourish. They exist and one can point to the virtual places where the conversations take place. It reflects the 

publics spaces and fora’s that is known from the real, absolute and physical world (as the example with the 

Agora). Returning to the metaphor of the mirror, the Internet allows one to see oneself in a place where 

oneself is not physically present. This representation of oneself may take place in a space that is governed by 

a privately-owned digital platform, in form of user generated content – in a Messenger chat. In this way the 

Internet functions as a heterotopia. Facilitated by digital platforms, it exist as spaces, or environments, that 

afford its users certain thing. It does not make one’s actual place unreal, but rather absents oneself from 

one’s physical location.  

Following the idea of virtual places as counter-sites, Sherry Turkle (1984) investigated video games that 

provided worlds for social interaction in a virtual space. Worlds where users would be anonymous and 

represented by a customizable fictional character. She investigated the opportunity to play with one’s 

identity and the possibility of taking on other fictional identities. What she found was that these video games 

enabled virtual passing – the ability to compensate for our own limitations by passing as others. With the 

uncountable number of digital platforms that facilitate online communication, the possibilities for virtual 

passing are greater than ever. The possibility for separating one’s inner and outer identities when they do 

not coincide, or when one does not want them to coincide – thereby the notion of inner and outer selves.   

“Code is law” – a famous statement from Larry Lessig (1999), referring to the fact that decisions that were 

once made by legislators and written in law, are now made by developers and written in code. Whereas 

censorship, restriction of speech or publication was previously considered to be a governmental intervention, 

Belli and Venturini (2016), argues that when digital platforms create their Terms of Service, they undertake 

a “quasi-legislative function” by defining allowed behaviors, that impacts users’ ability to exercise their 

human rights (Belli and Venturini, 2016). The Internet has regulators, many of these are privately owned 

digital platforms. Regulation that has been made possible as a result of an immense privatization and 

centralization of the Internet. Implied in the well-known quote from Lessig, is it that the architecture – the 
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code – surrounding digital platforms sets the terms of what is allowed, not-allowed, distributed and 

consumed. Code is the determining factor when Facebook decides what shows up in one’s newsfeed, or 

when YouTube suggests yet another video based on one’s interests. The digital platforms take crucial 

decisions as with regards to what content that is available, and what content that is not. Lessig argues that 

the Internet both weakens governmental sovereignty and strengthens it by collaboration with companies. 

He states that “the invisible hand of cyberspace is building an architecture that is quite the opposite of its 

architecture at its birth. This invisible hand, pushed by government and by commerce, is constructing an 

architecture that will perfect control and make highly efficient regulation possible.” (Lessig, 1999) 

‘The invisible hand’ is a great way of describing the act of moderation. A fundamental aspect of digital 

platforms that deliberately is made easy to overlook. 

The following chapter seeks to outline the legislative frameworks that surround digital platforms, while also 

exploring how regulation and moderation is an integral part of what platforms do. This will allow for an 

enlightened understanding of what platforms are, and their power in society. 

 

Platform regulation 

The increased commercialization of the web has transformed it from being a big decentralized space, to being 

largely dominated by a handful of private companies who each control their own space. Spaces that are 

governed by regulation and moderation. 

The reliance on user-generated content as a business model, would likely have failed if not the Digital 

Millennium Copyright Act was passed in 1998 in the U.S. Before the act was passed, it was unclear whether 

the entities hosting user-generated content were to be held liable for the copyright infringements made by 

their users (Gillespie, 2018). Prior to this act being passed, rightsholder were likely to, upon finding 

copyrighted content being shared on digital platforms, sue the platform for hosting the content. With the act 

being passed in 1998, the platform owners were provided safe harbor as long as they notified the user who 

posted the material, allowed the user to defend their ownership of the content, and if the user did not 

remove the material, connect the copyright holder with the alleged infringer. Most importantly was the fact 

that for the platform owners to enjoy safe harbor, they could not have knowledge of the infringing content. 

The legislation did not require platform owners to actively monitor their platform for infringing content, but 

would rather discourage them from doing so, as a monitoring strategy would be likely to prevent them from 

later claiming safe harbor as a defense (York & Zuckerman, 2019). In addition hereto, a provision of the 

Communications Decency Act, section 230, perceives digital platforms that are facilitating user-generated 
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contents, as mere conduit i.e. as neutral, merely technical facilitators. This allow them to be considered hosts 

rather than publishers, and consequently exclude them from the liability that publishers are subject to. This 

does not only allows freedom of expression to flourish on these digital platforms, but also provides the 

platforms owners with the rights to restrict access, regardless of whether such content in constitutionally 

protected (York & Zuckerman, 2019). 

A similar approach to legislation was later adopted by the European Union. In 2000, the e-Commerce 

Directive (Directive 2000/31/EC, 2000) was employed. A directive that should “remove obstacles to cross-

border online services in the EU and provide legal certainty to business and citizens”. 

The directive exempts digital platforms5 from liability for the content they manage, if they fulfill the following 

conditions:      

- service providers hosting illegal need to remove it or disable access to it as fast as possible once they 

are aware of the illegal nature it; 

- only services who play a neutral, merely technical and passive role towards the hosted content are 

covered by the liability exemption. 

(European Commission, 2020) 

Like the Communications Decency Act, section 230, the e-Commerce Directive disregards digital platforms 

as publishers, and provides them with safe harbor as long as they stay within the boundaries of an 

Information Society Service and live up to the conditions outlined in the e-Commerce Directive.  

Digital platforms have increasingly become the preferred spaces for public speech and political discussion. 

The aforementioned provisions allow digital platforms to place restrictions that – if the same restrictions 

where undertaken by state – would amount to censorship. They are put in a powerful position to appropriate 

the speech in their respective spaces. The restrictions are handled differently from platform to platform, but 

central is the fact that they make important decisions, as with regards to what content that stay and what 

goes. With a legal framework that disincentivizes monitoring, the consensus amongst digital platforms has 

been that the less a platform knows about the user-generated content they are hosting, the better. 

The continuous reliance on companies to regulate public speech is problematic. When legislation is passed 

in a democratic society, the process is transparent and draws from input from various actors, whereas 

regulation that is created by digital platforms is opaque and may only receive input from a small number of 

uniform individuals (York & Zuckerman, 2019). Additionally, many popular digital platforms are created with 

 
5 Following the legal definition of an ‘Internet Society Service’ 
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a commercial purpose, wherefore the moderation hereof is often done in the most cost-efficient way. A way 

that does not always benefit the users. 

What is moderated, and how? 

People who use the Internet have, to a great extent, been centralized by a few private companies with 

carefully tailored business models, and as a result a few select platforms are now in control of an 

overwhelming amount of data. More than 500 hours of videos is uploaded to YouTube every minute. 300 

million pictures are uploaded to Facebook every day, and more than 3 billion tweets are posted every week. 

The goal is to keep users for as long time as possible, to keep them engaged, to keep them generating 

advertisement revenue for the platform. All this content generated by the users, is subject to moderation, in 

one way or another. This is done partly in order to comply with legislation, and partly in order to satisfy all 

parties in the multi-sided market. 

Moderation of content is not a new phenomenon. Newspapers have moderation, television broadcasters 

have moderation, live TV is moderated, and even for the internet, moderation is not a new phenomenon. 

Early communities on the world wide web had moderators who were removing trolls and content that was 

not welcome in the given community. 

When it comes to moderation of digital platforms, researchers tend to distinguish between soft and hard 

moderation. The first is a kind of moderation that concerns the controlling of what content that a user pays 

attention to and engage with. This is done using algorithms that determine what is shown in a user’s feed. 

The latter concerns determining what content that is acceptable for publication on the platform (York & 

Zuckerman, 2019). Both soft and hard moderation involves algorithms and often also human intervention. 

The moderation is, as accounted for in the previous section, done through opaque processes that are difficult 

to review, analyze and criticize (York & Zuckerman, 2019). 

When a digital platform such as Facebook moderate their content, they are balancing the interests of several 

actors. They are under pressure from shareholder, advertisers, users, the media and advocacy organizations 

– actors that have an interest in what is and is not allowed on their platform. All while trying to keep the costs 

of moderation as low as possible. One way in which digital platforms exercise this moderation, is by enlisting 

their users in the labor, by asking them to report, or flag, content.  
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‘Commercial content moderation’ 

Researchers have increasingly begun to investigate how digital platforms moderate their platforms and how 

this moderation is not an easy task. Not for algorithms and not for human moderators. Some of this work has 

concerned the human labor that is concerned with the moderation of user-generated content on digital 

platforms. In the book Behind the Screen: Content Moderation in the Shadows of Social Media, Sarah T. 

Roberts investigates the work condition of the human actors that are employed by digital platforms to do 

content moderation. Roberts (2019) accounts for the human aspects of moderation by introducing the term 

‘Commercial Content Moderators’ (CCM) as a term to describe the workers who moderate user-generated 

content for a living. A digital labor that is traumatizing and never ending. She explains the comprehensiveness 

of the task that commercial content moderators are faced with, as a result of companies trying to protect 

their brand, ensure compliance with laws, and to maintain an audience of users that are willing to actively 

use a certain platform. 

The book reveals how commercial content moderation is a low-wage and low-status task. Through 

interviewing CCM’s, Roberts found that none of the workers had been consciously trained to work with 

commercial content moderation. They chose the job without knowing the content of the job, and in lack of 

better offers. Roberts describes the work as hidden digital labor and claim that much of the moderation labor 

that is exercised by big tech companies is undertaken by poorly paid human beings “who risk burnout, 

desensitization, and worse because of the nature of their work.” 

Roberts (2019) argues that the human labor involved in commercial content moderation deliberately has 

been hidden from the public, speaking to the opacity of these digital platforms. She states that: 

“[…] the existence of commercial content moderation workers and the practices they engage in certainly 

challenge the end user’s perceived relationship to the social media platform to which she or he is uploading 

content.” 

Roberts reveals a process that to many people is not thought of and might be not be noticeable by the 

average user. This is an interesting note when building on Marwick and boyd’s (2010) idea of the ‘imagined 

audience’. The opacity of digital platforms and the invisibility of moderation makes it easy forget that 

moderation, whether it being human or automatized, is part of the discrete audience. However, this idea was 

contested in a case study by Ysabel Gerrard. In the study, Gerrard explores the practice of circumventing 

moderation in online pro-eating disorder communities, and how users are evading different forms of 

platform policing (Gerrard, 2018). The article explores how certain users work around detection techniques 

and why they do so. It points to the fact that some users are well aware of the moderation practices and do 

include them as part of their imagined audience. 
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The following sections will provide an overview of, what Gillespie (2018) refer to as, “imperfect solutions to 

the problem of scale” and will investigate different approaches to commercial content moderation. 

 

Flagging – Community moderation 

Flagging allow users to report content that they want removed, that they find to be in violation of the 

platform’s ToS, or that users in other ways find undesirable. The flagged content is then reviewed by human 

content moderators, who make a decision based on a number of guidelines deployed by the platform. With 

flagging, platforms have enlisted their users in the labor of moderation and have seemingly provided the 

users with a saying in the moderation process. However, platform owners still retain the last saying when 

deciding what stays and what does not. The platform owners still decide what reports that are taken 

seriously, and which are not. Flagging also provides the platform with the possibility to categorize the reports 

they receive. By prompting the users with a number of prefigured reporting options, the platform has the 

option to discard a report if it is not reported in the right category (Gillespie, 2018). Another weakness 

concerning flagging, is the fact that its use might be perceived differently by different users. Some users 

might use flagging to express a negative opinion towards something, other might use it to report severe cases 

of illegal activity, just as it was seen in the Umbrella case where users flagged child pornography. Flagging 

might be used as a prank between friends, as a dirty guerilla tactic in competitive scenarios between 

companies, or it might be used as an organized social tactic to target someone or something. Organized 

flagging might be used to game the platforms as a troll, or to promote or combat opinions or political 

orientations. Just as flagging might be used to make the platform owners aware of illegal material, it offers a 

mechanism for users to hijack the procedures of governance (Gilliespie, 2018). 

In 2014, Facebook ‘de-platformed’ accounts belonging to drag queens (DailyDot, 2014). The accounts were 

asked to provide proof of their legal name or they were suspended for violating Facebook’s real name policy. 

A policy that requires their users to use their respective legal names. Facebook later issued an apology in 

which they explained that a user had strategically reported several hundreds of profiles as fake. In an 

investigation from the DailyDot (2014) it was later revealed that the person who deliberately reported the 

accounts was politically motivated and that it was done in an effort to harass – what he referred to as – 

“perverts and sodomites”. This presents a paradox; the flagging of the profiles was clearly politically 

motivated and was clearly used to harass these individuals, but at the same time, the flagging was done 

“correct”. The user understood the policies as set out by Facebook, identified content that was violating the 

policy, and Facebook acted. In the Umbrella case, the illegal videos were similarly flagged, and Facebook 

decided to blacklist and remove the CSEM. The nature of the material in both cases differs vastly, however, 
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with the flagging system, both cases were handled equally. Both cases regarded content that was flagged for 

violating Facebook’s ToS, and was subsequently removed. The two cases show that flagging is far from being 

a perfect solution to a complex challenge and might be referred to as a “more social mechanism for a more 

social problem” (Crawford & Gillespie, 2014). Using the platform participants to identify infringing content 

could seem as a way for the platform owners to distance themselves from the process and thereby being in 

a better position to claim a safe harbor defense. However, in this regard it must be noted that when platforms 

use the community to police their platform, the platform owners have to articulate norms (as reflected in 

ToS or Community Guidelines), aim the community towards them, and respond to the flags. The platforms 

have the possibility to respond but are not required to unless the material is illegal.  

Algorithmic content moderation 

The amount of content that is circulating on digital platforms is extensive and it is difficult to imagine how 

human moderation can possibly ensure that no illegal content is uploaded to the platforms. In the light of an 

increased political pressure calling for digital platforms to take responsibility for illegal content, combined 

with an economic incentive, the platforms are working to find automated technical solutions to the challenge 

of moderation at scale. The companies behind the digital platforms are increasingly researching and 

developing automated systems, such artificial intelligence, to find a moderation solution that will scale in 

parallel with the digital platforms’ global outreach (Gollatz et al., 2018). 

Following Grimmelmann’s (2015) broad definition of content moderation as the “governance mechanisms 

that structure participation in a community to facilitate cooperation and prevent abuse”, Gorwa et al. (2020) 

proposed the term ‘algorithmic content moderation’ as an umbrella term for automated moderation tools 

such as hash-matching and predictive machine learning tools. They claim that algorithmic content 

moderation is used to moderate different kinds of content including copyrighted material, terror content, 

CSEM, and toxic speech. In their research they explored how digital platforms were increasingly turning to AI 

for moderation at scale. They explored how different algorithmic content moderation techniques all aimed 

to identify, match, predict or classify user-generated content. As an example, they explored how the major 

digital platform companies – that is Facebook, Google, Twitter and Microsoft – created Global Internet Forum 

to Counter Terrorism (GIFCT), in a response to the Christchurch attack in 2019. A group in which the four 

companies share best practices for developing automated systems for moderation of terror related content. 

This also involves a shared secretive ‘hash database’ containing digital fingerprints of content that the 

platforms define as terror content. Gorwa et al. (2020) suggested that different moderation techniques were 

distinguished based on how certain techniques respectively identifiy content, and what consequence the 

identification would have.  
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The Umbrella case was initiated by Facebook users who flagged the exact videos that were being distributed. 

When Facebook had confirmed that the material in question was not allowed on their platform, they were 

able to identify a large number of users who had distributed the videos. The analysis section of this paper, 

will explore how Facebook were able to detect all these distribution, but before that, it is necessary with a 

primer on the algorithmic content moderation technologies that Facebook have available in order to detect 

CSEM. 

In 2008, Microsoft and NCMEC hosted a meeting to provide insight into why there was no solution to the 

growing problem of the dissemination of CSEM online. At the meeting, mathematicians, developers and 

computer scientist were present. At this meeting it was settled that any technology that should fight online 

distribution of CSEM must satisfy the following requirements:  

1. Analyze an image in under two milliseconds (500 images/second) 

2. Misclassify an image as CP at a rate of no more than one in 50 billion 

3. Correctly classify an image as CP at a rate of no less than 99% 

4. Do not extract or share any identifiable image content (because of the sensitive nature of CP) 

(Farid, 2018) 

 

 

Requirement that were first thought of as impossible to satisfy. However, when the then-CEO of NCMEC 

explained that: 

1. NCMEC is home to millions of known CP images that have been manually reviewed and determined 

to contain explicit sexual contact with a minor and, 

2. these same images are continually distributed for years and even decades after they are first reported 

to CP. 

(Farid, 2018) 

A researcher from Dartmouth College, Hany Farid, came to the realization that even though it might not be 

possible to distinguish CSEM from other content, it would be possible to stop the redistribution of already 

known CSEM. In collaboration with Microsoft, he presented a solution called PhotoDNA that should aid 

finding and removing known images of child exploitation. 
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A technology that is now widely used by organizations worldwide and has – “assisted in the detection, 

disruption, and reporting of millions of child exploitation images.” (Microsoft, 2020). Google, Twitter, 

Facebook, Adobe and Reddit are just some of the digital platforms that are currently using the technology. 

PhotoDNA is a highly sophisticated tool that allows one to generate a hash-signature from a photo or video 

and compare this to a database with already known hash-signatures. 

 “PhotoDNA creates a unique digital signature (known as a “hash”) of an image which is then 

compared against signatures (hashes) of other photos to find copies of the same image. When 

matched with a database containing hashes of previously identified illegal images, PhotoDNA 

is an incredible tool to help detect, disrupt and report the distribution of child exploitation 

material. PhotoDNA is not facial recognition software and cannot be used to identify a 

person or object in an image. A PhotoDNA hash is not reversible, and therefore cannot be used 

to recreate an image.” (Microsoft, 2020) 

 

PhotoDNA is therefore very different from ordinary hashing techniques (such as MD-5 hashing) where hash-

signatures can be easily manipulated. Ordinary hashing techniques like MD-5 is referred to as “hard-hashing” 

by Farid (2018). Hard-hashing techniques is inefficient in their ability to detect illegal material as they “in 

practice […] would not work because most online services automatically modify all uploaded images. 

Facebook, for example, resizes, recompresses, and strips metadata from every image. The result of these and 

similar modifications is that, although the original and modified images are perceptually similar, the signature 

(hash) is completely different.” (Farid, 2018). PhotoDNA provides a far more advanced way of generating a 

unique identifier for photos and videos. PhotoDNA can identify copies of known images (not copies of files, 

but rather the actual image), even if the image has been changed as a result of common internet processing, 

such as resizing or conversion into another file format.  

PhotoDNA works by creating a unique hash-signature of a specific image. This signature can then be used to 

compare against a database that contains other known signatures to check for a match. To enable digital 

platforms to better detect CSEM, NCMEC created a database containing signatures of already known CSEM 

Figure #3 
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images – a database that digital platforms could use to compare their content with. In other words, this type 

of algorithmic moderation technique (often referred to as ‘fuzzy hashing’, ‘locality-sensitive hashing’ or 

‘perceptual hashing’) seeks to compute similarities between two inputs - ‘homologies’ – rather than exact 

matches. “This means that if an image had 1% of its pixels changed its underlying signature would still be 

more similar to the original than an image that had 99% of its pixels changed.” (Gorwa et al., 2020). 

The use of PhotoDNA would be an extremely efficient tool in cases like the Umbrella case, where the content 

is already known, and where it has been distributed to a significant number of users. Following the typology 

proposed by Gorwa et al. (2020), PhotoDNA would identify CSEM by matching content with a database of 

illicit content, and in case there was a match, the consequence would be hard, meaning that the content 

would be blocked or removed (as opposed to soft where the content would be flagged or down prioritized 

in user feeds).  

PhotoDNA is a very valuable tool but does not fully eliminate the need for a human-in-the-loop. It is reliant 

on already known content, and this content has to be reported by someone beforehand. This is to say that 

even though there are technologies like PhotoDNA that is widely able to detect illegal material, it still requires 

human intervention. It is not a fully automated tool, and for it to work, it relies on a database of already 

known CSEM. 

As noted by Gillespie (2018), PhotoDNA comes with certain caveats, as the tool is “more than just a piece of 

software […] It is surrounded by a broad sociotechnical apparatus that support its operations”. According to 

Gilliespie (2018), “it requires a particular arrangement of laws, institutions, technologies, and collaboration 

to make it work”. The fact that CSEM is illegal across all countries, makes it of high priority for the digital 

platforms. A governmental, organizational, and commercial consensus that such content must be eliminated, 

has made PhotoDNA possible. 

Another caveat surrounding PhotoDNA, is the fact that it is limited to identifying and blocking content that is 

already known. It is reliant on NCMEC to continuously maintain the database and add hash-sequences. It is 

not an image recognition tool, in the sense that is not able to detect what is in the picture or whether a 

person in sexually explicit material is a minor.  

Besides PhotoDNA – an automatic tool aiding the manual labor of commercial content moderation – 

Facebook and other digital platforms are increasingly employing artificial intelligence as a tool to detect and 

remove content that is violating their ToS. Facebook use AI to detect content such as nudity and hate speech, 

to identify and flag it. AI is not used as a tool for automatic deletion, but rather as a way of making human 

moderators aware of illicit content (Gillespie, 2018). In 2016 it was reported that Facebook’s AI was detecting 
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and reporting more content than the platform’s users (TechCrunch, 2016). A milestone that points to the 

importance of having automated means to handle the extensive task of moderating user-generated content 

from 2.5 billion users. 

Having AI solving the challenges of content moderation would be the ideal scenario. A technology that 

objectively and fairly could detect and remove content, in any language and without human bias. However, 

a such technology does not exist as of yet, and might never do so. Even the most advanced algorithmic 

automated techniques are designed and tested by human actors. Rather than making objective decisions, 

the automated ways of detecting infringing material, are based on analyses of predictive patterns and 

categories for what counts as a violation (Gilliespie, 2018). 

The idea of creating AI that can be relied on to objectively and automatically detect things such as hate 

speech, or other violation of a platforms ToS, might never become a reality. The detection of many offenses 

relies human interpretations and understanding of context. Even if the current automated means know 

exactly what they are looking for, when they – like PhotoDNA – compares content to a database of known 

violations, it is a difficult task. The detection of violating material becomes even more difficult when the 

material must be evaluated based on its context. How would algorithms for example know the difference 

between sexually explicit content that has been shared with or without consent? How would they detect 

content that is pornographic, but does not contain nudity? How would they detect nudity and know that it is 

not pornography? 

Even the most effective automatic detection techniques that currently exist, word filters – filters that 

automatically blacklists certain words, such as profanity, obscenity or racial slurs - have its limits. Such filters 

are limited to blacklisting words that have already been identified. With profanity constantly changing, false 

negatives, false positives and users creating evasion techniques, word filters do not create for a perfect 

solution.  

Both platform owners and policy makers have found automated moderation appealing. Platform owners 

because they want to be rid of the work that content moderation requires, and policy makers because it 

promises perfect enforcement of legislation (Gillespie, 2018). Gerrard’s (2018) article “Beyond the hashtag: 

Circumventing content moderation on social media”, points to the fact that this is not an easy task. 

As it is evident from this section, automated moderation systems are connected with a number of technical 

challenges. Not only is it a concern that these moderation systems do not sufficiently remove illicit content, 

but also that they remove to much. As a very recent example, a bug in Facebook’s anti-spam system, led to 

the removal of several legitimate COVID-19 related news and posts. (Version2, 2020) The introduction of 
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tools such as PhotoDNA and other techniques that “effectively search based upon known, manually curated 

ground truth” (Gorwa et al., 2020) is less likely to remove legitimate content. There is no doubt that 

automated techniques will assist companies and platforms remove illegal content, faster and more 

effectively, and that companies continuously will invest in moderation techniques. However, as suggested by 

Gorwa et al. (2020) improvements of these techniques that detect illegal material based on already known 

material, does not change “the outstanding accountability concerns about how those standards are created. 

Nor does it alleviate a host of ethical and political moderation problems that have the potential to be 

exacerbated by an increase in automated techniques.” 

These are challenges that are increasingly being debated in the field of digital platforms and content 

moderation, regulation, transparency, and accountability.  

Katzenbach and Ulbricht (2019) two researchers in the field of internet policy and governance, used the term 

‘algorithmic governance’. An umbrella term used to “encapsulate a wide range of sociotechnical practices 

that order and regulate the social in specific ways ranging from predictive policing to the management of 

labor and content moderation” (Katzenbach & Ulbricht, 2019). They suggested a typology that “addresses 

the design and functionality of algorithmic systems and evaluate these against key normative criteria”. The 

typology classified different types of algorithmic governance ranging from ‘out-of-control’ to ‘autonomy-

friendly’. Using this typology involves assessing the degree of automation and transparency “as they stand 

out with regard to their normative implications for accountability and democracy” (Katzenbach & Ulbricht, 

2019) of a given algorithmic content moderation system.  

Katzenbach & Ulbricht (2019), describes transparency as a vital cornerstone of democracy and self-

determination as it “opens decision-making systems and their inscribed social norms to scrutiny, deliberation 

and change.” The other factor, degree of automation, is considered an important factor as the “legitimacy of 

governance regimes relies on the responsibility and accountability of a human decision-maker”, who in this 

case are the human moderators of Facebook. A ‘human-in-the-loop’ that is removed.  
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Combining the two factors results in the typology suggested by Katzenbach & Ulbricht (2019). A typology that 

consists of 4 types of algorithmic governance systems with different characteristics: 

 

- ‘Autonomy-friendly systems’: Systems with high transparency where human actors make the 

decisions 

- ‘trust-based systems’: Systems with low transparency where human actors make the 

decisions 

- ‘licensed systems’: Systems that are very transparent where decisions are automatized  

- ‘out-of-control systems’: Systems that have a low transparency and where the decisions are 

fully automatized 

Using this typology, provides a conceptual framework that allows for the exploration of the moderation 

processes that were undertaken by Facebook in the Umbrella case. The evaluation of the degree of 

respectively transparency and automation makes it is possible to study how digital platforms – and the 

governance hereof – contribute to the “re-organizing and shifting of social interactions and structures.” 

(Katzenbach, 2018) 

In an effort to understand how platforms are not just platforms because of their “extensible codebase […] 

that provides core functionality” (Tiwana et al., 2010), but rather because they afford an opportunity to 

communicate and interact (Gillespie, 2010), the following section will analyze the concrete configurations of 

power and structural dynamics (Rieder & Sire, 2014) and explore “the connection between technical specifics 

and culture” (Bogost & Montfort, 2009) using Facebook as an example. 

  

Figure #4 
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Analysis 

Affordances of Facebook Messenger 

Expanding on the question by Bucher & Helmond (2017) – this section seeks to understand the environment 

that allowed for the distribution of the videos from the Umbrella case, as well as understand how this 

environment differs from the ones studied by Gibson and other affordance theorists. 

While Facebook offer an environment that differs vastly from the terrestrial environment that was studied 

by Gibson, I argue (as already hinted by disregarding Facebook as a neutral, merely technical intermediary) 

that Facebook does not just provide a single environment. Whilst some of Facebook’s features, such as their 

news feed, is indeed providing algorithmically selected content or personalized recommendations, 

Facebook’s Messenger that facilitate private messages between two or more platform participants, could be 

said to act more as a mere conduit. The illusion of Facebook’s Messenger as the neutral, merely technical 

intermediary, is however quickly to be disregarded because of the fact that the content is not only hosted, 

but also organized and made searchable – all while being subject to Facebook’s regulations and moderation 

processes. 

Even though it is difficult to argue that Facebook’s Messenger is of a neutral merely technical role, it is of 

relevancy to note that Facebook as a company, provide different platforms that have different features. 

Some that are more subject to Facebook’s control than others. These different platforms create different 

environments with different affordances.  Environments that not only differ from the environments explored 

by respectively Gibson (1979) and Bucher & Helmond (2017), but also differ from each other.  

With the idea that technologies afford social practice (Hsieh, 2012), I argue that the affordances of 

Facebook’s Messenger played a significant role in distributing the illegal videos from the Umbrella case. To 

strengthen this argument, I will use statements from the Supreme Court ruling (Case 159/2018, 2019) to 

outline the environment in which the videos from the Umbrella case were distributed, and in this context 

describe the affordances that were in play.  I will account for how these affordances configured an 

environment that shaped the participants’ engagement (boyd, 2010). 

Initially the ruling states that “[…] the defendant had over a period of one month, in five instances, shared 

pornographic video material in closed chat-groups with at least 35 people”. This points to Facebook 

Messenger’s feature that allows for the creation of groups in which private messages can be exchanged. It 

underlines the affordance that boyd refers to as scalability. This chat-group would arguably follow boyd’s 

definition of a networked public as it is a space that is constructed through a networked technology, with an 

imagined audience that has emerged “as a result of the intersection of people, technology and practice” 
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(boyd, 2008). The chat-group was used “[…] for several different purposes ranging from school-related things, 

to spare time activities. The groups did also exchange fun and bizarre videos. There had also been an exchange 

of pornographic videos that were not illegal”. Not only does it show the scalability that Messenger affords by 

enabling users to create chat-groups, it also points to the dynamics of how digital content is duplicated and 

how Messenger affords replicability by easing the process of replicating bits and sharing them with peers. 

These two affordances are further substantiated by the following quote from the ruling: “Messenger is 

subject to very fast communication. The defendant has occasionally sent things that should not have been 

sent.” and when asked to describe the videos from the Umbrella case, the defendant used the exact term 

‘bizarre’. The quotes provide an insight into the dynamics and the type of digital content that was being 

shared. It also situates the context in which the videos were distributed. The quotes suggest that the 

distribution of the illicit videos were done in a networked public that scaled crude, embarrassing, mean, 

bizarre, quirky and offbreak content (boyd, 2010; Knobel and Lankshear, 2007).  

Additionally, the ruling provides an insight into how Facebook Messenger affords persistence and 

searchability. “Messenger is built in a way that allows anyone in a group to access a previously exchanged 

file. It is possible to scroll through the messages and watch a clip that has previously been exchanged.”  

Facebook Messenger captures and records the digital bits that are created and exchanged within the 

networked public. In Facebook Messenger, the default settings make exchanged content persistent, whether 

being text, images, videos or sound recordings. In addition hereto, Facebook Messenger allows for the search 

of content that has previously been exchanged. 

The act of distribution was facilitated by Facebook Messenger. A digital platform that afforded scalability 

through the creation of chat-groups, replicability through the duplication of the original content, persistence 

as the exchanged videos were automatically recorded and archived on Facebook’s servers, and it afforded 

searchability by making the content accessible through a search function. 

The quasi-legislative function of Facebook 

The videos from the Umbrella case were considered CSEM. This was determined in the City Court, and the 

decision was upheld by the Supreme Court. With the decision from the courts, this should no longer be a 

matter of dispute. This is a legal decision based on interpretation of underlying legislation. This legislation is 

binding, and if one were to violate the legislation, it would result in consequences such as a fine or jail-time.   

In 2019, one year after the first 1004 (Rigspolitiet, 2018) people were charged, an additional 148 people were 

charged for the same crime (Rigspolitiet, 2019). Of these 148 people, approximately 100 people had shared 

the videos in question at the same time as the 1004. These people did similarly share it through Facebook’s 



38 
 

Messenger. In addition, an online thread from ‘Save the children’ indicates that not all distributions of the 

specific videos have been detected (Red Barnet, 2020). Whether this was due to poor moderation or users’ 

circumvention hereof, the videos have now been accessible from Facebook for more than 4 years. 

Several scholars that have investigated the moderation tools that are considered industry standards 

(Gillespie, 2018; Roberts, 2019) have found that tools like PhotoDNA are extremely efficient when it comes 

to the detection of already known images/videos. This was also suggested in the article from Farid (2018). 

What is known about the Umbrella case is the fact that the videos in question were reported by users, and 

that Facebook in the light hereof detected a significant number of people who had been in possession of the 

videos. The Umbrella case would seem like the ideal case for the use of PhotoDNA. When the videos became 

known to Facebook, and they characterized it as CSEM, it should be straight-forward to make use of 

PhotoDNA to detect all distributions. In an article from the Danish newspaper Berlingske (2018), it is claimed 

that PhotoDNA was “used as a tool to identify the more than 1000 people who were charged for the 

distribution of child pornography”. In the article, head of external relations in the Nordic countries at 

Facebook, Peter Münster, had no comments to the Umbrella case, but confirmed that Facebook does indeed 

use PhotoDNA in cases regarding CSEM. With regards to the specific Umbrella case, he neither confirmed nor 

denied, that PhotoDNA had been used. Nevertheless, the article credited Facebook for the use of PhotoDNA 

to identify the people who distributed the videos. 

Despite Münster’s claims of Facebook using PhotoDNA in cases regarding CSEM, it is difficult to confirm that 

the tool was even used in the Umbrella case. Nothing indicates that PhotoDNA has been used in the detection 

of users who distributed the videos. A very possible, yet disturbing, explanation would be that Facebook did 

not employ the technology in their investigation. With PhotoDNA considered to be industry standard 

(Gillespie, 2018; Roberts, 2019) when it comes to the detection of CSEM, not using the technology seems like 

a scary, but not unrealistic scenario. 

In an article from Version2 (2018) it was indicated that ‘changing hash-sequences’ made it difficult for 

Facebook to detect the videos from the Umbrella case. In the article, police superintendent at the Danish 

National Center for Cyber Crime (NC3), Flemming Kjærside, stated that “It is necessary to know exactly what 

content that should be blocked. If it is uploaded in a new version, we have to detect it again […] We have the 

same video in more than 100 different versions. Every time there is a change in a pixel or in the compression, 

it will be assigned a new hash-sequence” 
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The statement from Kjærside, suggests that Facebook has relied on an approach that involves the comparison 

of classic hash-signatures, “hard-hashing”, to stop the distribution of the illegal videos. A technique that is 

subject to easy manipulation – whether done intentionally or unintentionally (Farid, 2018). 

To illustrate the inefficiency of using this method to detect illegal videos, I will provide an example illustrating 

the ease by which a such hash-signature can be manipulated and consequently make an investigation 

significantly more difficult. 

 

 

The illustration shows 5 pictures of Copenhagen Business School’s logo. All pictures look identical but have 

different file-formats, respectively .jpeg/.png/.bmp/.gif. The individual pictures look identical, but their hash-

signatures are different. For a program detecting illegal images/videos by comparing hash-signatures, the 

images would be completely different, and only the exact copy of the original image would result in a positive 

match. PhotoDNA would have detected all of the above pictures. 

In the case study conducted by Gerrard (2019), she found that users actively sought to circumvent 

moderation by developing “a set of non-tagged signals to indicate their identities to likeminded users”. 

Amongst others, she concluded that “It is the shared codes and circumvention techniques that define this 

community of users, thus perhaps it is not possible nor wise to police ED-related content in a systematic way.” 

Whereas it cannot be said that it would be unwise to police the distribution of CSEM, the poor moderation 

technique used in the Umbrella case makes it very easy to circumvent moderation. Gerrard investigated users 

who actively sought to circumvent moderation by using different hashtags, but for the Umbrella case, users 

could unknowingly be circumventing Facebook’s moderation techniques, as Facebook automatically modifies 

images and videos in a way that will potentially change the hash-signature. It also makes it easy for people 

with evil intentions, to distribute the illegal material. 

Figure #5 
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If Facebook has not made use of PhotoDNA but rather a ‘hard-hashing’ technique like the one illustrated 

previously, there is a significant possibility of the videos still circulating on Facebook under unknown hash-

signatures. In other words, this means that the videos from the Umbrella case are still available from 

Facebook’s servers, and that there are still several people who have distributed the videos but have not yet 

been faced with criminal charges. 

Following this assumption, two essential questions should follow; Why did Facebook not make use of 

PhotoDNA, a ‘highest industry standard’ technology, to stop some of the most horrendous and illegal material 

from circulating on their platform? What interest could Facebook have in not commenting on the Umbrella 

case? 

The answer to the first question shall be found when looking into the specifics of the scientific article that 

followed the publication of PhotoDNA. Not only does the article provide an insight into the technicalities of 

the tool, it also provides an interesting insight into the developer’s balancing of cyber-libertarian ideals of a 

free and open internet with the fight against online child exploitation. A balancing that proved as a 

disadvantage to the victim in the Umbrella case and is likely to have done so in many other cases concerning 

the distribution of CSEM. To prevent the tool from being “used to impinge on an open and free internet” 

(Farid, 2018), the developer decided to make PhotoDNA subject to strict licensing arrangements:  

“When deploying PhotoDNA, we avoid the complexity of classifying content whose legality 

might be disputed by only adding content to the database that contains images of children 

under the age of 12 involved in an explicit sexual act.”  

(Farid, 2018) 

The quote from the developer of PhotoDNA indicates that PhotoDNA is exclusively being used in cases where 

the victim is below the age of 12. The researcher followingly provides his reasoning as to why he has chosen 

exactly this age: 

“Because children under the age of 12 are typically prepubescent, there is no disagreement 

that the child is under the age of 18.” 

      (Farid, 2018) 

Not only does this answer the questions of why Facebook did not make use of PhotoDNA in the Umbrella 

case, it also points to the fact that self-regulation of digital platforms is based on definitions that do not 

necessarily have any ties to the legal reality, in which ‘children’ are considered ‘people below the age of 18’. 

A fact that was also underlined by Gillespie (2018) who stated that “all platforms impose their own rules” and 
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that “the rules these platforms impose probably matter more than the legal restrictions under which they 

function”. The victim in the Umbrella case was 15 years of age at the time of the filming, which meant that 

the videos did not fall under the scope of PhotoDNA. This type of self-regulation has led Facebook to create 

regulation that does not reflect the legal reality but is rather based on flawed scientific foundations. In 

practice, Facebook creates regulation and exercises control that is comparable with governmental agencies. 

Returning to Lessig’s statement “Code is Law”, the Umbrella case is a prime example of how digital platforms 

increasingly have taken on legislative functions by implementing “their self-defined regulation via technical 

means” (Belli & Venturini, 2016). It shows how Facebook acts as a regulator by determining the levels of 

various freedoms and protections that users should be subject to on their platforms. Functions, such as 

investigating cases of child abuse, that were previously handled by Governmental authorities, have become 

codified into digital platforms, and as a result, Facebook defines “the range of behaviours that are allowed 

within” (Belli & Venturini, 2016) their network. This follows Gillespie’s (2018) claim; that the society has 

handed over the power to set and enforce the boundaries of appropriate public speech, to private 

companies. Instead of using the Danish, European or American legal definition6 of ‘child pornography’ as the 

grounds for Facebook’s moderation, they made a distinction based on a computer-scientist’s idea of when 

children hit pubescence. An age that vastly depends on factors such as gender, geographical location and 

social class (Parent et al., 2003).  

To answer the second part of the two-fold question; why Facebook would have an interest in not commenting 

on the Umbrella case – it is because, doing so, would reveal their lack of moderation, and it would reveal 

their power as quasi-legislators. A revelation that would challenge their position as an information society 

service, and consequently also their safe harbor protection. Peter Münster’s statement underlines the points 

made by Gillespie (2010), that Facebook is “working not just politically but also discursively to frame their 

services and technologies. They do so strategically, to position themselves both to pursue and future profits, 

to strike a regulatory sweet spot between legislative protections that benefit them and obligations that do 

not, and to lay out a cultural imaginary within which their service makes sense.” Münster’s quotes illustrate 

how the term ‘platform’ did not just drop from the sky or emerge organically. It has been carefully developed 

by stakeholders with specific aims. With their discursive work, Facebook actively seek to strategically position 

themselves in a favorable position, whether being in the “rhetoric of industry or in the vocabulary of law” 

(Gillespie, 2010).  

 
6 Considering the fact that Facebook has an office in Denmark, and that this case concerned Danish citizens, one would 
think that the Danish legal definition would be adjacent 
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When remaining opaque with regards to their moderation process, Facebook is able to disregard the 

question of responsibility, and portray themselves as a mere conduit platform that has efficiently assisted 

the Danish police in a case regarding the distribution of CSEM – and exhausted their technological 

investigation tools in doing so. Facebook’s lack of moderation means that the videos from the Umbrella case 

will continue to surface on the digital platform and will continue to inflict severe psychological damages to 

the victim in the Umbrella case, as well as to the hundreds of thousands of other victims of digital sexual 

assaults. Returning to the notion of the Umbrella case as a symptomatic challenge surrounding digital 

platforms as self-regulating entities, their role as quasi-legislators becomes even more evident when it comes 

to the moderation of content that is not easily defined for example hate-speech and terror-related 

propaganda. 

Facebook’s political role as a quasi-legislator is substantiated by the fact that they also making decisions with 

regards to defining terror related content. With the GIFCT, the very political task of defining what is 

considered terrorist content, is left with the platform itself. As pointed out by Gorwa et al. (2020), Facebook 

claimed that each firm in the GIFCT “appl[ies] its own policies and definitions of terrorist content when 

deciding whether to remove content when a match to a shared hash is found ” (Facebook Newsroom, 

2017)This is an extremely political task, and it is relevant to challenge this very powerful role. 

The Umbrella case was an example of how digital platforms enjoy safe harbor when their platform has been 

used to distribute illegal material, even in cases regarding the worst of the worst content. With the current 

interpretation of the e-Commerce Directive, digital platforms like Facebook, bears no legal responsibility for 

distributing illegal content, and only upon notice are they required to remove the infringing content from 

their platform. The fact that Facebook is, legally, perceived as an information society services – means that 

they are not controlled by the same strict legal framework as any other entity would be. 

Despite Facebook’s role as a quasi-legislative actor, the amount of legal cases in Denmark that have 

questioned the responsibility of digital platforms are very limited. The Umbrella case also failed to do so but 

has nonetheless started a public debate as with regards to the legal responsibility of digital platforms that 

operate in Denmark. A debate that questions the legal frameworks that makes digital platforms free of 

liability for their users’ violation of Danish legislation. 

When Facebook makes important decisions about the content on their platform, by exercising both soft and 

hard moderation as suggested by York & Zuckerman (2019), the platform can hardly be said to only play a 

“neutral, merely technical and passive role”. In cases where the conditions for ‘safe harbor’ are not fulfilled 

the platform would be subject to the Danish Criminal Code on the same terms as any other legal entity 
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operating in Denmark, and consequently be held accountable for its violations. This perspective allows for a 

re-interpretation of applicable legislation. 

In the context of the Umbrella case, Facebook can be said to have contributed to the violation of respectively 

§§235 and 264d by facilitating the distribution of the videos. By providing the platform that allowed for the 

distribution, Facebook may be considered as complicit in the violation. This would make the company liable 

as per the Danish Criminal Code §23, which states that “the penalty in respect of an offence shall apply to 

anyone who have contributed to the execution of the wrongful act by instigation, advice or action.” 

A trust-based system that is out-of-control? Evaluating commercial content moderation of 

Facebook 

The Umbrella case is merely the beginning, a symptom, of the controversies that continue to shift and shape 

digital platforms. Legislators around the world call for an evaluation of algorithmic governance systems to 

guide future development, and applying the typology suggested by Katzenbach & Ulbricht (2019) is one way 

of doing so. Commercial content moderation is part of the algorithmic governance field.  

The fact that Facebook relied on community reports to become aware of the illegal videos, and followingly 

used ‘hard hashing’-signatures to detect a large number of distributors, points to the moderation as being 

partly automated. For the detection to even begin users had to engage in the moderation process by flagging 

the material in question, from where it should next be assessed by a commercial content moderator. It 

required a human in the loop. When a CCM of Facebook had decided that the videos in question were indeed 

considered CSEM, it allowed Facebook to scan for the known hash-signatures. Even for cases where 

PhotoDNA would have been employed, and proactively had blocked certain material, the moderation process 

is not fully automatized. With regards to automation, it is necessary to point out that this moderation of 

partly including automatized techniques, only applies to content that is – by Facebook – considered CSEM or 

terrorist propaganda (Gorwa et al., 2020). Similar automatic measures would therefore not apply to other 

illegal content, such as private intimate images that have been shared without consent. Following the 

typology suggested by Katzenbach & Ulbricht (2019), this dynamic makes it difficult to create a binary 

positioning of the moderation system of Facebook as either automated execution or recommender system. 

In the case of content that is being removed due to a match in the underlying hash-signature when compared 

to NCMEC’s hash database, then the removal can be said to be automated. However, if the removal is made 

by a CCM, then the moderation system is closer to be considered a recommender system. 
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Nonetheless, automation adds another layer of complexity to the moderation processes, and consequently 

decrease the transparency. As the Umbrella case has shown, this complex layer of algorithmic governance 

has made it even more difficult to decipher the dynamics of commercial content moderation. 

As it was underlined with the quote from Peter Münster, the head of external relation in the Nordic countries 

at Facebook, Facebook remains very secretive with regards to the processes and tools involved in the 

moderation of content on Facebook. Facebook has, thus far, not provided the public with an official 

explanation of how the Umbrella case was handled. There are no official documents or statements from 

Facebook explaining the internal processes that led to the detection of more than a thousand CSEM 

distributors. This opaque process should be subject for massive critique, as transparency is “the cornerstone 

of democracy and self-determination.” (Katzenbach & Ulbricht., 2019)  

With cases like the manipulation of U.S. voters in 2016, and live-streams of terror-acts, digital platforms’ 

content moderation has been subject to an increased politicization which has pressured them to become 

more transparent in their processes. For Facebook, this means that they are now disclosing some general 

reports on their moderation of their Community Standards. They refer to these reports as transparency 

reports. An example hereof, is the ‘Community Standards Enforcement Report’ (Facebook, 2020). A report in 

which they claim to remove approximately 99% of all CSEM before it has been reported by a user. These 

numbers also point to the fact that Facebook automatically blocks content before it is uploaded, implying 

that for certain cases there is no need for a human-in-the-loop. Facebook refers to this percentage as the 

‘proactive rate’. A rate that shows the percent of content that Facebook successfully 

removed before it was reported by a user. 

At first glance, this number seems 

impressive. However, the ‘proactive rate’ 

does not provide a holistic insight into how 

successful Facebook is at removing CSEM. 

These percentages only account for the 

content that Facebook has found and acted 

on. They base this number on the amount of 

reports from their community, detections 

by their moderators, and automatized 

detection technologies such as PhotoDNA 

and artificial intelligence (Facebook, 2020). 

Figure #5 
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The ‘Umbrella case’ is a great example of how the technologies that are put in place to detect illegal content 

are simply inefficient. For the Umbrella case where it is assumed that a ‘hard-hashing’ detection technique 

was used, the tools for detection are very limited in their abilities. Facebook is still reliant on community 

reports. When looking at the ‘proactive rate’ that Facebook provides, one should therefore keep in mind, 

that this number does not account for the percentage of the total amount of CSEM that has been removed 

from the platform. Theoretically, the distribution of such material could be far more widespread than what 

Facebook accounts for with its ‘proactive rate’. 

The application of the typology suggested by Katzenbach & Ulbricht (2018), shows that it can be very difficult 

to draw a binary classification of content moderation at Facebook. “While typologies and debates typically 

construct a binary distinction between humans-in-the-loop vs. humans-out-of-the-loop, this dichotomy does 

not hold for in-depth analyses of the manifold realities of human-computer-interaction” (Katzenbach & 

Ulbricht, 2019) 

Automation is increasing. However, the Umbrella case shows that this process is not perfect yet. There is still 

a need for a human-in-the-loop, disregarding the content moderation system as fully automatized. The 

degree of automation varies greatly depending on the perspective from which it is viewed. The amount of 

transparency has increased, but the moderation processes are still too opaque to draw any actual empirics 

from them. From an end-user perspective it is difficult to know whether a decision made by a CCM or an 

automated decision was cause for a takedown. The Umbrella case illustrated this – the moderation process 

of the videos from the Umbrella case was intentionally blurred by Münster, and it required critical research 

of several sources in order to be able to conclude that PhotoDNA had not been used in the case. This point 

is backed by Gorwa et al. (2020) who stated that “the specific functionalities of these systems are left 

intentionally vague, and the  databases  of  prohibited  content remain closed off to all – including, worryingly, 

trusted third-party auditors and vetted researchers”. There is a significant need for transparency, so end-

users, policymakers and researchers can obtain a better understanding of the “patterns of governance within 

which they are embedded’ (Gorwa et al., 2020). 
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Discussion 

The symptomatic Umbrella case 

The Umbrella case concerned the distribution of the same five videos - child sexual exploitation material. 

There is a very broad consensus towards this kind of material. It should not be created, it should not be 

distributed, it should not be available from the world’s most popular social media – yet it was. This means 

that “we as a society are being asked to tolerate the fact that even content as universally abhorred and clearly 

illegal as child pornography can be and is available on our favorite platforms, if only briefly.” (Gillespie, 2018) 

The quote from Gillespie illustrates how the Umbrella case was symptomatic. When some of the most 

horrendous material that humanity has to offer was available from Facebook’s servers for more than 4 years 

– and probably still is available – how should the society expect Facebook to handle other harmful material? 

Material such as ‘revenge porn’ or hate speech that lack a universal definition and is subject to different 

legislation depending on jurisdiction.  He goes on to quote: 

“The difficulty is at the edges: between racy and unacceptable, between relevant and prurient, between 

informing and inciting. These guidelines not only map the current terrain for what is acceptable and what is 

prohibited, they reveal the parameters and tensions faced by private curators of public speech. Whatever 

lines a platform draw, it is along those lines the adjudications must be made, and that disputes can, probably 

will, arise” (Gillespie, 2018) 

For hate speech there is no clear legal definition that is internationally agreed upon. Where ‘child 

pornography’ was clearly defined both in EU and U.S. legislation as sexually explicit material with people 

below the age of 18, hate speech lack the same universal definition. Several organizations have their own 

definitions of hate speech. Most definitions share similarities and use the broad notion of hatred as animosity 

towards someone or something. The idea that hatred incites fear or strong negative opinions and feelings 

towards certain groups, as seen with islamophobia or xenophobia. A consensus is that hate speech is the use 

of demeaning language, that causes or reinforce negative opinions or perceptions of a certain group of 

people, due to their race, ethnicity, gender, religion, or sexual orientation. 

In Denmark, certain hate speech is criminalized as per the Danish Criminal Code §266b: 

“Any person who, publicly or with the intention of wider dissemination, makes a statement or imparts other 

information by which a group of people are threatened, insulted or degraded on account of their race, colour, 

national or ethnic origin, religion, or sexual inclination shall be liable to a fine or to imprisonment for any term 

not exceeding two years.” 
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This article is however limited to speech that involves race, color, national or ethnic origin, religion, or sexual 

inclination. It thereby fails to criminalize other discrimination points statements that are just as harmful. 

Misogynistic speech is for example not criminalized in the Danish Criminal Code. 

Contrary to Denmark and the EU, the U.S. does not regulate speech in the same way. The First Amendment 

protects speech no matter how offensive it might be. Case law points to the fact that “Speech that demeans 

on the basis of race, ethnicity, gender, religion, age, disability, or any other similar ground is hateful” is not 

illegal (Matal v. Tam, 582 U.S., 2017). 

Despite the definition of hate speech being ambiguous and different depending on jurisdiction, most digital 

platforms, such as Facebook does not allow it. The regulation of hate speech is made based on definitions 

set out by the platforms themselves. Facebook explicitly state the following in their Community Guidelines:  

“We define hate speech as a direct attack on people based on what we call protected characteristics — race, 

ethnicity, national origin, religious affiliation, sexual orientation, caste, sex, gender, gender identity, and 

serious disease or disability. We protect against attacks on the basis of age when age is paired with another 

protected characteristic, and also provide certain protections for immigration status. We define attack as 

violent or dehumanizing speech, statements of inferiority, or calls for exclusion or segregation.” (Facebook, 

2020) 

The technical challenges of detecting hate speech arise when wanting to evaluate a certain word or phrase, 

in a context. When a person interprets a sentence, she does not only consider the sentence word by word, 

and compare the sentence to sentences that have been heard before – but rather, she reads the sentence 

as part of a bigger picture, accounting for the given context which the sentence belongs to. A sentence 

delivered by one party might hold a different weight, whereas if the same sentence from another party might 

hold a more offensive connotation. Besides the technical challenges, the moderation of this content comes 

down to Facebook’s definition of what is, and what is not, considered hate speech. A distinction that should 

be reliant on far more factors than when making the distinction of whether something is considered CSEM. 

 

Returning to the notion of algorithmic governance, there has within later years been examples of moderation 

processes that appear to be (almost) fully automatized. In the light of the ongoing COVID-19 outbreak, 

companies like Facebook, Twitter and Google have warned their users about the fact that their content might 

be mistakenly taken down. According to the companies, they must increasingly rely on artificial intelligence 

to moderate user-generated content as a consequence of the fact that many commercial content moderators 

are working from home, or not working at all (Version2, 2020). The suspicion of more increased and intrusive 
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automation has also been expressed by the association of European Digital Rights (EDRi). They noted that 

simply writing the name of a certain English far right activist, would be enough to get one’s post removed, 

and the user blocked (EDRi, 2019). 

Another case that underlines the Umbrella case as being symptomatic for the challenges surrounding digital 

platforms, is the gruesome phenomenon of ‘hurtcore’. A phenomenon where online perpetrators blackmail 

girls and young women to do humiliating and harmful things, such as forcing them to drink their own urine, 

with the goal of recording and sharing this infringing material on obscure and shady websites. Recently, it 

came to the eye of the public that this material was available in Google’s Image search results (DR, 2020). 

Google – the world’s most trafficked search engine, instantly provides their users with websites, images, 

maps, news articles, videos, products for sale, content in books, and scholarly papers with the click of a 

button. This content is organized according to an algorithm that determines how the content ranks in the 

search results. This trademarked algorithm is called ‘PageRank’ and assigns each webpage with a relevancy 

score. The PageRank (Google, 2020) is determined based on several criteria that are kept secret, but include 

things like: 

- Frequency and location of specific keywords on a given webpage 

- Age of the webpage 

- The number of external webpage that links to the site in question 

Google states that their search engine uses algorithms to “analyze the content of webpages to assess whether 

the page contains information that might be relevant to what you are looking for” and to “prioritize the most 

reliable sources available” (2020). So besides crawling and indexing big parts of the world wide web and 

making it available to the world, Google optimizes the presentation of the information, and decides what 

content that is the most relevant to its users. Not only does Google make decisions regarding the ranking of 

the websites in their index, they also provide detailed guidance and tools that allow site owners to see what 

they need to adjust to make their site rank higher in the Google search results.7 Online perpetrators are 

aware of this and in order to generate as much website traffic as possible, they ‘search engine optimize’ (SEO) 

their websites making them rank higher in a Google search. Consequently, Google makes the infringing 

material available in their search results. But even though Google makes this highly disturbing material 

available to a very large audience, they are still considered to be an information society service and therefore 

subject to the same legal framework as Facebook. Christine Sørensen, Communications and Public Affairs 

Manager at Google Denmark, did an effort to emphasize this in an interview with Danmark Radio. Just like it 

 
7 PageSpeed Insights & Webpagetest.org  
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was seen with the spokesperson of Facebook, Christine Sørensen sought to make Google appear ‘innocent’ 

in the way that the company is acting as a mere conduit with a ‘hands-off approach’.  

A Privacy-Focused Vision for Social Networking? 

In an open letter named A Privacy-Focused Vision for Social Networking, Mark Zuckerberg (2019), the founder 

and CEO of Facebook, outlines Facebook’s “vision and principles around building a privacy-focused messaging 

and social networking platform”. In the letter he notes how private messaging is one of the fastest growing 

areas of online communications, and states that he believes that privacy-focused communication platforms 

are the future of the Internet. The letter outlines Facebook’s idea of end-to-end encrypting all messages 

between their users, preventing anyone – including Facebook – from accessing private communication. He 

states that “People expect their private communications to be secure and to only be seen by the people they've 

sent them to -- not hackers, criminals, over-reaching governments, or even the people operating the services 

they're using.” (Zuckerberg, 2020) 

However, encryption of messages between Facebook users, does not only secure the privacy of lawful and 

orderly users who seek to comply with legislation and regulations. It also secures the privacy of those with 

evil intentions, those who seek to commit crimes. Zuckerberg (2019) states that they face an inherent 

tradeoff as encryption would mean that they “would never find all of the potential harm” that they do today, 

because their “security systems” would not be able to see the messages. In other words, it would make the 

moderation processes of Facebook less efficient. They would still be able to create regulation, but with less 

knowledge about their users’ activity, they would have a harder time ensuring that they live up to it.  

This has received a significant amount of critique from more than 100 child-welfare organizations and 

activists, who in an open letter to Zuckerberg, claim that encryption will allow child exploitation to flourish 

(NCMEC, 2020). They appeal Zuckerberg’s idea, and require amongst others that Facebook implement 

moderation technologies that are at least as effective as the current. To Zuckerberg they write that “it is our 

collective responsibility as a society to protect our children and only you can take these steps to better protect 

children online.” In practice, end-to-end encryption would mean that if the police, as part of a criminal 

investigation, needed access to the messages between two or more people (as seen in the Umbrella case), 

the platform would not be able to provide the police with this information. Neither would the police be able 

to see what files that had been exchanged between users (IICSA, 2020). For the Umbrella case, this would 

likely have resulted in fewer charges against the people who had distributed the illegal videos. Not because 

it would not have happened, but because it would not have been detected. 
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Leaning on the theoretical frameworks presented in this paper, Facebook’s decision of encrypting all 

communication, appear to be done with the goal of distancing themselves even more from their own agency. 

By encrypting all communication between their users, it would become easier for Facebook to claim a safe 

harbor defense, as they will have no way of knowing how their users use the platform. Zuckerberg is well 

aware of the fact that when “billions of people use a service to connect, some of them are going to misuse it 

for truly terrible things like child exploitation, terrorism, and extortion” and that Facebook stands in front of 

an “inherent tradeoff”. A tradeoff between security and privacy. 

There is no doubt that Facebook is in a powerful position, and that the choice of enabling end-to-end 

encryption is likely to have major consequences for some people. The question is, whether we should leave 

the responsibility of this tradeoff with Facebook and Zuckerberg. 

Recommendations 

Transparency 

The opacity of digital platforms has for a long time been criticized. Both by the people who criticize Facebook 

for intervening too much, and the people who criticize Facebook for not intervening enough. Katzenbach and 

Ulbricht (2019) refer to transparency as “a cornerstone to democracy” and Roberts (2019) called for it when 

she revealed the hidden human processes of commercial content moderation. The entire process of content 

moderation on Facebook, together with most corporately held digital platforms, is surrounded with secrecy 

and opacity. Commercial content moderation has to become a lot more transparent. As argued earlier in this 

paper, content moderation is the core of digital platform. As Facebook strive to sanitize their user-experience 

by moderating content, they should also be obliged to make this moderation visible. A Facebook user should 

be able to, not only access the data that they generate, but also view how the data has been handled. 

Facebook should provide contextual data about user data, including things such as why a post is trending, 

why it is not, why a post has been removed and so forth. The moderation processes should be transparent 

to the public and should not be hidden away in discursive work and strategical positioning. When Facebook 

claims that one of their “most important responsibilities is keeping children safe on Facebook” (Facebook, 

2020) they should disclose the fact that their definition of ‘children’ only concerns children under the age of 

12.  

Cross platform protection 

The Umbrella case was symptomatic as it illustrated several general challenges that digital platforms are 

faced with, and that we as a society, have to consider. It presented an issue that is not exclusive to Facebook, 

but rather an issue across several digital platforms. In the case of material that has been declared unlawful, 

and subsequently has been removed from a given platform, there should be no incentive to not also demand 
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that other platforms delete and block the same material. Why not create a shared database similar to the 

one by held by NCMEC or GIFCT, but rather than only containing hash-signatures of CSEM and terror content, 

and rather than having private companies define what goes in the database, it could contain everything that 

has been deemed illegal by a court. A similar power could be given to users to protect them when they are 

moving across different platforms. Considering the fact that users have already been enlisted in the labor of 

moderation by being asked to flag content, the platforms could allow us to make more use of these 

interactions, by making these interactions portable. For example, if a user has reported an image or blocked 

another user on one platform, it is highly unlikely that the users want to be faced with the same image or 

user on another platform. The idea could be implemented by making user preferences portable, so they could 

apply the same preferences with different platforms as the user roam through the cyber-space. 

Diversity 

The exploration of the Umbrella case allowed for an unboxing of the algorithmic moderation techniques used 

to identify and remove the videos in question. This unboxing provided an insight into the cyber-libertarian 

and technological worldview of the digital platforms. 

The odd age distinction in the PhotoDNA licensing is likely due to the underlying flawed scientific foundation 

upon which the developer created PhotoDNA. The developer of PhotoDNA, Farid (2018), made this 

distinction because “children under the age of 12 are typically prepubescent, [so] there is no disagreement 

that the child is under the age of 18.”. This is a statement that does however seem more like speculation 

rather than a statement based on a deep anatomic understanding. Contrary to what is implied by Farid, the 

age of pubescence differs vastly depending on factors such as gender, ethnicity, nutrition and physical activity 

(Marceau et al., 2011; Karapanou et al., 2010; Reagan et al., 2012). 

Given the importance of having algorithmic content moderations tools that can identify and remove CSEM 

quickly and effectively, a speculative age distinction should not be cause for PhotoDNA not being used in 

cases where the victim is above the age of 12. Having a computer-scientist define the age of pubescence is 

simply atrocious and solidify the need for a more diverse approach to the definitions that Facebook uses for 

their regulate regulation. Only with transparency will we be able to address and criticize these definitions. As 

I have continuously been pointing out, the Umbrella case is symptomatic. The need for diversity extends far 

beyond the need for different expertise and educational backgrounds. Gorwa et al. (2020) provide an 

example of how Facebook has previously designed its policies to be “fair and ostensibly treat all racial 

categories equally”. But due to the positionality of the content policy employees, Facebook failed to account 

for certain racial discrimination in the Global North. 
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The challenge of eradicating toxic speech and hatred – that is when the “powerful maintain their position 

over the less powerful through tactics of intimidation, marginalization, and cruelty” (Gillespie, 2018) – is 

unlikely to be successfully undertaken by white, cis-gendered, hetero male entrepreneurs, engineers or 

computer-scientists from Silicon Valley. Not because they necessarily are bad at what they do, but because 

they overlook important aspects. 

PhotoDNA is an example of how these people can build advanced technologies, even for purposes first 

thought of as impossible. They claim to build tools “for all”, but fail to account for important perspectives 

and consequently neglect certain groups.  

Digital platforms must make radical changes to their workplace diversity in order to truly understand the 

community they are regulating and moderating. They must abstract from the cyber-libertarian and 

technological worldview by creating truly diverse teams. In doing so, digital platforms will be in a better 

position to represent their diverse userbase, and properly address the challenges that emerge when digital 

platforms are turned against its users. We must embrace an interdisciplinary approach – we need the ethical, 

the philosophical and the sociological aspects to create holistic solutions and products. 

Use existing legislation 

As long as digital platforms, such as Facebook, fail to police their platforms sufficiently and protect their 

userbase, we have to hold them responsible for the actions. By unveiling the black-box complexity of digital 

platforms and viewing content moderation as central to the companies’ business model, we will be able to 

assess if a company like Facebook falls outside the scope of the legislation that provides them safe harbor. 

The Danish Criminal Code illegalize a number of acts that are relevant to digital platforms: 

- Possession and dissemination of CSEM (§ 235) 

- Libel (§§ 267-271) 

- Protection of private messages and imagery (§ 264d) 

- Threats (§ 266) 

- Incitement to criminal acts (§ 136) 

- Incitement to terror (§ 114e) 

- Expressly approval of acts of terror (§ 136, 2) 

- Degrading speech towards protected groups (§ 266b) 

Facebook has put in significant work to avoid being held liable for their users’ violations of these acts. With 

strategic positioning and discursive work, they have adopted the term ‘platform’ to appear neutral, merely 

technical facilitators of communication between users. It is necessary that government re-assess digital 
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platforms and their role in society as algorithmic public spheres, quasi-legislator and appropriators of public 

speech. By viewing content moderation as central to their business’, it is necessary to re-asses if a company 

like Facebook should still be subject to the protection that the e-Commerce Directive provides. 

Following the idea by Foucault, it is possible to view digital platforms as heterotopias, nothing more than 

digital counter-sites of the practices and cultures found in the analog world. But as opposed to the mirror, 

digital platforms do not create a perfect reflection. They alter and shape communication in their respective 

spaces, which is why they should also be subject to applicable legislation. 

Until we have found a viable solution to the challenges that are surrounding digital platforms, it is only fair 

that we ask digital platforms to comply with national legislation in an effort to minimize criminal acts.  
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Conclusion 

Gillespie (2018) suggested that the public debate about platform moderation often happens at one of two 

extremes. One extreme is evident in the quote from McNamee, arguably one of Facebook’s biggest critics. A 

quote in which he paints Facebook as ‘The Great Monster’ that creates and leads toxic digital emissions into 

our society. McNamee’s quote is a critic of Facebook being far too permissive to the point where some of the 

most horrendous material can be found on their platform. With the Umbrella case, we were subject to how 

sexually explicit material with a minor was made available on Facebook’s servers and distributed to a large 

number of people, and that even after several years could still be found. The other extreme is evident from 

the people who seek to criticize Facebook for intervening too much or for removing the wrong content.   

A fine line that must be balanced in order to satisfy stockholders, legislators and an enormous and diverse 

userbase. A globally distributed userbase that consists of 2.5 billion users. Users who are all located in 

different jurisdictions. Users that are of different age, ethnicity, gender, sexuality, with different religious and 

political beliefs. Users that utilize Facebook’s platforms differently, for different purposes, with different 

goals and agendas. A userbase that is fundamentally different, but nevertheless conveniently referred to as 

their community. 

The Umbrella case considers the distribution of some of the worst of the worst content. Content that is 

universally abhorred and subject to heavy legal protection. While this content is an extreme with regards to 

the different kinds of illegal and illicit material that is being distributed on Facebook, the case is symptomatic 

for the challenges that both we – the public – and digital platforms are faced with. Exploration of the 

Umbrella case has not only provided an insight into the regulation criteria and definitions that Facebook use 

to moderate their platform. It has also shown the amount of power that the globally most popular digital 

platform has, when moderating and appropriating public speech. 

This is to stress the importance of viewing content moderation as a fundamental part of these companies’ 

business model and as a fundamental part of their place in public discourse (Gillespie, 2018).  

With this paper I show that digital platforms are technologies that do not exist in a vacuum. They are technical 

objects, intermediaries with an extensible codebase, they are business models, multi-sided platforms that 

allow for the connection of – and negotiation between – stakeholders with different goals and agendas. They 

are socio-material objects, networked publics, as they possess certain properties that enable social 

interaction in a way that makes them differ from face-to-face communication. Networked publics with a 

number of affordances that configure the environment in a way that alter social dynamics and shape 

participants’ engagement, an interaction that takes place in heterotopic spaces that by many is perceived as 
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public spheres. Public spheres that are subject to the invisible hand of cyberspace; a governance enacted by 

self-regulating entities and upheld by poorly paid content moderators and automatized moderation 

processes. Processes that have been developed by people who are “overwhelmingly white, overwhelmingly 

male, overwhelmingly educated, overwhelmingly liberal or libertarian, and overwhelmingly technological in 

skill or worldview” (Gillespie, 2018). All while operating in a legal framework that protects them from liability 

if there were to lead toxic digital emissions into our society. 

We have allowed new gatekeepers – private companies with digital platforms – to moderate and appropriate 

public speech. A handful of deeply invested companies currently hold an enormous amount of cultural 

power, a power that is subject to high secrecy and opacity. With the current opacity it is close to impossible 

for researchers, civil society groups, and legislators to inspect and challenge the inner workings of these 

platforms.  

With the Umbrella case I have showed how Facebook sets regulation criteria and works with moderation in 

practice. I have showed how Facebook uses discursive work to strategically position themselves in the best 

possible place to both pursue current and future profits, all while finding a balance in between the legislation 

that protects them from legal liability, and the legislation that does not. Even though Facebook were not held 

legally accountable for the facilitation of the videos from the Umbrella case, the case showed that Facebook 

failed to live up to the public’s expectation of them. 

Our current expectations to these platforms are simply too high. While the moderation of digital platforms 

is often criticized for intervening too much, several examples in this paper have shown that it intervened too 

little. The digital platforms are faced with a challenge that is difficult balance. We are expecting platforms to 

be hands-off, while at the same time expecting them to perfectly handle problems in a way that is 

automatized and unbiased. Content moderation of digital platforms is an immersive task. The users of digital 

platforms are generating more data than ever while at the same time asking the platforms to intervene. The 

platforms responded by enlisting the public in the digital labor – asking their ‘Community’ to flag content. 

This paper has shown that the task of moderating a digital platform is a difficult task. There is no perfect 

solution, but rather a number of ‘imperfect solutions’ (Gillespie, 2018), but it has also shown that it is 

important to understand the underlying processes of how companies moderate their digital platforms. 

Processes that still are surrounded by a high degree of secrecy and opacity. 

The discussion about content moderation is complex and neither of the two previously mentioned extremes 

will fully account for its complexity. It is relevant to investigate how current legislation might apply to a 

company like Facebook, when their role extends outside the scope of the legislation that currently protects 



56 
 

them from liability. However, it is necessary to broaden the discussion so we don’t just look at the harms 

individual users face, and the missteps platforms often take to address these harms – we have to focus on 

“the responsibilities of platforms, that moves beyond their legal liability to consider their greater obligations 

to the public” (Gillespie, 2018) – their social obligation. 
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