
Are You Sure, You Want a Cookie? 

- An empirical study on the effect of choice architecture on users’ 

decisions regarding website cookies. 

 

Regitze Bergstrøm (68623) and Rune Foss-Madsen (92352) 
 

MASTER’S THESIS 

Business Administration and Organisational Communication, cand.merc.(kom) 

15th May 2019 
 

Supervisor: Jan Michael Bauer  
 

Number of pages: 76.2 
Number of characters incl. spaces: 173,396 



Master’s Thesis, May 2019 Regitze Bergstrøm 
Copenhagen Business School  Rune Foss-Madsen 

 

 

 

 

 

 

 

 

 

 

 

 

 

A thank you to... 

Jan Michael Bauer for excellent supervision and discussions during the process, and for always 

being available when supervision was needed. ADDvision A/S for allowing us to conduct the 

experiment on their website. 

  



Master’s Thesis, May 2019 Regitze Bergstrøm 
Copenhagen Business School  Rune Foss-Madsen 

 i 

RESUME  
Formål: Dette speciale undersøger hvordan valgarkitektur, inden for rammerne af nuværende EU-

persondatalovgning, påvirker internetbruger til at acceptere cookies. EU har senest med 

Databeskyttelsesloven (GDPR) indført strammere krav i forhold til, hvad der udgør gyldigt 

samtykke til dataindsamling. Lovgivning på området stiller imidlertid ikke mange krav til 

valgarkitekturen forbundet med indsamlingen af samtykke. Adskillige studier har tidligere påvist, at 

værktøjer inden for valgarkitektur, kendt som nudges, kan bruges til at påvirke beslutningstagere i 

en bestemt retning. 

Formålet med dette speciale er derfor at undersøge, hvordan valgarkitektur kan bruges til at påvirke 

beslutningstagere til at acceptere web-cookies inden for den nuværende EU-datalovgivnings 

rammer.  

Metode: For at undersøge specialets problemformulering udførte vi et klyngerandomiseret 

kontrolleret eksperiment, nærmere bestemt en A/B test på den danske it-virksomhed ADDvision 

A/S’ hjemmeside. To forskellige cookie bannere, som begge overholder gældende lovgivning, blev 

testet. Det ene banner var designet med formålet om at være tilnærmelsesvis neutral i sin 

valgarkitektur, mens det andet var designet til at få så mange brugere som muligt til at acceptere 

cookies. Cookiebanneret, der havde til formål at få flest mulige brugere til at acceptere, var designet 

med en mere fremtrædende accepter-knap samt større anstrengelse for at afvise cookies. Derudover 

var teksten på banneret præsenteret således, at der var fokus på det gode brugeren fik ud af at 

acceptere - en bedre brugeroplevelse. 

Teori: Specialet trækker på teori og litteratur indenfor adfærdsøkonomi. Nærmere bestemt trækkes 

der på dual process teori, der kan bidrage med en beskrivelse af, hvordan mennesker tager 

beslutninger. Derudover anvendes teori om valgarkitektur, der på baggrund af dual process teori 

bidrager med specifikke værktøjer til at påvirke menneskers beslutninger. 

Resultater: Resultaterne fra dette speciale viser, at der er væsentlig flere brugere, der accepterer 

cookies, når de bliver præsenteret for et cookiebanner, der er designet på baggrund af indsigterne 

fra dual process teori og valgarkitektur. Konkret viste resultaterne en forskel på 84,9% mellem de to 

cookiebannere i hvor mange der accepterede cookies. 
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Konklusion: Eksperimentet viste at valgarkitektur i høj grad kan påvirke beslutningstagning i 

forhold til at acceptere eller afvise dataindsamling via cookies. Resultaterne viser, at den nuværende 

lovgivning giver et stort spillerum til virksomheder, som kan manipulere forbrugere til at acceptere 

cookies ved at bruge valgarkitektur. Resultaterne fra studiet kan bruges til at informere fremtidig 

lovgivning, der specifikt bør lovgive mod elementer af valgarkitektur for effektivt at sikre, at 

brugere har kontrol over deres personlige data. 
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CHAPTER 1: INTRODUCTION 

"Sometimes the scandal is not what law was broken, but what the law allows."  

-  Edward Snowden   

 

In June 2013, Edward Snowden revealed numerous global surveillance programmes. The 

programmes were among others run by the National Security Agency (NSA) (Gallagher, 2018) with 

the cooperation of global companies like Facebook, Google, and Microsoft (Greenwald, 2013). One 

program, XKeyscore, allowed analysts from the NSA with no prior authorisation, to search through 

vast databases with “[...] emails, online chats and the browser histories of millions of individuals.” 

(Greenwald, 2013). Insights into users’ browsing history and other personal data is, however, not 

confined to shady programmes like the ones conducted by the NSA. Rather, online user behaviour 

is tracked by companies every single day with the use of online tracking devices such as cookies, 

which are small text files stored on users’ computers. 

The behaviour of online users is valuable to companies as it allows for more relevant and targeted 

advertising, which results in increased sales. Yan et al. (2009) found that when using behavioural 

data the click-through rate of advertisements increased by 670% compared to traditional 

advertising. Cookies are, however, not only malicious, but can also benefit users, e.g. by speeding 

up online navigation, remembering user preferences, and increasing the relevance of information 

shown. Nevertheless, the small text files can pose a privacy risk to users. Information collected 

through a single cookie may not provide directly personally identifiable information, but it can 

become personally identifiable if used in combination with information from other cookies 

(Miyazaki, 2008, p. 20). 

The European Union (EU) recognises the potential privacy risks of companies’ data collection  

and therefore, regulates it through privacy legislation. The latest addition to the field of 

informational privacy legislation is the General Data Protection Regulation (GDPR), which was 

implemented on May 25, 2018 across all EU member states. According to research within privacy, 

legislation is necessary as there is a discrepancy between users’ privacy attitudes and behaviour, 

known as the privacy paradox. The privacy paradox entails that users are concerned about their 

privacy, but do not readily protect it. With the GDPR, more extensive requirements are introduced 

regarding how consent must be obtained for collecting personal data. The question that remains, is 

whether the legislation succeed in protecting users’ privacy, or if too much leeway is given to 
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choice architects, who design the context in which the decision regarding cookies is made, i.e. 

cookie banners. The current thesis draws on behavioural economics literature in order to understand 

how users make decisions. In addition, the field of behavioural economics can provide insights into 

how decision-making can be influenced by choice architects. Hence, we formulate the following 

research question: 

 

RQ: How does choice architecture in accordance with current EU privacy legislation affect users 

to accept internet cookies? 

 

In order to answer the above stated research question, we will in chapter 2 start out by 

conceptualising privacy and its value to provide an understanding of why privacy is desirable. 

Following the conceptualisation of privacy, we will in chapter 3 review how current privacy 

legislation, the ePrivacy Directive and GDPR, regulate consent for cookie storage, and what 

specifically is required in order for consent to be valid. In chapter 4, the thesis’ theoretical frame, 

drawn from behavioural economics literature, will be presented. Dual process theory will provide 

an understanding of human decision-making and aid in understanding why people do not readily 

protect their privacy. Furthermore, the theoretical frame will include literature on choice 

architecture and nudging, which can provide tools for influencing human decision-making. In 

chapter 5, based on the reviewed literature, we hypothesise that altering the choice architecture of 

cookie banners can influence users’ decision regarding cookies. To test the hypothesis, we design 

an experiment regarding choice architecture for which the methodological considerations will be 

presented. The results of the experiment will be presented and analysed in chapter 6. In addition, 

chapter 7 will include a small analysis of real-world cookie banners in order to understand how 

companies employ choice architecture. Finally, our findings will be discussed in chapter 8 before 

the final conclusion of the thesis in chapter 9. 
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CHAPTER 2: PRIVACY 

Cofone (2015) notes that a tradition within analytical philosophy emphasises that a central task 

within analysis is to clarify what is meant with a certain term or concept in order to subsequently 

use it in the analysis. Thus, in order to understand what is at stake with regard to the collection of 

personal data through cookies, we must first establish what is understood by privacy. As such, we 

will in the following section review how privacy is conceptualised in the literature and decide upon 

which conceptualisation we lend ourselves to. Subsequently, we will account for the value of 

privacy, and why people and society should care about it. 

2.1 Conceptualising Privacy 

People increasingly desire privacy in their digital activities (Welch, 2019). But what exactly is 

privacy, and why do people want it? Despite several efforts made to define privacy, no consensus 

among scholars regarding the term exists. This has caused privacy to be categorised as fuzzy 

(Solove, 2002). Despite the lack of consensus on the term, the various streams within the literature 

on privacy are not isolated from one another. Rather, they are: “drawing from a pool of similar 

characteristics.” (Solove, 2002, p. 1088), each with an emphasis on different aspects of privacy. 

Nevertheless, Solove (2002) has made a categorisation of the different conceptualisation of the 

term, which will be reviewed in the following paragraph. 

 

One of the earliest attempts of defining privacy was made by Warren and Brandeis (1890). The two 

law professors noticed that due to the technological development and the invention of the camera, 

people could no longer be ensured privacy, i.e. the right be let alone. Another view of privacy is as 

limited access to the self, which is closely related to the definition by Warren and Brandeis (1890). 

The view of privacy as limited access to the self does, however, move away from the desire for 

solitude. Instead, privacy is extended to include not only the physical aspect but also information, 

thoughts, and feelings. As such, Godkin (1890) defined privacy as the: “right to decide how much 

knowledge of [a person's] personal thought and feeling.., private doings and affairs ... the public at 

large shall have.” (Godkin, 1890, as cited in Solove, 2002, p. 1103). Moving further away from the 

view on privacy as something related to the physical aspect of human life, a third view on privacy 

focuses on secrecy. A breach of privacy, under this view, is when information that was previously 
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kept secret is revealed to the public (Solove, 2002, p. 1105). Posner (1998) defined privacy as 

someone’s: “[...] right to conceal discreditable facts about himself.” (Posner, 1998). According to 

Posner, privacy can be seen from an economic perspective in terms of maximisation, i.e. people will 

want to keep information from others if it can benefit themselves. In addition, Posner argues that 

those who will benefit the most from privacy legislation “[...] are people with more arrests or 

convictions, or poorer credit records (more judgments, bankruptcies, etc.), than the average 

person.” (Posner, 1977, p. 407). That is, people will be more likely to want privacy if they have 

something to hide. Another definition of privacy, which is even more focused on the informational 

aspect of human life, is the one of privacy as control over personal information. For the purpose of 

the current thesis, we lend ourselves to this definition. Under this view, Westin (1967) defines 

privacy as: “[...] the claim of individuals, groups or institutions to determine for themselves when, 

how, and to what extent information about them is communicated to others” (p. 7). Similarly, Fried 

(1970) defines privacy as: "[...] control over knowledge about oneself' that is necessary to protect 

"fundamental relations" of "respect, love, friendship and trust.'' (Fried as cited in Solove, 2002, p. 

1111). A critique of this group of definitions is, however, that personal information is often created 

in collaboration with others (Solove, 2002). As such, it can be difficult to determine who actually 

owns the information, and thus who should have control over the information. When a user browses 

a website, the browsing data is created in an interaction between the user and the website. Hence, 

the the user would not be able to generate this particular information without the website. Petronio 

and Durham (2008), however, views this as a co-ownership of data. The user generates personal 

data and the company owning the website becomes a co-owner of the data with the responsibility 

and trust that it requires. Thus, the company should not collect use it without the user’s consent. Yet 

another critique of the view of privacy as control over personal information is that the literature 

does not provide a definition of what is meant by control. While not having any clear definition of 

control in the literature, we will in the current thesis understand control as being in control of 

whether to provide consent. As such, we see a user as having privacy when personal information is 

not collected without his consent allowing the other party to do so. Finally, the definition of privacy 

as control over personal information has been criticised for being too narrow, i.e. only focusing on 

the informational aspect. However, as the focus of the current thesis is collection of information 

through cookies, we find the definition appropriate.  
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According to Floridi (2005), control over personal information should always be respected 

regardless of where the information is obtained. Collecting data without consent is a violation of the 

user’s privacy independently of whether the information is obtained in a public or private context. 

He uses kidnapping as metaphor for violating privacy: “[...] kidnapping is a crime independently of 

where it is committed.” (Floridi, 2005, p. 195). Hence, in a digital context it does not matter whether 

one’s behavioural information is obtained at a public website or other personal information is 

collected from your personal computer. If the information is gathered without consent, both should 

be characterised as a breach of informational privacy. 

 

In conclusion, we define privacy as control over personal information. The next question that 

emerges is then: why is it important to have control over one’s personal information? Why is 

privacy important? 

2.2 The Value of Privacy 

According to Solove (2009), the value of privacy is pluralistic. He argues: “The value of privacy is 

not absolute; privacy should be balanced against conflicting interests that also have significant 

value. The value of privacy is not uniform, but varies depending upon the nature of the problems 

being protected against.” (Solove, 2009, p. 100). Therefore, an overall generalisable value cannot 

be attributed to privacy. Rather, the consequences that privacy causes should be weighed against the 

principle of privacy. If the protection of privacy for example causes activities that are socially 

detrimental, the value of privacy should be lowered. Though despite that “[...] the value of privacy 

is pluralistic and context dependent, it cannot be too contextual.” (Solove, 2009, p. 99). Meaning 

that some overall agreement should exist as to when privacy is more important than other values.  

 

While it is obvious why people want to keep their health information private, it is less clear why it 

is important for them to keep their browsing history private. Mooradian (2009) distinguishes 

between non-mundane and mundane information. According to Mooradian (2009), two types of 

non-mundane information exist. These are institution specific personal information (IPI) and 

socially sensitive personal information (SPI). IPI is information that “[...] is created and managed 

for the sake of the activities of their respective fields. How that information is controlled affects the 

ability of the individual to receive services within the given area and sometimes outside of it.” 

(Mooradian, 2009, p. 166). This includes for example medical or financial information. The other 
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type of non-mundane information, SPI, is information that people find embarrassing for others to 

know due to social norms. While it is more obvious why people find it important to keep non-

mundane information private, it is not as clear why people want to keep mundane information 

private. Mooradian (2009) terms the mundane information biographical personal information 

(BPI), which is “[...] any mundane facts about you that tell something about who you are, what you 

do or have done, where you have been, etc.” (Mooradian, 2009, p. 166). As such, behavioural data 

collected through cookies is BPI. But if BPI is mundane as Mooradian (2009) phrases it, why 

should people care about whether it is collected and processed or not? 

2.2.1 The Importance of Privacy in Social Relationships 

Rachels (1975) argues that privacy is valuable as: “[...] there is a close connection between our 

ability to control who has access to us and to information about us, and our ability to create and 

maintain different sorts of social relationships with different people.” (p. 326). As such, Rachels 

(1975) argues that privacy plays a crucial role in creating and maintaining social relationships with 

other people. In Rachels’ (1975) view, social relationships are all relations people have, i.e. with 

colleagues, friends, family, acquaintances, etc. (p. 326). In addition, “[...] the different patterns of 

behavior are (partly) what define the different relationships; they are an important part of what 

makes the different relationships what they are.” (Rachels, 1975, p. 327). How people behave with 

each other and what they disclose to one another are co-determinants of that particular relationship. 

Fried (1970) shares this view and further argues that the right to control which information is shared 

with whom “[...] creates the moral capital which we spend in friendship and love." (p. 142). 

Rachels (1975) gives the example that if you discover that a friend of yours has told someone else 

that he is ill, but refrained from sharing this information with you, it could be because the 

relationship is not as close as you thought. Another example provided by Rachels (1975) is when 

two people with a close relationship are having a conversation and a third person, with whom they 

do not share a close relationship, enters the conversation. The entrance of a third party outside the 

close relation will change the nature of the conversation (pp. 329-330). These two examples by 

Rachels (1975) illustrate that in real life people give a lot of thought to what they share with one 

another because it constitutes the type of relationship they have. However, at the time of Rachels 

(1975) writing, the collection of online personal data was limited. Since then, the proliferation of 

computer information systems has caused data to be easily stored and processed (Andersen, 2018). 

Hence, if following Rachels’ (1975) theory, the extensive information gathering and sharing across 
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the internet would cause people problems in maintaining their social relationships. This is, however, 

not the case according to Johnson: “[...] the information gathering and exchange that goes on via 

computer technology does not seem, on the face of it, to threaten the diversity of personal 

relationships each of us has.” (Johnson, n.d., pp. 121-122 as cited in Mooradian, 2009, p. 167). 

While the diversity of personal relationships is not threatened, the vast information gathering is 

argued to harm the existence or health of people’s relationships (Mooradian, 2009, p. 167). 

According to Mooradian (2009) this is because some BPI could be information that “[...] a given 

person would have preferred to keep to himself or herself and would have therefore not disclosed 

within the context of any of his or her personal relationships.” (p. 167). Mooradian (2009) does, 

however, at his time of writing, recognise that if aggregation techniques improve it could change 

the privacy picture substantially. Today, not only have techniques improved, among others with the 

proliferation of cookies usage among companies, artificial intelligence has made it easy for 

companies to structure and analyse these data, making them capable of creating a profile of users 

(Andersen, 2018). And while information about one’s behaviour on a particular website or a 

particular purchase in isolation might seem trivial and not something that people would worry about 

others knowing, the growing activity of aggregation could change this view. An example of how 

aggregation of data has become an entire business and exceeding previous limits of access to this 

information is the use in relation to recruitment of new employees. Targeted advertising is 

prominent, “But increasingly, the same data sets about us are being scored for other, much more 

important reasons, including employability.” (Fertik, 2012). As such, potential employers gain 

access to information that one would not have written in an application or told in a job interview. 

Thus, it could be argued that Rachels (1975) theory still has some relevance in the information 

society, and that the information gathering can challenge the diversity of one’s personal 

relationships. 

2.2.2 The Monetary Value of Personal Data 

Besides the value privacy has in relation to social relationships, Mooradian (2009) notes the 

commercial value of BPI. Specifically, Mooradian (2009) notes that “[...] as the commercial value 

of this data becomes apparent, we can expect that serious efforts will be made to harvest and 

process it with the goal of producing useful personal data aggregates or digital dossiers.” 

(Mooradian, 2009, p. 169). Today, ten years after Mooradian’s (2009) article was published, the 

concept of Big Data, defined as “[...] the extraction of hidden insight about consumer behavior from 
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Big Data and the exploitation of that insight through advantageous interpretation.” (Erevelles, 

Fukawa & Swayne, 2016, p. 897), is considered a new form of capital (Mayer-Schönberger & 

Cukier, 2013) as predicted by Mooradian (2009). 

 

Three defining characteristics of Big Data are: volume, velocity, and variety (Erevelles et al., 2016). 

The volume of data available is illustrated by the fact that in 2012 Walmart was estimated to 

generate 2.5 petabytes of consumer data every hour (McAfee & Brynjolfsson, 2012) - that is 2.5 

million gigabytes. In addition to the volume, the data is also created and updated rapidly. Thus, 

“Marketing executives with access to rich, insightful, current data are able to make better decisions 

based on evidence at a given time, rather than on intuition or laboratory-based consumer 

research.” (Erevelles et al., 2016, p. 898). The marketers are capable of constantly assessing the 

performance of a campaign or the sales of a certain product in real-time - knowledge that marketers 

can translate into a market advantage (Erevelles et al., 2016, p. 897). Lastly, the data is richer 

compared to previous collected data. That is, it is no longer only structured data from records, files, 

or databases but also unstructured data from videos or blog posts. An example of this is how 

companies can assess the emotions of people using their products in videos posted on Youtube 

(Erevelles et al., 2016, p. 898).  

The exploitation of behavioural consumer insights helped by machine learning (Wellers, 2017) 

allows companies to profile its consumers in order to be able to create personalised marketing and 

offers. As a consequence, data brokers specialised in buying and selling third party personal data 

are now an entire industry with at least 121 data brokers registered in the US (Melendez & 

Pasternack, 2019). In 2016, Acxiom, one of the largest data brokers in the United States, had an 

average of 1,500 data attributes of information per person on approximately 200 million Americans 

(Boutin, 2016) - a number that is likely to have increased since then. 

 

As reviewed above, more consumer data than ever is created and collected and represent an 

enormous value to companies, which can use the data as a market advantage. In a survey conducted 

by the Danish Business Authority (DBA) (2015), respondents were asked about their willingness to 

give away data about themselves and their habits if given something in return. 47% of the survey 

respondents replied that they would do so, but that they would weigh out the data given against 

what they would get in return. Hence, many consumers understand that their data is valuable for 

companies, though they tend to underestimate the value (Malgieri & Custers, 2018). For that 



Master’s Thesis, May 2019 Regitze Bergstrøm 
Copenhagen Business School  Rune Foss-Madsen 

 9 

reason, it is of great importance that consumers remain in control of their personal information as it 

can be used as a counter-performance for a product. If not being in control of their personal 

information, consumers would essentially be giving something of great value away for free. 

 

In conclusion, we have so far established that we understand privacy as control over personal 

information. We have, furthermore, presented that privacy is of value both with regard to creating 

and maintaining social relationships as well as the monetary value data constitutes. 

2.3 The Privacy Paradox 

Having reviewed what privacy means and the value it poses to individuals, one would expect that 

people would want to protect it. According to a report conducted by the DBA (2015), 54% of 

Danish online consumers are worried about their privacy when browsing online. A number that is 

supported in a report from the Department for Culture, Media and Sports of British Government 

where 77% stated that they were concerned about internet security (DCMS, 2011, p. 2). 

Furthermore, 57% of European citizens are worried that their personal data is not safe. 

Nevertheless, the report by the DBA (2015) found that only 12% always read cookie notices before 

accepting cookies, while 24% sometimes do. In addition, a study conducted by Shostack (2013) 

found that people are not willing to pay for services that would help them protect their privacy. This 

discrepancy between attitudes and behaviour has been referred to as the privacy paradox, that is, 

“People value their privacy, but do not readily protect it [...]” (Coventry, Jeske, Blythe, Turland & 

Briggs, 2016, p. 1).  

 

Different explanations for the privacy paradox have been proposed (Gerber, Gerber, and Volkamer, 

2018). One identified explanation is the theoretical concept of the homo economicus. That is, a 

user’s decision is completely driven by an attempt to maximise his benefits. As such, “[...] a user is 

expected to trade the benefits that could be earned by data disclosure off against the costs that 

could arise from revealing his/her data. (Gerber et al., 2018, p. 229). Another explanation is the 

lack of personal experience and knowledge about protection. Dienlin and Trepte (2015) found that 

only personal experience can form a behavior that is stable enough to influence the corresponding 

behavior. A third explanation is that “[...] the social environment of an individual significantly 

influences his/her privacy decisions and behavior” (Gerber et al., 2018, p. 230). Yet another 

explanation is that people are under an illusion of control, i.e. people believe they have control over 
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the publication of personal data they are more likely to allow it (Brandimarte, Acquisti, 

Loewenstein, 2009). Finally, the privacy paradox can be explained by cognitive biases that affect 

decision-making.  

 

Throughout this chapter, we have clarified that we in the current thesis understand privacy as 

control over personal information as put forward by Fried (1970) and Westin (1967) among others. 

Privacy is valuable for creating and maintaining social relationships as argued by Rachels (1975) 

and later Mooradian (2009). In addition, privacy is also of value due to the monetary value that 

consumer data poses to companies. As such, if consumers do not have control over their personal 

information, companies receive it for free despite that consumers could use it as a counter-

performance for a product or service. And while consumers do want privacy, there is a discrepancy 

between privacy attitudes and behaviour, which has been explained by both the concept of homo 

economicus as well as cognitive biases. 

 

It is, however, not only consumers who see the value of privacy, so does the EU. Hence, the EU has 

throughout the years made efforts to protect consumers’ personal data by means of legislation 

within the field. But how is the EU doing that, and what exactly is being legislated against? In the 

following chapter, we will examine this question. 

  



Master’s Thesis, May 2019 Regitze Bergstrøm 
Copenhagen Business School  Rune Foss-Madsen 

 11 

CHAPTER 3: PRIVACY LEGISLATION 

In the following chapter, we will briefly review the historical efforts to protect consumers’ privacy 

within the EU in order to provide the legislative context. Hereafter, we continue by reviewing 

current data protection law within the field of cookies and consent - the ePrivacy Directive1 and the 

General Data Protection Regulation2. The focus on consent in the legislation is due to that we in 

section 2.1 defined control (over personal information) as being in control over whether to provide 

consent. Though beyond the scope of this thesis, it must, however, be noted that the data protection 

laws regulate many other aspects of personal data, e.g. how personal data is processed, 

documentation, etc. Lastly, we will review the, at the time of writing, current proposal and drafts for 

the ePrivacy Regulation3, which will be the newest addition to the regulation within electronic 

communication.  

 

When reviewing the legislation, we will focus on what is written in the specific directive or 

regulation while also taking into account how it is interpreted by Article 29 Working Party (WP29) 

and European Data Protection Board’s (EDPB)4 official guides. Hence, an interpretation and 

discussion of the wording in the data protection law is beyond the scope of this thesis.  

 

Before proceeding to the actual legislation within the area, we will briefly establish what cookies 

are, and why they are of importance when speaking of privacy. 

3.1 Cookies  

When browsing online, consumers are constantly presented with banners with messages about the 

use of cookies. HyperText Transfer Protocol cookies, commonly known as cookies, are small text 

files stored by websites on users’ computers, tablets, or smartphones for various purposes 

(Miyazaki, 2008). Subsequently, these text files are read by the company which placed them or 

                                                
1 Directive (EU) 2002/58/EC 
2 Regulation (EU) 2016/679 
3 COM/2017/010 final – 2017/03/ (COD) 
4 WP29 was an independent European working party that worked with issues related to privacy and personal data. 
WP29 was replaced by the European Data Protection Board (EDPB) on May 25, 2018 along with the adoption of the 
GDPR. The EDPB (and formerly the WP29) works for ensuring consistent application of the GDPR. 
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other websites. As such the data stored by cookies on one website can become visible for other 

websites. The overarching purpose of cookies is “[...] to record some aspect of online user 

information - from relatively innocuous data, such as the user moving from a particular Web page, 

to more private personally identifiable information or passwords - for later retrieval.” (Miyazaki, 

2008). Cookies can in theory be placed without a user’ knowledge (Norton Team, n.d.), though it is 

not allowed as will be reviewed in this chapter. Some cookies are necessary for websites to function 

properly, which for instance is the case for cookies that remember which products the consumer 

placed in the shopping cart on an e-commerce website, allowing for the consumer to check out and 

conclude a purchase. Other cookies remember the user’s preferences such as preferred language or 

passwords. These functional and preference cookies can benefit the consumer by improving the 

browsing experience. Cookies are also placed to identify and track online consumer activity across 

the Internet for statistics and behaviourally targeted marketing. This data is beneficial for 

companies because they, as reviewed earlier mentioned, can be used to gain insight into campaign 

or product performance as well as to create personalised advertising, which is far more effective 

than non-targeted advertising (Yan et al., 2009). When cookies are stored on a device they can 

persist for a varying amount of time. Session cookies automatically expire when the browser 

session has ended. The expiration of other types of cookies (persistent cookies) range from couple 

of hours to several years.  

Information collected through cookies are processed by the website where the cookie was placed 

but is often also shared with third parties such as advertisers (Miyazaki, 2008, p. 20) or data brokers 

(Boutin, 2016). Information collected through cookies is not necessarily personal. However, when 

data collected through one or several cookies can be used to directly or indirectly identify a person 

it becomes personal data (Miyazaki, 2008, p. 20). Hence, the companies can obtain personal data 

about the users of their websites by placing cookies. 

A study by Jensen, Potts, and Jensen (2005), showed that 90.3% of participants claimed to possess 

knowledge about cookies. However, only 15.5% of those who claimed this could explain basic 

knowledge of cookies. Similarly, Miyazaki (2008) found that confusion exists about the advantages 

and disadvantages of cookies. Online consumers are aware that cookies are placed on their devices 

but are uncertain about the consequences of accepting cookies and whether cookies are beneficial or 

harmful to them (p. 21). 
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In conclusion, it is technically possible for companies to store cookies on a user’s device without 

his knowledge. Especially persistent cookies can pose a risk to users’ privacy as personal data is 

collected and used to target advertising by profiling users. It is, however, few users who know the 

advantages and disadvantages of accepting cookies. As such, it is necessary to legislate. Cookies 

was not invented until 1994 (“Are cookies”, n.d.), efforts to protect users’ data has, however, been 

made for a long time.  

3.2 Historical Legislation 

The EU has a strong tradition for legislation within the field of privacy. Within the EU, all member 

states have signed the European Convention on Human Rights (ECHR) from 1950. In the ECHR, 

article 8 ensures the “Right to respect for private and family life”, and further states that:  

 

“1. Everyone has the right to respect for his private and family life, his home and his 

correspondence. 

 

2. There shall be no interference by a public authority with the exercise of this right except such as 

is in accordance with the law and is necessary in a democratic society in the interests of national 

security, public safety or the economic well-being of the country, for the prevention of disorder or 

crime, for the protection of health or morals, or for the protection of the rights and freedoms of 

others.” 

(The European Convention on Human Rights, 1950, article 8) 

 

But while privacy is deemed of utmost importance, it is recognised, in line with the argument made 

by Solove (2009) that the value of privacy is not uniform, that the right for privacy is not absolute, 

but must be superseded by interests related to e.g. public safety and the rights and freedoms of 

others.  

 

In 1980 with the introduction of the OECD Guidelines of the Protection of Privacy and Transborder 

Flows of Personal Data (OECD Guidelines), yet an effort was made to protect informational 

privacy. At the time of the publication of the OECD Guidelines, approximately half the European 

countries had passed legislation within the field of privacy while others had prepared draft bills 

(OECD, 1980, Preface). As such, the purpose of the OECD Guidelines was to present “[...] a 
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consensus on basic principles which can be built into existing national legislation, or serve as a 

basis for legislation in those countries which do not yet have it.” (OECD Guidelines, 1980, 

Preface). Little was mentioned with regard to consent besides that “There should be limits to the 

collection of personal data and any such data should be obtained by lawful and fair means and, 

where appropriate, with the knowledge or consent of the data subject.”5 (OECD Guidelines, 1980, 

paragraph 7). Thus, consent was not regarded as crucial. 

 

In 1995, the Data Protection Directive (DPD) (95/46/EC)6 was introduced with the purpose of 

protecting individuals with regard to the processing of personal data and on the free movement of 

such data. The DPD was created on the basis of the OECD Guidelines as the European Commission 

realised that due to the non-binding nature of the OECD Guidelines, privacy legislation varied 

across Europe. This was deemed inappropriate as it was acknowledged that personal data of 

consumers no longer stayed within national frontiers.  

In the DPD, a data subject’s consent was defined as: “any freely given specific and informed 

indication of his wishes by which the data subject signifies his agreement to personal data relating 

to him being processed.” (Data Privacy Directive, 1995, article 2(h)). Nevertheless, it was neither 

stated what should be understood by “freely given” nor “specific and informed indication of his 

wishes”. 

3.3 Current Legislation 

3.3.1 The General Data Protection Regulation 

The GDPR is the newest addition to informational privacy legislation within the EU and was 

adopted across all EU member states on May 25, 20187. The GDPR repealed the DPD as briefly 

reviewed above, and all references made to the DPD are cf. article 94(2) in the GDPR therefore to 

be construed as references to the GDPR. 

                                                
5 Data subject is used by European data protection law for people whom data, that is being collected or processed, is 
about. 
6 The EU can either decide that legislation must be a directive or a regulation. A directive is by the EU defined as: “a 
legislative act that sets out a goal that all EU countries must achieve. However, it is up to the individual countries to 
devise their own laws on how to reach these goals.” (EU, n.d.) 
7 A regulation is a binding legislative act and must be implement in its entirety across all EU countries (ibid.) 
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3.3.1.1 Cookies are within the material scope of the GDPR 

Like the DPD, the main purpose of the GDPR is “[...] the protection of natural persons with regard 

to the processing of personal data and on the free movement of such data [...]” (The General Data 

Protection Regulation, 2016). In article 4(1) personal data is defined as: 

 

“[...] any information relating to an identified or identifiable natural person (‘data subject’); an 

identifiable natural person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person;”. 

(The General Data Protection Regulation, 2016, article 4, paragraph 1) 

 

Thus, as soon as a person can be directly or indirectly identified by means of reference to an 

identifier such as an identification number or an online identifier, all information related to this 

identified person is considered personal data, thus, regulated by the GDPR. In recital 30 it is further 

clarified what exactly is meant by online identifiers: 

 

“Natural persons may be associated with online identifiers provided by their devices, applications, 

tools and protocols, such as internet protocol addresses, cookie identifiers or other identifiers such 

as radio frequency identification tags. This may leave traces which, in particular when combined 

with unique identifiers and other information received by the servers, may be used to create profiles 

of the natural persons and identify them.” 

(The General Data Protection Regulation, 2016, (30)) 

 

In the above, cookie identifiers are explicitly mentioned as being a mean by which consumers can 

be identified. This is the case with cookies used for the purpose of targeted advertising, which many 

companies utilise (Cofone, 2017). This is supported by the Opinion adopted by the WP29, in which 

it is stated that “If as a result of placing and retrieving information through the cookie or similar 

device, the information collected can be considered personal data then, in addition to Article 5(3), 

Directive 95/46/EC will also apply.” (WP29, 2010, p. 9). As any reference to the DPD (Directive 

95/46/EC) should be construed as a reference to the GDPR, the GDPR applies to personal 
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information retrieved through cookies. In conclusion, we have established that cookies are within 

the material scope of the GPPR. 

3.3.1.2 Lawful bases for processing personal data 

In article 6 of the GDPR, the lawful bases for processing personal data are set out. The lawful bases 

are: a) consent, b) contract, c) legal obligation, d) vital interests, e) public task, and f) legitimate 

interest. This means that a data controller8 can lawfully process a data subject’s personal 

information if a) the data controller has either been given consent by the data subject, b) if 

processing is necessary for the performance of the contract between the controller and the data 

subject, c) if processing is required in order to fulfil a legal obligation, d) if processing is necessary 

in order to protect the interest of a natural person including the data subject, e) if the processing is 

necessary for the performance of a public task, e.g. if the controller exercise on behalf of a official 

authority, or f) if the processing is necessary if the controller has a legitimate interest. In the 

following section of this chapter, we focus on the lawful basis of consent and how this must be 

obtained. 

3.3.1.3 Consent under the GDPR 

With the GDPR more specific requirements with regard to consent have been introduced compared 

to the DPD. In recital 32 of the GDPR it is stated that: 

 

“Consent should be given by a clear affirmative act establishing a freely given, specific, informed 

and unambiguous indication of the data subject's agreement to the processing of personal data 

relating to him or her, such as by a written statement, including by electronic means, or an oral 

statement.” 

(The General Data Protection Regulation, 2016, (32) 

 

As such, in order for consent to be valid it must be given by a clear affirmative act which 

establishes an indication that the data subject agrees with the processing of the personal data 

relating to him or her. This indication must be: 1) freely given, 2) specific, 3) informed, and 4) 

                                                
8 controller refers to the “[...] natural or legal person, public authority, agency or other body which, alone or jointly with 
others, determines the purposes and means of the processing of personal data [...]” (GDPR, 4(7)). 
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unambiguous. In the following section below, we will review each of these preconditions 

individually. 

Freely given 

In accordance with article 7(4), consent is not valid if it is bundled together with the general terms 

and conditions of a product or service. Specifically, it is stated that: 

 

“When assessing whether consent is freely given, utmost account shall be taken of whether, inter 

alia, the performance of a contract, including the provision of a service, is conditional on consent 

to the processing of personal data that is not necessary for the performance of that contract.”  

(The General Data Protection Regulation, 2016, 7(4)) 

 

According to the WP29, the fact that consent must not be bundled is done to ensure that “[...] the 

processing of personal data for which consent is sought cannot become directly or indirectly the 

counter-performance of a contract.” (WP29, 2018, p. 8). This is supported by recital 43, in which it 

is stated that consent is not valid if the performance of a contract depends on the consent even 

though the information for which the consent is sought is not necessary for that performance.   

 

In addition, consent should cf. recital 42 not be acknowledged as freely given “[...] if it does not 

allow separate consent to be given to different personal data processing operations.”. This means 

that if the data controller wishes to collect personal data for several purposes, individual consent 

must be given for each purpose. This is further clarified in recital 32, where it is stated that 

“Consent should cover all processing activities carried out for the same purpose or purposes. When 

the processing has multiple purposes, consent should be given for all of them.”.  

 

Lastly, “Consent should not be regarded as freely given if the data subject has no genuine or free 

choice or is unable to refuse or withdraw consent without detriment.” (GDPR, 2016, recital 42). 

According to WP29, it can be said to cause detriment if the data subject is imposed any costs or a 

clear disadvantage by refusing to give consent (WP29, 2018, p. 10). Detriment would, furthermore, 

be if the data subject is intimidated, coerced, or suffers from other significant negative 

consequences. Hence, the service cannot be downgraded due to the data subject not providing 

consent, if the data is not necessary for the performance of the contract.  
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Specific 

The second condition for consent to be valid is that it ought to be specific, which is stated in article 

6(1)(a). The controller thus needs to specify the purpose for processing data. WP29 states that the 

controller must provide: 1) purpose specification in order to avoid a gradual widening of the 

purpose for which the data is processed, 2) granularity in consent, meaning that consent for each 

purpose should be obtained in line with the requirement of a freely given consent, and 3) a clear 

separation of information regarding consent from other information for the data subject.  

Informed  

The third condition for consent to be valid, informed, is closely related to that of specific. Based on 

article 5 in the GDPR, the transparency principle is of great importance. In recital 42, it is stated 

that: “For consent to be informed, the data subject should be aware at least of the identity of the 

controller and the purposes of the processing for which the personal data are intended.”. 

Furthermore, article 7(3) states that: “The data subject shall have the right to withdraw his or her 

consent at any time. [...] Prior to giving consent, the data subject shall be informed thereof. It shall 

be as easy to withdraw as to give consent.”.  Thus, in order for consent to be informed, the data 

subject should prior to consent be provided with the following information: 1) the controller’s 

identity cf. recital 42, 2) the purpose of each processing operations for which consent is sought, 3) 

information about which type of data will be collected and used, 4) the possibility to withdraw 

consent and how it can be done (WP29, 2018, p. 13).  

 

The GDPR does not provide any information regarding in which form the information presented 

above should be provided. Article 7(2) does, however, present clarification regarding what 

constitutes informed consent. As such, it is stated that:  

 

“If the data subject's consent is given in the context of a written declaration which also concerns 

other matters, the request for consent shall be presented in a manner which is clearly 

distinguishable from the other matters, in an intelligible and easily accessible form, using clear and 

plain language.”  

(The General Data Protection Regulation, 2016, 7(2))  
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This means that when requesting consent, controllers must use language that is understandable to 

the average person, and the information cannot be hidden in long privacy terms. In addition, it is 

expected that data controllers assess their target audience. That is, if the targeted data subjects are 

under the age of 18, the controller will be expected to provide the information in a language 

understandable by minors. 

 

If the request for consent is presented by electronic means, which is the case with cookies, the 

required information can be presented in a layered form, i.e. clicking a “Read more link” where 

information can be presented (WP29, 2018, p. 14). 

Unambiguous indication of wishes 

The fourth and last condition for consent to be valid is that it must be an unambiguous indication of 

the data subject’s wishes constituted by a clear affirmative act. With reference to a Commission 

Staff Working Paper, WP29 states that “A “clear affirmative act” means that the data subject must 

have taken a deliberate action to consent to the particular processing.” (p. 16). Recital 32 in the 

GDPR further clarifies that:  

 

“This could include ticking a box when visiting an internet website, choosing technical settings for 

information society services or another statement or conduct which clearly indicates in this context 

the data subject's acceptance of the proposed processing of his or her personal data. Silence, pre-

ticked boxes or inactivity should not therefore constitute consent.” 

(General Data Protection Regulation, 2016, recital 32) 

 

As it can be seen from the quote above, silence, pre-ticked boxes or inactivity do not constitute an 

unambiguous action, thus, ruling out opt-out by default. In addition, the WP29 notes that simply 

continuing to use a website is not an action from which the controller can infer an indication of 

wishes neither (WP29, 2018, p. 17). Because cf. article 7(1), when “[...] processing is based on 

consent, the controller shall be able to demonstrate that the data subject has consented to 

processing of his or her personal data.”. This will prove impossible if the data subject simply just 

continues to browse the website as normally. 

 

When consent is given by electronic means, recital 32 states that: “[...] the request must be clear, 

concise and not unnecessarily disruptive to the use of the service for which it is provided.”. 
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However, as it is the responsibility of the data controller to prove that the data subject has provided 

consent it can be necessary to construct a more prominent request as: “a less infringing or 

disturbing modus would result in ambiguity.”.  (WP29, 2018, p. 16). 

 

WP29 notes that many data controllers utilise personal data, and thus need consent for processing. 

Data subjects are therefore regularly met with multiple requests for consent. This can cause click-

fatigue, meaning that when met with such request too many times, the warning effect is diminished 

as data subjects no longer read the information. According to WP29, it is the responsibility of the 

controller to develop ways to tackle this issue (WP29, 2018, p. 17), though it does not provide 

examples of how this could be done. 

The GDPR applies to all controllers targeting EU data subjects 

Another change presented by the GDPR that should be noted in the context of privacy decisions, is 

that companies outside the EU who are targeting EU consumers are now encompassed by the 

regulation. In the DPD, only companies which were somehow affiliated with a member state were 

included, e.g. if the processing of personal data took place within a member state (Data Protection 

Directive, 1995, article 4). In the GDPR, the obligation to comply with the regulation has been 

extended to include controllers or processors of data who are offering goods or services to EU 

consumers, irrespective of the legal or physical location of the data controller, and irrespective of 

the process to be connected to a payment (The General Data Protection Regulation, 2016, art. 3).  

Economic consequences for the controller 

The GDPR has, furthermore, added consequences of not complying with the regulation. In article 

83, paragraph 5 it is stated that infringements of conditions of consent shall: “[...] be subject to 

administrative fines up to 20 000 000 EUR, or in the case of an undertaking, up to 4 % of the total 

worldwide annual turnover of the preceding financial year, whichever is higher.” (The General 

Data Protection Regulation, 2016, article 83(5)). 

 

At the moment of writing, no companies have been fined for not complying with the requirements 

of the law regarding consent for cookies. Hence, no further clarification besides the Opinion 

adopted by the WP29, referred to throughout this section, is available. Google has, however, been 

fined 50 million euros by the French data regulator for not obtaining valid consent for online 

advertisement personalisation (Fox, 2019). According to the French data regulator the information 
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regarding the purpose of the processing was disseminated across several documents, thus, not 

making the consent informed. Furthermore, Google had a pre ticked box for personalised ads when 

users created an account, which explicitly is prohibited under the GDPR. 

3.3.2 The ePrivacy Directive 

So far, the reviewed legislation has concerned personal data in general, though cookies are 

explicitly mentioned as personal data in the GDPR, thus within the material scope of the regulation. 

However, legislation specifically targeting (lex specialis9) electronic communications, including 

cookies, exists. As such, in 2002 the ePrivacy Directive (ePD) (2002/58/EC) was introduced with 

the purpose of specifically governing the electronic communications sector. In the ePD, it is stated 

that: 

 

“The Internet is overturning traditional market structures by providing a common, global 

infrastructure for the delivery of a wide range of electronic communications services. Publicly 

available electronic communications services over the Internet open new possibilities for users but 

also new risks for their personal data and privacy.” 

(ePrivacy Directive, 2002, (6)) 

 

The ePD was amended in 2009, and with this amendment a requirement for consent before storing 

or gaining access to information from a data subject’s terminal equipment was set forward. As the 

ePD is lex specialis to the GDPR, the six lawful bases (presented in section 3.3.1.2) in article 6 of 

the GDPR apply to cookies. Cookies can only be stored with consent from users. Specifically, it is 

stated that:  

 

“Member States shall ensure that the storing of information, or the gaining of access to information 

already stored, in the terminal equipment of a subscriber or user is only allowed on condition that 

the subscriber or user concerned has given his or her consent, having been provided with clear and 

comprehensive information, in accordance with Directive 95/46/EC, inter alia, about the purposes 

of the processing.” 

                                                
9 Lex specialis is Latin and means “law governing a specific subject matter”. Lex specialis takes precedence over 
general laws as for example the GDPR. 
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(The ePrivacy Directive, 2009, 5(3)) 

 

Regarding the definition of consent, it is in article 2(f) stated that: “"consent" by a user or 

subscriber corresponds to the data subject's consent in Directive 95/46/EC.” (ePrivacy Directive, 

2002, 2(f)). Thus, consent must be freely given, specific, informed, and provide an unambiguous 

indication of the data subject’s wishes as reviewed throughout section 3.3.1.3. It is, however, not all 

cookies for which consent is required: 

 

“This shall not prevent any technical storage or access for the sole purpose of carrying out the 

transmission of a communication over an electronic communications network, or as strictly 

necessary in order for the provider of an information society service explicitly requested by the 

subscriber or user to provide the service.” 

(The ePrivacy Directive, 2009, 5(3)) 

 

The requirement for consent does not apply to cookies which have the sole purpose of carrying out 

the transmission of a communication over an electronic communication network or which are 

necessary for the provider of the service to deliver the service explicitly requested by the user. 

According to EU Internet Handbook on cookies provided by the European Commission (European 

Commission, n.d.), user-input cookies that remember and fill in online forms for a session and 

multimedia content player cookies persistent for a session that allow for playing video or audio 

among others are exempted for the requirement for consent. These are the types of cookies, that as 

touched upon in section 3.1 do not any particular privacy risks.  

 

In recital 66, it is clarified how the request for consent should be presented:  

 

“It is therefore of paramount importance that users be provided with clear and comprehensive 

information when engaging in any activity which could result in such storage or gaining of access. 

The methods of providing information and offering the right to refuse should be as user-friendly as 

possible.” 

(ePrivacy Directive, 2009, recital 66) 
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The user should, hence, have the possibility of refusing the storage of cookies. Furthermore, 

information about, and the action of refusing cookies should be as user-friendly as possible, though 

no clarification of what is meant by user-friendly is provided. 

3.3.3 The sum of the GDPR and ePD 

To conclude, current informational privacy legislation requires consent, as defined in the GDPR, 

before storing cookies. Many session cookies, e.g. multimedia content player cookies and 

third-party social plug-in content-sharing cookies, are however, exempt as they do not pose a risk to 

privacy. If storing persistent cookies, the cookie banner (which constitutes the request for consent) 

must include information about the identity of the controller, purpose for storing and processing, 

type of cookies collected, possibility of withdrawal of consent and how withdrawal can be done. 

The information can be presented in a layered form, where the most essential information is 

presented on the cookie banner, and the rest is available through a link. Consent must in addition be 

provided with a clear and affirmative action. Thus, silence, pre-ticked boxes, or inactivity do not 

constitute such an clear and affirmative action. This also entails that simply continuing browsing 

does not constitute an unambiguous indication of the data subject’s wishes. Furthermore, the cookie 

banner should include the use of plain language in order for the consent to be informed. If the data 

subject wants to decline the use of cookies, the option to do so should be as user-friendly as 

possible and must not cause detriment to the user. The EC has in its Internet Handbook provided an 

example of a compliant cookie banner (see Figure 1) 

 

 
Figure 1: EC’s example of a compliant cookie banner (European Commission, n.d.) 

3.4 Future Legislation 

3.4.1 The ePrivacy Regulation (Proposal) 

In January 2017, the initial proposal for the new ePrivacy Regulation (ePR) intended to repeal the 

ePD was presented by the European Commission. The ePR was intended for adoption across 
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member states along with the GDPR on May 25, 2018. The final version of the regulation is, 

however, still yet to be agreed upon, and with a period of 12 months from the acceptance of the 

regulation until the adoption by member states, the current prediction for the implementation date is 

2021 at the earliest. 

 

The purpose of the ePR is similarly to the ePD to ensure “[...] the protection of fundamental rights 

and freedoms, in particular the respect for private life, confidentiality of communications and the 

protection of personal data in the electronic communications sector.” (ePrivacy Regulation 

Proposal, 2017, p. 2). The ePR does, however, take the new digital context into consideration, thus, 

new internet-based communication tools for interpersonal communication such as instant 

messaging are now encompassed by the regulation. In the proposal for the new ePR, the definition 

of consent still refers to that of the GDPR (recital 3). The central changes with regard to consent in 

the proposal compared to previous legislation, is that consent should can be given through browser 

settings, and that users should be prompted with the choice of providing consent the first time they 

use a browser. In relation to this part of the proposal, it is acknowledged by the EC that it could 

potentially harm businesses that have built their business model upon data as it would become more 

difficult to obtain consent from users (pp. 7-8). The suggestion is, however, in line with article 25 of 

the GDPR, which promotes the principle of privacy-by-design, where the highest level of privacy 

should be designed into the software rather than added later. 

 

In June 2018, the first amendment to the proposal was put forward by the European Council. In the 

amendment, it was suggested to delete the part which states that consent can be given through the 

user’s browser. The argument for deleting the article was that it poses a burden for browsers and 

apps, weakens competition, the impact on end-users and the ability of the article to address the issue 

of consent fatigue. Thus, it is argued that the article did not add any value and hence should be 

deleted. 

3.5 Sub Conclusion 

From the review of current data protection law, it becomes evident that the focus in the legislation 

lies on providing information to the user. The assumption seems to be that if the user prior to the 

collection of data is provided with all information regarding the identity of the company, the 

purpose of collecting the data, the type of information, and the possibility to withdraw consent - all 
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in a plain language - then the user will make the decision that reflects his preference. Thus, it seems 

that the EU believes that the privacy paradox occurs because users are homo economicus (as 

presented in section 2.3) who though concerned with privacy, assess that there are more benefits 

than disadvantages to disclosing information. As such, companies must provide users will all 

information in order for the user to trade the benefits of disclosure off against the disadvantages, 

and ultimately make the most beneficial choice. This is despite that all this information often 

accumulates to an extensive amount of text presented in long cookie policies. This extensive 

amount of information is, furthermore, presented in a layered form, meaning that users must click a 

link to yet another page to access the information. 

 

But do users actually make decisions regarding their privacy in accordance with the concept of the 

economic man? The behavioural economics literature would suggest otherwise. This will be 

reviewed in the following chapter. 
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CHAPTER 4: THEORETICAL FRAME 

Contrary to rational decision-making by the economic man, behavioural economics presents human 

decision-making as non-rational. In this chapter, we will review how people make decisions, and 

how these decisions can be influenced. In the first part of this chapter, we will account for dual 

process theory and how it can explain human decision making in the context of online privacy 

decisions. In the second part of the chapter, we will review how the insights provided by dual 

process theory can be utilised by choice architects to steer people towards a certain choice. 

4.1 Dual process theory 

Within decision-making theory, there are two types of models - normative models aiming at 

explaining how people should behave, and descriptive models that attempts to describe how people 

actually do behave. A prominent theory within the latter category is dual process theory, which 

covers a group of theories that divide human decision-making into two processes. 

 

Descriptive decision-making theories have challenged rational decision-making theories in 

describing how humans make decisions, as well as the assumption that an agent’s choice will reveal 

the true preference (Samuelson, 1948). Where economic theory assumes that humans will maximise 

utility, descriptive decision-making theory acknowledges that this is often not the case. To account 

for the non-rational behaviour that was observed, Simon (1955) coined the term bounded 

rationality, which encapsulates that human minds are characterized by limited cognitive capacity 

and limited time.  

 

Dual process theory explores non-rational decision-making and bounded rationality by dividing 

mental processes into two categories. Posner and Snyder (1975) were the first to make such division 

and distinguished between automatic and controlled processes. The influence of dual process 

theories has since expanded and created a large and growing body of research (Gawronski & 

Creighton, 2013). To describe the automatic and controlled processes, Kahneman (2003) adopts 

Stanovich and West’s (2000) notion of system 1 and 2. System 1 can be described as intuition and 

is characterized by being unconscious, fast, automatic and effortless. As a consequence of bounded 

rationality, most decisions are made using system 1 despite people considering themselves 
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reflective most of the time (Thaler & Sunstein, 2009). System 1 processing is associative, and 

decisions are made by considering how much the decision resembles similar situations. System 2 on 

the other hand, can be defined as reasoning, and is slow and controlled. Decisions are made in an 

effortful and analytical manner. Furthermore, decisions made with system 2 are deductive and slow, 

and require more effort than system 1 processing. Therefore, due to limited cognitive capacity, the 

human brain attempts to optimize decision-making by putting system 1 in charge of as much as 

possible of the decision-making process. Only when system 1 is faced with an unfamiliar situation, 

or does not have an answer readily at hand, system 2 is activated. Table 1 below provides an 

overview of the characteristics of system 1 and system 2, accordingly. 

 

Table 1 

Overview of system 1 and system 2 characteristics 

System 1 - Intuition System 2 - Reasoning 

Uncontrolled Controlled 

Effortless Effortful 

Associative Deductive 

Fast Slow 

Unconscious Self-aware 

Skilled Rule-following 

Note: adapted from Thaler and Sunstein, 2009, p. 22) 

 

The two systems are not separated, and system 1 can be capacitated to process decisions which 

were initially processed by system 2. When driving a car for the first time, all decisions are made 

with system 2 because they are unfamiliar, complex and rule-based. The need for careful analysis 

slows down the decision-making process, providing an explanation for why novice drivers are more 

prone to accidents (Thaler & Sunstein, 2009, p. 23). Novice drivers have not yet developed the 

instinct that enables experienced drivers to rely mainly on system 1 when driving (Sunstein, 2014, 

p.49), thus, allowing for faster and automated decisions, which in turn help them avoid accidents. 

Related to this notion, Kahneman (2011) uses the term cognitive ease to describe how the mind 

relaxes and resorts to system 1 processes when confronted with familiar situations. Repeating a 

message can, thus, create familiarity for the recipient and result in cognitive ease. This can be 

problematic because people mistake familiarity for the truth. Kahneman (2011) states that: "A 
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reliable way to make people believe in falsehoods is frequent repetition, because familiarity is not 

easily distinguished from truth." (Kahneman, 2011, p. 62). 

 

In the context of online decision-making, a study by Böhme and Köpsell (2010) showed that people 

are much more likely to click accept on pop-up boxes appearing on websites if the pop-up boxes 

resemble End User License Agreements (EULAs). The repetitive action of being confronted with 

and accepting EULAs cause consumers to be habituated to accepting everything that resembles a 

EULA without paying attention to it. The observed habituation towards EULAs can be transferred 

to the context of cookie banners. As earlier mentioned, the WP29 is aware of the risk of click-

fatigue, which can be explained by habituation. The repeated action of accepting or declining 

cookie banners on all websites diminishes the warning effect of cookie banners, which ultimately 

results in users accepting cookies without reading what consent entails - they rely solely on system 

1. The occurrence of habituation in the context of cookie banners is further supported by a report by 

the DBA (2015) where 31% of participants stated that whenever prompted with a cookie notice they 

accept without reading anything. As such, habituation also takes place in the context of cookie 

banners.  

 

 An important contribution by Kahneman (2003) to the field of dual process theory is the 

integration of system 1 and 2 with heuristics and biases in decision-making. These will be explored 

in the following section. 

4.1.1 Heuristics and Biases 

Heuristics occur in the interplay between system 1 and system 2 (Thaler & Sunstein, 2009, p. 25), 

and can be described as rules of thumb to make decision-making more effective. Tversky and 

Kahneman (1974) do, however, note that heuristics can lead to systematic and predictable errors 

known as biases. In the context of online privacy decisions, Acquisti et al. (2017) finds that 

heuristics, albeit effective, can result in “regrettable decisions, ranging from over-sharing to 

increased exposure to cyber-attacks.” (Acquisti et al., 2017, p. 2). Tversky and Kahneman (1974) 

presented three original heuristics that influence how people make decisions: representativeness, 

availability, and anchoring. Several heuristics have since then been introduced, but for the current 

thesis, we will limit ourselves to the ones by Tversky and Kahneman (1974). These will be 

reviewed individually in the following sections.   
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4.1.1.1 Representativeness heuristic 

The representativeness heuristic explains how people judge the probability of A to belong to 

category B, by assessing how similar A is to their representation of B (Thaler & Sunstein, 2009). To 

make such assessment, system 1 relies on previous subjective experiences and stereotypes. Tversky 

and Kahneman (1974) illustrate this by describing a person the following way: “Steve is very shy 

and withdrawn, invariably helpful, but with little interest in people, or in the world of reality. A 

meek and tidy soul, he has a need for order and structure, and a passion for detail.” (p. 1124). 

When asked about the probability of Steve working in one of different occupations (e.g. a farmer, 

pilot, salesman, or librarian) people linked the description of the character “Steve” to their 

representation of the different occupations. As such, people were likely to conclude that the 

probability of Steve being a librarian was higher than for the other occupations, regardless of that 

the statistical probability of Steve being a librarian was lower than for being a farmer. In the 

example of habituation towards EULA’s (Böhme & Köpsell, 2010), participants judged the consent 

dialogue to belong to the category of EULA’s because it resembled their representation of a EULA. 

When browsing websites, users are often met with pop-boxes with varying types information. The 

representativeness heuristic could, thus, suggest that when users see a cookie banner it resembles 

other pop-up boxes rather than an important decision regarding their privacy, which make them 

click it away. 

4.1.1.2 Availability heuristic 

The second heuristic identified by Tversky and Kahneman (1974) is the availability heuristic, which 

is when people: “[...] assess the frequency of a class or the probability of an event by the ease with 

which instances or occurrences can be brought to mind.” (Tversky & Kahneman, 1974, p. 1127). 

In other words, events are assessed as more likely to occur if similar events are easily recalled. 

Risks that are highly salient, e.g. terrorist attacks in the wake of 9/11, are assessed as more likely to 

happen, than what statistical evidence would suggest. Thaler and Sunstein (2009) state that “[...] 

vivid and easily imagined causes of death (for example, tornadoes) often receive inflated estimates 

of probability, and less-vivid causes (for example, asthma attacks) receive low estimates, even if 

they occur with a far greater frequency (here a factor of twenty)” (pp. 27-28). The fact that some 

risks produce vivid images and are easily imagined makes system 1 assess them as more probable, 

though system 2 would conclude otherwise if analysing the statistical probability of said risks. In a 

privacy context, Acquisti et al. states that (2017), “When facing privacy decisions, individuals are 
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often uncertain about the risks associated with disclosure, and may lean on heuristics to judge the 

probability of adverse events.” (Acquisti et al., 2017, pp. 44:5-44:6). For cookie banners, a user’s 

assessment of the risk of accepting cookies could be influenced if a person close to the user had 

experienced a cyber-attack or the media had covered a story about cookies and the associated risks. 

Hence, users are often influenced by stories from the people around them or from the media. 

4.1.1.3 Anchoring heuristic 

The anchoring heuristic refers to how when making a decision, information previously presented 

regardless of direct relevance are considered. Thaler and Sunstein (2009) give the example of a 

study where college students were asked how happy they were, followed by a question about how 

often they dated. There was no correlation between the answers. However, when the two questions 

were asked in the reverse order, the college students used the answer of how often they dated as an 

anchor to assess their own happiness and correlation between the answers was detected. Within the 

privacy context, an example of anchoring is that many US Internet service providers request social 

security numbers from new customers even though they do not need the information. Hence, if 

being asked by another company for the social security number, the customer may be willing to 

reveal this information without including other relevant information that could be in favour of not 

giving it away (Acquisti, 2017, p. 44:7). In relation to this, Acquisti and Grossklags (2007) present 

how the valuation of personal information can be affected by what has previously been given in 

exchange for this information (pp. 370-371). 

4.1.2 Cognitive biases 

Cognitive biases are closely related to heuristics and are by Acquisti et al. (2017) defined as: 

“systematic errors in judgments and behaviors” that “[...] represent deviations from the stylized 

economically rational behavior predicted by rational choice theory.” (Acquisti, 2017, p. 44:6). In 

the following section, we have selected biases which, according to Acquisti et al. (2017), have been 

shown to influence online privacy decisions (p. 44:6). These cognitive biases are loss aversion, 

status quo bias, and hyperbolic discounting, which we will review individually in the following 

sections. 
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4.1.2.1 Loss aversion 

Losing something produces stronger negative emotions than the positive emotions related to 

obtaining something of an equal value. More specifically, “[...] the ratio of the slopes of the value 

function in two domains, for small or moderate gains and losses of money, is about 2:1.” 

(Kahneman et al., 1991, p. 199), which is illustrated in Figure 2. Thaler and Sunstein (2009) state 

that: “Roughly speaking, losing something makes you twice as miserable as gaining the same thing 

makes you happy.” (p. 36).  

 

 
Figure 2: Value function (Kahneman, Knetsch & Thaler, 1991) 

Note. The figure illustrates how the value function for losses is twice as steep as for gains. 

 

In an experiment by Kahneman, Knetsch, and Thaler (1991), half a class of students were given a 

mug with an insignia of their university, whereas the other half of the class were given nothing. 

When the students who had received mugs were given the opportunity to sell their mugs to one of 

the students who had not received one, they asked for approximately twice as much for the mug 

compared to how much the other students were willing to pay for it. 

 

Furthermore, Kahneman et al. (1984) found that when dealing with risky choices, people tend to be 

risk averse in the domain of gains, but risk seeking in the domain of losses. This indicates that 

people are more willing to take higher risks in order to minimize losses compared to maximizing 

gains.  
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Most people do not know the advantages and disadvantages of cookies as presented in section 3.1, 

and accepting them could therefore be argued to be a risky choice. In addition, 38% of respondents 

in a survey by the Danish Business Authority (2015) stated that a prominent reason for not blocking 

cookies was because they believe it limits the access to certain parts of many websites (p. 8). For 

that reason, it could be argued that people fear losing website functionality. This causes them to be 

more risk seeking, i.e. more prone to accept cookies in order to minimize loss of website 

functionality. 

4.1.2.2. Status quo bias 

An implication of the loss aversion bias is that people tend to have a strong tendency to remain with 

the status quo. Samuelson and Zeckhauser (1988) investigated the status quo bias by conducting an 

experiment where participants were told to imagine a scenario where they had inherited a large sum 

of money, and to choose between four options to invest the funds: moderate-risk, high-risk, treasury 

bills, or municipality bonds. Participants received either a neutral version or a status quo version of 

the question. In the neutral option, participants simply had to choose between the four options. 

In the status quo option, the scenario was changed, so that a significant sum of the inherited funds 

were already invested in the moderate-risk option. The question was then formulated in the 

following way: “You are deliberating whether to leave the portfolio intact or to change it by 

investing in other securities.” (Samuelson & Zeckhauser, 1988, pp. 12-13). All participants were 

given the choice between the same four options - the only difference being that the second group 

had the option of moderate risk framed as the status quo. Results showed that participants 

demonstrated a bias toward sticking with the status quo - the moderate risk. 

 

Elaborating on the above, Samuelson and Zeckhauser (1988) found that the status quo bias becomes 

stronger as the number of options increase. Furthermore, the scholars found that “The degree of bias 

varied with the strength of the individual's discernible preference [...]. The stronger was an 

individual's preference for a selected alternative, the weaker was the bias.” (Samuelson & 

Zeckhauser, 1988, p. 8). As such, the weaker a person’s preference is, the more likely he will be to 

stick with the status quo option. According to John, Acquisti, and Loewenstein (2011), preference 

uncertainty may be pronounced in the privacy context, thus, enhancing the status quo bias. This 

could explain why few people change their browser settings to continuously block cookies despite 

this being an option in all major browsers. 
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4.1.2.3 Hyperbolic discounting 

Intertemporal choices, defined as: “[...] decisions in which an individual agent must trade-off 

outcomes (monetary or otherwise) received at different points in time.” (Jamison & Wegener, 2010, 

p. 833), have shown to deviate from traditional decision-making models (Acquisti et al, 2017). 

Intertemporal choices were first studied by Samuelson (1937), who presented the discounted utility 

(DU) model. According to the DU Model, the discount rate is stable across time. Studies within the 

field of psychology and neuroeconomics have, however, demonstrated the limitations of the DU 

Model to explain actual human behaviour. As such, Phelps and Pollak (1968) presented the model 

of quasi-hyperbolic discounting, which Loewenstein and Prelec (1992) further generalised by 

developing the model of hyperbolic discounting (see Figure 3). 

 

 
 

Figure 3: Discount functions for exponential, hyperbolic, and quasi-hyperbolic discounting, 

accordingly (Berns, Laibson & Loewenstein, 2007, Figure 1). 

 

In Figure 3 above, the discount functions of exponential, hyperbolic, and quasi-hyperbolic 

discounting are illustrated, accordingly. The quasi-hyperbolic discount function is steeper during 

the first year, and then follows a similar form as the exponential discount function. The hyperbolic 

form of discounting predicts that people will have a higher discount rate in short time periods 



Master’s Thesis, May 2019 Regitze Bergstrøm 
Copenhagen Business School  Rune Foss-Madsen 

 34 

compared to longer time periods (Berns et al., 2007, p. 483). Thus, people will prefer smaller 

rewards sooner over larger rewards later. This was demonstrated in a study by Thaler (1981), where 

participants were given the hypothetical situation of receiving a cash prize immediately or receiving 

a larger price in the future. In one variant, participants were asked to imagine receiving $15 

immediately or receive a higher amount within one month, one year or ten years. They were then 

asked which amount would compensate the wait. The median answer was $20 for one month, $50 

for one year, and $100 for ten years. This translates to annual discount rates of 345% within one 

month, 120% within a year, and 19% within ten years. Discount rates are thus high in the short term 

but decline rapidly in the long term. Hyperbolic discounting has also been utilised to explain the 

privacy paradox (e.g. Acquisti, 2004). Acquisti (2004) utilises hyperbolic discounting along with 

the immediate gratification bias to explain why people do not always readily protect their privacy. 

Immediate gratification refers to: “A person’s relative preference for wellbeing at an earlier date 

over a later date gets stronger as the earlier date gets closer. [...] [P]eople have self-control 

problems caused by a tendency to pursue immediate gratification in a way that their ‘long-run 

selves’ do not appreciate.” (O’Donoghue & Rabin, p. 4 in Acquisti, 2004, p. 24). When online 

consumers make the decision on whether to allow a company to store cookies or not, the quick 

decision of accepting cookies will give them the immediate gratification of continuing with their 

primary goal on the website. The consequence, i.e. the processing of their data, will however occur 

at a later time. In addition, users rarely receive feedback regarding the previous choice of accepting 

cookies. Users are not notified that they are seeing a particular advertisement due to a previous 

choice of accepting cookies on a certain website. Adding to this, people have difficulties picturing 

themselves in the distant future. According to Sunstein (2014): “Shortsighted decision-making 

occurs in part because people fail to consider their future interests as belonging to the self.” (p. 55). 

As such, when accepting cookies, people do not see the future consequences of doing so as 

belonging to themselves, which further strengthens the tendency to accept cookies now. 

4.1.3 Criticism of dual process theories: The theory is too general  

Dual process theories have been criticized for being too general and lacking precision, which makes 

it difficult to falsify the group of theories. Keren and Schul (2009) argue that the ability of 

Kahneman’s (2003) system 1 and 2 to accommodate all types of empirical findings in a post hoc 

manner, reflects the imprecision of the definitions used for the theory. Similarly, Tversky and 

Kahneman’s (1974) heuristics and biases have been criticized for being too vague (Gigerenzer, 
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1996). Other researchers (e.g. Kruglanski et al., 2006) have argued that single process theories more 

precisely reflect cognitive processes. Yet again, other argue for multi process theories (e.g. 

Sherman, 2006). However, the broad acceptance and large body of literature of dual process 

theories testifies to its importance in social psychology. Specifically, for Kahneman’s (2003) 

contribution, the fact that philosophers have started to use the notion of dual systems to discuss the 

general architecture of the human mind (e.g. Carruthers, 2009) testifies to its importance for 

understanding decision-making. 

 

As such, dual process theory, can aid in understanding human decision-making, and may help 

explain why there is a privacy paradox. We do, however, note that dual process theory explains 

behaviour in a post hoc manner, and that it therefore cannot predict behaviour. In order to be able to 

predict behaviour, we therefore complement dual process theories with literature on choice 

architecture and nudging which provide tools that exploit the insights provided by dual process 

theory. Thus, these tools can be utilised to intentionally change the context in which people make 

decisions in order to steer them towards a particular option. 

4.2 Choice architecture 

As briefly presented in the introduction of the current thesis, choice architecture “[...] is the context 

in which people make decisions” (Thaler & Sunstein, 2009, p. 3). In buildings, forms, websites, and 

cookie banners, decisions are made with regard to how choices are presented. The people deciding 

upon these designs are all choice architects, defined as someone who “[...] has the responsibility for 

organizing the context in which people make decisions.” (Thaler & Sunstein, 2009, p. 3). Thaler and 

Sunstein (2009) emphasise that there is no such thing as neutral choice architecture. If one element 

of a design is chosen, other elements are inevitable left out (p. 3). As people interact with the 

design, their behaviour will be affected by the choice architecture in one way or the other, thus, 

leaving out the possibility for neutral choice architecture. Thaler and Sunstein (2009) provide the 

example of a person working in a cafeteria, who has the responsibility of placing the food served. 

The placement of different food items will inevitably influence which food is bought and the 

cafeteria employee is, thus, a choice architect. In the same way, the design of cookie banners is 

choice architecture because it affects how the cookie banner is interpreted and how decision-making 

takes place, e.g. is the banner small, large, green, etc. As such, the companies and organizations 
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responsible for websites and the cookie banners within these websites become choice architects 

with the ability to change user behaviour.  

But rather than designing the context in which people make decisions by coincidence, “Choice 

architects should identify the biases that can be detrimental in select circumstances and then create 

devices [...] that work with the biases to advantage those who have choices to make” (Selinger & 

Whyte, 2011, p. 925). This deliberate design of the context of decision-making has been referred to 

as nudging. 

4.2.1 Nudging 

Nudges are tools within the choice architecture “that alters people’s behavior in a predictable way 

without forbidding any options or significantly changing their economic incentives”. (Thaler & 

Sunstein, 2009, p. 6). Prohibitions do not count as nudges, neither do taxes nor other economic 

incentives. In order for interventions to classify as nudges they must, according to Thaler and 

Sunstein (2009), be cheap and easy to avoid, thus preserving the free choice of the consumer. 

Furthermore, it is argued that nudges should “[...] try to influence people’s behaviour in order to 

make their lives longer, healthier, and better.” (Thaler & Sunstein, 2009, p. 5). Nevertheless, 

companies have adopted the principles of nudging originally set forward to promote the good and 

are utilising the insights for commercial purposes. An example of this is the streaming service 

Netflix, which has created an auto play function that automatically starts playing the next episode of 

a tv-show when an episode is about to end. In this way, the company takes advantage of people’s 

inertia, thus making them watch for a longer time than they would have otherwise (Albrecht, 2018). 

Similarly, the taxi app Uber has implemented for their drivers to be presented with their next 

possible fare before having dropped off their current customer (Albrecht, 2018). Nudging someone 

to make a decision that they would not otherwise have made is by Thaler (2018) termed sludging. 

That is, a “[...] “sludge” just mucks things up and makes wise decision-making and prosocial 

activity more difficult.” (Thaler, 2018). Meaning, that sludges promote decisions that benefits the 

company (or other actor) rather than the person making the decision. Sludging “[...] can discourage 

behavior that is in a person’s best interest such as claiming a rebate or tax credit, and it can 

encourage self-defeating behavior such as investing in a deal that is too good to be true.” (Thaler, 

2018). On the basis of this, we acknowledge that the concept of nudging traditionally refers to the 

exploitation of cognitive biases in order to make people better off. However, in the current thesis 

we utilise the term as a verb that merely states the action of nudging someone in a certain direction. 
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The choice of nudges for solving a specific problem depends on the characteristics of the issue at 

hand and the specific cognitive biases that influence people’s decision making in relation to the 

issue. When utilising nudges, choice architects must be aware of possible unintended side effects. 

Known side effects are among others the spill over effect, which is when nudges affect another 

behaviour than the one targeted. Another unintended side effect of nudges is the rebound effect, 

which is when nudges produce compensating behaviour, hence, nullifying the overall effect 

(Sunstein, 2017, p. 21). Another unintended side effect is the reactance effect. The reactance effect 

is when people become aware of a nudge and its intention, and as a result feel that their freedom is 

threatened. This can lead people to rebel against the nudge, meaning that they will behave in the 

opposite way as intended by the nudge. 

 

In the remaining sections of this chapter, the most prominent nudges within the field of privacy will 

be reviewed (Acquisti et al., 2017). 

4.2.1.1 Effort 

In his 2014 work Simpler, Sunstein (2014) advocates for approaches within choice architecture to 

make decision making as simple as possible for citizens. He draws a parallel to companies such as 

Apple, which have succeeded due to their ability to make their products simple and intuitive despite 

the fact that they are based on complicated technology. Sunstein (2014) argues that “[...] when 

people are informed of the benefits or risks of engaging in certain actions, they are far more likely 

to respond to that information if they are simultaneously provided with clear, explicit information 

about how to do so” (Sunstein, 2014, p. 60). Providing clear indications on how to take action is an 

effective nudge because it makes people overcome inertia and increases the possibility that they act 

on important information. Alternatively, choice architecture can also be altered to make designs or 

certain decisions as complicated as possible. Sunstein (2014) provide the example of IKEA-stores 

built like labyrinths as choice architecture that deliberately increases the effort of exiting the store, 

causing people stay longer and buy more products. 

4.2.1.2 Salience 

Salience accounts for how information that comes readily to mind or are visually prominent guide 

people in decision-making. Today, individuals are constantly exposed to an infinite amount of 

information but have bounded rationality. Increasing the salience of certain aspects of a decision 
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can nudge people toward changing behaviour. An example mentioned by Sunstein (2014) is the 

Family Smoking Prevention and Tobacco Control Act (U.S. Food & Drug Administration, 2019) 

which came into effect in the United States in 2009 (p. 130). The act required tobacco producers to 

include warnings on the packaging of their products such as “smoking can kill you” along with 

vivid and disturbing images showing the consequences of smoking. Despite the fact that most 

smokers know that smoking is bad for their health, the graphic warnings increase the salience of the 

negative side effects of smoking in the moment tobacco is bought. Another way to increase salience 

of positive or negative aspects of a product or a decision is through labelling, highlighting certain 

characteristics, e.g. fuel economy labels on cars (Sunstein, 2014, p. 81-86). In a study by Thorndike 

et al. (2014), labelling was used in combination with changed product placements to increase the 

consumption of healthy food items while decreasing consumption of unhealthy options in a hospital 

cafeteria. The labels used for the experiment were traffic light labels (Thorndike et al., 2014). 

Traffic light labels exploit the fact that people can easily understand the meaning of traffic light 

colours, i.e. red = stop, yellow = wait, and green = go. In the experiment, green labels were added to 

healthy food items, yellow labels to neutrally healthy food products, and red labels to unhealthy 

food products. The traffic light labels were combined with changed product placement which aimed 

at increasing the salience of healthy options, e.g. by placing healthy beverages at eye level. The 

study found that over a period of 24 months, the interventions resulted in increased sales of healthy 

food items from 41% to 46%. Simultaneously, the sale of unhealthy products fell from 27% to 18% 

(Thorndike et al., 2014). In relation to these results, Acquisti et al. (2017) notes that traffic light 

labelling can be useful though it can also be ambiguous in some situations. In a privacy context, a 

user could be confused about whether a green label is indicating that it is the better choice for him 

or if it is merely indicating the flow of information. 

4.2.1.3 Framing 

Another way in which a decision maker’s choice can be affected is how a choice is framed. 

Framing as a concept refers to how a “[...] frame casts the same critical information in either a 

positive or a negative light [...]” (Levin, Scheider & Gaeth, 1998, p. 150). While it would not matter 

following classic economic theory, the cognitive biases cause that “[...] decision makers respond 

differently to different but objectively equivalent descriptions of the same problem.” (Levin et al. 

1998, p. 150). Framing targets system 1, which quickly assesses the information presented. Had the 

decision-maker utilised system 2, he would have been able to conclude that the way something is 
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framed does not change the facts. As such, by framing a choice in a certain way, choice architects 

can influence the decision maker’s choice.  

 

Levin et al. (1998) make a distinction between three types of framing effects: risky choice framing, 

attribute framing, and goal framing. Risky choice framing is closely related to loss aversion and 

describes how people's behaviour towards risky and riskless choices depend on whether they are 

framed in positive or negative way. Kahneman and Tversky (1981) found that when presented with 

a positive frame, participants were risk averse, whereas participants presented with a negative frame 

were risk seeking.  

Attribute framing is related to how a characteristic of an object or event can be described in either a 

positive or negative way with the aim of affecting the evaluation of that same object or event. In a 

study of attribute framing by Levin and Gaeth (1988), it was found that perceptions of quality of 

minced meat depended on whether the meat was labelled as “75% lean” or “25% fat”. That is, the 

evaluation of the product was better when it was framed in a positive manner (75% lean) compared 

to when framed in a negative manner (25% fat). 

 

Goal framing is when a choice is framed “[...] to focus attention on its potential to provide a benefit 

or gain (positive frame) or on its potential to prevent or avoid a loss (negative frame).” (Levin et 

al., 1998, p. 167). Thus, the focus is on what the decision-maker will achieve by choosing one 

particular option over another. Both a positive and negative frame within goal framing is effective 

(see Figure 4), but research has found the negative frame to be the most effective of the two.  
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Figure 4: The process of goal framing (Levin et al., 1998, p. 176) 

Note. The figure illustrates that though both negative and positive goal framing is effective, the 

negative frame makes people more likely to act. 

 

An example of goal framing is in the case of breast self-examination (BSE). In a study by 

Meyerowitz and Chaiken (1987) it was found that women were more likely to engage in BSE when 

presented with information stressing the negative consequences of not doing so compared to when 

presented with the benefits of participating. The effectiveness of the negative frame within valence 

framing in general, and especially within risky choice framing, have often been explained by 

prospect theory and the loss aversion bias in particular. Goal framing, however, can according to 

Levin et al. (1998) not be explained by prospect theory, as the outcome cannot necessarily be 

unanimously viewed upon as a risk. In the example of BSE, some women may see not engaging in 

BSE as a risk whereas other will view engaging in BSE as a risk. Thus, Levin et al. (1998) point 

towards an explanation provided by Meyerowitz and Chaiken (1987) who suggest that there is a [...] 

negativity bias in processing information, wherein negative information has a systematically 

stronger impact on judgment than objectively equivalent positive information.” (Levin et al., 1998, 

p. 176).  
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In the context of cookie banners, the goal of accepting cookies could be emphasised and framed in 

either a positive or negative frame. Following the theory presented above, the most effective one 

would be to frame it in a negative frame. However, in an analysis by Pollach (2007) of online 

privacy policies of 50 companies, it was demonstrated that companies use positive goal framing and 

“sugar-coat data handling practices by foregrounding positive aspects and backgrounding privacy 

invasions.” (Pollach, 2007, p. 106). For instance, the companies analysed claimed that email 

marketing was in the interest of the user. 

4.2.1.4 Default rules and active choice 

Default rules exploit the status quo bias and the power of inertia. For topics where choice architects 

want decision-makers to make a certain choice, but this choice is not made due to inertia, the 

defaults can be changed, making the preferred choice the default option. Dinner et al. (2011, p.333) 

mention three contributing factors to why defaults function: effort, implied endorsement of the 

default rule, and the default rule becoming a reference point for decisions. Effort both covers the 

physical effort of decision making, e.g. filling out a form or going to the voter booth, and the 

cognitive effort in actually making the decision, i.e. identifying and choosing the best option. If too 

much effort is required for a decision to be made, people tend to stick with the default. The second 

factor, implied endorsement, “asserts that defaults are meant as advice giving by the question-poser 

on the part of customers and citizens.” (Dinner et al., 2011, p. 333). In other words, the decision 

maker understands the default as guidance from the choice architects about how to decide. Finally, 

the third factor, the default as a reference point, is connected to loss aversion and anchoring. 

Decision makers see the default option as the reference point and focus on the loss incurred in 

deciding something other than the default. 

 

Changing the default is a powerful nudge, which has been demonstrated in the context of organ 

donation (Johnson & Goldstein, 2003). Most people are in favour of organ donation, yet very few 

actually sign up to become a donor. This is serious problem as thousands of people die waiting for 

an organ transplant. In most countries, organ donation relies on explicit consent, where people must 

explicitly opt-in to become an organ donor. But because of the status quo bias few acts and sign up. 

Some countries have utilised defaults to change this by applying presumed consent, i.e. the default 

is that everyone is an organ donor unless they actively opt-out. By changing the default for organ 

donation, the effort of becoming a donor disappears. Furthermore, the presumed consent indicates 
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that authorities endorse organ donation. As a result, the vast majority of citizens in countries with 

presumed consent rules are registered organ donors, whereas most people in countries with explicit 

consent rules are not (see Figure 5).  

 
Figure 5: Effective consent rates for organ donation by country (Johnson & Goldstein, 2003, p. 

1338). 

Note. Countries with explicit consent is marked with gold bars, and countries with presumed 

consent is marked with blue bars. The figure shows that countries with presumed consent have a 

higher effective consent rate.  

 

In the context of sludges, defaults are used in negative option marketing in which consumers e.g. 

subscribe for a free 3-month membership for a magazine followed by automatic renewals for that 

magazine charged directly to the consumer’s credit card. Due to the status quo bias, people who do 

not benefit from the subscribed product often fail to opt out of the subscription plans.  

 

Default choices are effective, but they are, however not universally adaptable nor always the best 

solution for the decision maker. In situations where the group of decision makers is diverse, where 

choice architects are not sure which choice would make the best default, or if it is a topic where 

people would prefer to choose, default choices should be replaced by active choices (Sunstein, 

2014, p.121). Opposed to default rules, active choices force consumers to make a choice leaving out 

the possibility for inaction, and thus overcoming any problems related to inertia and status quo bias. 
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Apart from overcoming inertia, active choosing can protect the decision maker against choice 

architecture where the default is not actually the best option. 

 

In the GDPR, consent must be obtained from the user prior to the storage of cookies. As such, the 

default is that data is not collected unless the users allows the company to do so. However, as 

Cofone (2017) points out, default rules do not always work as intended and are likely to fail “when 

their application is given to an agent who (i) has an interest on whether the other agents make a 

choice switch and (ii) can shape the way the default rule is presented.” (Cofone, 2017, p. 49). For 

penalty defaults, defined as defaults, which aim to lower the profit of rent-seekers, these effects are 

especially strong. That is, when a default rule aims at lowering the profit of companies, the 

companies have a strong incentive to design choice architecture in a way that circumvents the 

default rule. 

An example of a failed default rule is the case of bank overdraft fee regulation imposed in 2010 in 

the United States (Willis, 2013). In an attempt to protect consumers, the US banking authorities 

made it illegal for banks to charge overdraft fees without their customers having explicitly opted in 

to such fees. The rule failed because the new default rule was implemented at the banks’ discretion 

and because it was in the interest of the banks to maintain the lucrative overdraft fees. When 

implementing the new rule, the banks who understood how to use choice architecture to their 

advantage, framed the opt-out by default as an active choice. One bank presented clients with the 

following dialog when using an ATM: “Yes: Keep my account working the same with Shareplus 

ATM and debit card overdraft coverage.” and “No: Change my account to remove Shareplus ATM 

and debit card overdraft coverage.” (Sunstein, 2014, p. 118). 

4.2.1.5 Critique of nudges 

As nudges exploit the cognitive biases which people are not in control of, nudges have been 

criticised for being manipulative (Hausman & Welch, 2010). While a deeper discussion of whether 

nudges can be deemed manipulative is beyond the scope of this thesis, we will briefly address the 

criticism. According to Hausman and Welch (2010) nudges are deliberate attempts to influence 

people’s system 1, and nudges are, thus, no different from subliminal advertising. Hausman and 

Welch (2010) argue that “Systematically exploiting non-rational factors that influence human 

decision-making, whether on the part of the government or other agents, threatens liberty, broadly 

conceived, notwithstanding the fact that some nudges are justified.” (Hausman & Welch, 2010, p. 
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136). Thaler and Sunstein (2009) have addressed the ethical aspect of nudges and argue that a 

primary goal should be to increase transparency (p. 239). Meaning, that choice architects should be 

open about the fact that nudges are employed, as people are not necessarily against nudges. It has 

for example been found that American were in favour of mandatory calorie labels at chain 

restaurants, which increased salience in order to promote a healthier choice (Sunstein, 2016, p. 

121). When companies, however, employ nudges in order to make the user make a choice that 

benefits the company rather than the user, nudges are no longer approved of by people. Because, 

“Whenever people think that the motivations of the choice architect are illicit, they will disapprove 

of the nudge.” (Sunstein, 2016, p. 130). As such, companies have no incentives to follow the advice 

of transparency. And as the majority of nudges target system 1, the user being nudged is unaware of 

the fact that it happens. This means that companies can continue to influence users in order to 

promote own interests - as long as data protection law allows it. 

4.3 Summary of Reviewed Literature and Theory 

We have now reviewed literature within the field of privacy. It has been reviewed that privacy in 

this thesis should be understood as control over information, the control being the right to decide 

whether to provide consent. Privacy is of great value both in the context of personal relationships in 

which it is important for creating and maintaining the diversity of these relationships. Users’ 

personal information does, however, also holds great value to companies which utilise the data to 

target advertising, hence, increase their sales. The EU recognises the importance of privacy and 

views it as a fundamental right, which should be protected through legislation. Within current data 

protection law, companies must provide users with extensive information in order to allow them to 

decide upon whether to provide consent. As such, it seems like EU legislation assumes online users 

to be homo economicus, who always make rational decisions based on preference. Dual process 

theory, however, presents another view upon human decision-making. Heuristics are applied in 

order to ease decision-making, but decision-making is also influenced by cognitive biases, which 

sometimes cause people to act against their own interest. Literature on choice architecture and 

nudging demonstrate how people’s cognitive biases can be exploited in order to steer people in a 

certain direction.  

Taken together, it suggests that there is leeway within current data protection law for companies to 

use choice architecture to influence users’ decision regarding cookies. Though, to our knowledge no 
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studies have investigated this identified gap. In order to investigate the identified gap, we posit the 

following hypothesis:  

 

H1: The choice architecture of cookie banners affects the user’s decision of whether to accept or 

decline cookies. 

 

To test the hypothesis, we will conduct an experiment to assess the effect of choice architecture on 

users’ decision regarding consent for cookies. In the following chapter, we will lay out the 

methodological considerations for the experiment. 
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CHAPTER 5: METHODOLOGY 

In this chapter we present the research hypothesis of the study, followed by a presentation of our 

scientific theoretical approach, which determines how we see knowledge. We then continue to 

clarify the experimental design utilised to test the research hypothesis. The experiment is conducted 

to investigate the impact of choice architecture on the decision of accepting or declining cookies as 

stated in the research question.  

5.1 Philosophy of science 

We have chosen to answer the introductory identified research question from a critical rationalist 

view as coined by Karl Raimund Popper. 

The paradigm has a realistic ontology, meaning that the subjects of science exist independently of 

the scientific observations (Presskorn-Thygesen, 2013, p. 28). Popper states that: “[…] only 

observation can give us ‘knowledge concerning facts’, and that we can (as Hahn says) ‘become 

aware of facts only by observation’.”  (Popper, 1959, p. 98). As a consequence, we can only obtain 

knowledge about the effect of choice architecture on cookie acceptance by observing users’ 

decisions. A quantitative method is therefore chosen. 

 

We will employ an deductive approach, and use existing knowledge to guide us. This means that 

the reviewed literature and theory in chapter 2 through 4 will guide us in what to observe but will 

also affect what we observe. Popper argues that if we enter the world without taking previous 

knowledge and theories into consideration, we will not know what to look for. He states: 

 

“[…] the real situation is quite different from the one visualized by the naïve empiricist, or the 

believer in inductive logic. He thinks that we begin by collecting and arranging our experiences, 

and so ascend the ladder of science. […] however a rich collection of statements might be 

assembled in this way, it could never add up to a science. A science needs points of view, and 

theoretical problems.”  

(Popper, 1959, p. 106). 
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We use our theoretical foundation to guide us when observing users’ behaviour when presented 

with the cookie banners. Had we merely entered the website without previously being informed 

through literature and theory, we would not have capable of using the collected experiences – it 

would not be science. In relation to the analysis of the data collected with guidance from dual 

process theory and literature on choice architecture and nudges, Popper argues that the purpose of 

analysis must be to try in every possible way to falcificy existing knowledge or theory. Because 

according to Popper, “it must be possible for an empirical scientific system to be refuted by 

experience.” (Popper, 1959, p. 41). The theory of falsification serves as Popper’s criterion of 

demarcation, i.e. the distinction between science and non-science. If we work toward proving the 

stated hypothesis, the risk of selecting observations that will only prove the hypothesis is too great. 

This would, thus, leave out important observations that could disprove the hypothesis. In addition, 

Popper states that our findings can only be a provisional conjuncture. If we find evidence to reject 

the null-hypothesis, then we will have corroborated the dual process theory and the literature on 

choice architecture. 

 

On the basis of the above, we will design a quantitative experiment that allows us to observe users’ 

behaviour when met with different cookie banners. The specific method will be accounted for in the 

remaining part of this chapter. 

5.2 Method 

5.2.1 Design 

In order to test the stated hypothesis, we conducted a clustered randomised control trial. More 

specifically, an A/B test was facilitated on the website of the small Danish B2B company 

ADDvision. The company is specialised in Microsoft Dynamics financial management systems, 

warehouse management systems, and IT support (ADDvision, 2019). The company’s website 

includes case stories, information about the products offered, news and blog posts. The experiment 

used a between-subjects design. The independent variable was the choice architecture of the cookie 

banner (towards neutral or towards accepting). The dependent variable was the users’ decision of 

either accepting or declining the storage of cookies.  
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Prior to the commencement of the study, ethical approval from the Department of Management, 

Society, and Communication at CBS was received in accordance with the American Psychological 

Association’s (APA) ethical principles and code of conduct. Hence, the department was informed 

about the purpose of this study as well as the research protocol10. This is of particular importance 

because participants were not aware of their participation in the study and were therefore unable to 

provide consent for participation. 

A/B test as a method 

For the experiment, an A/B test was used. An A/B test, in its traditional form, is a type of 

randomised control trial where participants are presented with either a control cell or a treatment 

cell. After the experiment, the effect is observed and recorded. The design is illustrated below in 

Figure 6 utilising Campbell and Stanley’s (1963, p. 6) notation system. 

 

Group A R ------------------X------------O 

Group B R --------------------------------O 

 

Figure 6: Posttest-Only Control-Group Design (Campbell & Stanley, 1963, p. 6) 

Note. R = randomization, X = experimental value, and O = observation. 

 

In our experiment, the control cell was defined as the cookie banner, which did not show preference 

for neither consent nor decline (hereafter referred to as the control banner). The treatment cell was 

defined as the cookie banner which was designed to steer users towards accepting cookies 

(hereafter referred to as the treatment banner). 

The percentage of visitors admitted to an A/B test is often decided upon by assessing the potential 

negative impact on the user experience (King et al., 2017). This is done as an A/B test is conducted 

without the participants’ knowledge live on a website. Therefore, if a treatment cell that does not 

have the expected positive effect is tested on a high percentage of visitors, it can harm the overall 

user experience (King et al., 2017). In our experiment, all visitors on ADDvision’s website were 

included in the experiment as we did not assess neither of the cookie banners to harm the overall 

user experience. Furthermore, all visitors were included in order to obtain a sufficient number of 

                                                
10 Ethical approval for processing personal data was also obtained. The study has, however, not involved 
processing of personal data. 
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participants for the experiment and to be able to observe an effect if one existed (this will be 

elaborated in section 5.2.3). Though live testing without participants’ knowledge can pose a 

potential risk, it is also an advantage of the method. By conducting the experiment without 

participants’ knowledge, the risk of participant bias is eliminated. Participant bias is when 

participants change their behaviour due to that they are part of an experiment (Farnsworth, 2016). 

This can be due to participants wanting to behave in a socially desirable way despite that they do 

not necessarily know what the experiment is intended to investigate (Farnsworth, 2016). Thus, the 

experiment is conducted in a completely naturalistic situation, causing the ecological validity to be 

high (Andrade, 2018, p. 498). Another advantage of utilising an A/B test, is that causality can be 

determined (King et al., 2017, p. 32). In an A/B test only one element is changed, in our case the 

choice architecture, thus keeping everything else identical between the groups of participants 

exposed to either the control or treatment cell. The results can therefore with a high degree of 

certainty be assigned to the independent variable. In the present study, conducting an A/B test will 

allow us with a high degree of certainty to conclude that a change in the number of visitors 

accepting cookies can be attributed to the manipulated choice architecture elements. 

 

A disadvantage of our experiment is that we will not be able to conclude anything with regard to the 

underlying motivations for the users’ decisions. In a qualitative study or in a lab experiment, it 

would have been possible to ask participants about the reason for their behaviour. However, as 

Coventry et al. (2016) note with regard to measuring cookie acceptance directly as opposed to 

through self-reporting: “[…] avowed intentions do not translate well into actual behaviors” as 

illustrated by the privacy paradox. In other words, asking participants about motivations or 

intentions behind their actions would not necessarily reveal anything about their behaviour. 

Furthermore, the nudges employed in this experiment target system 111, which is automatic and fast, 

and it can therefore be difficult for people to articulate. 

5.2.2 Randomization strategy 

In A/B tests, participants are normally assigned to the control cell or treatment cell at random. Due 

to technical limitations this was not possible, and clustered randomisation with weekdays as clusters 

                                                
11 Nudges targeting system 2 do also exist. An example of a system 2 nudge is disclosure of information. 
System 2 nudges “[...] are educative and target or benefit from deliberative processing.” (Sunstein, 2016b, p. 
123). 
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was applied. Stratified randomization was applied and all website visitors on a specific day were 

nested into the same cluster corresponding to that day. The cookie banners were switched on a daily 

basis between the control cookie banner and the treatment cookie banner. The daily switch between 

cookie banners was carried out exactly at Midnight as website traffic is low around Midnight, hence 

reducing the risk of visitors entering the website during the switch. A randomization scheme was 

prior to the study created on the basis of weekdays (see Table 2). 

 

Table 2 

Randomization scheme for the experiment 

Week 1 and week 3 Mon Tue Wed Thu Fri Sat Sun 

Control X   X   X   X 

Treatment   X   X   X   

Week 2 and week 4 

Control   X   X   X   

Treatment X   X   X   X 

Note: The x indicates the cookie banner present on the website on the specific day 
 

The experiment ran for a total of four weeks from March 4th to March 31st, 2019. By alternating 

between the two cookie banners on a daily basis during the four weeks, it was ensured that each 

cookie banner was present two times on each of the seven weekdays. Systematic differences 

between days were expected, and the stratified randomisation scheme was therefore applied in order 

to avoid it becoming a confounding factor (Natrella, 2013, p. 13-2). A systematic difference could 

for example be that people have more time on weekends, causing them to spend more time on 

reading the text on the cookie banners, which could in turn influence their decision of accepting or 

declining the use of cookies.  

5.2.3 Sample size 

Prior to the study we conducted a power analysis utilising the software program G*Power (Faul, 

Erdfelder, Lang & Buchner, 2007; Faul et al., 2009). The power analysis was conducted to ensure 

that a sufficient sample size was obtained in order to be able to obtain sufficient statistical power, 

i.e. a sufficiently high probability of detecting the phenomenon under test if it exists (Cohen, 1988, 
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p.7). The lower the statistical power, the higher the probability of conducting a type II error, i.e. 

wrongly failing to reject the null-hypothesis. The calculations were based on the parameters shown 

in Figure 7, which will be explained subsequently: 

 

 
Figure 7: Input parameters for power analysis in G*Power 

 

The statistical test chosen was a two-tailed Proportions: inequality, two independent groups 

(Fisher’s exact test), which will be elaborated in section 5.2.7. We defined proportion p1 as the 

expected consent rate of the control banner and proportion p2 as the expected consent rate of the 

treatment banner. To estimate p1, we used data from the previously referenced report by DBA 

(2015) in which 67% of the survey respondents stated that they accept cookies when a cookie 

banner appears on a website (distributed between 31% clicking yes without reading the banner, 

24% sometimes reading it and clicking yes, and 12% always reading it and clicking yes) (DBA, 

2015, p.7). We acknowledge that the results of the survey may partly reflect the attitude rather than 

behaviour. However, for the purpose of calculating the required sample size, we deemed the result 

useful as an indicator and set p1 to 0.67. 

The estimated effect size was assessed by reference to previous research within the field of choice 

architecture. In a review of the effect sizes of empirical nudging studies, Hummel and Maedche 

(2019) found the average effect size across all types of nudges to be 30% (p. 20). It has, however, 

been argued that the effect of nudges cannot be generalised across contexts (Kosters, & Van der 

Heijden, 2015). In the context of online privacy, the average effect size was 259% and the median 

effect size to be 44%. The investigated studies within the privacy context in Hummel and 

Maedche’s (2019) review did, however, primarily include nudges within the category of warnings. 
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As warnings were not used in the present study, we set the estimated effect size at 30%. Adding the 

30% effect size to p1, we expected p2 to be 0.871. 

 

The level of significance (ɑ) was set at .05, which is most commonly used in research within the 

field of the study. The power was set at .80 in line with Cohen’s (1988) recommendation that if we 

have no other basis for setting the power level, it must be set at .80 (p. 56). Lastly, the allocation 

ratio was set at 1 as the sample groups were expected to have the same size. 

 

We calculated the required sample size utilising the G*Power software program (Faul et al., 2007; 

Faul et al., 2009) with the above presented numbers. The result presented a required sample size of 

76 for each of the two proportions (see Figure 8). Hence, an estimated total sample size of 152 was 

prior to the study deemed sufficient to detect statistically significant results with the level of 

significance set at 5%.  

 

 
Figure 8: Output parameters from power analysis in G*Power  

 

In a study conducted by Amazee Group (Amazee Metrics) 76% of users chose to ignore cookie 

banners (Mueller, 2018). The website of ADDvision A/S receives approximately 1,000 monthly 

visitors and we therefore expected the average daily number of website visitors to be 33. However, 

only visitors who clicked a cookie banner would count as participants of the experiment. Assuming 

that visitors on ADDvision’s website behave similarly to the visitors in the Amazee Group study, 

we expected 76% of the visitors to ignore the cookie banners, 0.5% to read more about cookies, and 

23% to click the cookie banners. This resulted in a daily average of 7.6 participants, which was 

rounded down to 7. As such, the duration of four weeks, explained in the randomization scheme in 
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section 5.2.2, would result in a total of 196 participants, exceeding the 152 participants required. 

The duration was thus deemed sufficient to achieve the required sample size. 

 

Previously given consent for cookies was deleted upon starting the experiment in order for users 

who had accepted or declined cookies prior to the start of the experiment to ensure a sufficient 

number of participants. Once a user clicked a cookie banner, the decision was remembered by the 

browser. Each website visitor could, thus, only accept or decline cookies once, regardless of the 

number of website visits. An exception to this is if users were to either delete cookies in their 

browser or have blocked cookies altogether on a browser level. In these cases, one of the cookie 

banners would appear every time the user visited the website. 

5.2.4 Participants 

During the experiment, a total of 1493 unique users12 visited the website. 52.2% (779) visited 

during days with the control banner on the website, whereas 47.8% (714) visited during days with 

the treatment banner on the website. Of these users, 76.3% (1139) visited via desktop or laptop 

while 23.7% visited via mobile or tablet. Through Google Analytics, a web analytics tool which 

tracks and measures website traffic, we were able to assess the gender distribution of a subsample 

(n = 538). 42.8% of the users in the subsample were females. The visitors’ age distribution was 

assessed through an additional subsample (n=533). Visitor age was available in the intervals 18-24 

(n=58), 25-34 (n=101), 35-44 (n=130), 45-54 (n=160), 55-64 (n=61), and 65+ (n=23). Hence, the 

mean age was 42 years13. The age group most represented was that of users aged 45-54 years. From 

the total visitors described above, 489 interacted with the cookie banners (we define an interaction 

as clicking either accept of decline to the storage of cookies). The characteristics of visitors in the 

control and treatment condition, accordingly, are summarised in Table 3.  

 

 
  

                                                
12 Unique users refers to individuals visiting the website. If an individual visits the website several times he 
only counts as one unique user. 
13 The mean age was calculated by calculating the mean of each ten-year interval and subsequently assigning 
all users within the interval with this mean. 
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Table 3 

Characteristics of website visitors during the four-week period 

Full sample Control Treatment Total 

Visitors 779 714 1493 

Desktop/laptop users 618 521 1139 (76.3%) 

Mobile/tablet users 161 193 354 (23.7 %) 

Subsamples 

Gender, overall (n = 538) - - 42.8% female 

Gender, desktop/laptop users (n = 466) - - 42.3% female 

Gender, mobile/tablet users (n = 72) - - 45.8% female 

Age, overall (n = 533) - - M = 42 years 

Age, desktop/laptop (n = 477) - - M = 42.1 years 

Age, mobile/tablet (n = 56) - - M = 40.9 years 

Interactions (n = 489) 219 270 489 

Note: Information about gender and age was not available on a daily level. 

 

5.2.5 Apparatus 

We utilised the software solution Cookiebot provided by the Danish company Cybot to design the 

cookie banners. The software allowed us to customize cookie banners through HTML and CSS 

programming. The control banner was based on a template provided by Cookiebot, though modified 

to include the desired choice architecture. The treatment banner, on the other hand, was 

programmed in HTML and CSS. Furthermore, our data collection was also conducted through 
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Cookiebot, which stores website users’ decision to accept or decline cookies. Apart from the users’ 

decision, the software also allowed us to see the device used as well as the time of interaction. 

Additionally, for the purpose of data collection, we also had access to ADDvision’s Google 

Analytics data, which allowed us to analyse website traffic during the experiment. This included the 

number of visitors on the website and the proportion of mobile, tablet and computer users. Google 

Analytics also allowed for insights on demographic data such as gender and age for known users. 

The information about users’ gender and age was disclosed to Google Analytics through cookies 

placed in web browsers or identifiers for advertisement placed on Android or Apple devices 

(Analytics Help, Google). As such, we were not able to see the gender or age for all users, but only 

of those who had shared these data with Google.  

5.2.6 Materials 

5.2.6.1 The design of the cookie banners 

Below, Figure 9 and Figure 10 show the two cookie banners utilised in the experiment - the control 

banner and the treatment banner, accordingly. 

 

 
Figure 9: Control banner 

Note: translation of the text on the cookie banner will be provided later in this section. 

 

 

 
Figure 10: Treatment banner 

Note: translation of the text on the cookie banner will be provided later in this section. 
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Complying with legal requirements 

As the experiment aimed at demonstrating the effect of choice architecture on decision making 

within current legal boundaries as reviewed in chapter 3, both cookie banners were compliant with 

current privacy legislation. As a consequence, the consent provided was freely given, specific, 

informed, and an unambiguous indication of the user’s wishes as reviewed in chapter 3. As such, 

the consent was not a counter-performance for anything, and the user could refuse without any form 

of detriment. In addition, consent was specific and informed as both cookie banners included 

information in a layered form, i.e. a link, about the identity of ADDvision, the purpose for which 

the cookies were collected, a classification of the collected data, as well as information about the 

possibility to withdraw consent (see cookie policy appendix A). The language utilised to provide 

the information was, furthermore, plain and easy to understand as required by the ePD. Lastly, both 

cookie banners were designed with an option to either accept or decline cookies in order to ensure 

that the consent was provided by a clear and affirmative action, which could be documented later. 

For that reason, continued browsing without clicking on either accept or decline did not make the 

cookie banner disappear. Rather, it remained visible until the user had made a decision on whether 

to accept or decline cookies. In order to ensure that the cookie banners were not unnecessarily 

disruptive to use of the website, the cookie banners were designed to appear at the bottom of the 

screen as opposed to a pop-up box blocking the website. As such, the visitors were free to use the 

website without making a decision with regard to cookies. These were the only requirements put 

forward in the ePD and GDPR. We were therefore free to design the rest of the choice architecture 

based on the literature on nudges reviewed in chapter 4. 

The choice architecture intervention 

In the design process we made sure that the difference between the banners was great enough to 

measure a difference, but that the cookie banners at the same time were kept as realistic as possible 

in order to avoid a reactance effect from the user. If the design of the cookie banners were too 

exaggerated, it could cause users to feel they were being steered towards accepting cookies and 

result in changed behaviour, which could harm the external validity of the experiment. the choice 

architecture elements of the two cookie banners are summarised in Table 4 below. 
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Table 4 

Overview of choice architecture applied on control and treatment cookie banners. 

Choice architecture 
element 

Control cookie banner Treatment cookie banner 

Salience Accept and decline equally 
salient. 

Accept very salient, decline “hidden” 
in the text 

Effort Equal effort needed for 
accepting and declining. Need 

for system 2 processing 

Low effort needed for accept, system 1 
suffices. High effort needed for 

decline. Need for system 2 processing 

Goal framing No goal framing Positive, focus on benefits of cookie 
consent 

 

Control banner 

The intention of the design of the control banner was to design it with as neutral choice architecture 

as possible, while acknowledging that neutral choice architecture does not exist (Thaler & Sunstein, 

2009, p. 3). The aim was, hence, to create a banner that did not indicate preference for neither 

accept nor decline to the storage of cookies. The cookie banner used as an example in the European 

Commission’s Internet Handbook, as previously presented in chapter 3 (see page x), served as a 

basis for the design.  

The accept and decline button had the same design. The buttons were black with white font and 

were equal in size, requiring the user to utilise system 2 and read the text on the buttons in order to 

know which one to click. The text “Cookies, no thanks” and “Accept all cookies” clearly stated the 

implications of clicking the button in question, thus creating a clear path of action for the user 

(Sunstein, 2014, p. 59). The equal design of the two buttons resulted in equal effort needed for both 

options. 

Contrary to the cookie banner example provided by the European Commission, positive goal 

framing was not applied to the text of the control banner as it would have indicated preference. The 

text stated that: “We use cookies to adapt our content, to show you functions, for social media and 

for analyzing our traffic.” (translated from Danish). With this text, the banner is informative while 

being as simple as possible in order not to discourage users from reading it.  
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Treatment banner 

The aim of the treatment cookie banner was to ensure consent from as many users as possible by 

using tools within the choice architecture to affect decision making.  

 

The salience of the accept button was increased by increasing the button size and by changing the 

button colour to green. Apart from increasing salience, the green colour of the accept-button also 

aimed to condition users with traffic light labelling (Thorndike et al., 2014; Acquisti et al., 2017) to 

indicate cookie consent as the preferred choice. The decline button on the other hand, was designed 

to be less salient in order to steer website visitors away from it. The decreased salience of the 

decline button was achieved by embedding the decline-button into the cookie banner text as a 

hyperlink. 

The effort of declining cookies was increased by designing the decline button in the same way as 

the button allowing for the user to read more details about cookies. Both buttons had the text 

“here”, which did not explain their function. Users were therefore required to employ system 2 and 

read the text in order to locate and click the right button to decline the use of cookies. The accept-

button on the other hand, was easy to locate and click, and the visitor thus did not need to rely on 

system 2 for accepting cookies.  

Positive goal framing was applied to the cookie banner text to promote the positive consequences of 

accepting cookies. The text states: “We use cookies to give you the best experience, for statistics 

and relevant marketing. You can reject cookies by clicking here. You can read more about cookies 

by clicking here.” (translated from Danish).  

The information about the use of cookies is similar to the text of the control banner, but with 

positive goal framing. In stating that cookies are used for improving user experience and relevant 

marketing, the positive consequences of accepting cookies are highlighted.  

5.2.7 Analysis Strategy 

The statistical analysis of the obtained results was conducted utilising the statistical significance test 

Fisher’s exact test. Fisher’s exact test was found appropriate for the statistical analysis as the 

experiment contained two binary variables (McDonald, 2009).  

Specifically, we used a two-tailed Fisher’s exact test which not only tests the probability of seeing 

deviations as extreme as the observed in one direction, but rather in both directions. By doing this, 

we ensured that we took into account the possibility of observing outcomes that we did not expect, 
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thus, enhancing the validity of the results. A chi-square test could also have been utilised for the 

statistical analysis. Fisher’s exact test is, however, more appropriate when a smaller sample size is 

to be tested, i.e. n < 1000 (McDonald, 2009). This is because Fisher’s exact test provide an exact p 

value as opposed to Pearson’s chi-square test, which relies on approximation.  

We set the level of significance at 5%, thus a corresponding confidence interval of 95%. Thus, if 

the calculated p value is smaller than our level of significance at 5% we reject the null-hypothesis. 

 

When performing cluster randomised trials as the one in the current thesis, the statistical analysis 

would normally include the calculation of the Intracluster correlation coefficient to assess the 

similarity in the data in the clusters (Eldridge, Ukoumunne & Carlin, 2009). This is done as people 

within a cluster are assumed to share similar characteristics, and as a consequence statistically 

cannot be treated as individuals (Eldridge et al., 2009). When clusters like school classes or 

geographic areas are randomly assigned to an intervention, there is reason to believe that the 

individuals comprising each group are alike. E.g. people in a geographic area may share interests or 

have a similar financial situation. Likewise, children from the same school class can be expected to 

share characteristics as they have the same teachers and receive the same teaching. We have, 

however, no reason to believe that people visiting the website of ADDvision A/S on e.g. a particular 

Monday are more similar to one another than people visiting on other Mondays. Through the 

stratified randomisation as accounted for in section 5.2.2, we have taken into account potential 

systematic differences between the weekdays. Hence, we treat participants as individuals equal to a 

randomised control trial, and refrain from calculating the ICC. 
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CHAPTER 6: RESULTS 

In the following chapter, we will present the results obtained from the conducted experiment as well 

as analyse these same results in order to establish their significance.  

6.1 The Effect of Choice Architecture on Cookie Consent 

To test H1: The choice architecture of the cookie banner affects the user’s decision of whether to 

accept or decline cookies as stated in section 4.4, we compared the interactions with the control and 

treatment cookie banner. The 489 participants who interacted with the cookie banners were divided 

between 44.8% (219) for the control condition and 55.2% (270) for the treatment condition. The 

observed data is summarised in Table 5 below. 

 

Table 5 

Observed results of accept and decline on the two cookie banner designs 

Outcome measure Control banner Treatment banner n 

Cookie accept 71.7% (157) 98.5% (266) 423 

Cookie decline 28.3% (62) 1.5% (4) 66 

Interactions 219 270 489 

Note. The percentages of users accepting and declining cookies, accordingly. 
The number in parentheses are the absolute numbers.   

 

 

We conducted a Fisher's Exact Test to compare the proportion of participants accepting cookies 

when presented with the control cookie banner and the treatment cookie banner, accordingly. As 

hypothesized, the proportion of participants accepting cookies was significantly higher for the 

treatment banner (98.5%) compared to the control banner (71.7%) (p < .001) (see Figure 11). The 

relative effect size expressed as the difference in consent rate between the two banners was 37.4%. 

The relative effect size was stable across weekdays (see appendix B), suggesting that the day of the 

week does not affect the user’s decisions regarding cookies. 
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Figure 11: Consent rates in percent for control banner and treatment banner. 

Note. p value is noted above the bars. 

 

As predicted, the three applied nudges (positive goal framing, salience, and effort) caused more 

participants to accept cookies in the treatment banner compared to the control banner. As such, the 

results indicate that altering the choice architecture of a cookie banner affects the users’ decision 

regarding cookies. 

6.2 The Size of the Cookie Banner as a Choice Architecture Element 

Looking at the data retrieved for the above experiment, we observed that in absolute terms, more 

people interacted with the treatment banner compared to the control though less people visited the 

website on the days with treatment banner. In other words, the interaction rate, defined as the 

percentage of visitors interacting with a cookie banner, was higher for the treatment banner than the 

control banner. This could not be explained by our original hypothesis. As the only change between 

the days with the control and treatment banner was the choice architecture of the banners, we 

hypothesise that:  

 

H2: The interaction rate is dependent on the choice architecture of the cookie banner.  

 

We conducted a Fisher’s exact test for comparing the interaction rate for both cookie banners in 

order to test the above stated hypothesis. We found that the interaction rate was significantly higher 
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for the treatment cookie banner (37.8%) compared to the control banner (28.1%) (p < .001). The 

observed data is shown in Table 6 below. 

 

Table 6 

Observed website visitors compared to observed cookie banner interactions 

Outcome measure Control banner Treatment banner n 

Interaction 28.1% (219) 37.8% (270) 489 

Non-interaction 71.9% (560) 62.2% (444) 1004 

Number of visitors 779 714 1493 

Note. The percentages of users interacting and not interacting with the cookie banners. The 
numbers in parentheses is the absolute number of users interacting and not interacting. 

 

The result suggests that the choice architecture of cookie banners not only affects the actual 

decision of accepting or declining cookies, but also the decision about making a decision, that is 

whether to click the cookie banner or ignore it. This is important for our main analysis because a 

non-interaction results in no cookies being stored on the user’s device, as the GDPR requires 

consent prior to storage. Hence, a non-interaction is equal to rejecting cookies. The initial analyses 

showed that the majority of users who interacted with a cookie banner accepted cookies (71.7% for 

the control and 98.5% for the treatment banner). The lower interaction rate of the control banner, 

therefore, results in less visitors accepting cookies. In order to reveal a possible explanation for the 

difference in interaction rates, we revisited the cookie banners. 

 

We identified three possible explanations for the difference in interaction rate, which were: 1) the 

control banner does not guide the user in his choice increasing cognitive load, causing him to 

refrain from making a decision, 2) the increased salience of the accept button on the treatment 

banner decreases the effort needed to make a decision, and 3) the treatment banner is larger than the 

control banner, thus, covers more of the screen. The larger size of the treatment banner increases 

salience of the banner and becomes bothersome to users who want to view the content hidden 

behind the cookie banner. Hence, causing more users to interact with the banner. 

 

The two first possible explanations, lack of guidance on the control banner and increased salience 

of the accept button on the treatment banner, cannot be assessed individually as they are part of the 
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total choice architecture mechanism manipulated. The size of the cookie banner can, however, be 

assessed individually by exploiting that the cookie banners’ size differs between computers and 

mobile phones. This difference is due to the website being responsive, which means that content 

changes size according to the device in order to provide the best user experience. To investigate the 

size difference, we used a laptop with a screen size of 15.6 inches and a resolution of 1,366 x 768 

pixels, and a smartphone with a screen size of 6 inches and a resolution of 2,160 x 1,080 pixels. The 

cookie banners on the two devices are shown below. 

 

 

 

     
Figure 12: Control banner    Figure 13: Control banner, laptop  

mobile    
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Figure 14: Treatment  Figure 15: Treatment banner, laptop 

banner, mobile 

 

We measured the size of the two cookie banners and compared them to the screen size of each 

device. On the laptop screen, the control banner covered 15.2% of the screen while the treatment 

cookie banner covered 19.3% of the screen, resulting in an average screen coverage of 17.3% On 

the smartphone screen in portrait (vertical) view, the control banner covered 24.3% of the screen 

compared to the treatment banner which covered 38.2% of the screen, resulting in an average screen 

coverage of 31.3%. The screen and cookie banner dimensions are shown in the Table 7 below. 

 

Table 7  

Cookie banner dimensions on the different devices  

Device Control banner 
dimensions 

Treatment banner 
dimensions 

Average cookie banner 
screen coverage 

15.6 inch laptop screen 
(19.4 cm x 34.5 cm) 

3 cm x 34.1 cm 
(15.2%) 

3.8 cm x 34.1 cm 
(19.3%) 

17.3% 

6 inch smartphone screen 
(13.6 cm x 6.8 cm) 

3.3 cm x 6.8 cm 
(24.3%) 

5.2 cm x 6.8 cm 
(38.2%) 

31.3% 

Note: The percentages indicate how many percent of the screen are 
occupied by the cookie banner 
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Both cookie banners occupied a larger percentage of the screen on the smartphone compared to the 

laptop. To test whether the size mattered for the interaction rate we posited the following 

hypothesis: 

 

H3: The interaction rate is dependent on the size of the cookie banner. 

 

Following H3, we expected the interaction rate for mobile users to be higher compared to the 

interaction rate for laptop and desktop users. We separated the data for mobile and tablet users from 

laptop and desktop users, both for website visitors as well as for the interactions with the cookie 

banners (see Table 8). 

 
Table 8 

Interaction rates for mobile/tablet users and laptop/desktop users 

Mobile/tablet Interaction Non-interaction Visitors 

Control, mobile/tablet 40.4% (65) 59.6% (96) 161 

Treatment, mobile/tablet 57.5% (111) 42.5% (82) 193 

Total, mobile/tablet 49.7% (176) 50.3% (178) 354 

Laptop/desktop    

Control, laptop/desktop 24.9% (154) 75.1% (464) 618 

Treatment, laptop/desktop 30.5% (159) 69.5% (362) 521 

Total, laptop/desktop 27.5% (313) 72.5% (826) 1139 

    
To test H3, we conducted a Fisher's exact test to compare the average interaction rate for mobile 

and tablet users to the average interaction rate for laptop and desktop users. As hypothesized, the 

interaction rate was significantly higher for mobile and tablet users (49.7%) compared to desktop 

and laptop users (27.5%) (p < .001).  

 

Under the assumption that mobile and computer users are alike, the only variable that changes from 

mobile to desktop/laptop is the size of the cookie banner. The other choice architecture elements are 

constant regardless of device. As such, these results suggest that the size of the cookie banner has 

an effect on whether users interact with a cookie banner or not. The higher interaction rate of the 
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treatment banner compared to the control banner could therefore also in part be explained by the 

larger size of the treatment banner. Hence the size can be used as a tool within the choice 

architecture to alter people’s behaviour. 

6.3 The Combined Effect of Framing, Effort, Salience, and Size 

Having demonstrated the joint effect of the three mechanisms (framing, increased effort, and 

increased salience) on the consent rate in section 6.1, as well as the individual effect of the size of 

the cookie banner on the interaction rate in section 6.2, we can now assess the effect of all four 

mechanisms combined. As touched upon earlier in this chapter, both a non-interaction and actively 

rejecting cookies constitute cookie decline. Based on the above results of the four mechanisms we 

state the following hypothesis:  

 

H4: the overall difference in choice architecture will result in more visitors accepting cookies when 

exposed to the treatment banner compared to the control banner. 

The total effect of the choice architecture of each cookie banner is assessed by comparing the 

number of visitors accepting cookies with the total number of visitors (see Table 9).  

 

Table 9 

Website visitors accepting cookies compared to all website visitors 

Outcome measure Control banner Treatment banner n 

Cookie accept 20.2% (157) 37.3% (266) 779 

Cookie decline or no interaction 79.8% (622) 62.7% (448) 714 

Note. The numbers in parentheses is the absolute number of users. 
 

To test H4, we conducted a Fisher’s exact test comparing the number of visitors to the number of 

people accepting cookies. As predicted, the percentage of visitors accepting the treatment banner 

(37.3%) was significantly higher than the percentage of visitors accepting the control banner 

(20.2%) (p value < .001) (see Figure 16). The relative effect size, defined as the difference between 

cookie acceptance of the control and treatment banner, is 84.9%. Thus, the evidence suggests that 

the four choice architecture mechanisms (framing, increased effort, salience, and size) have a large 

impact on user behaviour regarding cookie consent. 
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Figure 16: Consent rate for total number of unique visitors  

Note. p value is noted above the bars. 

 

We have in the current chapter analysed the effect of choice architecture on cookie consent. But 

how do companies actually design the choice architecture of their cookie banners? This will be 

investigated in the following chapter. 
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CHAPTER 7: THE TERRAIN OF COOKIE 

BANNERS 

In the following section, we will investigate how real-world cookie banners are designed by 

companies. This is done in order to assess whether the leeway in the legislation regarding choice 

architecture is exploited by companies. 

7.1 Sampling strategy 

For this analysis, we sampled ninety cookies banners from nine randomly selected industries. The 

industries chosen were banks, insurance, airlines, fashion, energy, automotive, cosmetics, consumer 

electronics, and software, and computer services. The companies within each industry were selected 

by reference to lists of the largest companies within the particular industry (Business Insider, 2018; 

“Ranking of”, n.d.; “Europe’s Top”, 2018; “Top 100”, n.d.; “Global”, n.d.; Zimmerman, 2019; 

Bekker, 2019; “Top 50”, n.d.; “The World’s”, n.d.). Furthermore, we ensured that the selected 

companies were from different countries in order to account for potential national differences in 

how cookie banners are commonly designed. In general, the sample has an overweight of 

companies based within the EU to accommodate for the GDPR and ePD being EU legislation. 

Companies from other countries, which target EU citizens were, however, also included as they are 

also governed by the GDPR. 

 

Having selected ten companies within each industry, the cookie banners were classified as 

belonging to one of three categories. The three categories were: non-compliant (a cookie banner 

non-compliant with the ePD and GDPR), compliant - towards consent (a cookie banner which is 

compliant but nudging the consumer towards accepting cookies), and compliant - towards neutral 

(a cookie banner which is compliant and towards neutral in its choice architecture, though as 

previously noted no choice architecture is neutral). Before categorising the cookie banners, we 

assessed each cookie banner along with the cookie policy of the website. This was partly done to 

ensure that cookies were collected (besides those exempt from consent cf. the ePD), and partly to 

ensure that all information was included in the cookie policy. The cookie banners were categorised 

on the basis of the criteria for complying with the reviewed legislation as well as on the choice 
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architecture utilised. In addition, the consent must be a) freely given, b) specific, c) informed, and 

d) an unambiguous indication of the user’s wishes, all as reviewed in chapter 3. As such, the 

following parameters with regard to legislation were assessed: if consent was bundled or a counter-

performance, if the cookie banner had information about the identity of the company, the purpose 

for collection of data, the type of data collected, the possibility of withdrawing consent, use of plain 

language, user-friendly opportunity for refusing consent.  

7.2 Results 

From the analysis of the ninety companies, six were excluded because their websites did not contain 

a cookie banner. Of the remaining 84 cookie banners, we found 88.1% to be non-compliant, 10.7% 

to be compliant but nudging towards consent, and 1.2% to be compliant and with close to neutral 

choice architecture (see appendix D for an complete overview of the classification of the individual 

cookie banners and appendix E for the ninety cookie banners). 

 

Table 10 

Classification of sampled cookie banners 

Category Percentage 

Non-compliant 88.1% (74) 

Compliant (towards yes) 10.7% (9) 

Compliant (towards neutral) 1.2% (1) 

 
Note. The numbers in parentheses indicate the absolute number of cookie banners in the category. 
 

 

As it becomes evident from the analysis of the ninety cookie banners, the vast majority of them are 

not compliant. Furthermore, the few compliant cookie banners use choice architecture to nudge 

users towards accepting cookies. Only 1 of the 84 sampled cookie banners was categorised as 

towards neutral. In the following section, we will draw out one illustrative example from each of 

the three categories. 
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7.2.1 Non-compliant 

 
Figure 17: Cookie banner on AXA’s website (axa.co.uk) 
 

An example of a non-compliant cookie banner, which is representative of many of the other non-

compliant cookie banner is that of AXA (see Figure 17), which is a French insurance company. On 

AXA’s cookie banner it is stated that by continuing browsing the website, the company will assume 

that the user is happy for the web browser to store all cookies from the AXA website. Hence, AXA 

is taking silence and inactivity as an unambiguous indication of the user’s wishes, though it 

explicitly is prohibited under the GDPR. As such, AXA is exploiting the status quo bias that causes 

inertia. This is also the case for the majority of the other cookie banners in the non-compliant 

category. In addition, AXA has utilised positive goal framing by stating that it uses cookies to 

provide the user with the best possible experience on the website. 

7.2.2 Compliant Towards Yes 

 
Figure 18: Cookie banner on Nivea’s website (nivea.co/uk) 
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An example of a cookie banner that is compliant with current data protection law but nevertheless 

nudges the user towards accepting cookies, is that of Nivea (see Figure 18), a skincare brand owned 

by the German company Beiersdorf. On Nivea’s cookie banner, the company clearly states the 

purpose for which consent is sought. Specifically, it is stated that Nivea wishes to store cookies in 

order to analyse the user’s behaviour on the website as well as provide individual marketing. Hence, 

the consent is specific and informed. In addition, the consent is freely given as it is not made 

conditional and the user will not be given a downgraded version of the website. The user is prior to 

consent informed about the possibility of withdrawing consent and how it specifically can be done. 

Lastly, the consent is unambiguous as the user must click the OK button and has the possibility of 

refusing cookies by clicking the link Change. It must, however, be noted that there is an increased 

effort associated with refusing cookies as the user must first click the hyperlink on the cookie 

banner, which links to a separate page where the decline button is found. The wording of the option 

to refuse must also be noted. Despite that cookies have not been stored prior to consent (it is not 

allowed)14, the option to refuse is phrased in a way that would indicate that it has. Thus, Nivea is 

exploiting the status quo bias of users. In conclusion, the cookie banner on Nivea’s website can be 

said to be compliant, though it strongly nudges the user towards accepting cookies. In addition, it 

can be discussed whether the option to reject cookies can be characterised as user-friendly as 

required by recital 66 in the ePD. 

7.2.3 Compliant Towards Neutral 

  
Figure 19: Cookie banner on E.ON’s website (eon.com/en) 

 

The only compliant cookie banner sampled that approaches neutral choice architecture is that of 

E.ON (see Figure 19), which is a German electric utility company. On the cookie banner, the 

                                                
14 We checked that cookies were not stored on the device prior to consent. 
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company has clearly stated what the intended purpose of storing cookies is (marketing purposes) 

with additional information available in a layered form. In addition, on the cookie banner of E.ON, 

consent is freely given as the consent is not bundled with anything or is a counter-performance of 

something. The user can continue utilising the website without giving consent to the storage of 

cookies and processing of personal data. Lastly, consent is provided by an unambiguous clear 

affirmative action, and the option for refusing cookies is made user-friendly with two equally sized 

buttons. Regarding the choice architecture, the decline button is placed furthest to the left in a bright 

red colour. This makes the button more salient compared to the agree button, which is coloured 

with a light blue. On the other hand, E.ON is utilising traffic-light labelling which can cause 

ambiguity (Acquisti et al., 2017). The red colour of the reject button could on one hand indicate that 

information does not flow freely. On the other hand, it could indicate what the company views 

cookie acceptance as the better option. 

 

Having categorised the sampled banners and reviewed an illustrative example within each of the 

three categories, it becomes evident that many companies are currently not compliant with the ePD 

and GDPR. Furthermore, choice architecture is to a great extent designed in a way that exploit the 

users’ cognitive biases, thus, nudging them towards accepting cookies. Furthermore, the choice 

regarding cookies are on all the sampled cookie banners presented as an active choice, though data 

protection law has privacy as the default. As presented in section 4.3, this happens because 

companies have interests contrary to the intention of the legislation, combined with the fact that 

companies have insight in how to utilise choice architecture (Cofone, 2017).  

The analysis has demonstrated that the cookie banners, which users are actually met with on various 

websites are far worse with regard to nudging users towards accept than the treatment banner in this 

study. 
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CHAPTER 8: DISCUSSION    

To our knowledge, this is the first study, which has investigated how choice architecture in 

accordance with current EU privacy legislation affects users to accept internet cookies. In line with 

earlier studies on the effect of positive goal framing (Levin et al. 1998), effort (Wansink & Hanks, 

2013), and salience (Thorndike et al., 2014), we found these mechanisms to be effective in altering 

behaviour. In the context of privacy, our study is also in line with previous findings showing that 

nudges are effective in altering users’ behaviour. It has for example been demonstrated how nudges 

can help reduce regrettable online disclosure on social media sites (Wang, Leon, Scott, Chen, 

Acquisti & Cranor, 2014), and how social framing can alter user behaviour towards cookie 

acceptance (Coventry et al., 2016). Also, both positive and negative framing has been found 

effective in nudging people away from privacy-invasive apps (Choe, Jung, Lee & Fisher, 2013). 

The present study adds to the body of knowledge on choice architecture and privacy by assessing 

the effect of choice architecture on a different form of privacy invasive technology i.e. cookies. 

Compared to other studies on choice architecture and nudging (Hummel & Maedche, 2019), this 

study resulted in a high effect size.  

A particular strength of our study compared to the studies referenced above isits ecological validity. 

This study has been conducted on a real website without participants’ knowledge, which could 

otherwise have influenced their way of interacting with the cookie banner. Furthermore, through the 

analysis of 84 companies’ cookie banners, we established that companies, similar to the treatment 

banner in our experiment, apply several choice architecture mechanisms to maximize cookie 

consent. This adds to the external validity. The analysis of the real-world cookie banners, 

furthermore, showed that a considerable number of companies do not comply with the ePD and 

GDPR, indicating that enforcement of the legislation is another potential problem. This could cause 

far more users to accept cookies regardless of preference compared to the numbers of our study. 

 

In the report by the Danish Business Authority (2015), 30% of users stated that they would decline 

cookies if they had the possibility to do so. This is similar to the 28.3% of participants who declined 

cookies when presented with the control banner in our study. As such, the aim of the control banner 

to reflect user preference is in line with earlier research on user preferences for cookies. Indicating 

that it is possible to design cookie banners in a way that empowers users to make the choice that is 

in accordance with their preference, and as such minimise the occurrence of the privacy paradox. 
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Our initial experiment assessed cookie consent compared to cookie decline for the two cookie 

banners. Revisiting the data for the interactions as well as the website traffic we found that the 

interaction rate also differed between the control and treatment banner. This led to the finding that 

the size of the cookie banner mattered for the interaction rate of cookie banners. The size difference 

between the banners was a result of the other choice architecture elements applied and thus was an 

unforeseen side effect. However, the size difference had an effect on both interaction and consent 

rates and, thus, became an additional choice architecture element to support the original hypothesis 

that choice architecture can change behaviour within the legal boundaries. As such, the unforeseen 

size difference between the two banners caused the experiment to provide additional insights to the 

experiment.  

8.1 Limitations 

A limitation of this study is that the sample was a convenience sample. As accounted for in section 

5.2.1, ADDvision is a B2B IT company. A large proportion of the visitors can, thus, be assumed to 

visit the website in a professional errand. This is supported from our results, where we saw that 

76.3% visited through either desktop or laptop, which is much more than normal that is around 50% 

(StatCounter, n.d.). That is, it is plausible that the higher number of users visiting via desktop or 

laptop is due that they from a work computer. This could have affected the participants’ concern 

about their privacy. Research within nudging has demonstrated that recipients are heavily 

influenced by who communicates the information (Dolan, Hallsworth, Halpern, King, Metcalfe & 

Vlaev, 2012). Thus, ADDvision being a B2B company may have lowered participants concerns 

about privacy. This may not be representative of other groups and may affect the generalisability 

beyond the context of B2B companies. 

 

Another limitation to the study is that in the analysis in section 6.2 on whether the size mattered, the 

size difference between the control and treatment banner was not consistent between mobile devices 

and computers. This inconsistency, however, allowed us to explore the effect size of the size 

difference on mobile devices compared to on computers. In relation to this, a further potential 

limitation is that the analysis of the size of the cookie banner was solely based on a comparison 

between computer users and mobile users. We cannot reject that there are systematic differences 

between these groups that could influence the users’ decision with regard to cookies.  
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The gender distribution on mobile devices were 42.3% female compared to 45.8% female on 

desktop. In addition, the mean age was 40.9 years on mobile compared to 42.1 years on desktop. 

Hence, the users visiting via mobile and desktop, accordingly, were very similar with regard to 

demographics despite that mobile users generally are younger than computer users (Slots- og 

Kulturstyrelsen, n.d.). We did, however, see a difference in time of interaction, with mobile users 

more prone to visit during the evening, which is in accordance with other statistics (Lambrea, 

2016). Computer users, on the other hand, were more prone to visit the website during office hours 

(see appendix C for an overview of interaction hours of mobile and computer users). This supports 

the assumption that many users, due to ADDvision being a B2B company, visit in a professional 

context. These characteristics taken together suggest that there are systematic differences between 

mobile users and desktop users which could influence the results of our analysis.  

8.2 Practical Implications 

A practical implication of this study is that current legislation does not seem to be sufficient in 

implementing effective limits on online tracking and give the user actual control over his personal 

data, which is the purpose of both the ePD and the GDPR.  

Cofone (2017) has previously demonstrated how the implementation of the ePrivacy Directive 

including its amendments were ineffective as companies circumvented the regulation by changing 

the choice architecture. As such, Cofone (2017) noted: “Choice architecture can be powerful when 

regulators design the choice mechanism but, when companies design it, they can often circumvent 

regulatory intentions.”. (pp. 49-50). With the implementation of the GDPR, choice architecture, 

besides defaults, remains unregulated. Instead, the GDPR seems to rely on the assumption that if 

users have been adequately informed as reviewed in chapter 3 then consent is provided because it is 

the true preference of the users. Thus, the EU seems to assume data subjects to be the economic 

man of rational decision-making theory, despite the fact that extensive research within the field of 

behavioural economics has demonstrated otherwise. Companies can therefore still freely design the 

choice architecture in a way that effectively nudges users towards accepting cookies despite no 

difference in preference, as demonstrated by the findings of this study. 

The most recent proposal to the new ePR, which is intended to repeal the ePD, does not address the 

limited regulation regarding choice architecture neither. Rather, the suggestion of following the 

privacy-by-design principle and allowing users’ browsers to provide the consent (opt-in), was 

removed in the latest proposal. This was done because it was acknowledged that it could cause 
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harm businesses, whose business model was built upon consumer data, as it would become more 

difficult to obtain consent. As such, the EU is trying to balance the interest of the companies and 

those of private consumers. Nevertheless, we would argue that if truly aiming to protect data 

subjects and provide sincere control over their personal data, regulation of choice architecture 

should be included in the new ePR.  

8.3 Future research  

Acknowledging that the EU has to balance sometimes conflicting interests of companies and users, 

future research should investigate which choice architecture elements are most effective in 

changing user behaviour for it to be regulated. In this study we tested the effect of three (later four) 

choice architecture elements in combination. As such, we have not been able to assess the 

individual effect of each element in changing people’s behaviour to accept cookies. Future research 

could investigate the individual effect of each nudge in a real-life setting similar to the one of this 

study but divide users into several groups allowing to test the effect of individual nudges as well as 

different combinations. Coventry et al. (2016) has previously investigated the effect of social 

framing and found the use of a minority framing to be effective in nudging users away from 

accepting cookies, i.e. stating that a small percentage of users similar to the users met with the 

cookie banner had accepted cookies. Other nudges such as warnings or disclosure could also be 

applied to test their effect on behaviour towards cookie acceptance. 

 

Finally, future research should carry out similar experiments on different websites with other types 

of users in order to see whether the results of the current study apply to groups beyond that of this 

experiment. Additional studies should also assess whether there are differences in how a change in 

choice architecture affects mobile users in contrast to desktop users. 
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CHAPTER 9: CONCLUSION 

The objective of this thesis was to investigate how choice architects in accordance with current EU 

privacy legislation affect users’ decision-making towards accepting cookies.  

 

The EU acknowledges the importance of privacy and has for that reason implemented legislation 

within the field, the latest addition being the GDPR. Having reviewed current informational privacy 

legislation with regard to consent and cookies, we identified an overarching focus on the 

information that should be provided to the user in order for consent to be valid. As such, it seems 

that the EU is legislating for the homo economicus who considers all relevant information to 

maximise utility, and ultimately decide upon the option equal to preference. This assumption of the 

completely rational user is, however, in opposition to the dual process theory within the field of 

behavioural economics. Rather, users are limited by bounded rationality and rely on dual processes 

when making decisions, which result in heuristics and cognitive biases. Empirical research has 

demonstrated how these heuristics and biases can be exploited in order to influence decision-

making. On the basis of this literature, a gap was identified in assessing how much leeway current 

privacy legislation gives choice architects to influence users’ choice with regard to cookies. We 

hypothesized that choice architecture affects the user’s decision of whether to accept or decline 

cookies and conducted an experiment to test the hypothesis. In our experiment, two different cookie 

banner designs were tested on the website of the IT company ADDvision A/S. The cookie banner 

designs employed choice architecture elements including salience, effort, and framing to investigate 

the effect of choice architecture on users’ decision to accept cookies. The changes in choice 

architecture resulted in a 84.9% difference in cookie acceptance rate between the two banners. As 

such, our experiment strongly suggests that choice architects can influence users’ decision with 

regard to cookie acceptance by changing the choice architecture of cookie banners. As such, our 

findings confirm those of previous research that people are not rational, and that a user will not 

always choose in accordance with his preferences. Furthermore, we conducted an analysis of 90 

real-world cookie banners to investigate whether the identified gap in legislation regarding choice 

architecture is exploited by companies. Our findings from this analysis showed that the vast 

majority of the companies currently do not comply with EU legislation. In addition, the use of 

choice architecture to ensure consent is widespread and often even more manipulative than the 

choice architecture applied in our experiment. 
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Our findings inform legislators on the importance of regulating choice architecture in order to 

ensure actual control over personal information. This should be considered before implementing the 

new ePrivacy Regulation. Merely requiring companies to provide full information is not enough to 

ensure actual control over personal information. For the time being, a lack of regulation on choice 

architecture results in companies being able to nudge users to consent to the collection of personal 

data. Legislators should, thus, consider the insights from our study along with previous research in 

order to ensure that users’ privacy is protected.  

As such, the behavioural insights to implement effective limits on online tracking are available. The 

question that remains is: is the EU ready to employ these insights and legislate on choice 

architecture? 
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APPENDICES  
Appendix A - Cookie details in layered form 
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Appendix B - Average consent rates for weekdays 

 
Figure 20: Average consent rates for weekdays during the four-week period 
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Appendix C - Time of interaction 

 

Appendix D - Classification of cookie banners 

 

Industry Non-compliant Compliant - Accept Compliant neutral 

Banks    
HSBC (U.K.) x   
Deutsche Bank (Germany) x   
BNP Paribas (France) x   
Santander (Spain) x   
ING Groep (Netherlands) x   
Nordea x   
Danske Bank  x  
Uni Credit (Italy) x   
UBS (Switzerland) x   
KBC (Belgium)  x  
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Insurance companies    
Allianz Group (Germany)  x  
AXA (France) x   
Generali (Italy) x   
Zurich Insurance Group (Switzerland)    
Prudential (U.K.)    
AEGON (Netherlands) x   
MAPFRE (Spain) x   
XL Catlin (Ireland) x   
Ageas (Belgium)  x  
Vienna Insurance Group (Austria) x   
    
Airlines    
Lufthansa (Germany)  x  
Ryanair (Ireland) x   
British Airways (U.K.) x   
Iberia (Spain) x   
Air France (France) x   
KLM (Netherlands) x   
Easyjet (U.K.) x   
Wizz Air (Hungary) x   
SAS (Sweden) x   
Norwegian (Norway) x   
    
Fashion    
Louis Vuitton (LVMH, France) x   
Nike (USA) x   
Zara (Inditex, Spain) x   
Dior (France) x   
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Gucci (Kering, France) x   
Hermés (France)    
Cartier (Richemont, Switzerland) x   
Adidas (Germany) x   
Oakley (Luxottica, Italy)    
H&M (Sweden) x   
    
Energy    
Royal Dutch Shell (Netherlands) x   
BP (U.K. x   
Total (France) x   
E.ON (Germany)   x 

ENI (Italy) x   
Siemens Gamesa (Spain) x   
Equinor (Norway) x   
Vestas (Denmark) x   
Ørsted (Denmark) x   
Glencore (Switzerland) x   
    
Automotive    
Volkswagen ( VW Group, Germany) x   
Renault (France) x   
Ford (USA) x   
Peugeot (PSA Group, France)  x  
Opel (PSA Group, France) x   
Mercedes Benz (Germany) x   
BMW (Germany) x   
Skoda (VW Group, Germany)  x  
Audi (VW Group, Germany) x   
Toyota (Japan)  x  
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Beauty    
L'oreal (France) x   
Nivea (Germany)  x  
Lancome (France) x   
Dove (Unilever, Netherlands) x   
Gillette (Procter & Gamble, USA) x   
Estée Lauder (USA) x   
Schwarzkopf (Henkel, Germany) x   
L'Occitane en Provence (France) x   
Neutrogena (Johnson & Johnson, USA)    
Chanel (France) x   
    
Consumer electronics    
Apple (USA)    
Samsung (South Korea) x   
Nokia (Finland) x   
Dell (USA) x   
Sony (Japan) x   
Panasonic (Japan) x   
Hewlett-Packard (USA) x   
Toshiba (Japan) x   
Fujitsu (Japan) x   
LG (South Korea) x   
    
Software and computer services    
Google (Alphabet, USA) x   
Amazon (USA) x   
Facebook (USA) x   
Netflix (USA) x   
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Twitter (USA) x   
Microsoft (USA) x   
Spotify (Sweden) x   
Zalando (Germany) x   
Adobe Systems (USA) x   
Alibaba x   
    
Total 74 9 1 

 88,10% 10,71% 1,19% 
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Appendix E – Real-life cookie banners  

1. Banks 

 
HSBC - 17.04.19 

 
 

Deutsche Bank - 17.04.19 

 
 

BNP Paribas - retrieved 17.04.19 

 
 
Santander - 17.04.19 

 
 
ING Groep - 17.04.19 
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Nordea - 17.04.19 

 
 

Danske Bank - 17.04.19 

 
Uni Credit - 17.04.19 

 
 
UBS - 17.04.19 
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KBC - 17.04.19 

 
 

2. Insurance 

 
Allianz Group (Germany) 

 
 

AXA (France) 23.04.19 

 
 

Generali (Italy) 23.04.19 

 
 
Zurich Insurance Group (Switzerland) 23.04.19 
No banner 

 
Prudential (U.K.) 23.04.19 
No banner 
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AEGON (Netherlands) 23.04.19 

 
 
MAPFRE (Spain) 23.04.19 

 
 

XL Catlin (Ireland) 23.04.19 
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Ageas (Belgium) 23.04.19 

 
 

Vienna Insurance Group (Austria) 23.04.19 

 
 

3. Airlines 

 
Lufthansa (Germany) 23.04.19 

 
Ryanair (Ireland) 23.04.19 

 
 
British Airways (U.K.) 23.04.19 
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Iberia (Spain) 23.04.19 

 
 

Air France (France) 23.04.19 

 
 
KLM (Netherlands) 23.04.19 

 
 
Easyjet (U.K.) 23.04.19 
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Wizz Air (Hungary) 23.04.19 

 
 
SAS (Sweden) 23.04.19 

 
 
Norwegian (Norway) 23.04.19 

 
4. Fashion 

 
Louis Vuitton (France) 23.04.19 
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Nike (USA) 23.04.19 

 
 
Zara (Inditex, Spain) 23.04.19 

 
 
Dior (France) 23.04.19 
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Gucci (Kering, France) 23.04.19 

 
 

Hermés (France) 23.04.19 
No cookie banner - do use third party and personal cookies 

 
Cartier (Richemont, Switzerland) 23.04.19 

 
 
Adidas (Germany) 23.04.19 
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Oakley (Luxottica, Italy) 23.04.19 
No cookie banner - Do use personal cookies 

 

H&M (Sweden) 23.04.19 

 
 

5. Energy 

 
Royal Dutch Shell (Netherlands) 23.04.19 

 
 
BP (U.K.) 23.04.19 
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Total (France) 23.04.19 

 
 
E.ON (Germany) 23.04.19 

 
 

ENI (Italy) 23.04.19 

 
 

Siemens Gamesa (Spain) 23.04.19 
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Equinor (Norway) 23.04.19 

 
 
Vestas (Denmark) 23.04.19 

 
 
Ørsted (Denmark) 23.04.19 

 
 
Glencore (Switzerland) 23.04.19 
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6. Automotive  

 
Volkswagen (VW Group, Germany) 23.04.19 

 
 
Renault (France) 23.04.19 

 
 

Ford (USA) 23.04.19 
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Peugeot (PSA Group, France) 23.04.19 
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Opel (PSA Group, France) 23.04.19 

 
 

Mercedes Benz (Germany) 23.04.19 
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BMW (Germany) 23.04.19 

 
 
Skoda (VW Group, Germany) 23.04.19 

 
 

Audi (VW Group, Germany) 23.04.19 
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Toyota (Japan) 23.04.19 

 
 

7. Cosmetics 

 
L'oreal (France) - 23.04.19 

 
 
Nivea (Germany) - 23.04.19 
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Lancome (France) - 23.04.19 

 
 
Dove (Unilever, Netherlands) - 23.04.19 

 
 
Gillette (Procter & Gamble, USA) - 23.04.19 

 
 
Estée Lauder (USA) - 23.04.19 

 
 

Schwarzkopf (Henkel, Germany) - 23.04.19 
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L'Occitane en Provence (France) - 23.04.19 

 
Neutrogena (Johnson & Johnson, USA) - 23.04.19 
Does not have a cookie banner nor is it possible to access their cookie policy. 

 
Chanel (France) - 23.04.19 

 
 

8. Consumer electronics 

 
Apple (USA) - 29.04.2019 
No cookie banner 

 
Samsung (South Korea) - 29.04.2019 

 
 
Nokia (Finland) - 29.04.2019 
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Dell (USA) - 29.04.2019 

 
 

Sony (Japan) - 29.04.2019 

 
 
Panasonic (Japan) - 29.04.2019 
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HP (USA) - 29.04.2019 

 
 

Toshiba (Japan) - 29.04.2019 

 
 

Fujitsu (Japan) - 29.04.2019 

 
 
LG (South Korea) - 29.04.2019 
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9. Software and computer services 

 
Google (Alphabet, USA) - 29.04.2019 

 
 

Amazon (USA) - 29.04.2019 

 
 
Facebook (USA) - 29.04.2019 

 
 
Netflix (USA) - 

29.04.2019
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Twitter (USA) - 29.04.2019 

 
 
Microsoft (USA) - 29.04.2019 

 
 

Spotify (Luxembourg) - 29.04.2019 

 
 
Zalando (Germany) - 29.04.2019 

 
 

Adobe Systems (USA) - 29.04.2019 
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Alibaba (China) - 29.04.2019 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 


