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Abstract 
	

International trade may be facing a new cost revolution with the emergence of 
blockchain-enabled smart contracts. Claims that they can reduce transaction costs are 
becoming widely accepted, but international trade transactions can be complex. Using 
transaction cost economics, we answer how smart contracts can govern transactions 
in international trade. This paper is a maximum variation case study of international 
trade primarily based on 36 interviews with smart contract and industry experts. We 
identify characteristics of complex transactions based on transaction cost economics 
and build three hypothetical trade scenarios of simple, mixed, and complex 
transactions based on standard industry practices. We argue that smart contracts can 
be used to economise on transaction costs for transactions of simple to mixed 
complexity, particularly with the help of renegotiation mechanisms, but do not 
eliminate the need for integration in complex transactions. Design principles are 
extrapolated, and implications for practice are discussed. 
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1. Introduction 

Despite past revolutions in the costs of doing global business – first transportation, then 

manufacturing, and recently communication – major barriers remain. Costs are 

increasingly dominated by issues of jurisdiction, security, and trust. These are costs of 

developing, maintaining, and securing our relationships. Traditional legal contracts are 

probabilistic in nature and do not guarantee contractual performance. At the same time, 

international dispute settlement is costly, if not impractical (ICC, 2012). As the Finance 

Director of the Confederation of Danish Industry in Brazil bluntly told us: “If something 

goes wrong, then you will probably not see your money. A normal civil lawsuit takes 6-

7 years.” In trade finance, this counterparty risk can be mitigated with bank-intermediated 

instruments like documentary credit where banks get involved to guarantee payment, but 

these are costly, inefficient, and unavailable to many firms (WTO, 2018). Most trade 

today is conducted through open account (Ibid.), where goods are shipped before payment 

is due, subject to various risk in a world of rising instances of fraud (PwC, 2018). 

This is important because efficient cross-border trade is a precondition for global 

economic growth (World Economic Forum, 2018). There is largely consensus that 

international trade and global value chains have been critical for both the wealth of 

nations and the reduction of geopolitical tensions (Ibid.). Still, a shipment from Kenya to 

Rotterdam can produce a pile of paper 25 cm high, with costs of handling it higher than 

that of moving the containers (Allison, 2016). Despite a recent rise in digital 

infrastructure, we formalise relationships with written contracts, written laws, and forms 

designed for paper. Even with the emergence of digital infrastructure, the globalisation 

of the digital economy is seen to increase complexity and uncertainty when it comes to 

enforcement of contractual agreements (Milosevic et al., 2003). According to Angelov 

and Grefen (2003), there is a situation of “contract overload”. 

Recently, there has been an emergence of a new way to govern transactions that 

is different from traditionally probabilistic legal agreements. These are digital agreements 

written in code and executed by protocols based on technologies such as blockchain, 

cryptographic one-way hash functions and decentralised consensus algorithms like Proof-

of-Work. Essentially, these are technologies that allow for the design of distributed peer-

to-peer networks that do not require any intermediaries. These are practically censorship-

resistant, and, even more notably, immutable, which means that such contracts are argued 
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to be deterministic. Some of these computational networks can execute code with if-then 

functions that serve as contractual terms without a trusted third-party. Thus, agreements 

through these distributed networks – blockchain-enabled smart contracts – hold promises 

of deterministically governing transactions by executing as written. And, with recent 

innovations in blockchain middleware, these networks can reliably verify real-world data 

and trigger external events such as payment. Through the tamper-proofness and 

immutability of such blockchains, smart contracts potentially guarantee contractual 

performance, automate the process, and do so at a cost advantage over traditional 

agreements. 

 If so, this carries implications for firms engaging in and facilitating international 

trade. Problems of bad actors are often treated by firms as transaction costs since efforts 

to screen counterparties, draft contracts, and enforce them, are costly measures. When 

transaction costs are high, firms often must acquire their suppliers and distributors or “do 

it themselves”. Recent studies claim that smart contracts reduce such costs (Catalini and 

Gans, 2016; Giancaspro, 2017; Shermin, 2017; Levy, 2017). However, this is a powerful 

claim – one that ought to be explored further. If, for example, smart contracts promise 

transaction costs reductions, the adoption of such could be a move towards costless 

contracting. In that case, all transactions should be market transactions (Davidson et al., 

2016), and we would see the size of firms decrease (Holden and Malani, 2017), as some 

studies have already argued. This is one example of many potential implications to the 

claim of transaction cost reductions. However, the questions are whether such self-

executing contracts can really understand what is going on in the world of international 

trade transactions, and whether features of immutability even make sense for such 

transactions. Thus, we find it relevant to explore limitations to the application of smart 

contracts in governance of international trade. 

 

1.1. Research Question	

This paper takes a starting point in the following research question: 

 

How can smart contracts govern transactions in international trade? 
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Smart contracts do not currently govern any transactions in international, thus asking how 

they can do so. This implies logical arguments based on the functions of both smart 

contracts and international trade, and implies an answer that illustrates and outlines design 

principles. By smart contracts, this paper means blockchain-enabled smart contracts. 

Although we briefly touch upon the viability of different kinds of blockchain networks, 

this is not the main interest of this paper. Rather, we assume that the middle-layer is 

secure, tamper-proof, and immutable, and look more to the issue of smart contracts and 

external connectivity. In other words, we are interested in how blockchain networks can 

understand what is happening in the real world such as the many state-contingencies in 

international trade transactions. By transactions in international trade, we refer to inter-

firm trades of physical goods across jurisdictions, where exporter ships goods, and 

importer pays. As for govern, we defer to the understanding of governance as that of 

transactions as per the Transaction Cost Economics (TCE) framework conceptualised in 

section three. This is an institutional perspective, looking at the incentive mechanisms of 

governance structures, in this case potentially that of smart contracts. The question is how 

smart contracts as an institution can help make sure that 1) parties act in accordance with 

specified terms, 2) unanticipated circumstances, for which no terms are specified, do not 

become a problem, and 3) parties do not underinvest because they anticipate problems. 

In other words, governing effectively is economising on transaction costs ex ante by 

setting up optimal incentive structures. 

We answered this question by first conceptualising what constitutes a simple, 

mixed, and complex international trade transaction with the TCE framework. Then, to 

make it realistic, using interviews with industry stakeholders, as well as key industry 

reports for triangulation of industry standard practices, we first built one hypothetical 

scenario of a simple international trade transaction. This includes elements of trade 

finance, insurance, and derivatives, which commonly facilitate all international trade 

transactions. Building on this data, we used theory to complicate the first scenario in 

building two other scenarios of increasing complexity. The result is a case of three 

hypothetical scenarios, each with a different level of transaction complexity: simple, 

mixed, and complex. As such, this is a maximum variation case study, with maximum 

variation on the dimension of complexity. For each of these scenarios, we conducted a 

transaction cost analysis to understand the requirements for an optimal governance 
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structure, and applied the knowledge of smart contracts from literature, as well as expert 

interviews at blockchain conferences, to see how they can govern each transaction. The 

result is a comprehensive illustration of the capabilities of smart contracts in governing 

transactions in international trade followed by a discussion of key design principles and 

implications for practice. 

 

1.2. Thesis 

We argue that externally connected smart contracts can be used to economise on 

transaction costs relative to traditional agreements in trade finance, insurance, and 

derivatives markets, as well as long-term supply chain commitments in transactions of 

simple to mixed complexity. These can specify state-contingencies that deterministically 

trigger contractual performance based on external data feeds such as carrier and customs 

APIs, market data APIs, and IoT sensors such as thermometers. For long-term 

commitments with adaptation problems from for example product upgrades, these can be 

complemented with renegotiation mechanisms to efficiently facilitate such revelations. 

This includes a default trade combined with a take-it-or-leave-it-offer. To be completely 

deterministic, they all require collateralisation, likely to cause an increase in demand for 

credit to mitigate liquidity risk. Although smart contracts can favourably govern simpler 

transactions, they face inefficiencies of inflexibility when attempting to establish 

immutable state-contingencies ex ante for the most complex transactions.  

 

1.3. Structure  
In chapter one, we present an introduction to the application of smart contracts as a 

governance structure for transactions in international trade. A contextual understanding 

is presented to frame the research question. Chapter two will contain a literature review 

of much of what we already know surrounding the research question. Chapter three then 

establishes the theoretical framework used to analyse our empirical data and answer the 

research question. In chapter four, we argue for methodological considerations 

surrounding research design, data collection, and data analysis. In other words, this 

chapter will explain how we answered our research question. Chapter five is the analysis 

of our data, answering the research question by illustrating the capabilities of smart 

contracts in a case study of an international trade relationship. Then, chapter six discusses 
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these findings, the limitations of our study, and continues the academic conversations of 

chapter two. Finally, chapter seven concludes the paper by summarising approach, 

findings, implications, and contributions of our thesis. References are found in the end. 

 

2. Literature Review 
Smart contracts is a recent phenomenon. Its application in international trade, specifically, 

is even more recent, as industry leaders only just began experimenting with prototypes 

and proof-of-concepts. As such, both academic and industry conversations surrounding 

this technology have yet to mature. Studies on smart contracts and transaction costs are 

only just emerging. Currently, to our knowledge, no academic papers on how smart 

contracts can govern international trade exist. However, there is a lot that we already 

know. In this section, we illustrate this with a review of the literature. First, we need to 

understand blockchain. Then, we need to understand blockchain-enabled smart contracts. 

And then, we can understand the implications for enterprise applications, law, markets, 

and transaction costs. We believe that this is a representative, though not exhaustive, 

selection of empirical work on smart contracts and transaction costs. 

 

2.1. Blockchain 

Many recent papers have attempted to establish research frameworks (Risius and Spohrer, 

2017; Glaser, 2017; Narayanan and Miller, 2019; Lu, 2018). Some scholars have also 

attempted to write systematic reviews of the studies on blockchain (Johansen, 2016; 

Konstantinidis et al., 2018; Grover et al., 2018). Any exhaustive review should start there. 

According to Miau and Yang (2018), we have seen three distinct periods of blockchain 

research. The first phase is from 2008-2013 where the content was sparse and mostly 

concerning Bitcoin. In the second phase from 2014-2015, literature about Bitcoin 

significantly increased while cryptocurrencies and blockchain also emerged as separate 

research topics. The third phase from 2016 till today has had a growing attention to the 

applicability of smart contracts and broader uses of blockchain. Supported by a separate 

review by Macrinici et al. (2018), these last years have mainly involved the problems of 

security, privacy, and scalability of blockchain, and the programmability of smart 

contracts.  
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A blockchain is a database, and the study of databases goes far back. For example, 

ledgers have long been studied as an elemental technology of modern market capitalism 

(Nussbaum, 1933; Yamey, 1949). However, blockchains as a particular kind of database 

is a recent phenomenon, and it began with the Bitcoin whitepaper following the financial 

crisis (Nakamoto, 2008). According to early researchers, Bitcoin importantly solves the 

double-spend problem of digital peer-to-peer currencies (Evans, 2014; Narayanan, 2016), 

making it impossible to copy and spend twice. It is governed by CPU power, as so-called 

“miners” help verify transactions and secure the network (Nakamoto, 2008). In that 

regard, it has been noted that blockchain is not the only novel, or important, technology 

in Bitcoin. It is said to be the combination of blockchain databases, cryptographic one-

way hash functions, and the proof-of-work consensus algorithm that enable for what we 

refer to as Bitcoin (Swan, 2015; Pilkington, 2016). It allows us to trustlessly come to 

consensus and agree on the true state of a database without relying on intermediaries. As 

such, it is a distributed database, which the broader term, Distributed Ledger Technology 

(DLT), draws its reference from (Swanson, 2014). Since its inception, it quickly drew the 

attention of economists (Bohme et al., 2015) and became subject to enthusiastic hype 

(Tapscott and Tapscott, 2016; Walport, 2016). 

 

2.2. Blockchain-Enabled Smart Contracts 

Although blockchain-enabled smart contracts, agreements through these databases, had 

their emergence with Bitcoin, their developments were foreseen much earlier (Szabo, 

1994; 1996; 1997; 1999). Szabo (1994) defined the concept of a smart contract as “a 

computerised transaction protocol that executes terms of a contract.” He also said that 

“smart contracts are software that are designed to execute transactions only if all parties 

fulfill their obligations” (Ibid.). As such, smart contracts are simply computer programs. 

The word “contract” does not necessarily have a legal meaning in this context. Once 

deployed, the code of a smart contract cannot change. Unlike with traditional software, 

the only way to modify a smart contract is to deploy a new one (Antonopoulos, 2018). 

Such features of immutability and disintermediation are commonly illustrated through the 

analogy of a vending machine (Szabo, 1994). When you insert a coin, the vending 

machine returns an item of choice. Such transaction is immutable in that you cannot return 

the item, and is settled without an intermediary. For blockchain-enabled smart contracts, 
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we extrapolate this idea to that of a virtual computer trustlessly executing code. The first, 

and biggest, of which is Ethereum. 

 

2.2.1. Ethereum 
Ethereum is “an open source, globally decentralised computing infrastructure that 

executes programs called smart contracts” (Antonopoulos, 2018). It has a built-in general-

purpose programming language that enable for smart contracts to be created with “one’s 

own arbitrary rules for ownership, transaction formats, and state transition functions” 

(Buterin, 2014). This essentially means rules of arbitrary and unbounded complexity 

(Antonopoulos, 2018). It changes Bitcoin’s simple true/false evaluation of spending 

conditions to model a virtual computer, giving machine instructions the same level of 

certainty as Bitcoin transactions (Dameron, 2019). 

Evidently, it does not mean that Ethereum programs are free of bugs (Ibid.). When 

any program of any complexity can be computed by Ethereum, such flexibility also 

allows for a lot of rope for developers to “hang themselves”. A dysfunctional printer can 

be turned off and on again, which is not possible with an open blockchain like Ethereum. 

However, it also means that smart contracts can be trusted to execute without external 

interference. In other words, they are regarded as tamper-proof. As Antonopoulos (2018) 

puts it, Ethereum, “while providing high availability, auditability, transparency, and 

neutrality, also reduces or eliminates censorship and reduces certain counterparty risks”. 

It is always running, public for everyone to verify, and neutral in the sense that anyone 

can use it (Araoz et al., 2017). 

The blockchain as a database is made up of accounts. In Ethereum, there are two 

types of accounts: “[1] externally owned accounts, controlled by private keys, and [2] 

contract accounts, controlled by their contract code” (Buterin, 2014). For international 

trade, externally owned accounts are those owned by each trading party through their 

private keys. With these private keys, they can sign transactions, and thus send messages, 

to contract accounts. Every time a contract account receives a message, its code activates 

(Ibid.). The contract account is the agreement, or rather the smart contract, between the 

trading parties. These are not agreements that each trading party “must comply with”. 

Rather, they execute specific code when “poked” by messages from the private keys of 
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trading parties. In other words, they execute autonomously when created and signed 

(messages are sent to the contract account) by the relevant parties. 

We should stress that, as such, contracts only run if they are called by a transaction 

(Antonopoulos, 2018). Though a contract can call another contract, all smart contracts in 

Ethereum are executed because of a transaction. Even a chain of contracts executing each 

other are always started by an externally controlled account. Contracts never run “on their 

own” or “in the background”. Rather, they lie dormant until a transaction triggers 

execution (Ibid.). Such transactions cost fees, which are referred to as gas. These fees are 

paid to the network nodes that help verify transactions through “mining” (similar to 

Bitcoin). Such mechanism exists to secure the network (Dameron, 2019). 

Although Ethereum prioritises security over scalability, its development culture 

has the mantra: “move fast and break things” (Antonopoulos, 2018). It is characterised 

by rapid innovation, often disregarding backwards compatibility. This means that smart 

contract developers have to be flexible, prepared to rebuild infrastructure when 

assumptions change. At the same time, smart contract developers cannot upgrade their 

contract code. They must deploy new contracts. As such, the idea of immutability clashes 

with a platform that is still evolving. It is expected that development will eventually slow 

down in the next few years and that its assumptions become fixed (Ibid.). This particularly 

relates to the limitations (chapter 2.2.2.) that are being addressed. In the meantime, 

innovation is the name of the game. 

At the same time, smart contracts are at the center of security problems. They are 

designed to store value that, when stolen, are irreversibly transferred. This value often 

happens to be assets that are difficult to trace and can be laundered effectively. 

Additionally, value is often high, and contract code is stored publically for hackers to test 

attacks with complete information. Finally, in the Ethereum ecosystem, all actors such as 

miners or nodes are assumed to be potentially malicious (Hildenbrandt et al., 2017). 

Though Ethereum, the computer itself, has never been hacked, smart contract hacks have 

shown that coding bulletproof smart contracts is extremely challenging (Ellis et al., 2017). 

As Araoz et al. (2017) states: “the development process to build this kind of software is 

often complex, time-consuming, and prone to error“. In smart contracts, bugs literally 

cost money. The primary security risk is referred to as “reentrancy” (Antonopoulos, 

2018). Contract accounts (smart contracts) can hold value and can call external accounts, 
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which can be hijacked by attackers. They can force further code to be executed, including 

calls to themselves. This was the case of the infamous DAO hack (Ibid.). 

As a result, tried-and-tested approaches to smart contract development are 

advised. According to Antonopoulos (Ibid.), “Security Best Practices Defensive 

programming is a style of programming that is particularly well suited to smart contracts.” 

Some of the principles emphasised include: minimalism/simplicity, code reuse, code 

quality, readability/auditability, and test coverage (Ibid.). The most fundamental principle 

seems to be maximising reuse of trusted code. In cryptography, this has been condensed 

into a proverb: "don’t roll your own crypto." This implies using as much as possible from 

freely available libraries that have been thoroughly vetted by the community (Ibid.). One 

of such libraries is the project of ZeppelinOS, “an open-source, decentralised platform of 

tools and services on top of the EVM [Ethereum Virtual Machine] to securely build and 

manage smart contract applications, free of charge” (Araoz et al., 2017). At the same 

time, Ethereum’s Github offers a range of debuggers and code analysers (Ethereum Wiki, 

2019). The higher the value of funds controlled, the more conservative development 

should be. And, as for externally controlled accounts, private keys are recommended to 

be stored in encrypted form or written down and stored in a safe and secret place. Before 

transferring large amounts, and when creating new accounts, small test transactions 

should be sent. 

 

2.2.2. Limitations 

If we assume that whichever blockchain used to compute the smart contract is secure 

(tamper-proof and immutable), and that template libraries of tried-and-tested code will be 

available that are bug-free, there are three main challenges to their potential to govern 

international trade transactions. These are connectivity, privacy, and scalability. 

	

2.2.2.1. Connectivity 

By default, the scope of what smart contracts are capable of is limited. Out of the box, the 

consensus mechanisms of blockchains only understand the assets and events captured 

within these network (Ellis et al., 2017). For example, this means that a network cannot 

verify price information of underlying assets in a derivatives contract. The design 

rationale of Ethereum by Buterin (2014) states that “we have no features”, implying that 
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Ethereum is fundamentally built for generalisation, encouraging anyone to build their 

specificities on top. Thus, the network needs an oracle, and this potentially represents an 

attack surface  – a single point of failure – to the otherwise distributed, trustless computer 

of the smart contracts. Open networks may provide reliable computation, but if the 

external data feeds require trust, there is no end-to-end reliability. 

The term “oracle” comes from the idea of a person, who, with the help of the gods, 

could see visions of the future as per Greek mythology. In this context, an oracle is that 

which can answer questions that are external to Ethereum. Such questions include 

randomness, price information, and results of football games. However, by default, such 

data cannot be trusted because it comes from unverifiable sources (Antonopoulos, 2018). 

Ideally, oracles deliver off-chain data trustlessly. Ideally, oracles do not need to be trusted 

because they operate on decentralised principles (Ibid.). 

Chainlink is nearing launch of a decentralised oracle network consisting of “three 

key smart contracts—a reputation contract, an order-matching contract, and an 

aggregation contract—and an off-chain registry of data providers” (Ibid.). It is an example 

of a decentralised oracle network where external data can be aggregated across multiple 

sources and, for each source, through multiple nodes. As such, it follows the same 

decentralisation thesis of Ethereum. It also is compatible with any alternatives to 

Ethereum, including permissioned blockchains. In the case of a derivatives contract, 

multiple nodes can fetch data from multiple sources such as Bloomberg, NYSE, and 

NASDAQ. The more nodes and sources there are, the more decentralisation there is, and 

thus the more security there is. As such, parties to international trade can purchase as 

much security as they require. 

Other than the decentralisation thesis of distributed sources and nodes, there are 

two common approaches to data authentication: authenticity proofs and trusted execution 

environments (Ibid.). The former consist of cryptographic guarantees that data has not 

been tampered with through attestation techniques such as digitally signed proofs. This 

requires trust in an attestor such as Oraclize (Ibid.). With Chainlink, the trustworthiness 

of the nodes is ensured by a staking model whereby node operators are penalised, and 

contracting parties compensated, according to the quality of the input. At the same time, 

third party reputation and certification support is offered, as well as finally using trusted 
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execution environments, ensuring the integrity (through a trustless attestation technique) 

and privacy of the operation (Benligiray et al., 2019). 

Trusted execution environments are currently only available for smart contracts 

through Town Crier, an IC3 initiative associated with Cornell University that was recently 

acquired by Chainlink. They utilise one of the few existing hardware-based secure 

enclaves, Intel’s Software Guard eXtensions (SGX) (Antonopoulos, 2018). SGX provides 

guarantees of integrity, ensuring that applications running within the trusted execution 

environment are protected by the CPU against tampering. It also provides confidentiality, 

ensuring that an application’s state is not available to anyone or anything extrinsic to the 

enclave. Finally, SGX allows attestation, by generating a digitally signed proof that an 

application is actually running within an enclave (Ibid.). This is a significant innovation 

that is said to be important for reliable off-chain data in smart contracts, private smart 

contracts, and offloading on-chain computation for smart contract scalability (Ethereum 

Enterprise Alliance, 2018). 

Another problem solved by trusted execution environments and Chainlink is that 

of triggering output data in off-chain systems. This includes triggering payment by 

payment messages routed to traditional infrastructure such as bank payments, PayPal, 

Mastercard and VISA. According to Ellis et al. (2017), “Chainlink’s ability to securely 

push data to APIs and various legacy systems on behalf of a smart contract permits the 

creation of externally-aware tamper-proof contracts.” This is enabled by the 

confidentiality features of SGX trusted execution environments. A node operator can thus 

securely hold encrypted private keys of a contracting party, only to be decrypted by the 

trusted execution environment, which uses credentials to send payment messages to 

traditional systems without the node operator being able to tamper with it. In other words, 

“an oracle can decrypt queries within its enclave, and then process them without exposing 

them to any other process (or any human being)” (Ibid.). In essence, “the enclave can 

process data from sources confidentially and can securely manage sensitive information 

such as user credentials, a powerful capability” (Ibid.). 

As such, the ecosystem for a decentralised oracle network will consist of smart 

contract developers, node operators, and API providers (existing businesses) (Benligiray 

et al., 2019). An API (Application Programming Interface) is a protocol allowing a piece 

of software to use the functions of another piece of software. For example, investment 
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managers often use APIs of exchanges to fetch price data and send trading orders. When 

a webshop ships you products, the tracking data available to you is through the courier’s 

API. An API can be implemented to retrieve any data or trigger any event remotely. 

Therefore, enabling smart contracts to use APIs allows them to be used in nearly all 

potential applications (Benligiray et al., 2019). 

Examples of data from APIs relevant to smart contracts include 1) random 

numbers, for example to fairly select a winner in a lottery smart contract, 2) parametric 

data for natural hazards, for example triggering of catastrophe bond smart contracts using 

Richter scale measurements for an earthquake, 3) exchange rate data, for example for 

accurately pegging of cryptocurrencies to fiat currency, 4) capital markets data, for 

example for pricing baskets of tokenised securities, 5) benchmark reference data, for 

example using interest rates in derivatives instruments, 6) time and interval data, for 

example for event triggers grounded in precise time measurements, 7) weather data, for 

example for insurance premium calculations based on weather forecasts, 8) political 

events, for example for prediction market resolution, 9) sporting events, again for 

prediction market resolution as well as fantasy sports contracts, 10) geolocation data, for 

example to be used in supply chain tracking, 11) damage verification, for example IoT 

(Internet of Things) data from sensors for insurance contracts, 12) events occurring on 

other blockchains, for example for interoperability functions, 13) Ether market price, for 

example for fiat gas price oracles, 14) flight statistics, for example to be used by groups 

for flight ticket pooling (Antonopoulos, 2018). 

In the world of international trade, according to Ellis et al. (2017), “securities 

smart contracts such as bonds, interest rate derivatives, and many others will require 

access to APIs reporting market prices and market reference data, e.g. interest rates. 

Insurance smart contracts will need data feeds about IoT data related to the insurable 

event in question, e.g.: was the warehouse’s magnetic door locked at the time of breach, 

was the company’s firewall online, or did the flight you had insurance for arrive on time. 

Trade finance smart contracts will need GPS data about shipments, data from supply 

chain ERP systems, and customs data about the goods being shipped in order to confirm 

fulfillment of contractual obligations”. 

This will grow an already large API economy (Huxtable, 2018). For example, an 

API directory called ProgrammableWeb currently already has over 19,428 APIs listed. 
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Smart contracts significantly open up the market for monetising data. Already, one 

marketplace, RapidAPI, recently announced that they are serving over 400 billion API 

calls each month. The API economy has been forecasted to generate over $2.2 trillion in 

the next 10 years (Ibid.). 

Relevant to international trade, we must note that some data is particularly specific 

to one private source, such as inspection certificates, which will be analysed in our case. 

Such data cannot therefore be provided trustlessly (without trusting a source) as there is 

no independently verifiable objective truth (Antonopoulos, 2018). Such data generally 

takes the form of attestations, which are argued to become a big part of the success of 

smart contracts in the future, particularly with respect to the issues of verifying identity 

or reputation (Ibid.).  

 We also must acknowledge that some data is unstructured and rely on manual 

human input. Such types of data are commonly proposed for use in prediction-markets 

(Ellis et al., 2017). “By creating appropriate financial stakes and assuming economically 

rational players with limited financial incentives for cheating, such oracles provide a high 

assurance of correct crowd-sourced answers” (Ibid.). Since such oracles obtain responses 

from human beings, they can respond to questions without structured data, which includes 

those that require natural language processing of news events for example. This approach 

is still decentralised, but because human cognition is costly and slow, such oracles are 

inefficient (Ibid.), limiting smart contract inputs to structured data primarily. Various 

flexibility, however, is allowed by Chainlink. Smart contracts can receive responses per 

request or subscribe to a continuous stream of responses for example (Antonopoulos, 

2018). As the same time, Chainlink offers fully customisable methods of aggregation 

including mean, median, and majority vote (Ibid.). 

Finally, we should note that there, of course, is no perfectly trustworthy source. 

Data may be corrupted because of faulty websites, cheating node operators, or honest 

mistakes (Ellis et al., 2017). However, the security of any system is only as strong as its 

weakest link, so if we are to unlock the potential of smart contracts by connecting them 

to the external world, a highly trustworthy oracle is necessary to preserve the 

trustworthiness of a well-engineered blockchain (Ibid.). As for bugs, Chainlink allows for 

a contract upgrade service such that, if agreed by both parties, a vulnerability can be 
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mitigated by Chainlink making a new set of supporting oracles available for a new 

contract (Ibid.). 

 

2.2.2.2. Privacy 

Established open networks with smart contract capabilities currently struggle to provide 

features for privacy. This means that two firms looking to govern a contract through such 

a network has to make public the terms of their agreement as well as, more importantly, 

the data that triggers their contract. For various strategic (or even criminal) concerns, this 

can be impractical. 

Just as the limitation of connectivity, this problem is solved by oracle networks 

such as Chainlink that utilise trusted execution environments. Secure enclaves allow for 

computation through nodes without anyone, even node operators, having knowledge of 

what is computed (Benligiray et al., 2019). According to Ellis et al. (2017), “the enclave 

can also process data from sources confidentially and can securely manage sensitive 

information such as user credentials, a powerful capability.” Currently, the working 

example is TownCrier and Intel SGX. Utilisation of trusted execution environments 

essentially allow for what can also be referred to as secret smart contracts. 

Other solutions include Enigma, which similarly is a decentralised computation 

platform with guaranteed privacy. According to Zyskind (2017), their “goal is to enable 

developers to build ’privacy by design’, end-to-end decentralised applications, without a 

trusted third party” (Ibid.). Different from, or adding to, Chainlink, “data is split between 

different nodes, and they compute functions together without leaking information to other 

nodes. Specifically, no single party ever has access to data in its entirety; instead, every 

party has a meaningless (i.e., seemingly random) piece of it” (Ibid.). 

 

2.2.2.3. Scalability 

A final limitation is that of transaction throughput, particularly for an open blockchain 

such as Ethereum (Dameron, 2019). It is currently left with a limit of around 15 

transactions per second. As we saw with decentralised applications such as CryptoKitties, 

the network can quickly become congested, and, if it takes too long to clear transactions, 

this limits the scope of what we can do with smart contracts. There are various solutions 

proposed to the scalability problem such as the first-layer scaling solution, sharding 
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(Zamfir et al., 2018). As far as we understand, this partitions new blocks such that not all 

nodes have to agree on every single transaction, which allows for transactions to be 

cleared faster. Other solutions include a new consensus algorithm referred to as Proof-of-

Stake instead of Proof-of-Work, such that sybil attacks are mitigated by nodes staking 

on-chain assets instead of off-chain resources such as computing power. According to 

Antonopoulos (2018), this transition has been the plan from the beginning. This 

transition, referred to as Casper, is expected for 2020 (Ibid.). 

Many other second-layer solutions such as Enigma, led by engineers from 

Massachusetts Institute of Technology, also address this problem (Zyskind et al., 2017). 

With a recently launched testnet, they are expecting mainnet launch later 2019. Finally, 

there are previously mentioned oracle solutions such as Chainlink, who, through trusted 

execution environments, offer capabilities for off-chain computation. These offload on-

chain computations. For example, an oracle with a trusted execution environment may 

compute intensive regression calculations to estimate the yield of a bond contract and 

feed the calculated result into the smart contract (Antonopoulos, 2018). The less code 

Ethereum has to compute, the more transaction throughput it allows for. According to 

Ellis et al. (2017), trusted execution environments “offer an exciting new approach to the 

scalable usage of blockchains, in which large portions of blockchain infrastructure, 

including smart contracts, execute in enclaves.” 

 

2.3. Smart Contracts And Enterprise Applications 

Scholars have seen various opportunities and challenges of these developments for 

enterprise applications (Udokwu et al., 2018). For example, Cuccuru (2017) argued that 

the financial and banking sectors would be the first to see its benefits. Filipova (2018), 

seeing the new opportunities for various business applications, emphasised advantages 

for security, reliability, transparency, trust, and efficiency. She also pointed to its 

disruptive nature. Aside from that, various papers have been written on specific industry 

use cases such as insurance (Gatteschi et al., 2018). 

Various challenges to enterprise applications have also been recognised such as 

that of immutability, and thus inflexibility, where most agreements require adaptation 

with many unforeseen circumstances, and smart contracts are particularly rigid (Sklaroff, 

2016; Mik, 2017). One particularly interesting challenge was found by Juels et al. (2016), 
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who addressed the issue of criminal smart contracts. They argue that these new 

technologies, being anonymous and trustless, may fuel new criminal ecosystems with 

examples such as leakage of confidential information, theft of keys, and various other 

crimes.  

 Business literature has also been written on the subject, including consulting 

reports (Deloitte, 2018; McKinsey, 2018; PwC, 2017; FiSer, 2017; Cognizant, 2017; 

Infosys, 2019) and reports by international organisations (World Economic Forum, 2018; 

WTO, 2018; ICC, 2017; World Customs Organisation, 2018; ISDA, 2019), political 

institutions (UK House of Parliament, 2018; UK House of Commons, 2018; CFTC, 

2018), advocacy groups (CDC, 2016) and industry associations (Euro Banking 

Association, 2016). 

In terms of consulting reports, McKinsey (2018) for example recommends private 

permissioned blockchains over public ones (such as Bitcoin or Ethereum) for commercial 

application. This generally represents the views of incumbents in traditional industries, 

and as such most actors outside the world of Bitcoin and cryptocurrencies. The argument 

is often that private blockchains allow for the control of a central authority, and thus easy 

solutions to scalability and privacy, while still reaping the benefits of public blockchains 

such as security, though this is heavily questioned by the open source community. 

According a study by Deloitte (2018), 74% of responsonds (out of 1053 

executives) are already a part of a consortium or will most likely join one going forward. 

Another insight by Deloitte (2018) is that investments in blockchain applications are 

distributed as follows: 52% permissioned blockchain, 44% private blockchain, 44% 

public blockchain, and 36% consortium. At the same time, for the following year, 39% 

of respondents planned to spend more than USD 5 million, and 16% planned to spend 

more than USD 10 million.	

	

2.4. Smart Contracts And Law 

Scholars have argued that these developments have legal implications (Giancaspro, 

2017), such as a potential clash of the distributed nature of blockchains with central 

governments, and potentially represent issues of legal enforceability (Savelyev, 2017). 

Another noted tension is that of separate legal jurisdictions and the borderless nature of 

smart contracts (Cuccuru, 2017). At the same time, it is argued that there might be fewer 
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obstacles legally than originally thought (Mik, 2017). Giancaspro (2017), Cuccuru 

(2017), and Savelyev (2017) are all optimistic that adaptation in the traditional legal 

system will happen over time. According to Goldenfein et al. (2018), the engineering of 

an emerging legal environment is something that historically has been done before and 

can be done again. Weber (2018) has specifically looked at the relationship between law 

and code and suggests a new functional understanding of law. According to Savelyev 

(2017), this relationship has its conflicts mainly from tensions between classical contract 

law and smart contracts. In other words, he sees problems with the lack of a central 

authority. Levy (2017), likewise, suggests that contracts require an authority for central 

enforcement. Some scholars have, again, looked into the relationship between law and 

code and attempted to link smart contracts with natural language contracts (Goldfein et 

al., 2018). Another link is to that of the physical world, as some scholars have attempted 

to look at the ability of smart contracts to secure property rights (Arruñada, 2018). Finally, 

Ridder et al. (2017) presents a use-case of the legal recognition of smart contracts in the 

United States, a notion that has become reality in some jurisdictions around the world. As 

Evans (2014), Werbach and Cornell (2017), Arruñada (2018), and Werbach (2018) all 

argue, smart contracts likely benefit from interacting with the legal system rather than 

attempting to establish a system of their own. For researchers more interested in this 

aspect, Werbach and Cornell (2017) have looked into whether smart contracts are even 

contracts in a legal sense. 

 

2.5. Smart Contracts And Markets 

Researchers have also studied market implications. Cong et al. (2017) argues that, as 

features of blockchain mitigate information asymmetry and increase consumer surplus 

through enhanced competition, it reshapes industrial organisation and the landscape of 

competition. According to Catalini and Gans (2016), blockchains increase efficiency. 

Nowiński and Kozma (2017) agree and specifically argue that this happens through 

authentication of traded goods, through disintermediation, and through lowering 

transaction costs. Shermin (2017) similarly argues that blockchain-enabled smart 

contracts could resolve principal agent problems of moral hazard and lower transaction 

costs. Similarly, Yermack (2017) sees benefits for corporate governance as transparency, 

positively impacting shareholders and managers. 
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As such, conclusions have also been drawn for the study of smart contract 

applications within organisations (Udokwu et al., 2018), though the value of smart 

contracts also, perhaps in particular, will be for transactions between organisations and in 

that case possibly those of cross-jurisdictional nature. It has long been demonstrated that 

trust is necessary to facilitate trade (Klein, 1997). As Klein and Leffler (1981) and De 

Long (1991) argued, establishing trust is often expensive and involve significant 

irreversible investments. 

 

2.6. Smart Contracts And Transaction Costs 

This brings us to the issue of transaction costs and smart contracts. Early on, North (1990) 

and Nooteboom (2002) recognised that trusted ledgers create low transaction cost 

economies, which is necessary for efficiency. Cordella (2006) showed that information 

and communication technology (ICT) has often been implemented to reduce transaction 

costs and thus reduce imperfections in the economic system, though this is not always 

successful. He argues that ICT can lower search costs and negotiation costs as well as 

provide a more efficient environment for enforcement. However, he notes that such 

effects cannot be concluded without assessing associated coordination requirements, thus 

cross-effects and externalities. He argues, for example, that globalisation of the digital 

economy has increased complexity and uncertainty, which has lead to a greater number 

of contracts, which has necessitated investments in contract management systems, 

adoption of which sometimes further increases complexity. Similarly, enhanced 

communication flow may increase the requirement for coordination, such that 

externalities linked to ICT become negative. Though this is an important insight, it should 

be noted that ICT is a much broader concept than the specific technology that is smart 

contracts. This carries significant implications for the conclusions drawn. As such, this 

paper differentiates itself in that it looks at smart contracts as a specific technology, 

significantly different from most ICT, and the specific case of international trade. 

Smart contracts, when based on such previously mentioned trusted ledgers, are 

often said to reduce transaction costs (Catalani and Gans, 2016; Giancaspro, 2017; 

Shermin, 2017; Levy, 2017). Shermin (2017), for example, claims that blockchains can 

radically reduce transaction costs and disrupt traditional governance structures. Another 

example is that of Catalani and Gans (2016), who identify two cost reductions of smart 
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contracts: that of verification, verifying attributes of a transaction, and that of networking, 

being able to operate in a market without intermediaries. Mik (2017) notes that transaction 

cost reductions of smart contracts depend on the assumption that their code is perfect, 

questioning the validity of such presupposition. In many of such studies, smart contracts 

are said to reduce transaction costs but without exploring how, when, and where in-depth. 

This paper differentiates itself in that it explores this claim in detail and applies recently 

available capabilities of smart contracts to more complex relationships of international 

trade. 

Vatiero (2018) further adds nuance, suggesting that, because of adaptation 

problems, traditional contracts may incur lower transaction costs than smart contracts. 

The argument is that there is a trade-off between inflexibility and ex post external 

adaptation, in some cases potentially leading to higher transactions costs. He also argues 

that computer code sees the world in binaries, unable to incorporate issues of force 

majeure, material breach, and good faith, whereas traditional contracts can use generally-

defined contractual terms such as reasonable care. He also argues that, in some cases, 

third party intervention is the only way to achieve efficiency. As such, ex ante precision 

is said to impede ex post external adaptation. He sees it as a naive view that smart 

contracts supposedly reduce transaction costs compared to traditional agreements. 

However, he does concede that smart contracts reduce transaction costs of ex post 

contractual opportunism because they equate enforcement with contract execution. 

Similar in interest, this paper will explore claims such as whether smart contracts can 

incorporate more complex state contingencies in complex relationships, and the 

significance of transaction cost reductions for ex post opportunism. 

According to Szczerbowski (2018), transaction costs are higher or lower for smart 

contracts depending on the category of transaction costs. He claims that the two types 

where transaction costs seem to be lower than traditional contracts are within the costs of 

information and enforcement. The argument is that costs of information would lower 

because less ex ante screening is required from the lowered costs of enforcement from 

immutability, eliminating, for example, the traditionally high costs of identifying facts 

within the civil procedure. On the other hand, bargaining costs are argued to be higher for 

smart contracts because they require complete information ex ante and demand expensive 

human capital that also happen to be prone to coding mistakes. Because of this element 
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of code prone to errors, he sees enforcement costs as lower for smart contracts only when 

allowing for court dispute of the result of code execution, as he sees the benefit there to 

be one of the transparency of blockchain, the information cost reductions mentioned 

before. It is clear that he is not impressed with the feature of immutability, noting that 

parties need to include an option to withdraw in the code for when they want to change 

their mind. The attention of this paper will be less on the practical coding challenges of 

smart contracts, though this will also be slightly challenged, and more on exploring the 

conceptual capabilities of smart contracts for complex relationships. Peters and Panayi 

(2016) for example note that contract code can be audited, and, given its open source 

nature, can be easily copied, thus scaling well (Davidson et al., 2016). 

Davidson et al. (2016) argue that bargaining costs will reduce with time as open 

source libraries gather a tested and proven code base for state contingencies. They see 

blockchain-enabled smart contracts as an institutional or transaction cost innovation. It is 

argued that this new technology changes processes within economic coordination and 

governance, primarily as a new mechanism to control opportunism. This change is 

presented as revolutionary since it “undermines the strong case for the economic 

efficiency of hierarchies (which exploits incomplete contracts) and relational contracting 

(which requires trust between parties) over markets”. It is argued that, particularly 

because of its ability to eliminate opportunism, it will undermine hierarchies. As such, 

their study is one of the theory of the firm, analysing implications of Decentralised 

Autonomous Organisations (DAOs), which is a different focus from that of this paper. 

They do, however, provide an argument as to the competitive advantages of smart 

contracts to traditional governance structures of market, hierarchies, and relational 

contracting, which is in line with the interest of this paper. 

Contrary to critique of the inflexibility of smart contracts, Casey and Niblett 

(2017) argue that big data and machine learning will be able to draft contracts knowing 

only the objectives of the parties involved. As such, it is posited that such contracts will 

eliminate the problem of ex post holdup. This is outside the scope of this paper. However, 

Holden and Malani (2017) make a similar claim, arguing that blockchain-enabled smart 

contracts can actually solve hold-up problems in renegotiations in their current form. 

They argue that smart contracts can enable the commitment necessary for renegotiation 

design or revelation mechanisms. These include default trades and take-it-or-leave-it 
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offers or option contracts. It is argued that these mechanisms or contracts function with 

penalty clauses that ensure commitment in the context of renegotiation mechanisms, but 

that such penalty clauses are traditionally difficult to implement. With smart contracts, 

liquidated damages can be imposed that cannot be renegotiated or reversed by courts. For 

example, an ex ante agreed upon default trade can always be requested by one party, 

enforceable by a specific performance remedy or liquidated damages remedy that 

incentivises contractual performance if such a default trade is requested. At the same time, 

a take-it-or-leave-it offer can be made by the other party. Such mechanisms are argued to 

be programmable with smart contracts, mitigating risk of hold-up, which is a common 

problem of transaction costs. This paper, again, is similar in interest and explores such 

claims more in-depth as well as a range of other issues of international trade and TCE. 

 

2.7. Summary 

This section has attempted to lay out the fundamental workings of smart contracts on a 

slightly technical but mostly conceptual level. The important features to remember are 

immutability and tamper-proofness, as well as the for securely delivered real-world data 

and events through APIs for end-to-end reliability. Such data ideally has to be structured 

and available through multiple sources for it to be collected and delivered in a trustless 

manner. There are indications that limitations of connectivity, privacy, and scalability are 

being, and will be, overcome. 

Though this is not an exhaustive account, the literature on smart contracts, as has 

been shown here, is sparse and quite recent. Researchers have begun exploring market, 

legal, and institutional implications of smart contracts. Many papers make the claim that 

smart contracts reduce transaction costs as an almost tacit assumption. However, there 

are some contentions as to the validity of this claim, particularly as it relates to the nuances 

of different types of transaction costs. These disagreements often center around the 

feature of immutability, highlighting issues such as coding errors, inflexibility, and a need 

for ex ante complete information. 

Given that the research is in its first developments, we argue that there is room for 

a study on the promises of smart contracts. First, very recent technical developments in 

the external connectivity of smart contracts radically improve the scope of smart contract 

capabilities. At the same time, to our knowledge, in no other study have researchers 
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immersed themselves in conferences of open source development of smart contract 

applications. Secondly, no comprehensive review of smart contracts with respect to TCE 

has been attempted, which leaves the claim of transaction cost reductions in dispute and 

relatively unexplored. Lastly, no study on the applicability of smart contracts as a 

governance structure for international trade has been conducted. We return to these 

academic conversations in the discussion of our findings to make an argument for the 

contribution of this paper. 

 

3. Theory 
The following section provides a theoretical framework for the analysis of how smart 

contracts can govern transactions in international trade. In our understanding of 

governance as the proper alignment of incentives ex ante, TCE is an appropriate 

framework. First, TCE studies transactions as the unit of analysis with the purpose of 

assessing complexity and evaluating governance structures. Second, TCE assumes 

opportunism and looks at costs of trust. Finally, TCE is intended for inter-firm 

transactions as the level of analysis. As such, TCE first helps us to understand what 

constitutes complex transactions in international trade such that we can build scenarios 

of maximum variation that capture as complete a picture as possible. In the end, it also 

allows us to use its evaluation of governance structures for evaluating the capabilities of 

smart contracts for governing international trade transactions. 

 

3.1. Transaction Cost Economics 

Commons (1931) famously said that the shift in focus from the behaviour of firms and 

individuals to that of transactions marked the beginning of institutional economics. Not 

long after, Coase (1937) posed the equally famous question: why do firms exist? 

Realising that economies of scale was not the only explanation, the idea of transaction 

costs developed through later writings to the comprehensive theory it is today. TCE is an 

established and acknowledged theoretical framework for analysing transactions and 

governance structures (Rindfleisch and Heide, 1997), and the following chapters are an 

attempt to flesh out its main concepts. The purpose of each chapter is to help answer when 

transactions are complex and what a governance structure then requires. 
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3.1.1. Bounded Rationality And Opportunism 

TCE assumes two anthropological presuppositions. Together, they set the stage for 

various problems. One is bounded rationality (Williamson, 1973, p. 317). It is neither 

hyperrationality in the form of “economic man” nor irrationality (Williamson, 1981, pp. 

553-554). Although “intendedly rational”, agents experience limitations in formulating 

and solving complex problems and in processing information (Ibid., pp. 553-554). As we 

will show, this has implications for costs of transacting. 

Another assumption is opportunism, the strongest form of self-interested utility 

maximisation (Williamson, 1998, p. 47), which refers to attempts to gain through a lack 

of honesty in transactions (Williamson, 1973, p. 317). This includes blatant forms such 

as lying, stealing and cheating as well as subtle forms of deceit such as incomplete or 

distorted disclosure of information and calculated efforts to mislead, disguise, obfuscate 

or otherwise confuse (Williamson, 1998, p. 47). It is not an assumption that all actors are 

opportunistic but rather that some actors behave opportunistically and that costs are 

associated with identifying such actors ex ante (Rindfleisch and Heide, 1997, p. 48). This, 

equally, has implications for transactions. 

 

3.1.2. Transaction Costs 

Transaction costs, naturally, refer to costs associated with transactions. Less obviously, 

however, such costs take many forms. Broadly speaking, these are “the costs of running 

the system” (Rindfleisch and Heide, 1997, p. 31) including, particularly of relevance in 

the context of smart contracts, ex ante costs such as drafting, negotiating, and 

safeguarding contracts and ex post costs such as monitoring and enforcing contracts. In 

terms of the latter, Williamson (1998) specifically identify 1) maladaptation costs, 2) 

haggling costs incurred to correct misalignments, 3) setup and running costs of 

governance structures, and 4) bonding costs of effecting secure commitments (p. 21). 

Commonly, we illustrate hidden transaction costs with the relationship between a 

manufacturer and the supply of a component, which requires specialised equipment to 

build. Such circumstances make the supplier dependable on the manufacturer, and many 

difficulties may arise as the two parties renegotiate prices and quantities following the 

onset of the relationship. And, as we shall see, these costs also refer to effects of the 

anticipation of such circumstances. 
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It is commonly recognised by economists and lawyers that complex contracts are 

costly to write and enforce (Williamson, 1981, p. 553). Some transactions are more easily 

mediated, whereas others cause problems (Williamson, 1981, p. 553). According to TCE, 

this distinction can be made by characterising transactions in three dimensions: 1) 

uncertainty, 2) frequency, and 3) asset specificity (Williamson, 1979, p. 239). 

 

3.1.3. Frequency, Uncertainty, And Asset Specificity 

With respect to 1) uncertainty, TCE distinguishes between environmental uncertainty and 

behavioural uncertainty. The primary effect of environmental uncertainty is an adaptation 

problem, referring to problems with modifying agreements to changing circumstances 

(Rindfleisch and Heide, 1997, p. 31). Behavioural uncertainty, on the other hand, leads 

to performance evaluation problems, referring to problems in verifying contractual 

compliance (Ibid., p. 31). 

As for 2) frequency, it refers to the recurrence of transactions (Williamson, 1981, 

p. 555) and can be characterised as one-time, occasional, and recurrent (Williamson, 

1979, pp. 246-247). Generally speaking, frequency matters as recurrent transactions 

incentivises firms to employ alternative governance structures since costs associated 

herewith are easier to recover (Rindfleisch and Heide, 1997, p. 31). 

Finally, 3) asset specificity refers to investments associated with transactions. 

According to Williamson (1998), we can distinguish asset specificity into four types (p. 

95). First, there is site specificity, referring to specific locations to economise on 

inventory and transportation costs. Second, there is physical asset specificity, referring to 

specialised equipment. Third, there is human asset specificity, referring to specific skills 

from learning-by-doing. And, finally, dedicated assets, which refer to generalised 

production capacity for the sole purpose of selling a significant amount to a specific party. 

Importantly, asset specificity concerns more whether such investment is specialised to the 

transaction than whether it is large (Williamson, 1981, p. 555). 

As such, investments can be classified as non-specific, mixed, and idiosyncratic 

(Williamson, 1979, pp. 246-247). And although large-numbers competition is possible 

initially for all contracts, idiosyncratic transactions quickly transform the relationship 

between buyer and supplier into a bilateral monopoly (Ibid., p. 241). Such small-numbers 
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bargaining situations often lead to opportunistic exploitation (Rindfleisch and Heide, 

1997, p. 43). 

 When a transaction is associated with an idiosyncratic investment, thus a high 

degree of asset specificity, or non-marketability (Williamson, 1979, pp. 239-240), such 

sunk costs can cause hold-up problems with opportunistic actors. On the other hand, 

without asset specificity, exchange partners can be replaced at low switching cost, which 

therefore implies no safeguarding problems (Rindfleisch and Heide, 1997, p. 49). 

Similarly, performance evaluation problems arise when behavioural uncertainty and 

bounded rationality make it difficult to assess the contractual performance of the 

counterparty (Ibid., pp. 45-46), and adaptation problems arise when environmental 

uncertainty and bounded rationality make it difficult to modify contractual agreements 

(Ibid., pp. 44-45). 

Statistically speaking, there is an interaction effect between asset specificity and 

uncertainty (Ibid., p. 49). Asset specificity causes more problems the more uncertainty 

there is, and uncertainty causes more problems the more asset specificity. Similarly, 

bounded rationality and opportunism also cause more problems the more asset specificity 

and uncertainty there is (Williamson, 1973, pp. 317-318). Even in transactions with asset-

specific investments, but without opportunistic actors ex post, thus no actual problems, 

the anticipation of opportunism ex ante creates under-investment under certain 

governance structures. This increases the costs of safeguarding contractual agreements 

(Rindfleisch and Heide, 1997, p. 44). 

A broadly applicable contribution of TCE to economic theory is seeing that large 

numbers bidding ex ante does not necessarily imply large numbers bidding ex post 

(Williamson, 1998, p. 61). Often, a large number bidders market turns into a bilateral 

monopoly, which is referred to as “the fundamental transformation” (Ibid., p. 61). This is 

the case when idiosyncratic investments are made by one party, which introduces 

contractual asymmetry (Ibid., pp. 61-62). 

 

3.1.4. Simple, Mixed, And Complex Transactions 

It follows that a transaction is simple when a transaction has a one-time frequency with 

either little to no uncertainty, neither environmental nor behavioural, or little to no 

investments in non-marketable assets. A transaction is mixed when it has an occasional 
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frequency and has some uncertainty, either environmental or behavioural, and/or some 

asset specific investments. Finally, a transaction is complex when it has a recurrent 

frequency with either high levels of uncertainty and/or significantly asset-specific 

investments. The complexity can take many forms but must nearly always, in its extreme 

form, involve non-marketable assets that are so specific to the relationship that the 

transaction is transformed to that of a bilateral monopoly. In these relationships, the party 

with the non-marketable assets is highly dependent on his counterparty. Such conditions 

are quick to manifest problems of opportunism even with just some uncertainty. 

 
Table 1: Simple, Mixed, And Complex Transactions 

Characteristics Simple Mixed Complex 

Frequency One-time Occasional Recurrent 

Uncertainty Low level of  uncertainty Medium level of uncertainty, High levels of uncertainty 

Asset specificity Investments with non-
specific asset specificity 

Investments with mixed asset 
specificity 

Investments with 
idiosyncratic asset specificity 

 
 

3.1.5. Hold-Up Problem 

Back to bounded rationality, we should note that assets need to be safeguarded through 

vertical integration because contracts are incomplete (Hart, 2008, p. 1732). Contracts are 

vaguely written, ambiguous, and do not include many unanticipated contingencies (Ibid., 

p. 1732), which means that agreements are subject to renegotiation (Hart and Moore, 

1990, p. 1122). At the same time, external enforcement is costly, thus posing a risk of ex 

post opportunistic renegotiation, referred to above as the hold-up problem. 

Here, property rights theory and incomplete contract theory complements the TCE 

framework (Hart and Moore, 1990, p. 1119; Hart, 2008, p. 1731). A firm is seen as its 

assets, and ownership refers to residual rights of control over these assets, thus residual 

to specific rights contingent on contractual terms (Hart and Moore, 1990, p. 1120). In the 

hold-up problem, the difference between integration and non-integration is, for example, 

one party being able to selectively fire the workers of the other firm and one party being 

able to only fire the entire other firm (Ibid., p. 1120). This has implications for quasi rents 

from investments that cannot be distributed appropriately ex ante (Ibid., p. 1120). When 

a large surplus is to be divided ex post, residual rights of control over idiosyncratic assets 
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are important for eliminating inefficiencies and opportunism (Grossman and Hart, 1986, 

p. 692). According to Grossman and Hart (1986), such inefficiencies take form, not only 

because different ownership structures have an effect on ex post efficiency, but also 

because ownership rights affect ex ante investment decisions (Ibid., p. 696). 

Whereas TCE traditionally sees integration and non-integration as the outcomes 

of complete and incomplete contracts, property rights theory sees integrated outcome and 

non-integrated outcome as the difference between a contract that allocates residual rights 

to one party and a contract that allocates them to another (Ibid., p. 716). The primary 

dispute between property rights theory and TCE is that TCE does not see court ordering 

as effective and places more emphasis on “ex post support institutions of contracts” 

(Williamson, 1998, p. 29). 

 

3.1.6. Market Governance And Vertical Integration 

In the end, if costs of running the system are zero, as is assumed in neoclassical 

economics, there is no reason to integrate (Williamson, 1971, p. 112). Any advantage of 

one governance model would be eliminated by costless contracting (Williamson, 1979, 

p. 233). As Ronald Coase (1937) first realised, coordination is not just done by the price 

mechanism (p. 2). Costs of using the price mechanism are marginally internalised until 

they are equal to the marginal costs of organising within the firm (Coase, 1937, p. 14). 

As such, firms integrate so far as it profitable with respect to transaction costs, which is 

corroborated by empirical evidence (Williamson, 1998, p. 103). 

In the context of supply chains, this primarily takes the form of vertical 

integration. In other words, when firms face the need to safeguard asset-specific 

investments, firms generally minimise transaction costs through vertical integration 

(Rindfleisch and Heide, 1997, p. 44). Typically, TCE focuses on a manufacturer’s 

decision to backwards integrate into the supply of materials or components or forwards 

integrate into distribution and sales (Ibid., p. 32). For the former, when transaction costs 

are negligible, procurement takes the form of buying rather than making (Williamson, 

1979, p. 245). In either direction, if adaptation, performance evaluation and safeguarding 

costs are low, firms will opt for market governance. If costs exceed production cost 

advantages of market governance, firms will opt for vertical integration (Rindfleisch and 

Heide, 1997, p. 32). 
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When a single ownership entity spans both parties, there is a presumption of joint 

profit maximization (Williamson, 1979, p. 253). Price and quantity adjustments will be 

implemented at whichever frequency serves to maximise joint profit. Thus, similarly, 

when firms choose their mode of entry to foreign markets, entrants opt for more control 

as a safeguard for specific assets (Rindfleisch and Heide, 1997, p. 44). It should be noted 

though that transactions cannot be moved out of markets and into firms without loss of 

incentive intensity, or at the very least without eliciting incentive differences 

(Williamson, 1996, p. 43). 

 

3.1.7. Hybrid Governance 

TCE originally posed a discrete choice between market governance and vertical 

integration, but there is a spectrum with intermediate areas in between these two extremes 

(Williamson, 1998, p. 83). A variety of hybrid mechanisms can achieve the features of 

vertical integration as well (Rindfleisch and Heide, 1997, p. 32), including contractual 

provisions and equity arrangements (Joskow, 1987; Osbor and Baughn, 1990) as well as 

information sharing and joint planning (Noordewier, John and Nevin, 1990; Palay, 1984). 

Mechanisms such as renegotiation design can also be implemented, which include, for 

example, default trades plus take-it-or-leave-it offers (Aghion et al., 1994) or option 

contracts (Noldeke and Schmidt, 1995). 

Whereas the market mode is governed by legal rules (classical contract law), and 

the integration mode allows hierarchies to become their own court of ultimate appeal 

(seen as a form of relational contracting), hybrid modes are governed by elastic 

contracting relations (neoclassical contract law) (Williamson, 1996, p. 27). These hybrid 

modes are often trilateral forms of governance with third party assistance such as 

arbitrators (Williamson, 1998, pp. 74-75), whereas integration mode takes the form of 

either bilateral or unified governance (Ibid., pp. 75-78). 

According to Williamson (1996), “long-term, incomplete contracts require special 

adaptive mechanisms to effect realignment and restore efficiency when beset by 

unanticipated disturbances” (p. 96). Here, we can distinguish between three kinds. There 

are 1) inconsequential disturbances, where deviation from efficiency is too small to offset 

costs of adjustment (Ibid., p. 96). Then, there are 2) consequential disturbances, where 

neoclassical contract law applies, which, contrary to classical contract law, contemplates 
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unanticipated disturbances that require adaptation, provides a margin of error to absorb 

misalignments and seeks arbitration rather than litigation to settle disputes (Ibid., p. 96). 

Finally, there are 3) highly consequential disturbances, where neoclassical contracts face 

their limits as anticipated gains from litigation are greater than the discounted value of 

continuing the relationship (Ibid., p. 97). 

At the same time, when transactions are recurrent, this introduces the element of 

reputation, whereby contracts to some extent are self-enforcing (Williamson, 1998, pp. 

71-72). In effect, parties to a transaction do not act opportunistically in anticipation of 

future gain or loss from doing so. In other words, parties may play nice because they do 

not just take into account gains and losses from one game, but rather all future games. 

Any foul play by one party causes the other to stop playing. 

With respect to these softer agreements, this also introduces Hart and Moore’s 

(2008) distinction between perfunctory performance (within the letter of the contract, 

which can be judicially enforced) and consummate performance (within the spirit of the 

contract, which cannot be judicially enforced) (p. 3). A party may withhold consummate 

performance if that party is getting shortchanged, here referred to as “shading” (Ibid., p. 

3). Given environmental uncertainty, adaptation problems, and bounded rationality to 

write complete contracts, an agreement may be intentionally flexible, possibly leading to 

at least one party feeling shortchanged, causing shading (Ibid., p. 4). It is argued that, 

therefore, firms are more likely to make rigid variables that are associated with extreme 

conflict of interest as opposed to variables without, which in some cases could be price 

and quality of the goods (Ibid., p. 4). 

 

3.1.8. Measurement 
So far, this paper has laid out the governance branch of TCE to which a complementary 

measurement branch exists (Williamson, 1998, pp. 80-81). Whereas the former is to 

organise transactions so as to facilitate efficient adaptations, the latter is concerned with 

assuring correspondence between value and price (Ibid., pp. 80-81). And, similar to the 

critical dimensions to transactions and governance such as asset specificity, 

microanalytics exist for measurement (Ibid., p. 81). One is ex ante problems of adverse 

selection where information asymmetries cannot be overcome except at great cost, which 

is seen to be a problem of idiosyncratic information (Ibid., pp. 81-82). Another is contract 
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execution problems where two kinds of information asymmetry problems arise. First, one 

party may have more knowledge than the other. Second, both parties may have complete 

information but it is costly to disclose the information to any third party (Ibid., p. 82). 

Williamson (1998) argues that, for both branches, the absence of either bounded 

rationality or opportunism lead to problem-free transactions (p. 81). In the case of 

measurement, unbounded rationality implies zero measurement costs, and costly 

measurement pose no problems if neither party attempt to exploit information 

asymmetries (Ibid., p. 81). 

 
Table 2: Key Concepts 

Key concepts  Definition 

Bounded rationality The behavioural assumption that, although intendedly rational, parties in international trade are 
limited by cognitive ability and time in writing complete contracts that specify all ex post 
contingencies ex ante. 

Opportunism The behavioural assumption that some actors maximise utility through self-interest to such an 
extent that they are willing to lie, steal, and cheat. as well as mislead, disguise, obfuscate or other 
confuse. 

Frequency  A variable for  assessing the complexity of transactions by looking at the recurrence of orders 
between contracting parties, which can be characterised as one-time, occasional, and recurrent. 

Environmental uncertainty  A variable for assessing the complexity of transactions by looking at the potential for 
unforeseeable changes in the environment that may disturb transactions and lead to adaptation 
problems. 

Behavioural uncertainty A variable for assessing the complexity of transactions by looking at the potential for 
unforeseeable changes in the behaviour of a counterparty that may lead to performance evaluation 
problems. 

Asset specificity  A variable for assessing the complexity of transactions by looking at the degree to which 
investments are made by either party that are specific to the transaction, which can be characterised 
as non-specific, mixed, and idiosyncratic. 

Disturbances A term for unanticipated circumstances that require renegotiation, which can be characterised as 
inconsequential, consequential, and highly consequential, referring to the degree to which they can 
be overcome. 

Hold-up A term for the situation in which asset-specific investments have been made, and environmental 
uncertainty has led to disturbances that require renegotiation, where one party can take advantage 
of the sunk costs of the other. 

Adaptation The problem arising from environmental uncertainty, where disturbances require renegotiation. 

Performance evaluation The problem arising from behavioural uncertainty, where one party is unable to monitor the 
behaviour of the other. 

Safeguarding The problem arising from asset specificity, where assets have to be protected so as to mitigate the 
hold-up problem. 

Vertical integration The option to internalise transaction costs arising from complexities of uncertainty and asset 
specificity by one party choosing to integrate the other under the same legal entity such that 
incentives are aligned. 
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3.1.9. Summary 

This is by no means a comprehensive account of TCE. It is a large body of work 

developed over a long period and covers a wide range of applications. This paper has 

attempted to capture its main premise that, because of behavioural assumptions of 

bounded rationality and opportunism, complexity of transactions increase through 

increased frequency, uncertainty and/or asset specificity. As such, transactions have 

varying degrees of complexity and require different systems of governance to be 

successful, such as market, hybrid, and integration. 

We sought it relevant to revisit this particular paradigm in light of the emergence 

of smart contracts, potentially a new alternative or complementary governance structure. 

TCE is elementary to analysis of governance of transactions. As Williamson (1996) puts 

it, “main case frameworks do not purport to be exhaustive but are designed to go to the 

fundamentals” (p. 55). Thus, TCE also allows us to capture the limitations of smart 

contracts. In the next section, we expand on how this framework will be applied to answer 

how smart contracts can govern transactions in international trade. 

 

4. Methods 
The following sections will cover how this paper was written and the important strategic 

considerations that went into gathering, analysing, and presenting our data. 

 

4.1. Maximum Variation Case Study 

This paper aims to answer how smart contracts can govern transactions in international 

trade. Such transactions vary in complexity. Thus, the TCE framework, a theory meant 

to analyse complexity of transactions and evaluate governance structures, is pertinent. 

With this theory, we identified conditions of simple, mixed, and complex transactions. 

Since we wanted to generalise for international trade, and given the qualitative nature of 

the research question, we chose to sample and extrapolate with a case study (Taber, 2014, 

pp. 1839-1893). However, since smart contracts is a recent phenomenon, and such 

agreements are not yet in use in international trade, we built hypothetical international 

trade scenarios and applied our technical knowledge of smart contracts gathered at 

blockchain conferences. First, a scenario of a simple transaction was built with industry 

data to make it realistic and as close to standard industry practice as possible. Then we 
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took that scenario as a starting point and added complexity with the help of TCE. The 

result is an attempt to capture the complete range of transaction complexities in 

international trade with a maximum variation case study (Flyvbjerg, 2006, p. 230), also 

referred to as diverse case selection (Gerring, 2008, p. 300), where variation is achieved 

on the dimension of transaction complexity. 

 Flyvbjerg (2006) specifically defines the purpose of such case as being “to obtain 

information about the significance of various circumstances for case process and outcome 

(e.g., three to four cases that are very different on one dimension: size, form of 

organization, location, budget)” (p. 230). Gerring (2008) similarly state that the primary 

objective of a diverse case method is “the achievement of maximum variance along 

relevant dimensions” (p. 300). The dimension here is transaction complexity. Such case 

selection strategies typically imply multiple cases (Ibid., p. 300), but we argue that each 

scenario fulfills this same condition. According to Gerring (2008), the study is said to be 

exploratory (hypothesis-seeking) when it focuses on one of these dimensions (p. 300), 

which is well in line with the problem delineation of this paper. Gerring (2008) notes that 

“encompassing a full range of variation is likely to enhance the representativeness of the 

sample of cases chosen by the researcher” and that “(...) the diverse case method probably 

has stronger claims to representativeness than any other small-N sample (including the 

typical case)” (p. 301). Having a scenario for each level of transaction complexity thus 

helps us to generalise. The maximum variation case allows us to say something about 

smart contracts for as complex and diverse a population of transactions as those of 

international trade (Flyvbjerg, 2006, p. 230). 

Notably, such a case study is instrumental, rather than intrinsic (Taber, 2014, pp. 

1839-1893; Stake, 1995, p. 3). The research interest is in transactions in international 

trade in general, and not the specific transaction between our hypothetical importer and 

exporter. The interest is in firm-to-firm business relationships across borders as the level 

of analysis. This means primarily firms engaging in international trade by importing or 

exporting physical goods and secondarily firms facilitating international trade by offering 

services. This means that this paper is not particularly interested in the impact of smart 

contracts on firm-to-consumer relationships, firm-to-government relationships, nor 

consumer-to-government relationships. At the same time, this paper does not attempt to 

understand the impact of smart contracts on governance of firm-to-firm transactions 
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within the same legal entity. In other words, we are interested in inter-firm relationships, 

not intra-firm, and primarily the first step of internationalisation, import/export. This is 

firstly to narrow the scope for a more in-depth understanding, but it also so happens that 

inter-firm relationships in this first degree of internationalisation include transactions that 

assume the lowest trust. These are complex transactions across borders with different 

legal jurisdictions, and with the most conflict of interest, which makes them particularly 

relevant for the application of smart contracts computed by tamper-proof, borderless 

networks. 

The specific case is the transaction of a pharmaceutical company exporting a new 

cancer treatment to a Latin American distributor with three scenarios of simple, mixed, 

and complex nature, also including stakeholders through associated insurance and 

derivatives contracts. Since these scenarios are not of a true empirical case, they have to 

fulfill the conditions of pertinence, coherency, likelihood, importance, and transparency 

to be credible and useful as per scenario building practices (Durance and Godet, 2010, p. 

15). In other words, they have to fulfill requirements of validity and reliability. They both 

have to accurately capture levels of complexity, standard industry practices, and the 

process by which we arrive there should be transparent. More than anything, such 

scenarios have to be realistic, which is why we built these based on interviews with all 

stakeholders involved including firms within pharma, trade finance, logistics, derivatives 

markets, insurance, and consulting. To ensure further validity and reliability, this data 

was triangulated with archival data in the form of leading industry reports. Finally, a 

comprehensive review of TCE was done, helping to complicate the simple transaction for 

further scenarios. 

First, we consider universal risks of international trade  common for all scenarios 

such as those mitigated by trade finance, insurance, derivatives, and international dispute 

settlement, and how smart contracts can enforce such services facilitating the trade. Then, 

we analyse the added specific complexities of each scenario. In the first, the Latin 

American distributor is looking to sample the exporter’s new cancer treatment to test 

market demand in Brazil with a one-time order. In the second, the Latin American 

distributor has tested market demand and wants to invest and start distributing exporter’s 

product in Brazil. In the third and final, the Latin American distributor has exhausted the 

Brazilian market and wants to internationalise distribution to neighbouring countries. 
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With each scenario, distributor makes more asset specific investments and subjects the 

transaction to more uncertainty, which implies higher transaction costs and more 

complexity, thus higher requirements for smart  contracts. 

Such a qualitative single-case approach is often criticised for its lack of 

generalisability (Mills et al., 2010, p. 3), though this is argued to be a common 

misunderstanding of case study research (Flyvbjerg, 2006, p. 229). One argument is that 

“when the objective is to achieve the greatest possible amount of information on a given 

problem or phenomenon, a representative case or a random sample may not be the most 

appropriate strategy. This is because the typical or average case is often not the richest in 

information (...) Random samples emphasising representativeness will seldom be able to 

produce this kind of insight; it is more appropriate to select some few cases chosen for 

their validity” (Ibid., p. 229). As such, validity and reliability should be judged as per our 

strategies for data collection and analysis, keeping in mind limitations of access. 

 

4.2. Positivism 
Since we want to answer how smart contracts can govern transactions in international 

trade, this implies an explorative, theory-building, inductive approach. We started at 

blockchain conferences with no specific theory, explored archival data, and this study 

eventually emerged from data. At the same time, the result is a logical argument for how 

the functionings of smart contract can result in governance of international trade. 

Therefore, we draw upon logical positivism and its empiricism, assuming realistic 

ontology. This implies that elements of smart contracts and international trade exist 

independently of researchers (Egholm, 2014, p. 70). In this respect, we look at 

international trade through an individual reduction, whereby it is understood as an 

aggregation of firms, which are aggregations of people. Because individuals are 

understood to be rational, utility-maximising, and risk-averse, firms are understood to be 

rational, profit-maximising (economising on transaction costs), and risk-averse. 

Epistemologically, speaking, empirical studies, as is this paper, play a central role 

in the inductive approach of positivism. Here, the starting point is observations, which 

must then be verified (Ibid., p. 70). In other words, theories are built from the empirical, 

rather than testing theory in the empirical. At the same time, we strive to achieve 

knowledge that is as objective as possible (Ibid., p. 71). This approach is traditionally one 
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of quantitative natural science (Ibid., p. 70), but the ideal rigorous scientific method can 

be applied in qualitative science as well (Mahoney and Goertz, 2006, p. 229). The purpose 

is nomothetic, “to establish general laws and thereby create the basis for predictions” 

(Egholm, 2014, p. 70). As such, the explanation of the phenomenon, in our case smart 

contracts in international trade, becomes a matter of describing the factors that can lead 

to this phenomenon (Ibid., p. 70). Through the correspondence theory of truth, validity 

and reliability is ensured through our empirical observations (Ibid., p. 71).  

 

4.3. Data Collection Strategy 

This paper is a qualitative study primarily based upon 36 interviews with smart contract 

developers, blockchain lawyers, blockchain business managers, and people from 

traditional companies within trade finance, logistics, derivatives markets, insurance, and 

consulting. These interviews have been conducted at two blockchain conferences in 

Russia and Belarus, and through our travels in Denmark, Brazil, and Colombia. Archival 

data, both business reports and papers from academic journals, have been used to 

triangulate findings. 

 As such, we used two qualitative methods of data collection: interviews and 

archives. This implies various considerations of sampling, access, and strategy, which 

will be covered in the following chapters. According to Flyvbjerg (2006), good social 

science should be problem-driven and not methodology-driven, hence the data collection 

strategy should be evaluated based upon the value it is adding to the research question. 

Thus, for example, we did not use observations as a data collection method. 

 

4.3.1. Sampling 

As for our initial data collection on smart contract development, it quickly became 

apparent that interest in smart contracts is much higher in Eastern Europe than Denmark. 

We attribute this to 1) Eastern Europe having markets with lower trust, more easily 

realising the benefits of trustlessness that smart contracts bring and 2) the lack of other 

economic opportunities. Therefore, we took advantage of our travels around Russia to 

attend two blockchain conferences in Russia and Belarus to understand the capabilities 

of smart contracts. We triangulated this knowledge with interviews with people from the 

blockchain projects in Denmark as well as archival data. 
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In transitioning to apply it to relevant use cases in international trade, we needed 

once again a low-trust market and saw fit to interview organisations within trade, banking 

and logistics in the Latin American countries, Brazil, and Colombia. Limited in access, 

we attempted to gain access to industry leaders that cover a broad market such that we 

would be able to capture industry standards. We, again, triangulated this knowledge with 

interviews with people from trade finance and logistics companies in Denmark as well as 

archives. 

This suggests purposive sampling (Lunenburg et al., 2008), which naturally 

implies a non-random sample, and by nature one that is limited in size. However, the 

amount of interviews we have gathered is in the higher end in terms of qualitative research 

(Ibid.). And, given our case study approach, particularly one of maximum variation, we 

consider this a valid sample size, though limitations of access to specific persons and 

industry stakeholders is a point of weakness. 

As for sampling of archival data, we prioritised primary sources, always 

attempting to find the most reliable. In our case, that meant looking to publications by 

international organisations such as World Trade Organisation and World Economic 

Forum, as well as banking and consulting reports with their own independent studies. In 

all cases, we opted for the most recent reports. Finally, for smart contracts, we looked to 

primary sources such as the Ethereum wiki, whitepapers, and acknowledged experts such 

as Andreas Antonopoulos, Vitalik Buterin, Gavin Wood, Nick Szabo, and Sergey 

Nazarov.  

 

4.3.1.1. Access 

In an ideal world, we would have attended an Ethereum developer conference and talked 

to experts such as Vitalik Buterin and Sergey Nazarov, but we were unable to get tickets 

and it was located inconveniently. Even so, they would have been difficult to reach. At 

the same time, a couple of interesting conferences were outside of our budget. We had to 

consider this limitation of access in our data collection strategy. This also applies to our 

case where, with no limitations of access, we could have found three different real-world 

trade scenarios that could be characterised as simple, mixed, and complex. However, the 

marginal benefits of added reliability was outside the scope of this project. Instead, our 

scenarios are built such that the reader may consider the same parties throughout the 
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analysis. As such, neither the product nor the firms involved as importer and exporter 

change, which allows the reader to focus.  

 

4.3.1.2. CryptoGames Conference 

This first event we attended was industry-specific but highly relevant for gathering a 

technical understanding of smart contracts because the gaming industry is at the forefront 

of development. Network traffic on public smart contract platforms is dominated by 

tokenisation and decentralised applications within games and gambling. Therefore, we 

attended this two-day conference in Minsk, Belarus, and approached people working on 

games that relied on smart contracts. At this conference, we interviewed business 

executives and smart contract developers with two separate semi-structured interview 

guides to inquire on the capabilities and limitations of smart contracts. These included 

projects such as Etherzero, DiceyBit, DAO Casino, Blockdraw, Auctionity, and 

DappRadar. Here, we also had our first two interviews with blockchain lawyers.  

 

4.3.1.3. Blockchain Life Conference 

This second two-day event in St. Petersburg, Russia, had a broader scope and also 

attracted experts from across Asia. Here, we had a chance to talk to a great variety of 

people. We got press clearance and help from the organisers to set up interviews with all 

the important speakers at the conference. This included executives from some of the 

world’s largest crypto exchanges, the founder of UN’s World Blockchain Organisation, 

the president of a new blockchain-based country, Liberland, and a partner at a law firm 

serving the blockchain space. They represented a variety of disciplines from politics and 

law to non-profit and research. We used the knowledge from the previous conference to 

inquire about more specific issues with new semi-structured interview guides. 

 

4.3.1.4. Denmark 

Back in Copenhagen, interviews were conducted with Danish fintech firms from 

Copenhagen Fintech such as Aryze, MakerDAO, Tradeshift, and Deon Digital. This 

served as a transition from understanding smart contracts to applying their capabilities to 

our cases within international trade. As such, these were our first in-depth interviews, 

which helped develop the thesis of this paper. 
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4.3.1.5. Latin America 

In Brazil, interviews were conducted with relevant trade organisations such as The 

Confederation of Danish Industry in Brazil. These served the purpose of understanding 

the case of trade finance, as well as common difficulties of exporting to Brazil. Two 

interviews with Danish Trade Council and the Danish Embassy in Brazil were left out 

since interviewees were generally unable to help and referred us to others.  

 

4.3.1.6. Online 

Throughout the research, various questions online were posed to and answered by 

projects working to make enterprise smart contracts useful such as Chainlink and The 

Accord Project. We also posed questions on various forums, which have not been 

included in the analysis, but which helped us understand technical concepts. Finally, due 

to geographical limitations, interviews were also conducted through Skype with Maersk, 

DHL, Genmab, and AXA XL (InsurWave). 

 

4.3.2. Interviews 

Interview has been the primary method of data collection, and the dominant approach has 

been semi-structured and open-ended interviews. Often, some of the prepared questions 

were intuitively adapted depending on the circumstances. In general, the setting of the 

interviews differed greatly. At the first conference interviews, we had approximately 10-

20 minutes with each interviewee. In this phase, questions were very broad. For the 

remaining interviews, when our focus was more narrow, we were able to sit down in 

private (sometimes through Skype), which resulted in an average of 40-60 minute 

interviews. With broad questions in the beginning, our thesis developed, and specific 

questions resulted in more in-depth interviews with relevant stakeholders. 

A total of 36 interviews were conducted with smart contract developers, 

blockchain lawyers, and blockchain business managers, primarily at two blockchain 

conferences in Eastern Europe. The rest include interviewees from traditional companies 

within trade finance, logistics, derivatives markets, insurance, and consulting, which have 

generally been the longer, more in-depth interviews. All interviews amount to a total of 

11 hours, recordings for which can be found in appendices. The only unavailable 

recording is with COO of Ugarsoft, which ended up being inaudible from the background 

noise of the conference. See table 3 on the next page for a complete overview. 
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Table 3: Overview Of Interviewees 

# Date Company Title Pages 

1 October 2018 Auctionity Project Manager 3 

2 October 2018 BlockDraw Founder 4 

3 October 2018 DAO Casino CMO 4 

4 October 2018 DAO Casino Project Manager 4 

5 October 2018 DiceyBit CTO 4 

6 October 2018 DappRadar CEO 3 

7 October 2018 Crypto Association Co-Founder 4 

8 October 2018 Blockchain Cuties CEO 5 

9 October 2018 EtherZero CEO 3 

10 October 2018 SBH Law Office Partner 2 

11 October 2018 Scorum CEO 6 

12 October 2018 Ugarsoft COO 0 

13 November 2019 GMT Legal Partner 7 

14 November 2019 FTL Advisors Partner 4 

15 November 2019 Huobi Director of Exchange 3 

16 November 2019 Liberland President 6 

17 November 2019 NEM Head of NEM in Russia 2 

18 November 2019 OKEX International Business Development 2 

19 November 2019 Crowdlitoken COO 4 

20 November 2019 Crypto Investment Bank Founder 3 

21 November 2019 Swiss Blockchain Foundation President 5 

22 November 2019 World Blockchain Organisation Co-Founder 5 

23 January 2019 Aryze CFO 11 

24 January 2019 MakerDAO Business Development 16 

25 January 2019 MakerDAO Head of Product 4 

26 January 2019 Tradeshift Blockchain Specialist – Product Manager 10 

27 January 2019 Deon Digital Head of Research and Development 24 

28 February 2019 Confederation of Danish Industry in Brazil Financial Director 10 

29 February 2019 The Accord Project Co-Director 1 

30 February 2019 Chainlink Community Manager 2 

31 March 2019 Maersk Line Head of Reefer Solutions 8 

32 March 2019 Maersk Line Global Head of Pharmaceuticals 3 

33 March 2019 Maersk Line Head of Reefer Innovations 2 

34 March 2019 Genmab Director, Commercial Supply Chain 7 

35 March 2019 DHL Customer Experience Specialist 1 

36 March 2019 AXA XL Blockchain Specialist – Product Manager 4 

Total Interviews: 36 Total Time: 655 Minutes (11 Hours) Total Pages Transcribed: 186 
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Semi-structured, open-ended questions allowed for flexibility and freedom (Kvale, 2007, 

p. 52). Particular attention were given to the listening and timing aspect of the interview, 

which allowed short pauses for the interviewee to think every now and then (Ibid., p. 56). 

This made sense because the interviewees were driven by passion and often took the 

conversation in many unexpected directions that proved fruitful. A couple of interviewees 

ended up drawing and lecturing at whiteboards. All this aggregated empirical data 

provided a comprehensive account of subjects that we would not have been able to cover 

with a structured interview approach. And, as mentioned already, different interview 

guides were applied for different interviewees given the multidisciplinary nature of the 

topic. 

According to Kvale (2007), there are six criterias for ensuring a quality interview, 

which we have used as guidelines for our interview practice (p. 81). These criterias 

include using short questions while attempting to receive long, rich, spontaneous, specific 

answers from the interviewee. Ideally, the interviewer should continuously interpret the 

content of the conversation, which makes it possible to clarify meanings on-the-go that at 

last develop the interview to become a fully independently piece of understandable data, 

which makes no further explanations needed (Ibid., p. 81). 

For example, we purposely chose one person to be active during the interviewing 

process in order to obtain consistency (Ibid., p. 81). The reliability of the interviews is 

intact since the procedure taken is reproducible for other researchers and the interviewees 

will most likely choose to answer an identical way independently of whether there is 

another interviewer (Ibid., p. 124). At the same time, validity is ensured because the 

chosen method explore the intended subject, which means a connection between 

observation and variable is present (Ibid., p. 124). Below is a list of our interviewees. 

 
4.3.3. Archives 

Although smart contracts are a relatively new phenomenon in the academic world, we 

were able to aggregate and analyse a decent amount of papers on their capabilities. These 

can be found in the literature review. The challenging process was to find enough 

academic articles with transaction costs related to smart contracts, but this challenge were 

overcome by searches and consultations with librarians at Copenhagen Business School. 

As for industry reports for triangulation of standard industry practices, we read many that 
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helped serve as background knowledge, but table 4 shows those that were directly used 

in our analysis.  

 
Table 4: Overview Of Industry Reports 

# Organisation Title Year 

1 Asian Development Bank 2017 Trade Finance Gaps, Growth And Jobs Survey 2017 

2 CDC Smart Contracts: 12 Use Cases For Business & Beyond 2016 

3 CPA Australia Guide To Managing Commodity Risk 2012 

4 Deloitte Breaking Blockchain Open 2018 

5 Deloitte Commodity Price Risk Management 2018 

6 Euro Banking Association Applying Cryptotechnologies To Trade Finance 2016 

7 European Central Bank Distributed Ledger Technologies In Securities Post-Trading 2016 

8 EY Managing Commodity Volatility: Reducing Your Risks With Effective Hedging 2016 

9 HSBC Identifying And Managing Foreign Exchange Risk 2011 

10 ICC Rethinking Trade & Finance: An ICC Private Sector Development Perspective 2017 

11 ICC ICC Guide To Export/Import: Global Standards For International Trade 2012 

12 PwC Pulling Fraud Out Of The Shadows 2018 

13 R3 Can Blockchain Make Trade Finance More Inclusive? 2019 

14 World Economic Forum Blockchain Could Enable $1 Trillion In Trade 2018 

15 WTO Can Blockchain Revolutionize International Trade? 2018 

 
4.4. Data Analysis 

Given the large amounts of data, each often serving various units of analysis, transcripts 

as well as important archival data were pattern coded for analytical convenience. 

Furthermore, the data analysis process has been treated dynamically in terms of ongoing 

transcription and coding, which allows to fill in gaps on the go while additionally testing 

new hypotheses that bring the activity closer to actual field work (Miles et al., 2013 p. 6). 

We will in this section account for how we have chosen to transcribe the interviews and 

the process of analysis. 

 

4.4.1. Transcription 

Since the topic of our research was not to understand the life-worlds of our interviewees 

nor hidden meanings, nor did it require analysing emotions and other subtleties, we 

concluded that transcribing our interviews consistently using the method, just-the-gist, 

rather than everything in verbatim for example, was optimal for our research purpose 

(Kvale, 2007, p. 94). Practically, this was done by using YouTube’s auto-captioning and 
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then doing a rough edit while listening back the audio. This consistent process of 

transcription enabled for cross-comparison between interviews (Ibid., p. 96). This 

allowed for analytical convenience while still capturing the meaning. However, we are 

aware that transcribing is an interpretative process where issues can arise due to the 

transformation from one narrative mode, oral discourse, into another which is the written 

discourse (Ibid., p. 93). Other than errors, human or from YouTube, this transformation 

also implies differences in language and culture, which potentially can lead to different 

interpretations depending on the medium of communication (Ibid., p. 91). See appendices 

for transcripts, which amount to 198 pages. 

 

4.4.2. Coding 

A systematic approach has been applied through NVivo’s qualitative data analysis tool.  

 
Table 5: Example Of Codes 

Code Definition Example 

Documentary credit Any references to instruments 
such as documentary credit 
used in international trade to 
mitigate risk 

“So now these guys want some kind of insurance that they get 
paid, and these guys would like to know they don’t pay before they 
get the goods. There’s billions and billions of dollars within trade 
that never get paid. It disappears somehow in the system. So what 
can you do on that? You can go to a bank.” (CFO, Aryze) 

Liquidity risk Any references to liquidity 
risk in international trade 

“The big problem is not, in my view, the insurance or the high 
freight rates. The big big problem is the liquidity, the cash flow. 
Whenever you import into Brazil, you need to prepay, not only the 
import tax, but also the VAT and other taxes. You need a pretty big 
liquidity to import into Brazil. That’s what makes Brazilian 
exporters high margin operators.” (Finance Director, The 
Confederation of Danish Industry in Brazil) 

Remote Container 
Management 

Any references to API 
connectivity capabilities of 
container shipment 

“Our overall failure ratios of containers are maybe around 5% and 
then, for some commodities, that’s a real problem. If you ship 
frozen fish and something breaks down and there’s no power for a 
reefer unit for 8-10 hours, then it’s not a big deal. But if you’re 
shipping pharmaceuticals, that can be a massive deal, and if you 
ship bananas it can be a massive deal. This is something we 
internally work a lot on how to improve. Remote Container 
Management has now allowed the containers to talk to us.” (Head 
of Global Reefer Solutions, Maersk) 

Distribution Any references to issues of 
distribution in international 
trade 

“Genmab was very focused on building everything in-house. We 
would have our own manufacturing plant, and we would have our 
own distribution channel. They simply found out it was too heavy 
and too expensive, so they pulled it all back to square one and 
started engaging in partnerships and sub-contracting instead of 
building the capabilities in-house.” (Director of Commercial 
Supply Chain, Genmab) 
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As illustrated by table 5, this has helped organise, analyse, and identify patterns in our 

unstructured pool of empirical data. We have used it specifically for content/context 

analysis. As such, codes have been carefully selected to identify patterns. The post coding 

process is typically insightful because you have the ability to identify clusters of opinions 

and context specificities  (Miles et al., 2013, p. 7). Sometimes these codes emerged 

explicitly, and other times implicitly. 

 

4.4.3. Transaction Cost Analysis 

In TCE, the transaction is the basic unit of analysis in order to assess governance 

structures and how to economise on transaction costs (Williamson, 1981, p. 549). Such 

analyses thus look at the relative costs of planning, adapting, and monitoring task 

completion under different governance structures (Ibid., pp. 552-553). As Williamson 

(1979) noted, the concern is mainly with intermediate-product market transactions (p. 

234). It does not involve the end-customer. It can also be said that TCE is microanalytic, 

self-conscious about behavioural assumptions, and sees the firm as a governance structure 

rather than a production function (Williamson, 1998, p. 387). At the same time, TCE is 

interdisciplinary, drawing from economics, law, and organisation theory with a broad 

scope and application (Ibid., p. 387). 

As such, TCE is pertinent to every aspect of this paper. Other than industry 

interviews and archival data, TCE was used to build scenarios for our case of international 

trade. Specifically, TCE helped us to understand what constitutes complex transactions. 

We were able to take principles of TCE, inquire about industry standards, and build three 

scenarios for which a transaction cost analysis is done. This analysis allows us to know 

the exact requirements of a smart contract to effectively govern transactions in 

international trade. We specifically built scenarios and analysed them as per the three 

conditions of complexity: frequency, asset specificity, and uncertainty.  

 

5. Analysis 
This section starts with an introduction to the case, where we first answer how smart 

contracts can govern elements of international trade that are universal to all scenarios. 

These include trade finance, insurance, and derivatives contracts. Finally, we present the 

three hypothetical scenarios of our maximum variation case to analyse how smart 
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contracts can govern simple, mixed, and complex transactions. The result is a 

comprehensive conceptual illustration of how smart contracts can govern transactions in 

international trade, which we use to extrapolate design principles in the discussion. 

	

5.1. Case: International Trade 

This section will present a case of a pharmaceutical company exporting from Europe to a 

distribution company in Latin America and the circumstances as they enter into an 

increasingly complex relationship. As such, there is an exporter and an importer that both 

have contractual obligations but across jurisdictions. The exporter is a pharmaceutical 

manufacturer of a globally patented product for treatment of cancer. This product requires 

cooling and contains a component, platinum, an expensive chemical element. As such, 

this trade involves stakeholders such as exporter, importer, inspection company, customs 

(trade finance-related). shipowner, freight forwarder, insurance company (insurance-

related), exchange, and investment bank (derivatives-related). 

Three scenarios emerge in the relationship between exporter and importer, and we 

increase the complexity of the transaction through each scenario. However, common 

across all levels of complexity are many elements, which will be illustrated first. It is 

important to stress again that this case is meant to reflect standard business practices. It 

is built from interviews with relevant stakeholders in every aspect of the trade but is not 

a true empirical case. This case and its three scenarios have been fabricated and is 

instrumental to our broader interest. As such, this is not an intrinsic case study. Now, 

before we address our three scenarios and their differences, these are the elements that 

are common for all transactions. 

 

5.1.1. Scenario Commonalities 
In any scenario, for example, exporter has to ship goods, importer has to pay, and goods 

have to be insured. Exporter and/or importer may also need to hedge important price risks 

such as commodity price risk or foreign exchange risk. Importantly, we assume that our 

primary trading partners, exporter and importer, are looking to minimise risk, and are 

looking to services and instruments facilitating such international trades. Prior to any risk-

mitigating instruments used, this paper identifies these risks as follows: 

	



48 

Trade Finance 

1) Non-payment: Exporter does not know the trustworthiness and creditworthiness 

of foreign buyer, which imposes the risk of non-payment, late payment, or 

outright fraud. 

2) Quality of goods risk: Importer does not know the trustworthiness of foreign 

seller, which imposes the risk that they do not receive goods of the quality they 

had expected. 

Insurance 

3) Transportation risks: The cargo can be damaged or lost due to numerous factors  

such as delay, lack of cooling, theft, or capsizing.  

Derivatives 

4) Price fluctuation of production inputs or currency exchange, as volatility causes a 

risk of losing value, thus lowering profitability and making planning difficult. 

International Dispute Settlement 

5) Legal risks: Both importer or exporter may have subjected themselves to the 

jurisdiction of foreign courts, which imposes the risk of expensive or even 

impossible litigation. 

 

According to Finance Director at The Confederation of Danish Industry in Brazil, the 

primary risk of trading with Brazil is the low capitalisation of importers. He points to high 

pre-payable import taxes, around 30-40%, as the reason for importers to be operating with 

high margins. At the same time, debt is noted to be extremely expensive. He sees a 

definite risk of non-payment, and notes that “if something goes wrong, then you will 

probably not see your money.” A normal civil suit, according to him, takes 6-7 years. 

This is supported by recent findings that show an almost doubling in instances of fraud 

in Latin America in the last two years (PwC, 2018). 

In the following chapters, we will look into these risks and eventually how 

blockchain-enabled smart contracts fare relative to traditional agreements. These first 

chapters deal with different services facilitating the transaction. It is important to stress 

that trade finance is the central transaction we are looking at. Insurance and derivatives, 

for example, technically represent separate transactions, but they help facilitate our 

central transaction between importer and exporter. In other words, they are interrelated 

since they all involve services facilitating or enabling this same trade, and, in different 
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ways, showcase the capabilities of smart contracts for governance of international trade 

transactions. As such, they are also relevant for our later transaction cost analysis to 

establish if smart contracts in some way can mitigate environmental uncertainty.  

 

5.1.1.1. Trade Finance 

In trade, a common risk-mitigating instrument offered as a service by banks to ensure 

payment and delivery is Letter of Credit (LC), also sometimes referred to as documentary 

credit. Essentially, a nominated (importer’s) bank has an obligation to pay, subject to 

beneficiary’s (exporter’s) submission of documents, in most cases proving delivery and 

quality of goods (ICC, 2012). It replaces the credit-worthiness of importer with that of 

importer’s bank (Ibid.). It is a guarantee to exporter that he will receive payment if he 

ships the proper goods, accepted by issuing (exporter’s) bank (Ibid.). In the words of CFO 

of Aryze: “These guys want some kind of insurance that they get paid, and these guys 

would like to know they do not pay before they get the goods. There are billions and 

billions of dollars within trade that never gets paid. It disappears somehow in the system.” 

He continues: “That is where and when you basically finance the transport. You can for 

instance go to a bank for trade finance. Banks all have these products because if 

somethings goes wrong, it is really expensive and difficult to get the banks to basically 

solve the things for you. That is a really expensive solutions. In the old days, we called it 

reimbursement.” 

Technically, LCs work as follows: upon a “meeting of the minds” where a sale 

contract clearly specifies that payment will be by irrevocable LC, importer requests an 

LC from its bank. Importer’s bank then requests a line of credit with exporter’s bank. 

Upon issuance, importer’s bank then assumes importer risk, and exporter’s bank assumes 

political and commercial risk issuing it to importer’s bank. At this point, exporter is 

guaranteed payment upon fulfilling its contractual obligation, which is delivery of goods. 

An inspection certificate and bill of lading confirms contractual performance, which 

eventually reaches importer who then pays for the goods. If importer does not pay, 

importer’s bank is liable. And if importer’s bank does not pay, exporter’s bank is liable. 

Similar to bank guarantee, exporter is guaranteed payment. Other stakeholders sometimes 

include a third advising (or confirming) bank (typically in exporter’s country), acting as 
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a conduit with the functions of confirming honouring or negotiating (ICC, 2012), though 

we do not consider any such third bank in this example. 

There are several types of LCs. An LC can either be revocable or irrevocable, the 

latter of which requiring the consent of all parties. The former provides little security and 

is as such unusual (Ibid.).  An LC can also be confirmed, which refers to LCs where an 

advising bank is involved. LCs can also vary in terms of credit terms, referred to as the 

distinction between sight and usance, the former of which implies immediate payment 

(Ibid.). When transactions are recurrent, LCs can be revolving, which implies that it can 

be renewed at certain intervals and are valid much longer than normal LCs (Ibid.). When 

LCs are characterised as red clause, they allow for pre-shipment advances (Ibid.), further 

reducing payment risk for exporter, but increasing risks for importer. LCs become 

particularly complex when they are transferable, referring to transactions where a 

middleman acts on behalf of a supplier with a hidden identity (Ibid.). These can also be 

back-to-back, when a middleman secures issuance of a second LC for the hidden supplier. 

Finally, LCs may be in the form of standby credit, acting similarly to a bank guarantee 

where exporter can claim payment if importer has failed to fulfil certain obligations 

(Ibid.). 

Disregarding market risk of exporter-bank insolvency, LCs closely guarantee 

payment. The most common risk is that exporter delivers documentary errors or 

“discrepancies” to the banks (Ibid.). According to surveys, more than 50% of initial 

documentary presentations contain at least one error (Ibid.). When trades involve 

emerging markets, as is the case with our importer, discrepancies reach rates of 60% to 

90% (Ibid.). Though mostly forgiven, even one of such discrepancies can block exporter 

from ever being paid (Ibid.). As such, guarantees are subject to human errors, and in that 

respect importer’s opportunism, though guarantees are still strong. They also closely 

guarantee delivery, but this is less relevant relative to open account transactions where 

delivery comes before payment anyway. They facilitate these guarantees at a cost 

including 1) the fee, which is a substantial, and 2) inefficiencies as they require a 

substantial amount of paperwork and involve several intermediaries. Through our 

research, industry experts estimate the cost of LCs to be around 1-2% of the transaction 

for the trades where it applies. They are particularly unattractive for small transactions 

where this share is much higher (World Economic Forum, 2018). According to Financial 
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Director at the Confederation of Danish Industry in Brazil, LCs are particularly expensive 

in Brazil, and “the importer is willing to do anything so as to avoid coming up with an 

LC.” 

Despite these limitations, still up to 80% of global commerce requires trade 

finance for risk mitigation and liquidity (R3, 2018). Banks have tried to reduce 

inefficiencies but 50-60% of the price charged still has to cover operational expenses even 

before costs of risk, liquidity, and capital (World Economic Forum, 2018). One global 

bank reported that costs of doing due diligence on a bank was around $75,000 in 2015 

(R3, 2018). As such, not all firms have access to LCs and bank guarantees, and there is 

an estimated $1.5 trillion of rejected demand for trade finance (Asian Development Bank, 

2017). Most of these trades end up not happening at all (Ibid.). 

It is evident that small and medium-sized enterprises (SMEs) are primarily the 

ones lacking access to trade finance. Banks estimate that 74% of their rejections are within 

SMEs (R3, 2018). The practical constraints are higher interest rates and costs of screening 

(Ibid.). In our case, importer could be characterised as an SME, being a domestic 

pharmaceutical distributor. Still, transactions in our case are regarded as high-value and 

should qualify for LCs with respect to the size of the trade. However, importer may have 

a bank that is not previously screened by exporter’s bank. Trade finance has historically 

been reliant on costly bank-to-bank relationships that essentially limits the flexibility of 

the trade finance ecosystem. Small local banks that SMEs tend to use often do not have 

the necessary relationship with the correspondent bank (Ibid.). According to ICC (2017), 

there has been an increasing trend in litigation and fraud related to trade finance over the 

last few years. As such, there is an expectation of fraud and incentive to screen properly.  

Many firms require LCs, particularly when smaller firms and firms in higher-risk 

developing countries are involved (World Economic Forum, 2018). In our case, importer 

is from Brazil in Latin America, which is generally regarded as a low-trust market. 

Particularly when importer is from the low-trust market does the transaction require an 

LC because payment risk falls on payee, exporter. Still, however, LCs are losing share 

while open account solutions surge (Ibid.). In the EU, LCs are barely used for intra-

regional trade since the process usually takes longer than for the goods to arrive (WTO, 

2018). With open account transactions, payment is due after goods are shipped and 

delivered, typically with credit terms of 30 to 90 days (World Economic Forum, 2018). 
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As such, they are the highest risk option for the exporter (WTO, 2018). Even now, most 

global trades are covered by open account (R3, 2018). In certain markets, LCs are so 

customary that they are practically a requirement to do business (ICC, 2012). In 

transactions where exporter has a strong bargaining position, he can insist on payment 

backed by standby credit instead, which avoids the documentary pitfalls (potential 

discrepancies) of LCs (Ibid.). However, even in the case of our pharmaceutical company 

exporting to the distributor in Brazil, despite the high-risk counterpart, trade is still 

through open account according to our research into common practice. As such, payment 

risk is particularly prevalent for exporter, who is both pressured to opt for open account 

to stay competitive and faces high costs of screening importer and importer’s bank.  

Generally, trade finance in its traditional legal form is a linear process heavily 

reliant on paper documents that has to be carried from port to port with time-consuming 

manual checks prone to error (R3, 2018). A shipment from Kenya to Rotterdam can 

produce a pile of paper 25 cm high, with costs of handling it higher than that of moving 

the containers (Allison, 2016). One of the largest suppliers of trade finance employ 

several thousands people to verify millions of trade documents each year within LC 

requests (WTO, 2018). To facilitate these trades instead by smart contracts, logistics 

companies need to cooperate by digitising and making available various IoT data. In this 

regard, 90% of goods in international trades are shipped by sea where the leading players 

currently are investing into streamlining and facilitating such a process (Ibid.). Head of 

Reefer Solutions at Maersk noted: “You have access to location of the unit, temperature 

in the unit, humidity and O2 levels. These are the four data points. (...) [Location tracking] 

is real-time.” Evidently, this is ever-important for the capabilities of smart contracts in 

governing international trade. 

 

5.1.1.2. Smart Trade Finance Contracts 

Smart contracts offer an alternative way to govern trade finance. Similar to the example 

illustrated with an LC, the smart contract can work as follows: upon a “meeting of the 

minds”, exporter deploys a smart contract with specified terms of payment and data feeds. 

In this case, exporter has particularly low trust in importer and does not offer credit terms. 

This is because smart contracts do not fully guarantee payment when credit is extended 

beyond final delivery, except with the help of factoring, which can be tokenised into a 
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risk pool. A smart contract may trustlessly trigger payment but funds in whichever 

account of the chosen payment system can be emptied beforehand. As such, the parties 

have agreed that importer pays as the goods are being and have been delivered. To secure 

contractual performance, quality and delivery of goods as well as payment, the smart 

contract has to connect to external systems. 

 
Figure 1: Smart Trade Finance Contract 

 
 

For one, quality of goods is ensured using an independent inspection company using a 

digital e-signature to feed confirmation of an inspection certificate into the smart contract. 

This is digitalisation of the inspection certificates already used in traditional practices. As 

CFO of Aryze noted, “you have somebody out there if you are a big client that basically 

controls the goods before they go on. (...) the customs [also] look into that and verify the 

content.” When such inspection is not used, “we can have a situation where the container 

arrives empty, but then it is fraud. That is serious and that you cannot really avoid, but all 

trades are not like that. 99% of the time it is real goods.” With an inspection certificate, 

however, several nodes are given credentials and come to consensus to feed this binary 

data from the independent inspection company’s API into the smart contract. If quality 

of goods are verified to be as agreed in the sales contract, then delivery can begin, which 
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is ensured using tracking of shipment from various sources. As CFO of Aryze noted, 

“You can use a geolocator. You can use all kinds of existing apps to locate your shipment. 

You can even clear it at customs or at the ship or the container registers. At Maersk 

container shipping, you know exactly where the goods are at any specific time.” Through 

shipowner, freight forwarders and customs APIs, several nodes for each source come to 

consensus and feed real-time GPS data as well as step-by-step delivery data into the smart 

contract. This has to happen through subscription to a continuous stream of data inputs 

from oracles. 

Finally, payment is ensured by importer signing and encrypting SWIFT private 

keys to the public key of an oracle using a trusted execution environment, which then 

automatically locks up payment to be released as the goods reach certain stages of 

delivery. In this case, the parties agree that 10% is locked up and released when the goods 

are shipped, 40% as it reaches customs and the remaining 50% as the goods are signed 

for upon final delivery. Once importer signs the smart contract with its private keys, 

exporter can ship the goods and start this automatic, deterministic process. As CFO of 

Aryze put it, “the smart contract would say, now the order has been placed, so now 25% 

is released. Now the shipment is FOB [free on board], 25% get released. It arrives in 

Miami, and 25% more is released. It arrives at the client’s place, and 25% is released. 

Now all of the sudden, there is no uncertainty about the payment because they already 

locked it. This company has already paid this money and the money is only getting 

released in part when the shipment is moving.” 

This way, the transaction is arbitrated trustlessly with minimum paperwork, 

minimum fees, and liquidity risk of importer is mitigated by step-by-step payment. 

Though this liquidity risk is mitigated by continuous posting of collateral, as Community 

Manager at Chainlink explained, “as funds are paid out of a locked contract, more are 

moved in. This way funds are only locked until the next stage is completed”, it still poses 

some liquidity risk compared to open account. It still puts importer in a worse situation 

than the traditional agreement, which potentially must be offset in the terms of the 

agreement. Exporter, on the other hand, has even stronger payment guarantee than LC 

because there is no risk of bank default. 

Technically, this is feasible because of the data available through APIs. 

Shipowners are invested heavily into Remote Container Management (RCM) technology 
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that allows for tracking cargo from warehouse to warehouse, and even customs are 

required to offer API services. As CFO of Aryze concluded, “you now have certainty that 

the supplier will be paid. It is out of their hands. The supplier can no longer not pay 

because the money is there, and if the conditions of the smart contracts are fulfilled, they 

will be paid. (...) Huge product for the future." 

 

5.1.1.3. Insurance 

As for these services facilitating this trade, the first is insurance. The goods to be shipped 

from the European exporter to the Latin American importer consist of very expensive 

cancer treatment. As such, this is a particularly high-value cargo. For such a transaction, 

the freight forwarder is unable to insure the cargo to the full extent. According Director 

of Commercial Supply Chain at Genmab, freight forwarders are only willing to commit 

to up to €5,000-10,000, whereas the value of the products can be around ten to a hundred 

times higher. At the same time, the carriers are only liable for certain events that are 

outside the scope of natural disasters, vehicle accidents and acts of god. According to 

Head of Reefer Solutions at Maersk, “it is quite interesting how the law and regulations 

around this is set up so that shipping lines can mess up quite significantly without having 

to take liability for anything.” Therefore, the European exporter insists on a separate 

insurance covering warehouse-to-warehouse delivery. 

Choosing the right insurance provider is important since the cancer treatment 

requires niche know-how (ICC, 2012), and carries specific risks. For instance, it needs a 

warehouse-to-warehouse cold chain logistic solution that entails something called a 

“reefer solution” during the sea and road transit. This is due to the sensitivity of the goods 

to temperature. As noted by Head of Reefer Solutions at Maersk, “pharmaceutical 

[products] (...) the temperature control requirements are very high.” It requires cooling 

temperatures within a specific range. According to these industry estimates by Maersk, 

“failure ratios of containers are around 5% (...) Any shipping company that tells you that 

they have not had any malfunctioning are liars, because we all do for sure.” We confirmed 

this with industry expertise from the pharmaceutical industry. Aside from malfunctioning 

or lack of power, the problem is that reefers need to be plugged into an electric outlet and 

in between terminals, ships, and trucks, they are not. So cooling is subject to human error. 

Additionally, the product is time sensitive, and ships are often delayed. According to 
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Maersk, “the reliability has gone down the last 10 years.” Delays are both a problem in 

terms of product expiration but also because of commitments made to importer. Other 

than these two, the only other significant risk according to Maersk, and this is very rare, 

is total loss of cargo. 

Risk of damaged goods with respect to these requirements cannot be covered by 

freight forwarder, nor by carrier, as confirmed by our research with industry experts. The 

potential lack of liability from any other stakeholders sets a clear incentivise for exporter 

to buy a marine cargo insurance. Generally, this is not the responsibility of importer since 

exporter is the one with the product expertise. According to Global Head of 

Pharmaceuticals at Maersk, “[it is] usually the exporter. The pharmaceutical manufacturer 

is always responsible for the integrity of their product and need to comply with GDP 

[good distribution practice] regulations.” Still, the agreement between exporter and 

importer always specifies when liability transfers (ICC, 2012). Knowing the complexity 

and risks of the legal landscape within international trade, it is recommended to choose a 

comprehensive insurance contract (Ibid.). In this case, exporter has chosen the 

standardised Incoterm CIF or DDP combined with the Rotterdam Rules. CIF and DDP 

implies that exporter is responsible for paying the insurance premium. It is costly, but 

risks of cargo loss, damage, theft, or “acts of god” are mitigated. 

An issue in the insurance industry, although insurance providers are reluctant to 

admit it, is the risk of non-payment from the insurance provider. For the European 

pharmaceutical company, their insurance through a traditional legal contract is 

probabilistic. The claims process is complex and it can be difficult for exporter to prove 

issues with the cargo ex post. Since an insurance policy usually has its exceptions, and 

data feeds that are not stored immutably and instantaneously made available can be 

manipulated, insurance provider can choose to not grant claims. At the same time, 

insurance providers have an incentive to not do so as claims directly take from their 

profits. This implies that there is a trust issue between the exporter and insurance provider. 

Another issue is significant delay of claims settlement. The process today is very time 

consuming and usually lasts anywhere from 2-9 months and even longer if the incident is 

particularly complex. The post-placement process is very costly for both parties, as well 

as implying significant opportunity costs. The uncertainty and time lag of claims 

settlement can potentially disrupt supply chain management. 
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The risks presented above illustrates the level of complexity marine cargo 

insurance is operating within, which can be summarised as the incomplete and 

asymmetric information as to the source of loss of or damage to cargo and the process by 

which this asymmetry is mediated in traditional agreements. 

 

5.1.1.4. Smart Insurance Contracts 

Smart contracts offer an alternative way to govern insurance policies. Upon a meeting of 

the minds, insurance company can deploy a smart contract with specified terms of claims 

and data feeds. It is important to note that smart contracts are mainly capable of governing 

parametric insurance. These are insurances that do not attempt to indemnify loss ex post, 

but rather specifies compensation ex ante for some triggering event. According to Product 

Manager and Digital Lead at AXA XL and InsurWave, “you will have some instances 

where it will be complex claims. Then complex claims cannot be paid out automatically 

because of the complexity of those claims. That part is not integrated on InsurWave yet, 

but, as I said, we have a solution for parametric insurances in place already that uses 

blockchain and smart contracts.” As such, the complex claims include traditional legal 

agreements and cannot be enforced by smart contracts. However, a typical insurance 

policy can be broken into parts that can be parametrically enforced by a smart contract. 

In this case, the first issue is cooling, which seems to be the highest risk of damage 

or loss to cargo. As per the specifications of the product, the smart contract will pay out 

the value of the reefer if the smart contract confirms that the IoT temperature sensors have 

reported lack of cooling outside the necessary parameters. Such data feeds, again, have 

to be a subscription to a continuous stream of responses from oracles. According to 

Product Manager and Digital Lead at AXA XL and InsurWave, “for example, humidity, 

temperature, and the aspects you spoke about are effectively going to be available on the 

platform. So if something was to change, and it is notified by an IoT device through 

sensors, then obviously that would be linked with the smart contract.” In such a scenario, 

insurance provider deploys a smart contract where credentials to access sensors are sent 

to designated node operators in the oracle network. It is then accepted as soon as exporter 

signs and pays the insurance premium into the contract. For a rough illustration, see figure 

2, though it is implied that, for each source, multiple nodes help verify and agree on the 

quality of the input. It is also be possible to use several sensors for each input. 
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Figure 2: Smart Insurance Contract 

 
 

Other issues include insurance against delays, where, instead of temperature data, we use 

shipment tracking data and what is referred to as an alarm clock API to verify whether 

compensation has to be paid. Though complete loss of cargo may be unnecessary to write 

up as a parametric smart insurance, it can be done using the ships status through carrier’s 

API and potentially weather data, if necessary. 

 

5.1.1.5. Derivatives 

Another service helping to facilitate this trade is that of derivatives markets. The 

pharmaceutical company is manufacturing cancer treatment made from an expensive raw 

material called platinum. This resource is a significant share of production inputs and 

volatile in price. As such, requiring a certain profitability, the pharmaceutical company 

risks having priced the goods too low and is unable to plan. At the same time, exporter 

stands to impose risk by subjecting itself to currency exchange rate risk as payment from 

importer will be in a different currency. The Brazilian Real, similar to currencies of 

neighbouring countries, is subject to quite significant volatility. Therefore, a derivatives 

contract is needed to hedge and mitigate these risks. It is said that increased volatility 
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within commodities and currencies present the biggest economic risk facing companies 

(EY, 2015).   

To mitigate commodity price risk and foreign exchange rate risk, there are a 

variety of financial instruments available including (for commodity risk), futures, 

forwards, swaps, and call options (Deloitte 2018). In terms of commodity price risk, 

exporter is dependent on the supply of platinum, and when price increases, it increases 

costs of production, lowering profitability. Thus, it is optimal for them to take a long 

hedge position. Opting for a long hedge position for example implies buying a forward 

contract on platinum that obligates them to buy the platinum for an agreed upon price in 

the future. These can be cash settled, thus in effect offsetting any gain or loss in 

production with a gain or loss from this contract. This reduces uncertainty and allows 

exporter to plan (CPA, 2012). Alternatively, if exporter holds a lot of platinum in 

inventory, exporter can sell a forward contract if exporter is worried about the platinum 

price falling. It eliminates the potential loss if exporter was to buy platinum for a higher 

price while simultaneously allowing exporter to reap the benefits of lower production 

costs, but this flexibility is offset with a premium (Ibid.). Generally, commodity price risk 

is most relevant when a given commodity is volatile.  

When opting to mitigate risks arising from volatilities with derivatives contracts, 

exporter can choose between trade exchange-traded derivatives (ETD) and over-the-

counter (OTC). ETDs are generally not used for hedging foreign exchange rate risk, 

though they often used by firms to hedge commodity price risk. Exporter may struggle to 

find appropriate instruments to hedge exchange rate volatility on exchanges, both through 

lack of particular instruments and their lack of flexibility in terms of maturity. Though,  

for exporter, ETDs are generally more accessible, provide greater liquidity, and offer 

more transparency through the use of clearing houses. Although, after the financial crisis, 

there has generally been a push towards central clearance, even for OTC contracts. As 

such, clearing houses are often involved in both cases. This financial intermediary 

increases transparency and thus reduces risk, though at a premium. This premium is often 

higher on ETDs than OTC ones. If exporter lacks the knowledge to structure its position 

properly, exporter may need to seek out a bank for an OTC contract and pay for the service 

provided that could be higher than the premium through an ETD. 
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The counterparty credit risk is the biggest threat for each party that usually is 

reduced by opting for a default projection, expecting default. Technically, you can work 

around this by continuously transfering a given amount of money that works as temporary 

collateral cash flows, which is also called margining. These risks manifest as non-

payment risk or a late settlement. Exporter, even if opting for a financial agreement that 

exclude the OTC option, is reliant on third party financial intermediaries that can still be 

slow and cause late settlements. As CFO of Aryze notes, “settlement of the actual 

transaction are often three or four weeks behind. So the actual settlement often happens 

after you then entered into a new transaction. The back office cannot follow the amount 

of derivatives, transactions, and swaps that are done.” This friction happens due to the 

number actors involved and the compliance process required. At the same time, there is 

minimal interoperability between the different centralised systems, which increases the 

friction (ECB, 2016). This causes potential for late settlements, which can easily be costly 

in high value contracts.  

As for currency exchange risk, exporter can buy or sell currency in the spot market 

so as not to lose the difference between the value at the transaction day and the settlement 

day that is often delayed, which influences profitability significantly when trading large 

sums (HSBC, 2011). The most popular choice is to lock the exchange rates into an agreed 

fixed price, which technically can be done with a forward exchange contract (Ibid.). This 

would be relevant for exporter since they know well ahead of time how much cargo and 

when they need to export their products. Basically, they can plan ahead and optimise their 

cash flow. The downside in a forward exchange contract is the economic loss in event of 

the exchange rate going in their favour (Ibid.). Another option to mitigate foreign 

currency exchange risk is a currency option that functions as the hybrid of a spot deal and 

a forward exchange contract. This way, exporter has the opportunity of upside if the spot 

price moves in his favour, simultaneously having the security if it does not (Ibid.). This 

is possible since you pay a relatively expensive premium (CPA, 2012).    

 

5.1.1.6. Smart Derivatives Contracts 

Smart contracts offer an alternative way of governing settlement. Upon a meeting of the 

minds, market maker (typically a bank) can deploy a smart contract with specified terms 

and data feeds. The financial product being used in our case is a forward contract where 
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exporter buys an obligation to purchase platinum in the future at around today’s given 

price. Exporter wants this to be cash settled. As such, any price difference will be paid by 

exporter or the bank at maturity depending on the direction of the price movement. As 

CFO of Aryze noted when discussing certain investment banks, “they have a long history 

in settlement based on Euroclear. Therefore, it is a natural extension from that business 

to look into how we can settle things more efficiently in the future based on potentially 

blockchain technology. So I know there are very much involved in that. Pretty sure.” 

To secure settlement, the smart contract has to connect to price data feeds and 

external payment systems. More specifically, it needs to know the price of the underlying 

asset, platinum. To do so, the smart contract connects to several price feeds such as 

Bloomberg, NYSE, and NASDAQ and chooses several node operators with good 

reputation for each source. At maturity, they come to consensus through average or 

median and trigger payment from either party through each of their SWIFT private keys, 

where collateral has been posted as per, in the traditional agreement, margining. 

Depending on the type of derivatives contract, it mostly has to feed inputs based on 

requesting responses such as when an option is exercised. 

 
Figure 3: Smart Derivatives Contract 
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5.1.1.7. International Dispute Settlement 

International disputes are generally more costly than domestic ones (ICC, 2012). 

Litigation in foreign countries is expensive and time-consuming. There are many reasons 

for this. Some of these include: 1) either party may require foreign council, 2) travel costs, 

3) documents need to be translated, 4) gathering evidence abroad is difficult, 5) unfamiliar 

laws make outcome difficult to predict, 6) international commercial law is complex, 7) 

even if successful, enforcement is difficult, and 8) international business relationships 

usually represent a significant investment and thus potentially a significant loss (Ibid.). 

As a consequence, the necessity for adaptation clauses in traditional agreements are 

stressed, as well as considering to waiver, re-negotiate, or consult with an expert before 

seeking arbitration or litigation. Generally, international litigation is seen to be “vexingly 

slow, complicated, unfriendly and expensive” (Ibid.). 

 The problem of litigation in international trade is the cross-jurisdiction nature of 

the transaction. In international litigation, plaintiff has to choose a court or tribunal 

(“forum”) for jurisdiction of the case. The court can then choose to accept the case or not, 

depending on what is specified in the contract, and, if no specification, whether the given 

jurisdiction is appropriate. If importer does not pay, exporter may try to invoke the 

jurisdiction in which exporter thinks he has the highest likelihood of success. A contract 

usually has a forum selection clause, but, even so, Brazilian courts are often willing to 

ignore such clauses that impose foreign litigation on a Brazilian firm (Ibid.). Assuming 

the contract does not have such a clause, and even when writing the clause, the choice 

has its dilemmas. Even if a lawsuit is won, enforcement can be difficult, as previously 

noted. For one, importer may declare bankruptcy and disappear. Secondly, a judgement 

in exporter’s home jurisdiction may prove difficult when importer has no assets in that 

jurisdiction. Exporter must then hope a hearing in a court in Brazil will recognise a foreign 

court’s judgement (Ibid.). 

 These problems generally also apply to arbitration services, though this is often 

the most appropriate solution (Ibid.). The advantages of arbitration are: neutrality, 

confidentiality, cost and time efficiency, language flexibility, expertise as well as 

enforcement, though arbitration is not always cheap nor fast (Ibid.). If one party refuses 

to comply with an award (decision of the arbitrators), the other can seek enforcement in 
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a court as per the 1958 New York Convention on the Recognition and Enforcement of 

Foreign Arbitral Awards signed by both Brazil and all countries in the EU (Ibid.).  

As for LCs, international LC practices have been standardised by ICC rules 

referred to as the Uniform Customs and Practice for Documentary Credits (UCP 600) 

(Ibid.). It does not refer to binding law. Rather, exporter and importer voluntarily 

incorporate these standards (Ibid.). Still, UCP is in some countries recognised as having 

the force of law, or at least that of trade customs (Ibid.). UCP 600, the most recent version, 

specifically contains mentions such as: 1) a credit issued cannot be revoked by issuing 

bank, and 2) importer’s bank has a maximum period of five banking days to determine 

compliance (Ibid.).  

 Finally, there is the issue of legal enforceability of smart contracts in the event of 

errors such that the smart contract does not execute as intended. According to Partner at 

SBH Law Office, smart contracts have been deemed legal in for example Belarus since 

early last year. Though this favourable attitude towards smart contracts is not mirrored in 

Russia for example, Partner at GMT Legal notes that many progressive countries such as 

Japan, Estonia, the US, Switzerland, Malta, and Singapore are passing comprehensive 

legislative frameworks for smart contracts. However, according to Partner at FTL 

Advisors, there is remaining regulatory uncertainty in both jurisdictions that are against 

and for smart contract. This is supported by Business Developer at MakerDAO and 

Product Manager at Tradeshift, who point to necessary legal compliance of their 

operations. As such, it is absolutely necessary to still have a traditional legal agreement 

with the same terms as that written into the smart contract. In the event of errors that lead 

to litigation, technical expertise must present the contents of the smart contract in court. 

If smart contracts are legally enforceable in the jurisdiction of one party, and not the other, 

a forum selection clause must be part of the traditional legal agreement. In our case, the 

EU is argued to be able to legally enforce terms of agreements executed by smart contracts 

as per Rome I regulations (EU, 2008). 

 

5.1.2. Scenario A: Simple Transaction 

For our first scenario, exporter is looking to distribute its new product to Latin America, 

where, although cancer is on the rise everywhere, its occurrence is especially increasing. 
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Importer in Brazil is looking to make a one-time purchase for a sample of the cancer 

treatment to test market demand.  

 

5.1.2.1. Transaction Cost Analysis 

The frequency of this transaction is characterised as one-time. This makes it difficult to 

recover costs of employing alternative governance structures to the market. At the same 

time, there are no significant fixed investments required for this transaction. Aside from 

investments in specific human assets in the form of sales preparation, there are no sunk 

costs or non-marketable assets. As such, there are large number bidders ex ante and large 

number bidders ex post. Importer gains little to no advantage from winning this round 

and equally does not make himself dependable on exporter. In other words, no bilateral 

monopoly exists ex post. 

However, we assume that exporter and importer transact in a market subject to 

opportunism. As such, behavioural uncertainty is implied. TCE traditionally give 

examples such as a distributor not providing customers with necessary sales support, 

where performance cannot be easily verified ex post. Though this is an uncertainty as 

well, the performance evaluation problem here could be argued to be non-payment risk 

and quality of goods risk. Importantly, litigation is costly, if not simply impractical. As 

such, smart contracts as a governance structure carry significant transaction cost 

advantages, effectively eliminating this uncertainty. It should be noted, though, that TCE 

specifies the problem of behavioural uncertainty as one of evaluation, thus an information 

problem, and not an enforcement problem. The information problem solved here is ex 

ante costs of screening for opportunism related to risk of non-payment or quality of goods 

risk. Particularly as they agreed to open account, ex ante screening is important. And even 

if they were to use an LC, importer can back out of agreement if there is a discrepancy in 

the documents, which he, for various reasons, could easily be incentivised to do. 

We also assume that both exporter and importer are boundedly rational, which 

means that ex post circumstances cannot be completely specified ex ante. Here, again, 

TCE sees environmental uncertainty as an information problem. However, much of the 

environmental uncertainty reduced by a smart contract governance structure is related to 

enforcement. Having insurance and derivatives contracts governed by smart contracts 

imply claims and settlement guarantees, and speedily so. This can be argued to decrease 
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transaction costs of adaptation problems as, in the case of transportation risk for example, 

disturbances are reduced from consequential to inconsequential if a 2-9 month claims 

process is replaced with an instantaneous compensation, which could allow exporter to 

send a new shipment right away. It also reduces ex ante costs of screening third party 

service providers, though these are technically separate transactions. Other than that, 

environmental uncertainty is low given the one-time frequency of the transaction. 

Scenario A is a fairly simple transaction from the perspective of TCE and mainly 

carries transaction cost with respect to the cross-jurisdictional nature and the low-trust 

environment of importer. Therefore, the transaction is governed by the market. As we 

shall see in scenario B and C, these become less significant relative to problems arising 

from more complex relationships. 

 

5.1.2.2. Smart Contract 

For simple transactions, transactions with a one-time frequency, smart contracts are 

particularly useful for eliminating uncertainty. This is because the type of uncertainty 

present is not that which requires adaptation. As was shown with the illustration of smart 

trade finance contracts, the main problem of behavioural uncertainty is eliminated. In this 

case, transaction costs mainly arise from anticipating opportunism ex ante. Such costs 

take the form of screening as well as instruments such as LCs. Given the absence of a 

significant time-dimension, no adaptation problems are likely to arise. This alone is 

enough to eliminate hold-up problems. Still, we can also note that no assets have to be 

safeguarded. This means that the smart contract does not need to contain complex state-

contingencies, which means that external connectivity is mainly put to the test in the form 

of trade finance. As we shall see in the other scenarios, smart contracts quickly face 

limitations in both solving information problems and verifying available information.  

 

5.1.3. Scenario B: Mixed Transaction  

Importer has tested market demand and wants to make recurrent purchases for distribution 

in importer’s home country, Brazil. Importer has to seek out and develop relationships 

with cancer testing centres around Brazil and commit to delivery of certain quantities at 

certain negotiated price points. To these customers, importer also needs to provide sales 

support, issuing guidance on handling of the product. To do so, importer has to provide 
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staff training. To offer a better service, sales offices are set up in Brasilia, Rio de Janeiro, 

and Sao Paolo in anticipation of market demand. At the same time, exporter is 

continuously investing in research and development to improve the product and may 

discontinue production of past versions or run at low capacity production to mitigate risk 

of loss of inventory in event of such upgrades.	

	

5.1.3.1. Transaction Cost Analysis 

The frequency of this transaction is characterised as occasional. This makes it easier to 

recover costs of employing alternative governance structures but still not as easy as a 

recurrent frequency. At the same time, there are some investments with characteristics of 

mixed asset specificity. Investments in specific human assets are greater than in scenario 

A, and, in this scenario, there are now physical assets in the form of sales offices with 

some degree of site specificity. Since importer does not have distribution agreements for 

other pharmaceutical products, these represent, to some degree, sunk costs into non-

marketable assets. Thus, there are large number bidders ex ante and to some degree a 

bilateral monopoly ex post, as importer gains an advantage from winning this round, and 

makes himself dependable on exporter. 

 At the same time, we still assume that exporter and importer transact in a market 

subject to opportunism. Thus, behavioural uncertainty is implied. Other than enforcement 

problems of non-payment risk and quality of goods risk dealt with in scenario A, there 

are here slightly more significant performance evaluation problems when it comes to the 

quality of sales support provided to customers, potentially damaging exporter. 

Importantly, there are ex ante costs of screening for such opportunism, and ex ante costs 

of still anticipating such and causing underinvestment. But there are also ex post costs of 

monitoring for proper sales support, and ex ante cost of anticipating such. Similarly, 

importer is not able to monitor use of production capacity of exporter, exporter’s research 

and development, nor exporter’s prioritisation of the Brazilian market. 

 Additionally, we assume that both parties are boundedly rational, thus unable to 

completely specify ex post circumstances ex ante. In this scenario, adaptation problems 

as traditionally intended information problems are present because a time dimension has 

been added to this relationship. We cannot establish ex ante which unforeseen 

circumstances will affect inventory and research and development investments by 
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exporter, potentially damaging importer. The latter concerns whether exporter will 

manage inventory so as to be able to deliver agreed upon quantities, and whether changes 

will be made to the product so as to not suddenly engage in hold-up price renegotiations. 

Generally, quantity adjustments have better incentive-compatibility than price 

adjustments, since price adjustments are zero-sum games, whereas renegotiations to 

increase, decrease, or delay delivery are not. These environmental factors also include 

those of legal, political, or administrative nature. Brazil may, for example, increase the 

already high import taxes, or strict payment terms, which changes circumstances for 

importer. The same could be the case for regulation of the industry, political instability, 

or changes to patent laws in Brazil. The important implication is that there is a higher 

probability of a need to adapt than scenario A, which magnifies problems of asset 

specificity, which are also higher than scenario A. 

 Scenario B is a slightly more complex transaction from the perspective of TCE 

and carries transaction costs with respect to asset specificity and uncertainty that require 

safeguarding and adaptation. Still, however, investments are not idiosyncratic and do not 

justify vertical integration. Therefore, this transaction is governed by a hybrid mode in 

the form of a long-term exclusive distribution agreement for Brazil with a specified 

arbitration mechanism. 

 

5.1.3.2. Smart Contract 

We recall that smart contracts are immutable and require external, trusted, structured data 

to verify contractual performance or other contingencies. Everything has to be specified 

with if-then logic. For recurrent transactions then, a smart contract has be made such that, 

when importer wants to place a new order, importer signs the smart contract again with 

private keys and triggers delivery. Triggering delivery requires some kind of punishment 

to exporter if credentials to API tracking data are not added within a specified amount of 

time. Such punishment has to take the form of collateral posted to the smart contract by 

exporter ex ante. This way, a smart contract can ensure that the price of the goods will 

remain the same for the specified duration of the agreement. Quantities can be fixed for 

every order or variable as per each new signing from importer. 

 This way, certain ex post adaptation problems of renegotiation are mitigated. 

Since importer has made investments with mixed asset specificity, these assets create 
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safeguarding problems when environmental uncertainty dictates that price renegotiation 

is needed. However, if exporter makes an upgrade to the product, this could imply a new 

cost structure and thus require a different price point. To prepare for such an event, the 

smart contract would ideally have to be able to verify somehow that the product has been 

replaced with an upgrade. This suddenly becomes a problem since we cannot find 

external, trusted, structured data for this variable to feed into the smart contract. In the 

future, this may be possible with artificial intelligence, or perhaps some sort of prediction 

market or decentralised voting mechanism, but it is not currently possibly. If that was 

possible, we could specify that a new price point should be fed into the smart contract, 

signed by both parties. Even so, this does not solve the potential hold-up problem of 

asymmetry in bargaining power. 

Another way is to use a mechanism such as default trades and take-it-or-leave-it 

offers with penalty clauses in traditional agreements. This way, exporter has posted 

collateral as potential liquidated damages if he does not fulfill the default trade, but he 

also has an option to make a take-it-or-leave-it offer through the smart contract. As such, 

if exporter makes an upgrade to the product, he has an incentive to make a good offer to 

importer for the new product, and importer has an incentive to accept, not triggering 

liquidated damages, when a good offer has prospects of further profits higher than the 

penalty posted as collateral. Importer can choose to reject exporter’s new offer and 

receive the collateral, but he likely will not. This way, the smart contract can actually 

facilitate such penalty clauses more reliably than a traditional agreement, where the 

penalty clause would be difficult to enforce given the difficulties of international dispute 

settlement. Incentives are aligned, and hold-up risk is mitigated. It is important to note 

that collateral such as those of a penalty clause further imposes the liquidity risk of non-

credit from a smart contract as discussed in the trade finance example. This implies more 

demand for credit elsewhere and associated interest payments. 

 TCE solved the problems of the transaction primarily with an exclusive 

distribution agreement, as well as through relational contracting whereby the reputation 

aspect of repeated games, occasional frequency of transactions, contracts are self-

enforcing. As for the exclusive distribution rights, however, a smart contract struggles to 

enforce and make such a commitment trustless. For one, the smart contract needs data to 

verify that exporter is not selling its product to other distributors in Brazil. Secondly, we 
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would again need some sort of collateral to punish exporter in case that happened. But it 

is simply not possible, at this point, to feed external, trusted, structured data for whether 

the product is distributed by others into the smart contract. And even if that happened, it 

would not necessarily be the fault of exporter. The same applies to performance 

evaluation problems of the quality of sales support. Smart contracts cannot mitigate these, 

largely, information problems. As such, although parts of the commitments could be put 

into a smart contract and act as a complement to their long-term legal agreement, a smart 

contract cannot enforce all aspects of the hybrid mode of governance necessary for this 

transaction. 

 

5.1.4. Scenario C: Complex Transaction  

Importer has exhausted the Brazilian market and wants to expand distribution of the 

product to the rest of the region. Importer has to seek out and develop relationships with 

distributors in neighbouring countries. To manage this operation logistically, importer 

realises that import taxes are much lower in neighbouring countries, opts to import to 

Chile, and needs warehouses for storing inventory. At the same time, these warehouses 

require specialised coolers. Still, exporter is continuously investing in upgrades to the 

product and may yet discontinue production of past versions or attempt to keep excess 

product in inventory to a minimum. 

 

5.1.4.1. Transaction Cost Analysis 

The frequency of this transaction is characterised as recurrent. This makes it the easiest 

to recover costs of employing alternative governance structures. As for asset specificity, 

investments are made that are close to being idiosyncratic, implying importer faces sunk 

costs into non-marketable assets. The specificity of these assets refer to specific physical 

assets in the form of specialised warehouse storage facilities, specific locations of 

warehouses and offices, and specific human assets in the form of learning-by-doing-skills 

to internationalise distribution of cancer treatment products as well as translate to Spanish 

and legally adapt package inserts for other jurisdictions. For this bid, there are larger 

numbers ex ante and to a high degree a bilateral monopoly ex post, as importer gains a 

strong advantage from winning this round and makes himself very dependable on 

exporter. 
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 We still assume that the transaction between exporter and importer is subject to 

opportunism, and that behavioural uncertainty is implied. Other than problems of non-

payment risk and quality of goods risk dealt with in scenario A, and performance 

evaluation problems of proper sales support dealt with in scenario B, the transaction here 

is also subject to performance evaluation problems of legal compliance and proper 

translations of package inserts. There are ex post costs associated with gathering and 

processing such information for exporter, and, again, ex ante costs of anticipating such. 

 We also still assume that both parties are boundedly rational, thus unable to 

completely specify ex post circumstances ex ante. In this scenario, adaptation problems 

as traditionally intended information problems are present because a significant time 

dimension has been added to this relationship. They are amplified given the added legal, 

political, and cultural complexities of internationalisation. Suddenly, uncertainties may 

arise across many different legal jurisdictions. At the same time, unforeseen effects of 

research and development and inventory management may still necessitate adaptation. 

These, again, amplify safeguarding problems, which are particularly prevalent in this 

scenario. 

 Scenario C is a complex transaction from the perspective of TCE and carries 

transaction costs with respect to asset specificity and uncertainty that require safeguarding 

and adaptation. Investments are idiosyncratic and justify vertical integration. Therefore, 

this transaction becomes one of unified governance as exporter chooses to acquire, and 

thus vertically integrate, with distributor so as to economise on transaction costs. Doing 

so, exporter imposes agency costs, but these are estimated to be lower than the transaction 

costs. 

 

5.1.4.2. Smart Contract 

Similar to scenario B, without the further development of oracles, smart contracts cannot 

verify quality of package inserts and legal compliance. Since bounded rationality is a 

fundamental assumption, we are also unable to foresee all the circumstances that may 

arise from the environmental and behavioural uncertainty. Highly consequential 

disturbances can arise from the added uncertainty, and, importer, anticipating problems 

of safeguarding and adaptation, is likely to underinvest. Payment clauses would also have 

to be significantly high so as for importer to be able to recoup investments, and this would 
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both impose costs for exporter, and distort incentives for importer. As such, smart 

contracts can still help govern parts of the contract but quickly face limitations in 

attempting to enforce all aspects of the agreement. Exporter and importer could try, but 

they are likely to experience higher transaction costs than the hierarchical costs associated 

with integration. As such, it may be argued that a smart contract would favourably govern 

this transaction if the alternative is a traditional agreement in market mode. It does, 

however, not outperform the option to integrate. 

 

5.1.5. Summary 

This analysis has attempted to illustrate the common risks associated with international 

trade transactions at all levels of complexity. These include transactions associated with 

trade finance, insurance, derivatives, and long-term agreements with asset-specific 

investments and uncertainty. It has been illustrated that various data feeds are available 

for state-contingencies of payment triggering. Even in simple hold-up problems without 

consequential disturbances, smart contracts can enforce payment clauses that facilitate 

fair and efficient renegotiation. Still, smart contracts are unable to enforce, and thus 

govern, all aspects of complex transactions in international trade.    

 

6. Discussion 
In this section we discuss the findings of the analysis. This includes extrapolating design 

conditions for smart contracts in international trade, implications for practice, limitations, 

contributions to existing literature, and suggestions for further research. 

 

6.1. Design Principles For Smart Contract Governance Of International Trade 
The case of a relationship between a European pharmaceutical manufacturer and a 

Brazilian distributor has illustrated both the inherent benefits and limitations of smart 

contracts for international trade. The nature of blockchain-enabled smart contracts enable 

deterministic agreements in international trade where three conditions are present: 

 

1. External, trusted, structured, digital data triggers are available to verify 

contractual performance for relevant state-contingencies. 
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2. The transaction is subject to opportunism, thus low trust from behavioural 

uncertainty. 

3. There is low environmental uncertainty, unlikely to result in highly consequential 

disturbances. 

4. Smart contracts are legally enforceable in at least one jurisdiction of either 

importer and exporter, where a forum selection clause can be applied, such that 

errors are litigious. 

 

When these conditions are present, smart contracts can govern international trade 

transactions through these design principles: 

 

1. Using an immutable and tamper-proof computational layer, which is argued to 

most likely be a permissionless blockchain. 

2. Using a decentralised oracle network and paying multiple node operators for each 

source of data inputs, using multiple sources when possible. 

3. Choosing oracle node operators using trusted execution environments when 

parties have privacy concerns for data inputs, and for triggering payment through 

payment system of choice. 

4. Triggering payment in stages of delivery and having funds locked up and released 

with each stage. 

5. Collateral damage is sent to the contract account of the smart contract, to be 

released to dependable party if non-dependable party does not deliver or order 

goods as agreed, with an option of a take-it-or-leave-it-offer for necessary 

adaptations. 

 

With these principles in mind, international transactions can be governed following this 

sequence: 

 

1. Smart contract is deployed with specified terms. 

2. Importer signs with decrypted SWIFT private keys and requests inspection 

certificate. 

3. Upon signed inspection, exporter ships goods and signs shipment credentials. 
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4. A subscription to a continuous stream of responses from oracles tracking delivery 

runs the code with every response, and, when terms are fulfilled, funds are 

released and the next are as agreed. 

 

For a long-term commitment with a default trade and take-it-or-leave-it offer, terms of 

the smart contract include a penalty clause with collateral locked in the contract account. 

In the event of a disturbance, the sequence continues as follows: 

 

5. Importer signs for a new order for the default trade, which, if not signed with 

shipment credentials within agreed-upon time, releases the collateral to importer. 

6. Exporter sends a message to the contract account with a take-it-or-leave-it offer, 

for example for a price point of a product upgrade. 

7. Importer signs to accept or decline, in the latter case releasing the collateral to 

himself. 

 

For a one-time transaction, or on a shipment-by-shipment basis, of an international trade 

across jurisdictions, particularly involving developing markets, all four conditions are 

present. Firstly, data feeds are available to verify delivery as contractual performance. 

Secondly, the transaction involves an importer in a low-trust market with a large incentive 

to act at least partially dishonestly. Finally, no adaptations are required. On the other hand, 

for a long-term commitment with a high degree of uncertainty, and, at the same time 

involving asset-specific investments that require safeguarding, conditions one and three 

are not fulfilled. Most importantly, the nature of these circumstances are information 

problems, thus implying that data is not available, and the central characteristic of smart 

contracts is immutability, thus making adaptation difficult. Blockchain databases, as well 

as various prediction markets and other human voting mechanisms, may solve certain 

information problems. Blockchain-enabled smart contracts, the interest of this paper, do 

not. 

 Interestingly, smart contracts may be able to solve transactions of mixed 

complexity that primarily comprise of basic hold-up problems. A smart contract may 

function as a long-term commitment with a fixed price if exporter commits collateral to 

the smart contract similar to a payment clause. In that way, importer can always request 
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a default trade at the agreed upon price, or otherwise receive the compensation to recoup 

investments in non-marketable assets. For low degrees of uncertainty, whereby exporter 

may upgrade its product to one with a new price point, and discontinue use of the old one, 

the smart contract can allow for a take-it-or-leave-it offer from exporter. Here, importer 

can reject the offer and receive the liquidated damages. However, exporter will be 

incentivised to make an attractive offer to not lose the collateral, and importer will be 

incentivised to accept the offer to not miss out on future profits. This is a form of 

renegotiation mechanism where smart contracts help enforce the payment clause that 

would not have worked when it, through a traditional agreement, required litigation. Still, 

such a mechanism does not mitigate all uncertainties. Rather, it solves basic hold-up 

problems. 

 

6.2. Implications For Practice 

The ability for smart contracts to deterministically enforce simple transactions with 

available structured data feeds sets the stage for two implications for practice. First, this 

implies cost-savings for firms engaging in international trade, and opens up new business 

opportunities. Manufacturers may be able to take advantage of high-growth high risk 

markets for both sourcing and distribution. Whereas relationships across borders are often 

dominated by networking, building trust through human interaction, smart contracts may 

change the landscape of such global markets. As such, growth in international trade is 

expected, particularly that which involves SMEs, and particularly SMEs from developing 

countries. Trades that would not have otherwise happened because of counterparty risk 

can now take place. 

Secondly, it could imply disintermediation. Many of the services facilitating 

international trade must assess their risk of creative destruction by three factors: the 

degree of availability of structured data feeds to evaluate contractual performance, how 

much their industry anticipates opportunism, and how much agreements in the industry 

require adaptation from environmental uncertainty. The services addressed in this paper 

– trade finance, insurance, and derivatives – include those that could face creative 

destruction. If so, incumbent services providers may have to engage in cannibalisation, 

eating at their margins with decentralised solutions simply to keep their industry 

positions. However, at the same time, we do not expect to see a decrease in integration 
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from the adoption of smart contract governance of these simple transactions since they 

were not to be integrated as per transaction cost analyses either way. 

 The latter becomes a more interesting issue when considering mixed transactions. 

These include transactions with some environmental uncertainty that necessitate 

adaptation. Depending on the consequentiality of disturbances, these can be mitigated by 

negotiation mechanisms such as default option and take-it-or-leave-it offers, which can 

be deterministically enforced with smart contracts. As such, this changes the conclusion 

of some transaction cost analyses. For example, some transactions that would be 

otherwise governed by hybrid modes such as trilateral governance may now reap the 

benefits of pure market mode. As such, we may see a decrease in integration from the 

adoption of smart contract governance of mixed transactions, since some transactions of 

mixed complexity are integrated, and others are not. As data from Genmab showed, they 

experiment with integration when it is not a clear decision of a simple or complex 

transaction. If smart contracts are used for long-term commitments, one thing we 

definitely expect to see is increased collateralisation, and thus more demand for credit. 

 Complex transactions, finally, are estimated to include highly consequential 

disturbances from high degrees of environmental uncertainty and asset specificity that 

necessitate integration. These may be solved in the future from advances in artificial 

intelligence, the API economy, and more sophisticated game theory renegotiation 

mechanisms. However, there is currently no indication that the problems faced are being 

solved. As such, we are unlikely to see a large decrease in size of firms from transaction 

cost economising. Transaction cost analyses that conclude integration ared argued to keep 

doing so, and thus firms integrating are argued to continue doing so. A large decrease in 

size of firms may instead emerge from increased competition as a consequence of the 

entrance of SMEs in global trade, primarily enabled by disintermediation of key services 

such as trade finance. At the same time, we may see a decrease in size of firms offering 

services to facilitate trade as a consequence of the guarantees that a small firm can offer 

using smart contracts without the high capital requirements and without having built the 

otherwise requisite reputation. 

In TCE, “self-enforcing” contracts based on reputation in repeated games is a 

hybrid governance mode referred to as relational contracting. In practice, such “self-

enforcing” contracts may indeed be replaced by self-enforcing smart contracts. This goes 
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back to the issue of trust. On the one hand, trust has been seen as a central presupposition 

of the market economy ever since Adam Smith’s (1776) book, “The Wealth of Nations”. 

On the other hand, a common proverb of law is that good paper makes good friends. Trust 

is sometimes seen as an implication of poorly written agreements that leave holes for 

parties to be tempted by opportunism. Smart contracts will not replace the need for trust. 

However, there will be a question of whether to apply smart contracts where trust already 

exists, counter to the second condition we laid out. 

On a final note, this paper has only vaguely addressed the controversial issue of 

permissioned and permissionless blockchains. We have emphasised that the 

computational layer of smart contracts must have features of immutability and tamper-

proofness, because this is how blockchain-enabled smart contracts differ from other 

digital agreements. Being able to automate transactions is, for example, not a new feature. 

Multisignature databases, as that of consortium blockchains, also, are not new features. 

As such, we question the utility of permissioned blockchains because these are argued 

not to provide the same guarantees of immutability and tamper-proofness. Naturally, this 

means that blockchain-enabled smart contracts will be inappropriate for transactions that 

do not benefit from immutability. Simple and mixed transactions in international trade, 

as well as key services, we argue, do. At the same time, it carries challenges for 

transactions in heavily regulated industries, which includes trade finance, insurance, and 

derivatives. However, similar to the emergence of the internet, the legal and political 

systems adapt to new infrastructure. A posteriori, we know that intranets, local area 

networks, were not the interesting application of TCP/IP. The internet was. We, the 

authors of this paper, struggle to see how this analogy does not apply to permissioned and 

permissionless blockchains. Permissionless blockchains can gain features of scalability 

and privacy. Permissioned blockchains will struggle to gain features of openness, 

neutrality, borderlessness, immutability, and tamper-proofness. 

 

6.3. Limitations 

Limitations mainly take the form of issues of validity and reliability. Despite our 

extensive travels, interviews, and archival references, this paper is subject to limited 

access to data, which implies sampling issues and thus issues of validity. The question is 

whether our sample of industry stakeholders captures that of international trade. Since we 
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are doing a case study, the issue is not whether we are gathering a random, representable 

sample. Instead, with our maximum variation case, the question is whether we are able to 

1) accurately capture industry practices, and 2) accurately capture variation in the 

dimension of transaction complexity across international trade. 

Given that we have generally only been able to talk to one of each key industry 

stakeholder, this could represent issues of validity. We may not be capturing standard 

industry practices. We triangulated this data with archives, and heavily used theory to 

help build scenarios of transactions with increased complexity, but this would still be the 

limitation of our paper if we were to name one. For our expert interviews on smart 

contract development, we equally had to face limited access and triangulate with archival 

data. In that respect, we also must acknowledge that neither author of this paper has a 

background in computer science. Given the exploratory, and inductive nature of our 

research, time constraints also set limitations for sampling. With more time, or a more 

deductive approach, we could have been more focused in our data collection, and perhaps 

achieved greater validity. 

Another related limitation is that of scenario building hypotheticals. This relates 

to reliability, which means that this study might be difficult to replicate. We attempted to 

stay close to both theory and data, and present our methodology in a transparent way such 

that this issue is best mitigated. 

Other than that, TCE is argued to carry some limitations. In the words of 

Williamson (1998): “The theory carries inherent limitations since it is crude. It is given 

to instrumentalist excesses, and it is incomplete. (...) The crudeness of transaction cost 

economics shows up in at least four ways: the models are very primitive, the tradeoffs are 

underdeveloped, measurement problems are severe, and there are too many degrees of 

freedom” (1998, p. 390). Economic models typically are reductionist, and, in a way, 

primitive. We acknowledge that it has elements that are underdeveloped, particularly 

when it comes to the that of enforcement. It is also difficult to measure characteristics 

such as uncertainty and asset specificity. As such, we acknowledge that it gives rise to 

subjective interpretations. Still, we posit that TCE has been a pertinent approach to both 

operationalise transaction complexity and evaluate how smart contracts can govern 

transactions in international trade. 
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6.4. Continuing The Academic Conversation 

This paper supports the general claim that smart contracts reduce transaction costs. Unlike 

Catalani and Gans (2016), we argue that these cost reductions refer to enforcement costs 

rather than verification costs. Mik (2017) questioned the claim of enforcement costs 

reductions based on the argument that code is not perfect. We concede that smart contracts 

are prone to error but posit, similar to Davidson et al. (2016), that open source libraries 

of tried-and-tested code will accumulate so as to mitigate risk of such errors substantially. 

As for the issue of inflexibility and increased transaction costs of immutability, 

we attempt to nuance the claim of Vatiero (2018) that adaptation problems implies lower 

transaction costs for traditional contracts. It is true of complex transactions. However, for 

transactions with a mixed degree of complexity, this depends on the consequentiality of 

the disturbances arising from environmental uncertainty. Some adaptation problems can 

be governed advantageously with smart contracts, for example with respect to price 

renegotiations from product upgrades. We dispute his claim that computer code sees the 

world in binaries, unable to incorporate issues of force majeure, material breach, and good 

faith. 

Though, as we illustrate in our analysis, there are indeed limitations. 

Szczerbowski (2018) made the claim that enforcement costs are only lower for smart 

contracts if they allow for court disputes when errors occur. Particularly at this early stage, 

where errors are most prone, this paper supports such argument. Importantly, there is an 

emergence of legal recognition of smart contracts, and occurrence of such errors are 

expected to decrease. As for his claim that bargaining costs are higher for smart contracts 

because they require complete information ex ante and demand expensive developers, 

this is, again, supported by our analysis of the immediate future. There is every indication 

that smart contract development will decrease in cost, and the immutability make smart 

contracts appropriate only for transactions that benefit from such feature. These 

transactions also happen to be mostly those where complete information ex ante is closely 

obtainable. 

Davidson et al. (2016) claim that smart contracts are revolutionary since they 

undermine the economic efficiency of hierarchies (for exploiting incomplete contracts) 

and relational contracting (for benefiting from trust) over markets. This claim is perhaps 

too strong, as the evidence of our case suggests remaining economic efficiencies of 
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hierarchies. The viability of relational contracting, however, perhaps indeed need to be 

revisited. This remaining economic efficiency of hierarchies relates to the findings by 

Holden and Malani (2017), who argue that hold-up problems can indeed be mitigated by 

smart contracts, which we corroborate but add that it also depends on the consequentiality 

of disturbances, since many disturbances cannot simply be fixed with a take-it-or-leave-

it by one party. 

 Finally, in attempting to explain transaction cost reductions of smart contracts, it 

became apparent that TCE generally infers information problems from behavioural and 

environmental uncertainty. In the words of Williamson (1981), “analyses thus look at the 

relative costs of planning, adapting, and monitoring task completion under different 

governance structures” (pp. 552-553). One could argue that enforcement, the ensuring of 

contractual compliance, compliance of behaviour and not just information of compliance 

of behaviour, is a black box. As such, enforcement is argued to be largely ignored by 

TCE. 

TCE assumes that litigation is not efficacious and that its attention is set on 

preventing opportunism through private ordering setting proper incentives ex ante. One 

potential explanation is that we see the world by contrasts. Without deterministic 

agreements, probabilistic agreements are just agreements. It is not until we see 

deterministic agreements that we see agreements are otherwise probabilistic. As such, 

understanding these deterministic agreements now could potentially add to the TCE 

framework by expanding problems of opportunism and uncertainty to be both information 

and enforcement problems. This would allow us to fully capture the transaction cost 

reductions that smart contracts in many instances clearly can enable. Even more 

importantly, it would perhaps lead to different conclusions of transaction cost analyses. 

 

6.5. Suggestions For Further Research 

If smart contracts can effectuate deterministic agreements and do so governing even 

complex relationships in international trade, economic theory as well as international 

business strategy theory may need revisiting. This also simply is a matter of the grand 

challenge of what smart contracts are capable of. We have contributed to this with a 

maximum variation case study of international trade transactions, where agreements 

heavily rely on real-world events. In this paper, we illustrate that smart contracts can 
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indeed govern such transactions, but face limitations at extreme complexities. As such, 

arguments that smart contracts reduce transactions are generally corroborated, but 

evidence has to be conclusive and triangulated across levels of analysis, disciplines, and 

cases. Therefore, we call for more focused studies on the issue. Also, inspired by the 

findings of this paper, several ideas for further research developed. 

First, a theoretical paper on TCE and enforcement in light of blockchain-enabled 

smart contracts and deterministic agreements could be written. Such paper should grapple 

with transaction cost implications of performance problems as a function of both 

information and enforcement problems. At the same time, the paper should consider 

implications for environmental uncertainty when trade-facilitating services are governed 

by smart contracts, if we are to truly capture the transaction cost reductions of smart 

contracts as a governance structure for international trade. Finally, such paper must 

actually contemplate whether smart contracts constitute a governance mode similar to 

market, hybrid, and integration, or how smart contracts as a concept otherwise fits into 

the framework. 

Second, it would be useful to grapple with the concept by Holden and Malani 

(2017) of using negotiation mechanisms for mitigating hold-up problems with smart 

contracts. This paper has suggested that the rather simple mechanism they present face 

limitations when faced with particularly complex hold-up problems. A study could further 

investigate the potential for more sophisticated mechanisms in relation to the technical 

capabilities of smart contracts illustrated in this paper. As such, we emphasise the need 

to also understand specific pricing of penalty clauses, as well as solutions to liquidity risk 

as a consequence of collateralisation. 

Third, it might be pertinent to look closer at the services facilitating international 

trade, such as trade finance, insurance, and derivatives, as well as supply chain finance. 

A different approach could be to apply agency theory to build game theory models for 

both 1) structuring smart contracts so as to facilitate deterministic agreements, 2) finding 

the service industries that are appropriate for such agreements. Whereas firms engaging 

in international trade cannot be replaced by smart contracts because their business model 

is centered around a physical product, services face a greater threat from smart contracts. 

Thus, such a study may be able to map smart contract implications for services in 

international trade, and model strategic implications for incumbents. 
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7. Conclusion 
We argue that firms can favourably economise on transaction costs by deploying 

externally connected smart contracts as alternatives to traditional agreements in trade 

finance, insurance, and derivatives markets, as well as long-term commitments of simple 

to mixed complexity. These can hold state-contingencies that deterministically trigger 

contractual performance based on external data feeds such as carrier and customs APIs, 

market data APIs, and IoT sensors such as thermometers. For long-term commitments of 

mixed complexity, these can be complemented with renegotiation mechanisms to 

efficiently adapt to disturbances from environmental uncertainty. This includes a default 

trade combined with a take-it-or-leave-it-offer. To be completely deterministic, they all 

require collateralisation, sparking an increase in demand for credit to mitigate liquidity 

risk. In the end, smart contracts can favourably govern simpler transactions, but face 

inefficiencies of inflexibility when attempting to establish immutable state-contingencies 

ex ante for the most complex transactions.  

 This paper has been a maximum variation case study of the application of smart 

contracts in international trade. We conceptualised what constitutes complex transactions 

with the TCE framework and built three hypothetical scenarios of simple, mixed, and 

complex transactions that served instrumentally to our interest in international trade. 

These three scenarios, along with the application of smart contract capabilities, were built 

based on 36 interviews and triangulated with key archival industry reports to represent 

industry standard practices. We conducted a transaction cost analyses to understand the 

requirements for optimal governance structures, and thus answered how smart contracts 

can govern transactions in international trade. The result is a comprehensive illustration 

of the capabilities of smart contracts in governing such transactions, from which we 

extrapolated key design principles. 

 When conditions of external, trusted, structured data triggers are available, the 

transaction is subject to opportunism, and environmental uncertainty is unlikely to result 

in highly consequential disturbances, smart contracts can govern international trade 

transactions by: Using an immutable and tamper-proof computational layer, a 

decentralised oracle network utilising trusted execution environments, and collateralising 

payment to be locked and released in stages, as well as penalty clauses for the 
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renegotiation mechanism. This way, smart contracts can favourably govern simple to 

mixed transactions in international trade from a transaction cost economising perspective. 

 As such, this could spur growth in international trade, particularly facilitating 

increased participation of SMEs from developing countries. At the same time, this could 

lead to disintermediation of services providers in industries such as trade finance, 

insurance, and derivatives. Therefore, firms engaging in or facilitating international trade 

must reevaluate their relationships in the supply chain both upstream  and downstream. 

Incumbent service providers may have to engage in cannibalisation, eating at their 

margins with decentralised solutions simply to keep their industry positions. 

Manufacturers may be able to take advantage of high-growth high risk markets for both 

sourcing and distribution. Whereas relationships across borders are often dominated by 

networking, building trust through human interaction, smart contracts may change the 

landscape of such global markets. 

Blockchain-enabled smart contracts carry promises of a world without rent-

seeking middlemen, where code is law, and agreements are deterministically enforced by 

math. Pertinent to international trade, implications of transaction cost reductions are 

envisioned, reducing friction related to fraud and and the anticipation of fraud. Through 

our participation in blockchain conferences, we encountered an exuberance among smart 

contracts developers. Yet, applications being developed were mostly simple and often 

only involved ownership transfer of digital blockchain assets. For smart contracts to be 

useful in international trade, they need to connect to external systems with end-to-end 

reliability, as well as creatively find data or game theory mechanisms for more complex 

state-contingencies. These capabilities are potentially knocking at the front door, and 

cross-border trade could be facing a new cost revolution. 

 We contribute to the academic conversation with specificities to the claim of 

transaction cost reductions of smart contracts, emphasising that smart contracts primarily 

reduce enforcement costs, which can be seen as a neglected aspect of transactions in TCE. 

Limited by issues of validity and reliability from sampling strategies and scenario 

building techniques, we call for further research on the subject. This includes theoretical 

studies on TCE, smart contracts, and enforcement, as well as more focused empirical 

studies to corroborate the findings of this paper. We encourage researchers to grapple 

further with the technicals of smart contract renegotiation mechanisms for the most 
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complex transactions in international trade. In the end, even with these limitations for the 

most complex transactions, we emphasise that features of immutability and tamper-

proofness are what makes smart contracts interesting as an emerging technology. With 

such features, the landscape of international trade can change in significant ways. 
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