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Abstract 

This thesis describes emerging technologies such as the Internet of Things, Predictive 

analytics and Cyber-physical systems that are intensively researched by industrial 

companies.  The goal will be to find out how to exploit these technologies for improvement 

of effectivity in production and maintenance. The key to achievement will be the automation 

of processes and smooth data exchange among various devices. Further, this paper is 

delimited to describe different tools and methods that are currently used by companies 

which utilize the Industrial Internet of Things (IIoT). However, there are other rapidly 

evolving technologies that may be beneficial for industrial companies. Hence, we propose an 

improvement of the maintenance process with augmented reality based on analyzed 

technology used in an industrial company KONE.  
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1. Introduction 

1.1. The new era of internet 

The world of information technology is extremely dynamic. Emerging technologies and 

opportunities appear every day while the old ones slowly disappear. A wide accessibility to 

powerful hardware and emerging software solutions that are easier to implement 

demonstrate the fast progress of our society. However, the advent of changes also brings 

challenges to make the best use of these trends. 

Today, we are witnessing the exponential growth of devices connected to the Internet. The 

current state of connected world escalated to a discussion about the fourth industrial 

revolution that is supposed to change our view of the use of information technology. The 

fourth industrial revolution is closely connected with the Internet of Things (IoT) which is 

essentially a backbone of this revolution. The idea is to connect the internet with smart 

devices to generate and further analyze enormous amounts of data. Possibly, this innovation 

will lead us to the new era of Internet use. However, many obstacles still need to be 

overcome to fulfill the ideas of this revolution. 

The most discussed topic is the connection of the fourth industrial revolution with cyber-

physical systems (CPS). These systems are industrial automated systems that enable the 

physical world to interact with computational and communication structures. The 

communication is handled by protocols specifically designed for smart devices with limited 

computing resources and networks with different data transmission quality. Compared to 

traditional embedded systems that are designed as separate devices, the aim of CPS is to 

interconnect multiple devices. The second and perhaps even more discussed issue is how 

can companies benefit from upcoming technologies. Now is a time for them to come up with 

innovative ideas as we enter untouched waters. The possibilities are practically unlimited 

and it depends on what we can reap from the potential of the IoT and the fourth industrial 

revolution. 
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This thesis will focus on a particular type of the Internet of Things called the Industrial 

Internet of Things (IIoT). IIoT represents IoT technology applied in industrial companies. 

Specifically, it comprises systems such as the smart factory, smart maintenance, and 

connected machines. The goal is to find out how to use the latest trends in IIoT for 

automation and data exchange which can be achieved by deployment of different 

technologies such as cyber-physical systems, cloud computing, predictive analytics, and 

augmented reality (AR). At the same time, it will be necessary to solve how to gather 

information from smart sensors and store them for further analysis.  

Furthermore, we intend to analyze the IoT of an elevator company KONE for possible 

improvements of their maintenance service. For instance, predictive analytics can lower the 

ratio of occurrence of elevator errors, BIM technology can enable a digitalization of a 

building for smarter maintenance, and AR glasses integrated with KONE's IIoT can simplify 

the maintenance for a maintenance worker. We aim to propose a better technological 

solution for KONE's maintenance process by a utilization of the latest technologies deployed 

in industrial companies. All current innovations and technologies will be analyzed in order to 

propose a suitable solution for their maintenance process. Finally, the acquired knowledge 

and the results of the study will be evaluated. 

1.2. Introduction to a business context 

Information technology is shifting the environment of our home and workplace. Emerging 

improvements of interconnection AR, IoT, predictive maintenance and mobile devices are 

transforming many industry segments such as medical, automotive, and manufacturing. 

The elevator industry also witnessed a transformation and the company KONE is a leader in 

the elevator and escalator industry. This organization is dedicated to providing high-quality 

escalators, elevators, and moving walkways along with smart solutions for modernization 

and maintenance. In regards to KONE, IoT entails making use of real-time data and analyses 

which advance a maintenance process. Additionally, real-time data are provided to a 

customer for better customer satisfaction or can be used for the construction of intelligent 

houses that smartly utilize energy and resources. It entails a higher, tailored made 
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experience provided by the elevator and escalator journey for a person traveling in the 

elevator.  

KONE has an extensive and positive track record of innovation in areas such as safety, 

technology, and eco-efficiency. Hence, the path of KONE in the direction of IoT is tempting 

to develop everything in-house. It may be more affordable, however, more effective is to 

connect with digital companies, and cooperate on the development of innovative products 

and services together with experts and customers. KONE is aware of this and partner with 

IBM for digitalisation of their products and services. (KONE,  2013). Another aspect of IoT is 

the possibility to increase speed and efficiency, and they are trying to get emerging 

technology closer to users as fast as possible and bring the latest services and products 

earlier into the market. How people interact with machines, cars, devices, and buildings is 

transforming. Digitalization and IoT mean to provide new value and new services for 

customers and users which means to improve the quality and productivity of operations 

(KONE, 2013). 

Finally, we aim to introduce the most forward-looking visions of the future in the industry by 

utilizing IoT. As a part of our research, we would like to propose an innovative technical 

solution by connecting IoT with other emerging technology, such as, AR for the improvement 

of currently offered services. The possibilities of AR are not worldwide known yet, 

respectively this technology is still in the process of development. Hence, we will try to 

exploit this opportunity and possibly utilize this peak technology within the industry, which 

can have tremendous success in the following years. 

 

1.3. Research questions 

1) What are the latest technologies of IIoT that should industrial companies deploy into their 

IoT system for improving their service? 

1 a) How it would be feasible and beneficial for KONE to utilize AR in order to improve their 

maintenance process? 
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1.4. Research methodology 

The methodology of this thesis paper was based on both a qualitative interview study and 

quantitative literature study. Due to the limited time of employees in KONE, there was no 

room for a large number of interviews, therefore, only a few interviews were conducted. 

From the literature and scientific articles, empirical data has been used to produce an 

appropriate solution to the question at issue. Based on the different technologies the best 

solution has been applied to our company. The interview study was done at company KONE 

and it provided us with both qualitative and quantitative information in the area of IoT, AR, 

security system etc.  

We conducted complete semi-structured, qualitative research interviews because the 

examined area is very complex with a large number of topics involved and the questions vary 

based on the subject (Corbin and Strauss, 2008). 

1.4.1. Research strategy 

After the analysis of different technologies at the industrial companies, we are highlighting 

the critical factors of successfully utilizing IoT, predictive maintenance technologies to 

enhance production and maintenance, decrease delay time and boost business, in general. 

In order to define the characteristics of well-performing predictive maintenance 

technologies within an industry, we have to investigate, what kind of IoT technologies utilize 

in their elevators and what type of data are they collecting from sensors. Companies mostly 

focus on cost reduction but they have also limited resources. We examine how these 

systems are connected and how do they transfer the data to the cloud and how the data is 

delivered to the places where it will be analyzed later on.  

We continue the research with potential improvements of maintenance and repair process 

and propose a better solution for maintenance technicians in order to facilitate and speed 

up their work performance. At the end, we try to get an overview of the business scope and 

potential benefits such as cost reduction and reduction of employees. 
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1.4.2. Data collection 

The study is delimited to the involvement of three directors from a company KONE and the 

theory found in scientific articles. Hence, the final proposal of this thesis is tied with a 

company KONE and may not be generalized to all industrial companies. Further, the topic of 

utilization IoT with AR in an industrial company has a relatively little previous study. 

Therefore, the solution and the proposal may not be feasible. This study must be seen as a 

first step of understanding the potential of AR and IoT in the industry.  

On the basis of the collected requirements, by querying the director of the IT department 

and director of the management, an analysis of the new solutions will be carried out in order 

to answer the question about the effectivity of the IIoT improvements. The overall 

functionality will depend on the correct choice of the hardware and software platform. The 

selection of hardware will be made using a comparison of these technologies that will be 

implemented across available solutions. Prior to selection and comparison, some points will 

be set to define specific requirements. After looking to a set of available solutions, a specific 

technology solution is then selected. 

The methodology of the procedure for selecting the form of data transmission will be 

applied by comparing protocols that meet the specified criteria. This will be tailored to 

compatibility, security, system appropriateness, and application in a particular environment. 

The result will be the selected software solution for data transmission. 

2. Theoretical foundation 

The theoretical foundation will lead us through all necessary technologies that are currently 

deployed within IoT and further used in our case company KONE. We begin with a study of 

Industry 4.0 which include the whole idea about Cyber-Physical Systems connected to the 

internet. In order to bring ideas of Industry 4.0 to life, it is perforce to build an infrastructure 

which we can call IoT. The Infrastructure is composed of smart sensors, devices, servers, 

APIs, and clouds. All of those components communicate with each other over various 

protocols. The communication of these IoT Protocols is explained at the beginning of the 
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section IoT. After the introduction to an issue of communication, thesis continues with 

technologies such as Cloud Computing, Smart factory, BIM technology, predictive analytics, 

and augmented reality.  

Cloud computing is an important technology to study due to the fact that all data and a core 

logic is processed over a cloud. In the thesis, we are familiarising with characteristics, 

components and deployment methods of a cloud. A closer look is taken on an IBM Cloud 

platform because our case company KONE operate all their elevators on this platform.  

Further, we research a smart factory and smart building which allow companies more 

efficient control. Innovative administration of the smart building is enabled by a BIM 

technology which stores all information about a building in a cloud for better maintenance, 

installation of new devices, and reduction of an energy cost. Predictive analytics improve 

both smart factory and smart building by a notification to take preventive steps before an 

error occurs. Instead of describing an exhausting topic Big Data, we rather focus on a 

particular type of Big Data that is actually used in our case company KONE. This high amount 

of analyzed data is very valuable for a company. If somebody outside of the organization 

achieved an access to these data, it could empower the competition but more importantly 

endanger, in our case, people in the elevators. For this reasons, it is necessary to describe all 

of the security threats of IoT. 

Probably the latest technology integrated to IoT is augmented reality. In recent years, there 

have been great advances and Google and Apple grant huge investment towards this 

technology. Microsoft even created AR glasses that are slowly deployed in the industry. The 

AR glasses at a workplace are beneficial for jobs that involve using hands to finish the task 

and simultaneously access a computer device. Maintenance workers of our case company 

KONE are exactly these types of employees. Hence, we research tracking sensors, AR glasses 

and its connection to the IoT for possible utilization of this technology in KONE. 

Last part of the theory is dedicated to the technology used in KONE. As mentioned before all 

sensors and devices of KONE's IoT are running on IBM Cloud. We are going to explore 

whether is KONE using all researched technologies such as Cloud Computing, predictive 

analytics, BIM, and AR. In the case of predictive analytics, we know that KONE is able to 
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predict future errors. However, other technologies are rapidly evolving and we may explore 

other places for improvement such as a maintenance with AR technology. Prediction of 

errors have been developed in a cooperation with IBM and an improvement of their recent 

work is probably not achievable so far.  Hence, we will try to come up something easier for 

deploying that make the work of repairers more efficient and fast.  

2.1. Industry 4.0 

Industry in terms of professional production has existed for thousands of years since the 

construction of the first cities. It was, however, the first industrial revolution that has 

transformed the manual work to machinery and gave the industry the form we know today. 

It was the arrival of water and steam-powered equipment from 1760 to 1840. The second 

revolution came in the early twentieth century with the introduction of mass production 

based on the division of labor powered by electricity. It was the times of celebrities such as 

Henry Ford or brothers Bata who managed to produce their products in quantities that were 

previously unthinkable. In the 1970s of the twentieth century, arrived a computer 

workstation enabling rapid calculations and measurements, causing the third industrial 

revolution. It is clear that IT has continued to transform manufacturing processes to the 

present day. (Brettel, 2014) 

At the moment, however, we are once again experiencing something magnificent. Industrial 

production requirements are changing, demand for products that meet the requirements of 

the customer is growing, and companies are facing increasing pressure on production at 

competitive prices. In order to adapt to these new conditions, it is necessary to shift 

information technology to an even higher level than ever before by creating new 

opportunities in production processes. This state can be achieved by linking the real world 

and the virtual world, i.e. a combination of communication, IT, data and physical elements. 

We are talking about the so-called cyber-physical production systems that are the key to the 

Industrial Revolution 4.0. 
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Figure 1: Industry development (Brettel, 2014) 

 

Nowadays, we can talk about the fourth industrial revolution in connection with cyber-

physical systems (CPS). These systems are industrial automated systems that enable the 

physical world to interact with computational and communication structures. Compared to 

traditional embedded systems that are designed as separate devices, CPS's intent to 

interconnect multiple devices. CPSs tend to have always instantly available information 

which is inevitable in today's interconnected world (Jazdi, 2010). 

2.1.1. Cyber-Physical System 

Based on Spath definition, Cyber-Physical System is a highly complex system with its own 

decentralized control unit which includes intelligent objects that are connected to a common 

communication network via Internet, namely the Internet of Things and Services, and these 

objects work independently to each other (Spath, 2013). Industry 4.0 is realistic only through 

CPS. In the future, the CPS will link smart machines, warehouses, machinery capable of 

autonomous information exchange, triggering incentives, and mutual control. CPS 

communicate with machines, devices, and people. This will help to improve industrial 

processes related to production, engineering, material consumption, and the entire supply 

chain. Production systems are linked both vertically and horizontally throughout the chain 

and beyond the individual business. 
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Embedded systems such as smartphones, cars and home appliances, are an integral part of 

modern life. However, only a few of them can be controlled remotely. It would be very 

helpful if was possible to, for example, turn the boiler on the way home. This would allow 

heating the house exactly at the time of arrival. Further, if the coffee makers start boiling 

coffee while we are still in bed, it would save us valuable time and we could spend our 

morning otherwise. Moreover, this remote data processing approach could be used to 

maintain these systems. For instance, remote diagnostic could help service technicians bring 

the right tools and replace the damaged part. Eventually, the systems could also order the 

components automatically by using the appropriate communication infrastructure. Clearly, 

there are many areas for deployment of CPS. For example, intelligent households, medical 

equipment, control systems, and road safety in the form of various vehicle assistance 

systems. 

The traditional embedded system consists of a control unit and one or more 

microcontrollers that control sensors and actuators to interact with the real world. In order 

to create a CPS from an embedded system, it is necessary to define the communication 

interface through which data exchange will take place between systems or between systems 

and clouds. It is merely the exchange of data that is the most important for CPS functionality 

since the data can be centrally coupled and evaluated. In other words, CPS is an embedded 

system that allows to send and receive data over a network and enable connection to the 

Internet which is often referred to as the "Internet of Things". (Spath, 2013) 

2.1.2. Features of industry 4.0 

As has been mentioned in the previous paragraph, the Industrial Revolution 4.0 is based on 

the use of cyber-physical systems. Integration of computer technologies that connect 

products to the Internet enables new innovative services, such as remote diagnostics, 

maintenance, operation, etc., in a cost-effective and efficient way. In addition, it helps to 

realize new business models, operational concepts, and generally to focus more on customer 

and individual needs. The goal of Industry 4.0 is to develop digital factories that are 

characterized by the following features: (Jazdi, 2014) 
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Smart networking 

Automated systems and devices, internal logistics systems, and operational supplies will be 

closely interconnected with technologies such as wire and wireless communications services, 

smart actuators and sensors or telecommunication technologies. This will enable direct 

access to higher-level processes and services. It also opens the door to completely new 

value-added innovations and business models that support optimal resource utilization and 

smart operation. 

Mobility 

Mobile devices such as smartphones and tablets will hit industrial automation. This will 

provide time and space-independent access to processes and services of automated 

systems, creating a new dimension in diagnostics, maintenance, and operation of these 

systems. (Jazdi, 2014) 

Flexibility 

Industry 4.0 will allow high flexibility in development, diagnostics, and maintenance, as well 

as in the operation of automated systems. In a development of these systems, it will be 

possible to choose the best offer from a large group of component, module and service 

suppliers. Diagnosis is automatically automated by accessing Big Data. Information can be 

obtained on a request and intelligently linked in order to achieve an automated diagnosis. 

(Jazdi, 2014) Spare parts will then be ordered automatically at the cheapest manufacturers, 

which will eventually enable to cut the stuff needed to solve the problem. 

Integration of customers 

Industry 4.0 will allow customizing products to specific and individual customer 

requirements. Automated twentieth-century systems should be able to adapt to the needs 

and abilities of users of all ages. For instance, modern ticket vending machines should 

provide multiple modes of operation to enable to be used by people with various disabilities. 

Automated systems will support people in all situations and provide help at every stage of 

their life so they can stay healthy and mobile. ( Jazdi, 2014) 
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New innovative business models 

Future production will be distributed and flexible. New development processes, 

infrastructures, and services will emerge. Products will become modular and configurable 

which will allow them to adapt to specific requirements. Industry 4.0 brings many challenges 

that need to be overcome by further research. (Jazdi, 2014) For instance, how to determine 

the reliability and security of products whose development is distributed, how to protect 

data, and how to guarantee the integrity of know-how and privacy. Lastly, it is necessary to 

create new concepts and technologies that will allow credible cooperation between many 

groups. In addition, several ethical, legal and social issues need to be also redefined. (Jazdi, 

2014) 

2.1.3. Compatibility of CPS with Industry 4.0 

By defining a communication interface and connecting to the Internet or a similar network, 

CPS becomes the embedded system. To achieve this, it is possible to use one of the following 

approaches in the development context: 

 

Direct system extensions 

In this individualized solution, the embedded system is enhanced with a communication 

interface that allows access to the Internet, also its software can be customized to 

communicate over the Internet which is called the cloud. In this case, all sensor signals must 

be sent to the cloud via the control unit, and the actuators are controlled via the 

implemented methods. (Jazdi, 2014) 
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Figure 2: Direct system extensions (Jazdi, 2014)  

 

In this case, a microcontroller board including various communication interfaces such as 

CAN, UART, WLAN, Ethernet, etc., is included in the solution. It is connected to an embedded 

system and take over the communication with the network. However, this requires a single 

interface through which the board of the embedded system can be connected, while the 

board software must be individually modified for each system. (Jazdi, 2014) However, the 

entire code does not have to be rewritten each time, only the mapping has to be refined. 

Hence, it is relatively easy to transfer this variant to different systems. 

Expansion of smart sensors and actuators 

Traditional embedded systems, sensors and actuators are interconnected with the control 

unit by field-buses. The control unit process the signal in this systems. In contrast, smart 

sensors process the signal by themselves, and smart actuators independently check their 

status and fix errors if necessary. Smart sensors and actuators do not transmit data only to 

the control unit but also to the cloud, where is the data centrally processed. However, in this 

solution need to take into consideration a large amount of transferred data and also the cost 

of such smart sensors and actuators can be relatively high. (Jazdi, 2014) 
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 Figure 3: System expansion with a microcontroller board (Jazdi, 2014) 

  

2.2. The Internet of Things 

According to Daugherty the Internet of Things (IoT) is a vision to connect physical objects to 

the virtual world by combining their ability to perceive, collect, process, analyze, and 

distribute in large volumes. In the end, everything will be connected to everything, anytime 

and anywhere. This convergence of a virtual and a physical world can radically improve user 

experience while bringing new unprecedented possibilities. (Daugherty, 2015) 

The term "Internet of Things" was first documented in 1999. Other definition of IoT means 

the advanced connectivity of devices, systems, and services that goes behind machine-to-

machine (M2M) communications and covers a wide range of protocols, domains, and 

applications. The term "things" means a wide variety of devices such as smart home 

appliances, cars with built-in sensors and medical monitoring implants. The area of use is 

very broad. The potential of the Internet was also recognized by the company in conjunction 

with Industry 4.0. Although, originally the Industrial Internet of Things (IIoT) was intended as 

a way to improve operational efficiency, later it turned out that companies can also make 

good use of the IIoT as a tool for finding unexpected growth. In any case, the Industrial 

Internet of Things is a significant trend with a notable impact on the global economy. ( 

Daugherty, 2015) 
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However, to exploit the full benefits of IIoT, companies will have to master three 

technological capabilities: 

1. Sensor-controlled calculations 

2. Industrial analysis 

3. Intelligent machine applications 

 

Combination of these three capabilities will create a substitute for today's separate worlds 

of information technology (IT) and operational technology (OT). The infrastructure which has 

been evolved specifically and separately by a trader will be gradually replaced by 

collaborative platforms. This will create a new generation of intelligent devices and will open 

up new opportunities for growth. (Daugherty, 2015) 

 

 Figure 4:  Three technological capabilities of IIoT (Daugherty, 2015) 

  

2.2.1. IoT protocols 

The Internet of Things and Industry 4.0 bring many opportunities, but also many challenges. 

One of the challenges is the question, how to interconnect all devices and allow them to 

communicate in a meaningful way. Therefore we are going to look at the most commonly 

used protocols for data transmission. We will create a clear classification and differentiate 

them based on the purpose.  
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Nowadays, the Internet supports hundreds of protocols, and the amount will double with 

the arrival of IoT. Protocols are categories based on their area of use for easier orientation. 

Briefly, we could define them as device-to-device protocols (D2D), protocols used to send 

downloaded data from server to device (D2S), and protocols used to share data between 

servers (S2S). Many protocols cooperate between these classes, but for the sake of 

understanding, this scheme is sufficient. (Schneider, 2015) 

 

Figure 5: Classification of IoT protocols (Schneider, 2015) 

  

We can divide the most used protocols into classes as follows: 

Server-to-server 

● AMQP 

 

 Device-to-server 

● MQTT 

● CoAP 

● XMPP 
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Device-to-device 

● DDS 

 

We will deal with the D2S protocols due to the purpose of this thesis. The most prominent 

MQTT, CoAP, and XMPP protocols are in this category. Hence, we can compare them. It is 

worth to note that none of these protocols are dealing with the pre-processing and 

processing of data but serve purely as communication channels for data transmission in a 

defined form. 

MQTT 

MQ Telemetry Transport (MQTT) is an easy to use messaging protocol. MQTT is based on the 

publish/subscribe basis, where the essence lies in the fact that the publisher and subscriber 

do not send messages directly but use it to communicate with a broker. This works in the 

way that the sender sends the message to a broker, always on a particular topic, and the 

subscriber can log on to this topic and then accept the content. (IBM, 2015) 

 

 Figure 6: Publish/Subscribe communication (IBM, 2015) 

MQTT was created in 1999 by IBM, and because it is an open, easy-to-use protocol which is 

simple to implement as well. It is the ideal solution for limited environments where there is 

an expensive network, and where is a low permeability. Use CPS with limited performance 

resources. (IBM, 2015) 
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The features of this protocol include: 

● The mentioned Publish/Subscribe pattern that allows one-to-many distribution of 

messages. 

● Use TCP / IP to provide a basic network connection. 

 

Three Quality of Service (SoQ) delivery messages: 

1. At most once - appropriate where messages are delivered according to the best 

performance of a basic TCP / IP network. The message may be lost or duplicated, so it 

is good to use this level where the loss of one message is acceptable, as the next one 

will be sent in the near future. 

2. At least once - appropriate where you need to be sure the message will be delivered. 

However, duplication of the message may occur. 

3. Exactly once - it is appropriate where the messages must be delivered exactly once. 

For example, this level is good for billing systems, where loss or duplication of 

messages could lead to incorrect fees being charged. (IBM, 2015) 

 

Small transport overhead (fixed head length is only 2 bytes) and protocol exchanges are 

minimized to reduce network load. A mechanism for notifying interested parties once occurs 

unusual disconnection of the client. 

 CoAP 

Constrained Application Protocol (CoAP) is a software protocol designed to be used with 

very simple devices and to enable them to communicate over the Internet. Under simple 

devices, we can understand various sensors, switches, valves, and similar components that 

need to be monitored and controlled remotely over the network. CoAP uses the 

request/response model for this cause. The entire protocol was designed to allow easy 

translation into HTTP for easier interaction with the web. However, it also meets IoT 

requirements such as simplicity, low overhead and one-to-many distribution of IP multicast 

messages. (Shelby, 2016)  
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The properties of the CoAP protocol include: 

● Communication via UDP (User Datagram Protocol) 

● URI (Uniform Resource Identifier) and content-type support 

● Support for a search of resources provided by well-known CoAP services 

● Simple signing into the resource and sending notifications 

● Easy cessation based on max-age  

 

XMPP 

Extensible Messaging and Presence Protocol (XMPP) is an XML-based communication 

protocol. It was originally named Jabber and its purpose was to create an open standard for 

sending messages in a real-time, but due to its expandability, it has also found a way into 

Publish/Subscribe systems for signaling audio and video calling, file uploading and playing. 

 

XMPP offers the following features: 

● Open - XMPP is free, public, easy to understand, and free of charge. This is a standard 

IETF formalized XMPP in a wide public recognized as messaging technology. 

● It is proven - the first Jabber / XMPP technologies have emerged as early as 1998 and 

thousands of developers have with them. XMPP applications are stable and the proof 

is  that millions of people using applications based on XMPP 

● It is decentralized - architecture XMPP network is similar to email. Anyone can set up 

their own XMPP server and give users control over their communications. 

● It is safe - any XMPP server can be isolated from the public network and also built 

into the core XMPP security through TLS and SASL (Simple Authentication and 

Security Layer). (XMPP, 2010) 

● It is extensible - by utilizing the benefits of XML, everyone can complete their own 

functionality. To maintain interoperability, the most widely used extension manages 

the XMPP Standards Foundation, but the organization can maintain, if necessary, 

their own adjustments. 
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● It is flexible - XMPP applications include messaging network management tools for 

collaboration, file sharing, gaming, remote monitoring systems, web services and 

much more. 

● It's diversified - a wide range of companies and open-source projects use XMPP to 

create and deploy real-time applications and services. (XMPP, 2010) 

  

2.2.1.1. Comparison: MQTT vs. CoAP vs. XMPP 

Each of these protocols are well known and widely used. Although, these protocols deal with 

a common thing such as networking each of the protocols has a different approach. 

Therefore, each of them is only suitable for a particular area (Jaffey, 2014). Protocols can 

summarize them as follows: 

MQTT is a many-to-many communications protocol for sending messages through a central 

broker. Since MQTT support constant connectivity, it is an excellent solution as a real-time 

data channel. 

CoAP is suitable for low-power devices and for a network that is not stable, especially if it 

has a large number of sensors and other devices. However, the protocol is primarily 

intended for one-to-one communications, and its main use is to transfer status information 

between the client and the server ( Jaffey, 2014). 

XMPP has its roots in instant messaging and currently is a good candidate for a broad 

management of white electronics such as washing machines, dryers, refrigerators and so on. 

However, the protocol possesses with a permanent TCP connection and lacks effective 

binary encoding because it is based on XML. Hence, it is not very practical for use in poor-

quality networks and devices with a very low computing power. (Jaffey, 2014) 
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Protocol MQTT CoAP XMPP 

Transport TCP UDP TCP 

Sending 
messages 

Publish/Subscribe Request/Response Publish/Subscribe 

Usage Transfer messages and live 
data over long-lasting 
connections 

Link devices with 
limited resources 

Remote 
administration of 
white electronics 

  

2.2.2. RFID technology 

RFID has been used since 1999. It is a state-of-the-art technology that uses the radio-

frequency system to identify objects by using radiofrequency waves. This technology is used 

in data processing in many industries and replaces conventional barcodes because it is 

faster, more accurate and bi-directional. Information is electronically transmitted and stored 

in small chips. Hence, the stored information can be reloaded and rewritten repeatedly. The 

main advantage is a bulk reading that allows readers to access hundreds of tags (identifiers) 

per minute. (Zhang et al., 2013) 

RFID technology includes three basic elements - an antenna, a reader and a transponder 

(such as a card, a bracelet or a key ring). The reader module is connected to the antenna. It 

usually has a coil shape and continuously emits electromagnetic waves (Zhang et al., 2013). 

When an RFID tag approaches, the module automatically connects and starts to feed the 

electronic chip via electromagnetic induction. The electronic chip sends information back to 

the reader module antenna and the module further processes the data (see Figure 8). The 

exchange of information takes place in the assigned frequency band 865-869 MHz. 
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Figures 7: Scheme of RFID technology (Zhang et al., 2013) 

 

In the Smart factory, the RFID chip is implemented into the semi-finished product. This 

product includes information about the product such as properties, specific status, and 

history. In combination with CPS, the product can communicate, collect data and manage its 

own flow through online production. Not only products but also machines, transport means, 

equipment or robots can use RFID technology to communicate. Each device connected to IoT 

is having its own IP address, thereby the whole chain is transparent. (Zhang et al., 2013) 

2.2.3. Cloud computing 

The name cloud computing itself did not appear until 1997 in a lecture by Ramnatha 

Chellapa. Cloud computing is an Internet metaphor, which is commonly communicated in 

the diagrams with a cloud symbol. The cloud symbol was previously used in telecoms to 

display the telecommunication network and later was transferred to the IT area (Velte, 

2011). Computing is defined as the process of using computer technology to complete 

diverse tasks, usually associated with mathematical computations and algorithms. 

At present, cloud computing is commonly referred to as a sharing of hardware, software or 

application servers that users access remotely via an Internet connection using a web 

browser or dedicated application (Hill, 2013). "Cloud computing is a model for enabling 

ubiquitous, convenient, on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, applications, and services) that can be 
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rapidly provisioned and released with minimal management effort or service provider 

interaction. This cloud model is composed of five essential characteristics, three service 

models, and four deployment models.“ (NIST, 2011)  

  

2.2.3.1. The five basic characteristics defined by the NIST Institute 

 

On-demand self-service 

This function enables a user to automatically acquire computing resources such as server 

time and network storage without the need for human interaction with the service provider 

(NIST, 2011). 

Broad network access 

Computing services can be accessed from anywhere in the world over the internet 

connection. All three types of clients (fat, thin and mobile) are supported. The significant 

advance to use cloud computing is the high-speed internet with minimal response time 

(NIST, 2011). Easy accessibility from anywhere in the world is a leading benefit of cloud 

computing services. 

Resource pooling 

The Cloud Provider pools (share) resources among multiple users at the same time, 

depending on the size of user demand, resources are dynamically distributed among them. 

The customer cannot accurately determine where the computing resources of the provider 

are located. Examples of computing resources are processing, storing, or computational 

performance (NIST, 2011). 

Rapid elasticity 

Computing resources can be freely added or removed, in some cases automatically for fast 

customization of individual users. "Rapid elasticity" is like "On-demand self-service" a 

characteristic feature of the cloud. 
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Measured service 

Cloud systems automatically control and measure a usage of resources depending on the 

type of provided service (amount of stored data, amount of computing power, etc.). With 

this feature, customers pay for services only to the extent of their usage. The use of 

computing resources can be monitored, controlled and reported by the provider and the 

customer in order to ensure maximum transparency of used resources (NIST, 2011). 

2.2.3.2. Cloud components 

According to Anthony T. Velte, cloud consists of three basic elements. These elements serve 

to implement and distribute cloud solutions to end customers (Velte, 2011). See the 

topology diagram in Figure 15. 

 

Figure 8: Clients in the cloud (NIST, 2011) 

  

Clients 

Clients are typically end-user devices through which users access and manage cloud services. 

Desktop computers used to represent clients in most cases, but significantly more users are 

currently using laptops, smartphones and other portable devices (Velte, 2011). 
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Data centers 

Data centers are groups of servers that host applications (Velte, 2011). They are designed for 

continuous non-stop operation. Typically, they are located in special rooms with optimal 

temperature conditions and air conditioning. Data centers can be operated in large 

corporations or anywhere in the world to provide customer service remotely via the 

internet. Typically, data centers are considered to be the fundamental building blocks of 

cloud computing. 

Distributed servers 

Servers are mostly not in the same location but are deployed in different places around the 

world. However, cloud service users perceive these servers as a whole without the idea that 

their data may be stored in several different countries (Velte, 2011). 

2.2.3.3. Distribution model of cloud computing 

We distinguish three cloud computing distribution models depending on the type of 

provided services. Currently, cloud providers offer hardware, software, and their 

combinations (Figure 16). 

 

Figure 9: Fundamental distributed models (Hill, 2013) 
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IaaS - Infrastructure as a service 

Infrastructure as a service (sometimes also called HaaS - hardware as a service) is based on 

the provision of computing infrastructure over the Internet. Usually, IaaS is used for testing 

and development. Thanks to Iaas, it is possible to use computing power in any range and 

change the amount of withdrawing power. The customer only pays for the performance he 

needs and uses (Lacko, 2012). 

PaaS - Platform as a service 

Platform as a service is a complete package of services that developers need for application 

development (Hill, 2013). PaaS provides the ability to deliver from the simplest cloud 

applications to highly complex enterprise applications. The purchase of the service is in a 

form of continuous payments based on the type and amount of used services. 

SaaS - Software as a service 

In this case, the client rents the software. In most cases, the client pays a monthly fee for 

providing the software, including updates, security, and support. In the case of SaaS, it is 

often possible to meet a free service such as the provision of e-mail boxes. In a corporate 

environment, applications such as customer relationship management (CRM), enterprise 

resource planning (ERP), human resources management (HRM) and accounting software are 

paid. The amount of fees is usually determined by the extent and scope of individual use of 

services (Velte, 2011). 

Cloud deployment methods 

We distinguish four basic deployment models depending on how the cloud is provided. 

Particular cloud deployments are defined by a group of people or companies working with 

the cloud (Figure 17). 
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Figure 10: Cloud deployment methods (Hill, 2013) 

   

Public Cloud 

The public cloud is the provision of computing, application and storage resources for the 

public provided by the cloud provider. The business model works mainly by the pay-per-use 

payment method. This model provides the highest degree of cost savings (Microsoft, 2017). 

Private cloud 

A private cloud is a local network or a data warehouse that uses cloud computing technology 

such as virtualization. It is operated within one organization. Private clouds can be managed 

directly by the organization or a third-party in charge of the management. This model is a 

response to safety and privacy concerns that may be found in other models (Microsoft, 

2017). 
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Hybrid cloud 

The hybrid cloud combines all aspects of public and private cloud methods. This is the most 

popular model in large companies. An enterprise can store data without fear and with full 

control over sensitive data in a private cloud. On the other hand, less sensitive data can be 

publicly stored on servers from cloud service providers. Also, organizations with similar 

needs can share computing resources. Hybrid model provides the greatest flexibility for 

organizations due to a combination of benefits from public and private clouds (Microsoft, 

2017). 

Advantages and disadvantages of cloud computing 

As every other service, cloud computing brings undeniable advantages and disadvantages. 

On the basis of the different priorities and requirements of individual customers, there may 

be a different perception of what is the advantage and what is not. Each customer must 

consider what are his or her requirements and what he or she expects from the service 

(Lacko, 2012). 

Advantages 

The most common reasons why companies are transferring their business to the cloud are 

cost savings and reduced maintenance of IT infrastructure. Below is a list of benefits that 

brings cloud computing. 

●  Cost reduction 

● Scaling 

● Security 

● Easy deployment 

● Experienced providers 

● Easy accessibility of services 

● Efficiently use of hardware 

● Remote support 

  

 



 

36 
 

Disadvantages 

The most common reasons why clients are concerned about the use of cloud computing 

services is the lack of confidence towards the cloud provider (Erl, 2013). 

● Distrust 

● Dependence on service providers 

● Increased operating costs due to an internet connection 

● Legislative and IP issues 

 

2.2.3.4. IBM Cloud 

Enterprises have an option to choose from various cloud providers with a wide range of 

offered service. The best known are Microsoft Azure, Google Cloud Platform, IBM Cloud or 

Amazon Web Services. Every cloud provider offers different benefits, for example, IBM 

enables to install their intelligent applications to a private cloud. On the contrary, Google 

permits only public cloud but possess with the most advanced natural language processing. 

In accordance with the aim of this thesis, we will further investigate only IBM Cloud because 

it is a cloud provider of our case company KONE.  

International Business Machines Corporation ("IBM") is a US global IT and innovation 

company. Branches are located all over the world. The main activities include hardware 

production, software sales and other IT services (IBM, 2015). Above all, providing Cloud 

computing. 

IBM Cloud does not have one form of Cloud over the other, but allows customers to create a 

private Cloud and move all work tasks and requirements to it (Babcock, 2012). This means 

that IBM Cloud is based on a hybrid cloud model that focuses on integrating the private 

Cloud with the public. 
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IBM Cloud Service includes the following infrastructures (IBM, 2015): 

SaaS business applications 

This platform offers rental of around a hundred applications for an enterprise that will 

support innovation, enable complex business analyzes, and collaborators across the 

enterprise. All processes work at the enterprise level of safety and flexibility. IBM 

applications enter the entire business from marketing and purchasing to sales of human 

resources. The use of this platform reduces the total cost of ownership of these applications. 

IaaS Infrastructure Services 

This platform offers open cloud infrastructure services for IT operations. It offers flexibility to 

choose public, private or hybrid cloud depending on wishes of a customer. For instance, an 

optimized IBM Cloud Management Service provides a fully managed IaaS Cloud exactly 

configured by a customer, including the ability to use SAP systems or Oracle applications. 

PaaS developer platform 

This platform allows building applications exactly to customers wishes. A customer can use 

the combination of the most used IT-supported applications. The rest is taken care of by 

external programmers who extend the functionality of enterprise applications safely and 

quickly. For instance, a Bluemix digital innovation platform built from Instant runtimes, IBM 

Containers and Virtual machines. 

Private/Hybrid Cloud 

Dynamically linked private and public clouds for an organization, management, and security 

that allow faster innovation. a customer is allowed to choose from a range of components 

and build a Cloud exactly according to an organization's needs. 

Cloud is mainly associated with security concerns because enterprise data is stored and 

managed in a remote storage. IBM guarantees Cloud Security which enables its security 

policy at the highest level (Babcock, 2012). All processes are secured by using different 

protection techniques. Further, frequent checks are constantly revealing weaknesses that 

are additionally removed. 
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2.2.4. Smart Factory 

Industry 4.0 and IoT have affected the future of factories in a significant way. The classic 

concept of the IasS hierarchical structure is not enough in order to create a smart factory 

where highly flexible and adaptive industrial automation works. Conversely, cyber-physical 

systems will come up on the surface with their decentralized intelligence, connected 

sensors, and actuators with Internet resources. This creates the possibility of self-

optimization and reconfiguration which guarantees a high ability to adapt to changing 

conditions. Smart factories will have the following characteristics in Industry 4.0. (Shrouf, 

2014) 

Mass customization 

Production processes will meet the various conditions for product orders. This allows 

creating individual adjustments and changes of products. It will be also possible to produce 

in small quantities and still make a profit. 

Flexibility 

Intelligent production processes and self-configuration enable to consider different aspects 

such as time, quality, price and environmental impacts. 

Optimized decision making 

Making the right decisions at the given moment is the key to success in the market. IoT 

provides transparency in real-time (e.g. find out production status) to allow optimization 

across all aspects of the production area, thereby improving factory productivity. (Shrouf, 

2014) 

New planning methods for factories 

Better optimization of processes at different levels in real time and case-by-case make it 

possible to plan more efficiently the entire factory. (Shrouf, 2014) 
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Creating values from big data 

Analyzes of large amounts of data generated by IoT devices will bring new improvements 

and values. For instance, it makes possible to understand the behavior of machines at 

different stages and then provide better maintenance or improve their efficiency. 

Creating new services 

IoT opens new ways of creating services and values for customers, both before and after the 

purchase. 

Remote monitoring 

IoT technology allows third parties (such as suppliers) to be involved in monitoring, 

operation, and maintenance, enabling them to come up with new tailor-made services. 

(Shrouf, 2014) 

Automation and change of a person's position 

Production operations can be optimized with minimal human intervention. This helps to 

improve efficiency and reduce mistakes and missed energy or other sources. 

Active maintenance 

Tracking and real-time data acquisition systems have a positive impact on improving active 

maintenance. If sensors measure outside the standards, preventative steps are taken to 

prevent the accident. (Shrouf, 2014) 

Supply chain links 

IoT help manufacturers gain a deeper understanding of supply chain information that is 

delivered in real-time. All parties are able to understand interdependence, material flow and 

production cycles by connecting suppliers to data from machines and devices. 

Energy management 

It is important to have an overview of the level of production and machinery for making 

energy consumption more efficient. IoT in cooperation with external services allows to 

provide real-time data and make decisions based on machine skills. (Shrouf, 2014) 
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Based on these characteristics, factories are able to optimize their performance and also to 

create intelligent products that aim to: (Daugherty, 2015) 

● Initiate tasks and communicate with other devices. 

● Customize user interface, recommend and move to meet customer preferences. 

● Strengthen functionality through software upgrades, thereby delivering additional 

benefits to customers. 

● Learn how to reduce operating costs. 

● Optimize benefits and productivity. 

● Prevent crashes and breakdowns during operation. 

● Take action under unclear or unfavorable conditions. 

  

It is important to note that IoT is developing very rapidly, and companies are also aware of 

this progress. They invest considerable resources in this area. Some of the above-described 

concepts already exist to a certain extent, some are in a prototype stage and in some cases, 

a research still needs to be done. In any case, it is certain that all these changes will come 

sooner than we think. 

Therefore, Industry 4.0 is focused on the Smart Process. This is a big change compared to 

current conventional production. The cornerstone of the concept is the creation of these 

Smart factories. These factories will be able to cope with fluctuations in demand, will be 

more resistant to failures, and will be able to produce more efficiently. Machines, people, 

and resources can not only communicate but also collaborate. (Schmidt., 2015). The 

machines will report themselves to the maintenance staff and accurately define the 

problem. The RFID chip is able to control its flow through production, understand the 

composition of parts and estimate the time of delivery. The product itself, therefore, actively 

participates in the production process. Smart logistics, Smart grid, Smart buildings, and 

Smart distribution are linked to the enterprise infrastructure. 

Automation and company systems are interconnected with production processes which 

enable them to flexibly respond to changes and fluctuating demand in real time. The 
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production will be maximally effective and permanently optimized. Horizontal integration 

refers to the interconnection of various corporate information systems and departments 

used at different stages of production, the planning process, energy and information to the 

factory, and even communication between individual factories. (Lasi, 2014). Vertical 

integration refers to the linkage of information systems in the company hierarchy. The goal 

of linking all areas and processes is to provide an end-to-end solution. 

The key in achieving the above mentioned Smart factory is the use of CPS. Machines and 

equipment with this technology can control in real-time the production process in order to 

achieve high efficiency, optimal material utilization, customization of the production cycle 

according to customer demand, and provide small batches of products in various 

modifications. All machines, conveyors, loaders, carts, and products themselves are 

autonomous and decentralized. There is a real-world connection with the virtual world 

(Helbig, Wahlster and Kaggerman, 2013). Machines are able to communicate with each 

other and with people as well. They can respond to potential malfunctions. At the same 

time, they can quickly modify the production to avoid stopping the line. This will minimize 

waste, mistakes, production hours, and decrease the number of workers. Physically 

demanding routine work is only done by machines and people can focus on more creative 

tasks. Emphasis will be put on creating skilled workers who will transform customer 

requirements into machine language. There will be a need for high-quality programmers 

who will require the optimal ratio between the time spent in work and leisure time, also 

called work-life-balance. (Spath, 2013) 

Dr. Heiner Lasi introduced the Smart factory as one of the key components for 

implementation of Industry 4.0 and describes it as follows: "The production will be fully 

equipped with sensors, cameras, and autonomous systems. With the use of Smart technology 

related to holistic digital factory models, a CPS product and a simulation, we will achieve fully 

autonomous factories. The main benefits of such a factory are shorter processes, product 

customization for the customer, flexibility, decentralization, and economy.” (Lasi, 2014) 

Management is decentralized and autonomous. Production processes are supported by 

various technologies. Sensors also enable to detect a status of objects which allow creating 
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conditions for Smart maintenance. Microchips and internet connectivity enable to easily 

trace objects in a Smart factory, while information is stored in the memory. (Spath, 2013) A 

CPS is added after the Embedded Systems by these linked objects. This concept originated as 

a traditional system because companies were no longer able to meet the changing customer 

requirements. Therefore, the result of this concept is maximum in flexibility by the 

production of small series of customized products, while a favorable profit remains. 

From the other side, a Smart factory will not be just an empty building overcrowded with 

machinery, mechanics, and cables. Human workers will still be needed. The difference will 

be that heavy routine work will be eliminated. The workforce will control and support 

computer production. Software experts make it easier for people to work more efficiently 

and easily. Decentralization, in this case, does not mean completely autonomous factory 

control and operation. Control will still be needed to be conducted by a human 

management. The deployment of different systems and computers will only speed up 

planning. The Smart factory trend will be communication between machines, devices, 

products and people (Spath, 2013). A production will take place in a highly automated hall 

with robots, conveyors and machine tools. 

As we mentioned in previous paragraphs, it is clear that the Smart factory brings a number 

of advantages - a reduction of production costs, resource efficiency, personalized products in 

one-piece production batch, flexible, autonomous and adaptive production, higher 

productivity, customer orientation, better service, and shorter processes. However, we have 

to take into consideration unexpected power outage and hacker attacks as well. A smart 

factory can be seen as a factory that can dynamically respond to changes in the market.The 

heart of the factory is CPS, and the interconnection of machines, workers, smart systems and 

all products into a network, enabling them to communicate and work together. 

Communication takes place wirelessly via the Internet. The initiator is the product that 

controls the flow of a production. The production is highly automated and robotic. The 

production with these sensors and cameras is digitized in order to compare real-world with 

virtual and real-time deviations. (Spath, 2013) 



 

43 
 

Shipping is ensured by Smart Logistics, where materials and finished products are 

transported by autonomous means of transport. Supply chain management is based on a 

holistic approach and the use of LEAN principles that optimize and reduce time. In other 

words, IT, technology, automation, and the Internet bring a whole new business model that 

is going to sweep away the existing market, and it is in the interests of companies to prepare 

for the new industrial revolution. Since the smart factory brings benefit for the manufacturer 

and the end customer. 

2.2.4.1. Smart product 

Each product or semi-product is capable of computing, preserving data, communicating and 

influencing the environment. The smart product includes sensors, RFID chip, transmitter, 

memory and decision module with artificial intelligence. Such a product in the Smart factory 

communicates with machines and equipment to make its flow as productive as possible. All 

the previous steps are recorded in the history and the smart product already knows what to 

do next. This product recognizes own position, produces material references and decides 

which path to choose and through which workplaces he will pass to meet customer 

specifications from the configurator (Schmidt et al., 2015). Each product is custom-made for 

its own customer. Each customer gets an excellent after-sales service along with the 

product. The communication of the product with the factory does not stop after it leaves the 

factory. On the contrary, the product receives information from the headquarters, updates 

itself, can be configured to a certain extent, and calls the service technician when the fault 

occurs. (Schmidt et al., 2015) 

A smart product is linked to IoT and forms a system of objects that can be controlled 

remotely and retrieve information from those objects (Porter et al., 2014). These products, 

along with after-sales service, bring new business models and opportunities. The Smart 

product is based on the monitoring, control, optimization and autonomy capabilities and 

each of these follows the previous one. 



 

44 
 

 

Figure 11:  Scheme of Smart linked product and its capabilities (Porter et al., 2014) 

  

2.2.4.2. Smart sensors 

Smart sensors are a supportive tool for a higher degree of robotization, automation, and 

autonomous production. The entire line includes machines equipped with sensors, controls, 

and cameras. Those machines are able to accurately understand their parameters and 

environment. In addition to the CPS intelligence, they can generate decisions and work 

efficiently with people and other Smart factory objects. Sensor data are stored in the central 

repository and act as the source for analysis, statistics and control decisions. The production 

line equipped with all kinds of Smart sensors can be transformed into a digital image with 

real-time validation by a special computer program. If actual production deviates from the 

digital process simulation, CPS immediately seeks for corrective solutions. For instance, 

Smart maintenance with Smart sensors reaches the transition from reactive to predictive 

maintenance. (Spath, 2013) 

2.2.5. Smart building: BIM technology  

Building Information Modeling (BIM) technology has been more widely used since 2002. BIM 

can be imagined as a form of building information database. BIM as a way of reporting data 

and project management tool which can be used in a wide range of different constructions 



 

45 
 

such as transport structures, water management, etc. In fact, the principle of information 

modeling can be used not only in the construction sector but also in other sectors 

(Ministerstvo, 2017). The information contained in the model may include data from the 

design itself, through the construction, management, or reconstruction to the demolition of 

the building, including the ecological disposal and putting the site (or space) in its original 

state. This information relates to the entire lifecycle of a building. Ultimately, BIM 

technology improves the collaborative work of architectural companies, building 

contractors, and facility management of a building (Figure 5).  

Ideally, the information database should provide information to all participants throughout 

the life cycle of the building. It is necessary to distinguish between two different ways of 

understanding BIM. We distinguish BIM as a model that represents a set of certain 

information in the database and BIM as the modeling process that is used to share 

information (Černý, 2013). 

 

Figure 12: BIM Collaboration (Vaněk, 2017) 

  

The way the BIM works is very simple, each building element (object) is defined not only by 

its spatial characteristics, but it is associated with many other information and data. These 
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data contribute to a smooth organization during construction and then also to maintenance, 

etc. Among the characteristics that are assigned to the object such as time data (when the 

element is assembled, technological breaks when service is needed or when the element has 

to be replaced), financial data (how much the element cost itself and how much it cost to 

maintain or replace) or other spatial links to other objects and devices in the building. This is 

the main difference from the classic project management, where this information was only 

part of the independent attachments. Now, BIM enables to assign this information directly 

to the project documentation, therefore it is easily accessible and traceable. This will create 

a consistent model of construction that can be used at all stages, as mentioned above. It is 

also important that all subjects involved in the construction and subsequent management of 

the building should use the BIM model to maximize the potential utilization that is being 

offered (Matějka, 2012). 

Often we can observe that the information model of a building is wrongly referred to the 3D 

model itself, even in professional circles. The 3D model is certainly an integrated part of a 

model of a building, but it represents only a three-dimensional picture without any 

information about a building. In particular, BIM excels in spatial coordination and 

performance of all connections. For example, for a designer, the 3D model itself is very 

useful for getting plan views and cuts. On the other hand, the builder may prefer to read 

information from the information model, for example in the spreadsheet and the investor 

may be interested in the floor area, the total price, and the construction schedule. When 

looking at the BIM, it is important to note that it is not only about new software, but it is a 

fundamental change in the system of thinking and planning the construction. "This mental 

transition is often compared to the transition from drawing boards to computer-aided 

design (CAD)." (Vaněk, 2017) On the contrary, non-graphical and other information of 

objects and elements are called parameters. These may include design, material, utility, time 

properties, dimensional reports, and countless other attachments primarily for the 

operational phase of the building cycle (Černý, 2013). 

As already mentioned, one of the most important benefits is the effective sharing of data 

between subjects throughout the life cycle of a building. In order to eliminate problems and 

collisions, it is intended to start with a complex and often expensive solution in the 
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preparatory phase of the project. Comprehensive exchange of information is one of the 

main benefits to help coordinate teams. Further, the BIM model can be used for many 

simulations and analyzes, e.g. static behavior of the building, environmental impact, carbon 

footprint, building certification (LEED, BREEAM, etc.) (Černý, 2013). The BIM principle is also 

used in other sectors such as the construction of large and complicated machines or in the 

field of information technology itself. However, the implementation in the construction and 

architecture is by far the most complicated, mainly because of the specificity of each project 

(Matějka, 2012). 

2.2.5.1. Benefits of BIM technology 

BIM has benefits in all building cycles. On the other hand, there are different but also 

specific problems, so it is necessary to go through the particular process for the definition of 

potential drawbacks. It is certainly important to focus on training and education, and thus to 

make the most of the BIM technology. One of the main benefits of applying BIM technology 

is to change the atmosphere. It is essential that project participants strive for maximum 

cooperation in favor of simplifying their work. This can increase work efficiency and reduce 

time requirements. All the minor benefits should then become the main benefit for the 

investor of the building, which thus gains insight into all phases of the project (Ministerstvo, 

2017). 

An illustration of the benefits of using BIM shows the graph of the change in effort, 

resources, and efficiency, depending on the project's time period (Figure 7), all of which are 

complemented by curves of the ability to influence costs. It is very clear that if BIM is 

implemented in a project, many problems and details can be settled at an early stage of the 

project at relatively low costs. Hence, it is crucial to make the necessary effort and deploy 

BIM at the right time which will allow to getting insight in a preliminary stage. 
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Figure 13: MacLeamy’s curve of BIM impact (Vaněk, 2017) 

 

2.2.6. Predictive analytics 

Predictive analytics is one of the key themes of data mining and, in a wider context, also in 

the fields of data science and business analytics. It is closely related to today's commonly 

applied concepts, technologies and business intelligence solutions, and its many 

components. It turns out that in the case of predictive analysis it is not about theoretical 

constructions, but about the solutions used in practice, even with regard to its relative high 

demands, predictive analytics are deployed almost only in larger organizations. 

If we talk about the real and practical use of this type of tasks and applications, an essential 

prerequisite should understand primarily business managers, analysts, and specialists. In this 

case, it is not so much about the technical understanding, but especially its principles, 

effects, and areas of company management, where they analytics are applied (Siegel, 2016). 

In the following paragraphs will be shown its basic principles, the expected effects and, at 

the same time, the necessary demands and activities that are associated with its use. 
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2.2.6.1. The essence of predictive analytics 

The essence and purpose of predictive analytics are to predict unknown or unrecognized 

phenomena, conditions or situations, based on large volumes of available data. It serves to 

objectify, refine and generally improve the decision-making activities in the management of 

enterprises and institutions, based on the high complexity of the relations found between 

the examined objects. An essential prerequisite for applying predictive analyzes is the 

existence of data warehouses and marketplaces that usually contain huge volumes of data 

with already performed analytical and cleaning operations with business intelligence data. 

The starting point of the predictive analytics solution is to determine the goal and, in relation 

to this goal, it is necessary to design controlled segmentation into the supervised 

segmentation and select important information from all available ones. This means that data 

must be relevant to the defined goal of predictive analyzes (Provost et al., 2013). This allows 

the feasibility of these tasks, which would be exceptionally demanding in the case of huge 

volumes of data. 

Predictive models are based on machine learning principles, which are analyzed and learned 

from data in a data warehouse in a relatively long time series. Based on this data are 

determined important relationships and important variables related to the prediction target 

and thus to the target variable. These are data that already exist in existing databases and 

whose values are meaningful or necessary to predict in this sense.  

This principle in a simple form was expressed by E. Siegel (Siegel, 2016) as follows: 
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Figure 14: Basic principle of predictive analyzes (Provost et al., 2013)  

 

The complex of predictive analysis is based on predictive models. Their nature is a 

generalization. There are currently a number of predictive models that are based on data 

mining principles (Berry et al., 2016). These models often consist of larger units that match 

the defined prediction goal and the target variable. For instance, the following types of 

models are used in the predictive analysis (Praus, 2013): 

 Decision trees 

This type of model is one of the most commonly applied predictive models, due to its 

simplicity and high quality results. 

From the input variables are selected those that are statistically the most significant and 

creates the rules by which is segmented the database. Created model rules can be 

schematically displayed as a tree with root and leaves (Figure 2). Decision trees allow for 

retrospective interpretation and extra conclusions. Compared to other models, it is possible 

to examine the individual decisions and rules arising from them. Each decision tree 

originates from one root node that represents all the data (Siegel, 2016). The tree ends with 

leaves - nodes that are no longer flowing. The method of dividing nodes and selecting 

variables is based on statistical methods that determine the importance of each variable. For 

partition, the most important variable is always selected at the moment (Praus, 2013). 
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Figure 15: Example of a decision tree (Siegel, 2016) 

  

Neural networks 

Predictive modeling consist of neurons that are interconnected and capable of receiving 

inputs and sending outputs. Each neuron is activated, for instance, it produces an output 

only if the entering values (after multiplication with weights) exceed the defined threshold 

value. Neurons are composed of several layers: the input layer - represents the variables 

entering the model, the hidden layer – transform and send further input values, the output 

layer - represents the output model of the predicted value of the target variable (Figure 3). 

All neurons of the inner and output layers are linked to all of the previous layer neurons. 

Determining the number of hidden layers and the number of neurons in them is one of the 

most important decisions that affect the ability to predict and generalize the neural network. 

The decision depends on the number of input variables and the characteristics and size of 

the learning data (Berry et al., 2016). The disadvantage of neural networks is that the 
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produced outputs are not re-refactorable - it is not possible to say with certainty why the 

result is the way it is. 

 

Figure 16: Structure of a simple neural network with one hidden layer (Siegel, 2016) 

2.2.6.2. Activities related to predictive analysis 

Various analytical, organizational and operational tasks are associated with the solution of 

predictive analyses. The following overview contains the essential characteristics of the main 

ones, according to (Praus, 2013): 

● Defining the objective of predictive analyses - which must be based on the content 

and nature of corporate governance, it comprises strategic goals and currently 

expected business management needs. In connection with the defined objectives, it 

is necessary to clearly identify what is the subject of the predictive analyses (or what 

should be the target variables) and how their results will be applied in the 

management and decision-making activities of company (Dohnal, 2016), 

● Analysis of available data sources - is an activity that is common in virtually all 

business intelligence tasks, but in the case of predictive analyses, it has its own 

behavior. A good predictor of success is the highest data completeness and high 

granularity, i.e. the details of relevant data from elevators that increase the accuracy 

and objectivity of the results obtained on the basis of predictive models (Siegel, 
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2016). This means that it is necessary to analyze the possibilities of using both 

internal systems in company (usually data warehouses and data markets) as well as 

data of external systems (e.g. from demographic databases, marketing, and analytical 

databases, etc.). 

The quality of the identified data sources and their availability, consistency and 

consolidation must be assessed here. In this context, it is necessary to evaluate 

whether a predictive analysis is feasible with all available data (Siegel, 2016). 

● Organization, integration and data clearing - which is the most labor-intensive part 

of the whole predictive analysis project, as it consists of the most analytical tasks. 

The main activity is segmentation, clustering, data sorting according to business 

relevance and especially according to their prediction needs and target variables. The 

success of predictive models has a decisive impact on data quality, the quality of the 

database and data markets. Another part of this task is the preparation and 

processing of further calculated values of individual indicators, again it is defined on 

the basis of analyses of requirements for target variables of predictive analyses 

(Praus, 2013). These values may potentially have a very high weight in predictive 

models, and they are usually discussed with business specialists. 

● Identification of relevant relationships - realized on the basis of data mining and 

cluster analyses, i.e. hidden bonds, patterns, and relationships. Data mining is an 

important part of predictive analyses because the data and its relationships are also 

relevant in terms of expected predictive model results. 

Data mining in predictive analyses is the acquisition of knowledge about 

relationships, and the predictive model is the application of this knowledge. It 

records all the relationships that are present in the data, regardless of the knowledge 

of what caused them (Kimball, 2010). 

Cluster analysis is used in predictive analyses to look for similarities in data. Using 

algorithms and methods, and groups objects of similar properties into groups. This 
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analysis can be used to uncover substantial structures in the data, but it does not 

provide interpretation or explanation of why these structures exist (Provost, 2013), 

● Predictive Modeling - Models from available data analyze existing behavior to 

evaluate the likelihood of a predicted phenomenon, for instance, the probability that 

an equipment in an elevator will break. As already mentioned, the most important 

feature of predictive models is the generalization. This ensures that the model 

trained from historical data (in-sample data) can correctly evaluate new data (out-of-

sample data), which has not yet entered the machine learning model (Kimball, 2010). 

They use complex predictive models using machine learning principles that are 

relatively easy to use in data mining tools. The created models are validated, 

optimized and evaluated in the programs themselves, 

● Development and selection of predictive model - Models can vary in scope and form 

depending on their complexity and use for which they are designed. For maximum 

accuracy, multiple models can be used, which are then compared and combined 

(Provost, 2013). 

● Validation and tuning of the predictive model - to ensure that the predictive model 

is taught as accurately as possible - must be tested using an out-of-sample data set 

that has not entered the development and training of the model. It verifies the model 

prediction capability in this dataset and compares how much it deviates from the 

training data. If the deviation is large, it means that the model is not optimally 

generalized. The acquired knowledge is then applied to the model that is modified 

and subsequently tested again (Kimball, 2010). 

  

The model metrics used to evaluate the success of the model are Lift and ROC: 

● Lift is a pointer describing the success and usability of a predictive model. It defines 

the level of how much the model is more successful than the random selection. The 

success of predictive models differs from the changing depth of the database. The 

concept of “decil” has been introduced to facilitate comparison of models above 
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different depths of the base. One “decil” contains 10% of the base records sorted 

descending according to the predicted score (Siegel, 2016). Highest lift models 

typically reach the beginning of the first “decil” and then have a decreasing tendency 

(Figure 17). 

 

 

Figure 17: Graph from software SAS Enterprise Miner 

  

● The ROC (Receiver operating characteristic) graph is another type of graphical 

representation of the model prediction success. It is used to evaluate the success of a 

binary target prediction. The ROC graph shows the relative frequency of correctly 

classified positive cases on the Y-axis - sensitivity, on the X-axis the relative frequency 

of correctly classified negative cases - the specificity (Kimball, 2010). The red curve 

shows the random selection and the blue predictive model (Figure 18), 
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Figure 18: Graph from software SAS Enterprise Miner 

  

Evaluation of the predictive model - After the first models were created, the results of the 

most successful ones are tested in practice on new data from elevators. On the basis of the 

forecast, the decision will be taken and the corresponding action will take place. It then 

evaluates how much prediction corresponds to reality, evaluating the success of the model 

in practice (Kimball, 2010). This is usually lower than the model shows on training or test 

data. 

The application of the predictive model - represents the use of the predictive model in 

practice and its outputs for making decisions. At this stage, the model is functional and 

evaluates new data. Based on results, actions are taken and decisions made. Thanks to 

developed, trained, and functional model are improved processes, decision making, and 

success of the model is further validating and evaluating on real data (Siegel, 2016). 
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2.2.6.3. Application of predictive analysis in enterprise management 

Predictive analysis is currently being used by large companies such as: 

● Telecommunication companies use a predictive analysis for forecasting churn 

analysis and the marketing campaigns. 

● Large banking institutions using predictive analyses for client ratings, their reliability, 

churn analysis and credit scoring. 

● Most financial institutions use predictive analytics to assess and identify trends in 

financial markets, to specify new financial products and to estimate their success. 

● Insurance companies apply predictive analyses to detect fraudulent claims, 

underwriting, risk, and premium valuation, to improve the effectiveness of marketing 

campaigns and to create new products. 

In the next development, however, it can be expected (as with other types of applications) 

to extend predictive analysis applications in most large and medium-sized industrial, 

commercial, transport and other types of businesses. Particularly in areas of marketing 

management, purchasing management, sales management, personnel management or 

maintenance service (Dohnal & Pour, 2016).  

2.2.7. Security threats of IoT 

Nowadays, one of the biggest threats in IoT is deemed  "denial of service" attacks. It usually 

involves overloading the network device with more requirements than it can actually handle. 

Eventually, this leads to overload and inability to answer to the service request. By using  

RFID chips, it is important to take into consideration that the chip can be affected by denial-

of-service attacks that usually disable them. RFID and other viral chips include RFID cloning 

tags and emulation of RFID tags that can generate false answers, and traditional "hacker 

attack“ such as sending malware into the chip. This chip is just a very simple processor 

working directly with only binary data that can not get out of the bus and can not get the 

data from a basic chip, but it can be physically destroyed or destroyed by Faraday. Faraday 

attacks stop surface material to release radio waves, so for instance, a hidden chip inside is 
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isolated without its destruction. The Database of the IoT is a database which contains a lot of 

collected data from a variety of devices and very often this is the target place of vandals who 

sneak into databases due to extortion or paralyzing the competition (Hahn, 2015). 

Active attacks occur when the hacker gains access to the device in order to be able to 

control the device and run malicious code on it. One of the most popular types of attacks on 

IoT systems is the Stuxnet worm which is deemed to be the first “worm“, a virus known for 

attacks on SCADA systems (supervisory control and data collection systems) ( Hahn, 2015). 

This malicious code is designed for infecting industrial systems and control systems that 

operate other devices. Additionally, the worm allows to access industrial systems and take 

control of a programmable logic controller, and eventually destroy physical devices. 

Furthermore, hackers have revealed that the viral code running on devices is connected to 

the vehicle's dashboard for monitoring speed, location, etc. which can also be used to send 

commands to car’s Controller Area Network (CAN), enable blocking the brakes (Hahn, 2015). 

On the other hand, in the case of passive attacks, the signals emanated by these types of 

equipment are used to derive sensitive information about the system and the usage. For 

instance, acoustic emanations from the CPU of the computer were used to derive the RSA 

encryption key using a mobile phone located near the CPU. The electromagnetic 

interference signatures that supply power to modern TVs are used to determine the video 

content that is displayed. Signatures are recognizable and resistant to the presence of other 

noisy electronic devices connected to the same power line (Hahn, 2015). 

In general, there are 4 main Safety standards in the Internet of Things: (Roman, 2011)  

● ISO / IEC 14443 - the main interest in architecture for contactless scanning cards 

● IEC 62591 - this is a protocol for industrial wireless sensor networks, encryption for 

security methods, authentication, and key management 

● GS1 keys - used for identification of systems 

● Ucode - hardware-agnostic identifier which is an essential enabler for the realization 

of the Internet of Things. 
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There are many drawbacks in case of what problems can IoT bring. We have to note that 

software security will degrade over time and shared secrets will not remain secret anymore. 

Further, weak configurations will persist and also exposure issues will increase. These are 

very important facts that we have to take into consideration. 

Basic and advanced Security Controls 

● Authentication (identity & credentials) 

● Authorization (privileges) 

● Access Control (application resource access & data isolation) 

● Role based Authorization (Pre-defined roles) 

● Data Security (encryption at rest & in flight)  

 

IBM Thought Leadership IoT Security is different and requires a new perspective. The IBM 

company found a potential in IoT as an exciting environment for innovation and 

opportunities, but also a broad set of security challenges and threats. Since IoT devices are 

different which also bring new risks into the IT sector. However, by using a cognitive solution 

they will be able to predict issues before they occur. The key is to evolve concurrently with 

the threads. (Connor, 2016) 

2.3 Benefits and Risks of Industry 4.0 

Every new concept, invention or method has its advantages, and on the other hand, 

disadvantages as well. It is important to summarize both the advantages and disadvantages 

to the concept can be further developed and its potential risks eliminated or minimized. For 

this reason, this chapter describes the benefits of the new Industry 4.0 concept and the 

threats, risks, and constraints in the current environment. 
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2.3.1. Benefits of Industry 4.0,  

Below are the benefits of Industry 4.0 implementation. The main benefits are productivity 

gains, increased safety of work, greater efficiency, flexibility, and competitiveness. 

 

Figure 24: Benefits of Industry 4.0 (Schmueckle, 2014) 

 

This new concept is a source of greater competitiveness. The concept of the factory will 

change, the focus will not only be on cost minimization, but the process will be fully 

automated with smart IT technologies. This ensures maximum optimization of processes 

throughout the chain (Schmueckle, 2014). Due to the flexibility of production, it is possible 

to produce small productions of individualized products with the advantages of a large-scale 

production. It can be argued that an enterprise using the Smart factory concept will achieve 

a privileged position in the market. The company will be able to achieve much higher 

productivity within this concept. The reason is the digitization and robotization of 

production, which will allow production of more products in shorter production time, smart 

manufacturing can eliminate waste, and predictive methods can disconnect non-compliant 



 

61 
 

parts before some error occur. It is assumed to have a general productivity increase of 5 to 

8%. (Schmueckle, 2014) 

CPS will also achieve greater efficiency by enabling dynamic setup of a variety of processes, 

simultaneously controlling the quality, time, risk, price, or product structure (Schmueckle, 

2014). It will also lead to savings in input materials and shortening the supply chain. Logistics 

and production will benefit from LEAN (slim) principles - eliminating waste, reacting quickly 

to changes, continually improving and speed up delivery times. 

The new industrial revolution will bring new business models. For instance, in the near 

future, customers will not have to go shopping to check the product. The product could be 

viewed virtually using Virtual reality glasses from the comfort of home. Using these virtual 

reality glasses, a fitter can see how the elevator will look from the outside and from the 

inside. In addition, they can view all variants. Another example is 3D print. The customer 

purchases a license for the selected product and based on a contract or payment the 

customer prints the product at home on a 3D printer (Chio et al., 2014). The benefits of 

these new resources are immense, not only for the customer but also for the manufacturer. 

Benefits include the flexibility and speed of this solution. High customer orientation will 

mean to configure the product according to customer's wishes which will allow creating an 

individual product (Schmueckle, 2014). Together with the Smart product, the development 

process is quickly shortened and the documentation is created automatically from the web 

configurator and enriched with information from the factory.  

Optimal decision-making means that if it is necessary to make a crucial decision, algorithms 

will analyze the high amount of data, and the best solution will be chosen by the computer 

according to the situation (Helbig et al., 2013). By making the entire value chain transparent, 

CPS can make complex real-time decisions and include many factors in the calculation. Due 

to all the data are stored in the Cloud, they are accessible and permanently archived for later 

evaluation. If Cloud is well secured, archived data can be used as a basis for predictive 

systems such as Smart maintenance. (Bi and Cochran, 2014) 

In terms of working conditions, the concept ensures safety in the work environment, and 

also in the production. Workers will not be burdened with hard physical work because the 
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heavy and routine work will be done by machines. Machines will interact with each other 

and work together with sensors and artificial intelligence. The machine with a sophisticated 

chip can manage its maintenance and predict failures to ensure a smooth flow of 

production. Sensors will not collide with other machines and devices. The only ones who can 

endanger the machines are hackers. (Helbig et al., 2013) 

Flexible production ensures the optimum ratio between time spent at work and leisure time 

also called work-life-balance (Helbig et al., 2013). Clever assistive systems help the worker 

organize tasks to meet the goals. Workers will have room for development and refinement. 

The CPS can also be involved in recruiting to find the best candidate on demand. 

According to German studies, industry 4.0 will bring substantial VAT growth to the industry. 

According to the study by Roland Berger Strategy Consultants, the transformation to digital 

production could bring an increase of 425 billion Euros in an industrial VAT by 2025 in 

Germany. Within the EU, GDP could grow even at 1025 trillion euros in the industry. 

However, the condition is to adopt an appropriate policy and economic measures 

(BusinessInfo, 2015). 

This concept is beneficial even for the end-customer who gets the product in the best 

quality, according to his or her ideas, at a fairly low price, and in a very short time. Products 

made in the Smart factory will be more reliable and their operation status will be monitored 

by the factory. The final result is a satisfied customer. 

  

2.3.2. Risks, Threats and Constraints Industry 4.0 

In the upcoming paragraphs is a critique of this new concept. The main disadvantages are 

mainly terrorism, hacker attacks, and costs. Further, the current constraints lie in education, 

law, and little awareness of this concept. 

Data security will be the key. An industrial data indicates the production process which is 

very important for production planning. They contain accurate and unique product 

information. Hence, it is important to secure these data both in the production process and 

in the remote central repository. Functional protection will require encryption, firewall 
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protection, automatic scanning of security vulnerabilities and other security systems to 

protect sensitive information and business secrets (Fraunhofer, 2014). The protection 

against viruses and early detection of intrusion into the system are key attributes for 

Cybersecurity. It can be assumed that the systems will be attacked by a large number of 

hackers. The Smart factory has everything connected to the public Internet (IoT) and it can 

be assumed that hackers will try to endanger systems and obtain non-public data for both 

commercial purposes and also to harm the company. Big Data will be usually secured on a 

remote server which will lead these attacks towards sensors from which the data is 

collected. For this reason, it is important to carefully secure not only servers but all other 

Smart factory objects. (Carter, 2015) 

Currently, the rise of terrorist attacks is growing significantly. As the Smart factory works 

only on a digital basis, power outages have to be avoided. The Industry 4.0 concept is not 

only about the automotive industry or elevator industry, but also about air transport, 

pharmacy and other industries. For instance, if a country was hit by an electromagnetic 

weapon that would eliminate all electronics by high-frequency radio waves. It could 

endanger the economy and infrastructure of the whole country. Therefore, it is important to 

think about this issues to protect important components by shielding or other protection 

options. 

It may seem that manual production will be fully replaced by machines and human workers 

will be a burden. Therefore, there will be a mass-release of employees. However, most 

employees will be mainly programming or checking production at computers. Physical 

production will be converted to digital, so it can be viewed fully online in real-time. Hence, 

analysts who will monitor production efficiency and process management data will be in 

demand. Some work will still remain physical, for instance, maintenance workers who will 

repair the broken equipment in the elevators. 

On the other hand, the Boston Consulting group study showed that due to a higher degree 

of automation, the overall employment rate should rise. Germany expects employment to 

grow by 6% within ten years. The concept has already been fully taken over by Siemens at 

the Amberg factory. After the full automation of production, they had the same number of 
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employees as before the implementation, only the jobs were adjusted differently. 

(Holanova, 2015) 

The topic workforce has some limitations. Most current jobs have a working-class character. 

Therefore, we are talking about an kind of workers who can not work with a computer at all 

or only at a basic level. The current labor market is not ready for Industry 4.0. In order to 

have this concept feasible, all IT workers need to be sufficiently educated in IT and include in 

the middle schools a comprehensive teaching of IT disciplines (Holanova, 2015). 

In regards to small and medium-sized businesses, this concept will be very costly because of 

a full automation of production include many support systems, chips, and sensors. This will 

be a major initial investment. If businesses are not sufficiently prepared, their transition to 

this concept may be complicated and time-consuming. Therefore, it is important to take into 

consideration the current situation of companies and think about the action and the 

financial plan. However, the investment may return within a few years due to productivity 

gains, lower production costs, reduced waste, and production optimization. (Holanova, 

2015) 

A smart factory should work independently without a person and should be autonomous, 

but it is not legally possible. Many countries have a prerequisite in the law to require a man 

to operate machines (Carter, 2015). This is the reason why it is not possible to travel to 

autonomous cars in many countries. Therefore, it is crucial for companies to discover legal 

pitfalls before the actual implementation of this concept. From this point of view, a Smart 

factory is going to be difficult, many systemic but also legal changes are needed. Certainly, it 

will be important to take responsibility for the damage, as production will be entirely under 

the control of robots, and it will be difficult to find a particular culprit of fault. In some 

jurisdictions, criminal liability is imposed only on a human being. Another problem will be 

the insurability of Industry 4.0 systems, which will need to be re-evaluated. Together with 

this concept, it is necessary to modify and extend the protection of trade secrets. In short, 

there are many processes that will need to be legally re-evaluated, or completely new 

standards will need to be created. 
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The world's biggest threat is China as one of the fastest growing countries. Hence, China can 

take over the leadership role in the field of industrial production. Germany and China are 

increasingly consolidating their relationships, especially in the area of industrial innovation. 

The governments of these countries have agreed to work closely with Industry 4.0 and share 

modern technology. Currently, this negotiation is advantageous for Germany, but in the 

longer term, Germany actually will help China to dominate the world market (Lelek, 2015). 

2.4. Augmented reality 

This chapter will help us to understand the importance and overview of the main fields of 

application of AR which will eventually help us to answer our sub-question. 

2.4.1. The philosophy of augmented reality 

Augmented reality is a type of virtual reality. It represents an image of reality where are 

virtual 3D objects integrated into a real three-dimensional environment (real environment is 

expanded by virtual elements). The main difference between virtual and augmented reality 

is that a user in a virtual reality is fully embedded in the virtual environment without an 

awareness of real objects around him. On the other hand, real objects are visible to a user in 

the augmented reality and virtual elements are integrated into the real environment (Baulin, 

2013). According to Mistry and Microsoft, this integration can be referred to as a mixed 

reality (Figure 1) (Mistry et al., 2010). Azuma (1997) describes the characteristics of AR 

systems, and point out that these systems should contain three major characteristics: 

● combination of real and virtual objects 

● real-time image recognition 

● generating a three-dimensional image 

  

Augmented reality can be understood as a certain transition between a computer simulation 

and natural perception. The proportion of virtual elements can be different. Ideally, these 

virtual elements should be indistinguishable from the real ones. Graphical relationship 

between real and a virtual environment describes the so-called Milgram Continuum, which 
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shows the view of the continuum reality-virtuality, where reality and virtuality are located at 

its marginal points.  (Ondrejka, 2013) 

Figure 20:  Reality – Virtuality continuum (Mistry et al., 2010) 

  

The type of the final reality experience depends on the ratio of the real environment and 

virtual elements. From left to right in Figure 1, the number of virtual objects is increasing and 

contact with reality weakens. It is obvious that every phase of the continuum presents a part 

of the technical development of individual projects. In the most cited contribution on 

augmented reality from Azuma is introduced the first text of a scientific character with an 

overview of AR topics and solutions (Azuma, 1997). A comprehensive view of components of 

augmented reality systems and related processes are offered by Höllerer (Höllerer et al., 

2001). The question of implementation of augmented reality systems in mobile devices is 

dedicated to the work of Diverdi (Diveri, 2007). Carmigniani and Fuhrt summarize the AR 

technologies and projects that already existed (Fuhrt et al., 2011). 

Focusing on particular subfolders of proposed systems is more beneficial than a complex 

view on AR and VR. AR technology can be presented depending on two imaginary axes: 

technological and functional. According to Hugues, a technological view of the augmented 

reality must be based on three basic pillars (Hugues et al., 2011). The first pillar is a hardware 

technology. Miniaturization can increase the number of different types of sensors which 

makes possible to implement these technologies in various devices. The second pillar 

includes the development of software technologies. The last pillar represents data and an 
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access to them. The augmented reality presentation through the second axis is based on 

viewing the software as an interface for communication between the user and the device. 

From the area of hardware, we can mention the work from Sutherland as pioneering 

(Sutherland, 1968). The hardware is now the major limiting factor that affects the operation 

of the AR system. Displaying digital elements can be divided into two groups: "video see-

through" (the user observes the environment directly in real-time on the device's display via 

its lens) and "optical see-through" (transparent membranes on which additional information 

is displayed) (Livingston, 1998). In the case of optical "see-through" screens, the user sees 

through his own eyesight and for visualization of the elements are used special optical 

combinators. The video "see-through" screen means that the real environment is processed 

in real-time by the lens, and then each shot is replenished by virtual objects. The resulting 

combined image is then displayed to the user as a whole. Current smartphone or tablet 

screens are within the AR category "video view-through". 

AR can be described in other words as a technology of inserting information in the form of 

text, graphics, audio/video and other virtual objects, and their combination with real-time 

objects within the surrounding environment (Olshannikova, 2015). It is the interaction of the 

device with the real world that distinguishes augmented reality from virtual reality. The task 

of AR is to extend the interaction of the user with the surrounding environment, not the 

separation of the user from reality, and isolation in a purely virtual environment. Virtual 

layers with objects that are connected with the real environment have an informative and 

supplementary purpose. Information that is contextually linked by AR technology with real 

objects is available to the user in real time. 

For a proper understanding of the philosophy of augmented reality, it is necessary to state 

that for defining AR is absolutely essential interactivity of user with the real environment. 

Hence, an example of augmented reality cannot be represented by a scanned image post-

productively supplemented with virtual elements. For instance, the same procedure that is 

applied in cinematography (Baulin, 2013). However, this argument of demonstration AR 

technology is questioned in the work by Ondrejka and also Růžička, who add the virtual 

elements of Google Street View to their projects with panorama composed photo frames 

(Ondrejka, 2013 &  Růžička, 2014). 
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2.4.2. Tracking 

An important aspect of the quality of the information user receives is the exact location of 

virtual information on actual objects. The relationship between spatial coordinates and their 

projection into the image is expressed by the rotating matrix and the displacement vector. It 

means tracking with the tracking camera that positions the device in relation to the 

coordinate system. The virtual element is "synchronized" in a three-dimensional space with 

physical objects, making it a correct visualization of a three-dimensional object in the 

surrounding environment. Loiko, Wang or even later Zhou defines it as one of the virtual 

reality technologies that are intended to detect the position and orientation of the real 

object by means of three positional coordinates (eg, X, Y, and Z) and three spatial angles 

(e.g., Euler's angles) (Loiko et al., 2014 & Wang et al., 1990 & Zhou et al., 2008). Tracking is a 

fundamental and key feature in the AR context. Modern mobile AR systems use one or more 

trackers to scan real environments such as digital cameras and/or other optical sensors, 

accelerometers, GPS receivers, gyros, compasses, RFID and wireless sensors. The most 

important for tracking is a determination of positional coordinates, inclination, and 

orientation of the camera and the mobile device (Rolland et al., 2011). The tracking 

mechanisms can be divided into optical and sensor. 

2.4.2.1. Optical tracking 

The most common tracking mechanism today is optical tracking. According to Zhou et al. 

(2008), more than 80% of the works presented at the largest scientific symposium on 

augmented reality (ISMAR) are dedicated to optical tracking. Ideal results of optical tracking 

can be achieved only in a fully controlled laboratory environment with a large number of 

auxiliary devices and gadgets. In practice, developers face a number of obstacles that hinder 

the proper operation of optical tracking systems every day: light scarcity, shiny and semi-

transparent materials, etc. For the wide deployment of technologies based on optical 

tracking, a functionality on the most common user devices is the key. Today, most of these 

devices are limited by computing capabilities, energy saving, and only one RGB camera, 

which dramatically limits the choice of possible approaches to optical tracking. Currently, 

optical tracking is mostly used to recognize so-called "POIs" from the image taken by the 
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camera. An image recognition method that has been previously specified by the developer 

as a marker is also expanded. The system recognizes the individual marker segments, which 

are likely to be identified in the image according to certain parameters. During tracking, the 

camera's position is relative to the marker and calculated once the pixels are successfully 

detected in the image. The biggest advantage of this procedure is that the correct camera 

position can be set even when only part of the marker points is recognized, for example 

when the part of the image is overlapped by other objects. (Loiko et al., 2014) 

2.4.2.2. Sensor tracking 

Tracking on modern smartphones and tablets can be done partly through integrated 

accelerometers and device positioning sensors. It is possible to determine the slope of the 

device relative to the three axes. However, the displacement of the device remains 

unknown. A great advantage of this method is the absence of any calibration image (Loiko et 

al., 2014). On the other hand, the negative aspects of this tracking are that it includes 

inaccuracies related to the height of the location of the device at the moment of use, which 

is determined by approximately human height or is entered manually as the default value. 

Another problem is also the observance of the corresponding scale of virtual objects to real 

objects (Zhou et al., 2008). Sensor tracking is often solved in cooperation with navigation 

systems such as GPS and GLONASS or indoor positioning systems based on Wi-Fi, Bluetooth 

or RFID. However, due to their relative inaccuracy, these systems are only suitable for 

visualizing large objects (as houses), but not smaller ones (as trees, benches, etc.). Using 

data from accelerometers or from positioning devices is one way to refine optical tracking. 

2.4.2.3. Combination of optical and sensor tracking, SLAM 

In some cases, combining optical and sensor tracking can correct some problematic parts of 

the scanned environment, such as repeating patterns or the same windows on buildings 

(Kurz et al., 2013). 

The most advanced approach for tracking is using the Simultaneous Localization and 

Mapping (SLAM) method (Loiko et al., 2014). This method is used in robotics and 

autonomous means of transport to create a map of an unknown environment or to restore 
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an existing map while the current location is simultaneously monitored. As early as 2009, 

Wagner states that this method has been applied in augmented reality, but so far there is no 

implementation of this method on mobile devices due to their low performance (Wagner et 

al., 2009). However, in recent years, this method has been successfully applied for the first 

time in several projects (Klein et al., 2009 & Mulloni et al., 2013). The parallel navigation and 

mapping method generate from tracking so-called "cloud points". This allows using a high 

amount of points from the entire surrounding environment and not only points that were 

detected by the marker points. In some variations of this method, the user must additionally 

build a map of the space in advance, so this approach is not well suited for application in 

devices intended for the general public. But there are also much more interesting methods 

with a minimum of user-side preparatory operations. Mulloni combines, for example, the 

use of marker and SLAM algorithms (Mulloni et al., 2013).  

In this connection, marker points are the starting points of the cloud. After recognizing 

points from a marker, the image is expanded by surrounding points. An important factor in 

this method is that if we know the dimensions of the marker, we can define its ratio to the 

cloud of points and adapt it to visualization of virtual objects on a real scale. 

2.4.3. Technological constraints in augmented reality 

Krevelen defines certain limitations for augmented reality technologies: the first constraint is 

the portability of devices and the complications associated with their outdoor use (Krevelen, 

2009). It also highlights the problem of calibrating diverse equipment in the field. These two 

limitations, however, are mostly overcome in connection with the rapid development of 

mobile devices. The obstacle may also be a hardware overload and excessive reliance on 

augmented reality, or even difficult to socially accept users with AR technology hardware 

(HMD, AR glasses or even smartphone in the hand of another person). The problem of 

visualization in AR may be insufficient depth of spatial (perspective) perception. This is aided 

by stereoscopic displays, but other partial complications such as visual convergence, low 

resolution, and matte displays may cause the subject to look closer than actually is (Drascic 

et al., 1996). The work of Ventura deals with the problem of perspective and depth 

perception of virtual 3D objects representing large buildings in augmented reality 
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environments for panoramic wide-angle cameras (Ventura, 2015). The authors define key 

parameters to create a perspective and depth perception: vertical shift, scale, and rotation. 

Relative rotation for the creation of perspective perception is especially important for 

panoramic images. This thesis put particular emphasis on the first two parameters (vertical 

shift and scale). The same parameters are worked out by Ng-Thow-Hing in developing a 

user-centered perspective for automotive AR technology (Ng-Thow-Hing et al., 2013). 

2.4.4. AR  in practise 

2.4.4.1. Overview of the main fields of application of augmented reality 

Over the last few decades, the number of areas and disciplines that can be boosted by the 

use of augmented reality technologies for more effective development and progress has 

grown significantly. The first applications were used mainly in the military, industry, and 

medicine, but soon also appeared the possibilities of commercial use of AR systems. The 

Handbook of Augmented Reality is a comprehensive overview of the use of AR technologies 

in different spheres of human activity (Fuhrt, 2011). Krevlen describes today's possibilities 

for augmented reality applications (Krevlen et al., 2010). Among the main directions of use, 

authors include navigation, advertising, design, technical assembly, simulation of combat 

conditions, medicine, games, sports, education and training, the automotive industry, 

pipeline management, and many others. Interesting ways of applying AR technology are 

proposed by Guo. The work demonstrates the importance and function of ArcGIS software in 

architecture on an example of an airport construction project. If the user is wearing a 

Helmet Mounted Display (HMD) or a Head Mounted Display, they can browse the scene of a 

non-existing airport. Virtual images or other data are then displayed in the area the user is 

looking at. Along with the observer's movement, this virtual information changes 

accordingly. We can include in the virtual information database, for example, "X-ray" image 

of building, pipes, walls, and so on. (Guo et al., 2008) 

More and more use cases has been made with AR technology in the field of a protection of 

cultural heritage. A project from Vlahakis is used as a personal electronic guide and tourist 

assistant for visitors of cultural monuments (Vlahakis et al., 2011). The system provides a 



 

72 
 

virtual reconstruction of ancient Athens monuments, in real time, right in the field at the site 

of their ruins. Everything takes place based on user positioning, landmark orientation, and 

real-time image rendering. The content of the system is also an online multimedia database 

of cultural information, virtual tours, and information on the reconstruction of individual 

objects. The application uses multimodal user experience and adapts the flow of information 

to a specific user profile: from educational, tourist and recreational to an expert or 

archaeological research. The AR application in the field of culture and tourism also deals  

Ondrejka in his research paper (Ondrejka, 2013). In his case, the implementation of the 

augmented reality system serves a thematic tour of the city of Brno, with an emphasis on 

the functionalist architecture of the city. As a result of this project, the first AR, respectively, 

MR (mixed reality) guide in the Czech Republic. 

The importance and prospects of AR technology applications in the police, SWAT and FBI 

services are described by Cowper in the US Federal Bureau of Investigation (FBI) (Cowper et 

al., 2003). As one of the most important points, the authors emphasize providing real-time 

AR elements with digital databases for gathering information about surrounding objects, 

crimes, and dangerous factors in the environment where they perform the service of police 

patrols. Furthermore, the authors point out that it is important, through the AR, to provide 

criminal intelligence officers with tools for collecting information, tracking and visualizing 

large volumes of geo-localized data in a "real-time" regime in order to obtain information 

more quickly about dangerous agents and individuals. Augmented reality can also be 

successfully used to automatically calculate distances and heights, and then create AR maps 

for a placement of virtual objects, for example, an application from IKEA use mapping of an 

interior for visualization of their products directly in customer’s houses. In the hardware 

area, authors refer to the use of augmented reality with HMD devices (Henrysson et al., 

2007).  

However, this hardware system can now be successfully replaced by some of the commonly 

available mobile devices, or by AR glasses such as Microsoft HoloLens. In general, the 

smartphone is considered to be one of the most versatile devices for operating an AR. In 

recent years, smartphone and tablet sales have outweighed sales of PCs and laptops, and we 

can expect this trend to continue in the future. Using a smartphone or tablet is now more 
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socially acceptable than wearing head-mounted devices, but this trend is gradually changing 

due to marketing campaigns to popularize devices such as AR glasses (Grobman, 2014). 

Apple’s mobile platform ARkit and Google’s ARCore simplified the process of development 

AR application for developers and helped to provide AR experience for the wider audience. 

According to Ventura phones and tablets are only transient devices and the goal of these 

tech giants is to get on the board third-party developers for faster development of AR 

applications once AR glasses will reach a technological level for mass production. 

 

2.4.4.2. Microsoft HoloLens AR glasses in an elevator company Thyssenkrupp 

Currently, Thyssenkrupp is testing a maintenance of elevators wit HoloLens AR glasses in 

various locations worldwide. When service technicians are challenged with a difficult 

situation during a maintenance job, they put on these HoloLens glasses and right in the 

direction of their vision the environment is enhanced with all important technical data of the 

elevator (Thyssenkrupp, 2017). Compared to well-known virtual reality glasses that 

completely seal the user in the virtual world, AR glasses enable to simultaneously see the 

virtual world and the real environment. Along with data, these glasses can project digital 

elements such as pictures, videos, 3D models of an elevator, and holograms. In order to 

achieve this, AR glasses possess with various sensors and cameras. HoloLens continuously 

track the environment to detect present position, hence, digital elements can be locked to a 

specific location and the maintenance worker can move around them. 

Thyssenkrupp technicians also can use AR glasses before they leave an office. The broken 

elevator can be investigated from the office and a maintenance worker can prepare the 

necessary tools and equipment for the maintenance job. Further, if the technician has a 

problem to solve the task on-site, he can use improved Skype for HoloLens to connect with 

an expert in the office (Thyssenkrupp, 2017). The expert can see exactly what is in the field 

of view of the maintenance worker due to cameras in the HoloLens. Also, the Skype enable 

the expert to draw directly in the environment. The difference between drawing without an 

AR capability is that the AR drawing is locked on the object in the environment and remain 

there while the technician moves. 
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Future jobs can be also simplified because maintenance workers can save AR notes on 

elevators, which will make next maintenance task for a particular elevator easier. Sascha 

Frömming, Head Software Development at Thyssenkrupp said: “On-site assignments are 

completed more quickly: initial trials have shown that work can be carried out up to four 

times faster with the support of HoloLens.” (Thyssenkrupp, 2017)  However, we can discuss 

the validity of this statement due to Microsoft’s efforts with HoloLens, and tied partnership 

between Microsoft and Thyssenkrupp. 

In early 2015 Microsoft contacted various industrial organizations in order to find out how 

and where the upcoming AR glasses could be applied. After a conference with partners in fall 

2016, Thyssenkrupp’s decision was to utilize HoloLens for innovative maintenance. 

Frömming said: “In turn, we are very valuable to Microsoft as a partner because we provide 

them with applications for HoloLens that serve as a model.” (Thyssenkrupp, 2017) There are 

also multiple applications for other activities of Thyssenkrupp Group. For instance, Microsoft 

agreed with Thyssenkrupp on a similar partnership in the automotive industry. 

The application of AR glasses in the maintenance of elevators is the first use case that 

Thyssenkrupp pursued in its technical partnership with Microsoft. Following application of 

training new employees with AR glasses is in a preparation phase. Once all elevators will be 

possible to view as 3D models in AR glasses, they can start development of innovative 

training courses. Then, training course will be possible to hold worldwide and participants 

will not need to stand around the particular elevator. 

According to Thyssenkrupp, the feedback from maintenance workers escalated from high 

satisfaction to low acceptance. The relationship with the response has been found on a 

worker’s general posture towards new technology. Majority of workers were not 

comfortable with the control of AR glasses due to an unusual handling with finger gestures, 

head motion, and voice. However, Thyssenkrupp is very enthusiastic about HoloLens and 

believe they are heading toward bright future (Thyssenkrupp, 2017). 
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2.4.4.3. Other AR applications 

IKEA Place 

IKEA Place enables to place digital elements (IKEA products) into the real environment. The 

application incorporates 3D and scalable models of all IKEA products and hence allows 

customers to have a better idea of the look of particular furniture in their room. The 

pioneering version of IKEA Place was using a marker placed on the floor in the room, but the 

newest version scans the floor without any marker (Ikea, 2018). 

Google Lens 

Google benefits from their high amount of data and relies on machine learning that makes 

this service constantly learning and improving. Google Lens enables to recognize not only 

objects but also certain buildings, breeds of animals, type o flower and also serves as a quick 

transporter of information from the business card to the phone. Purposes of this application 

for image recognition are endless, for example, it can be used on holiday to easily find 

information about places, buildings or even pictures in the gallery (Hall, 2018). 

  

Figure 22: Google Lens (Hall, 2018) 

Remote AR 

Remote AR is a basically video-call service enhance by AR capabilities aiming to help 

companies with their maintenance process. This innovative AR collaboration platform, 
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connected with Wikitude’s markerless tracking system, enable outdoor technicians and 

experts in office to manipulate with AR elements and place annotations (draw, highlight, 

place arrows, share text bubbles, etc.) straight on the screen to provide clear instructions 

that are placed over a real objects and environment during a video call (Scott, 2018). 

2.5. Examples of applications in industrial practice 

In this section, we explain examples of the application of Industry 4.0 concept in industrial 

practice. Individual concepts are shown as examples of modern successful companies such 

as Siemens, Sigfox, Synapticon, IBM or Weiss. 

2.5.1. Smart factory - Siemens EWA 

Siemens Electronics Amberk ("Siemens EWA") is a state-of-the-art electronics manufacturing 

facility. After the acquisition of the leading company DEK, Siemens started to produce 

printed circuit boards and a vision of modern production was introduced. The factory 

already works based on the Smart factory concept as modern, highly flexible, and automatic 

producer of electronic components. Products from this factory are supplied worldwide, 

whether it is for automated industrial production or urban infrastructure. More than two 

billion products are produced annually. (Bartasík, 2014) 

Production lines in Amberk are equipped with SINEMATIC control systems and with many 

PLCs (Programmable Logic Controller) that help to produce efficiently. Three-quarters of 

production is done automatically. The production consists of a consistent and transparent 

integration both the design phase and the manufacturing process (Novakova, 2015). 

Therefore, ordered components can be delivered to customers on time with high quality and 

required specification. The development, production, and technical control department 

include a close partnership with suppliers and customers.. This modern factory can respond 

flexibly to changes in demand and can compete for industrial production on a global scale 

with the help of high degree integration. The factory is supported by the following elements 

(Siemens, 2012): 
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Precise Data Management - The basis for precise and continuous production is data. Data 

from sensors are stored on the server, monitored, analyzed and evaluated. Processed data 

are the basis for production planning and optimization of production processes. Everything is 

covered by an internal corporate directive in order to use only correct and appropriate data 

for decision making and planning. 

Intelligent Production Planning - workflow is created in production teams. The technical 

information is programmed into the automation systems. This eliminates the need for 

additional system configurations in the plant. The result is time-saving and error elimination 

during production. 

Perfect production control - all productions are interwoven with a large number of cameras, 

sensors and control points to monitor quality. From material input to production to final 

output control. Everything can be precisely tracked by its production because each product 

has a barcode. According to these control data, immediate machine parameter corrections 

can be made to avoid inconsistent parts. Minor variations are instantly detected and 

corrected. The result is a lower number of mismatched parts, elimination of line stoppage, 

reduction in costs, as well as an increase in product quality. (Novakova, 2015) 

Integration of products and product life cycles are the key to competitive advantage and 

systematic co-operation with development and research departments. Innovations are 

quickly integrated into the production process, making the production process constantly 

optimized. Furthermore, simulations and digital prototypes are used to achieve efficiency in 

production. 

Siemens EWA employed five thousand employees. Hence, those machines did not fully 

replace human workers (Novakova, 2015). Personnel changes did not occur, but there was 

an increase in production. Employees just moved to another position. Most of them went to 

research and development. Others in blue cloaks are sitting at computers, watching the 

course of production or checks minor defects throughout the shift. The only job that handles 

manual work is packing. When the product is checked and scanned human store it in the 

box. 
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In the Siemens EWA environment, materials are imported only from the best suppliers who 

can secure high-quality materials and adhere to high standards. Deliveries are carried out by 

the JIT method, which makes it possible to optimize inventories. The flow of material 

between the stock and the production line is linked by fully automated conveyors. This 

ensures that the material from the warehouse reaches the end of the building very quickly. 

The distance of 3 km exceeds in half an hour and the average delivery time to the machine is 

15 minutes. Some operations are fully automated and achieve high accuracy and speed. The 

whole process is fully documented by using the barcode on the product (Bartasík, 2014). 

Daily storage of 50 million data. The individual components communicate on the production 

line. Each product goes through several test devices to achieve the highest quality. Many 

machines, PLCs, assembly machines and semi-automatic machines, including SINEMATIC 

panels, have to be mounted to the Smart factory. The final inspection, packaging and 

finished product of the required quality and specification are dispatched within 24 hours of 

the order. (Bartasík, 2014) 

Siemens EWA is enterprise factory that is closest to the Smart factory concept in terms of 

the manufacturing industry. The research line test models that are not taken into account. 

The line is automated and equipped with machines that are connected in one unit. On the 

line, there are sensors, cameras and control devices. The product participates in the 

production and automatically records the data and sends to the remote storage. A large 

amount of data are generated to analyze. The product is tailored to the individual needs of 

the customer and receives it very quickly. Production is monitored using simulations, in 

other words, production is digitized. The product is transported using fully automated 

conveyors. Transparency of information and close cooperation is throughout the chain. 

Thanks to this business, there is a big shift towards higher productivity and customer 

satisfaction. (Novakova, 2015) 

 

2.5.2. Cyber-physical system - Synapticon DYNARC 

The German company Synapticon Gmbh specializes in Embedded Hardware and Software 

for Sensors, Drivers and Network Systems. It also provides consulting and installation 
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services in the field of robotics, sophisticated production automated lines, electric vehicles, 

and IoT. Together with XMOS Ltd. collaborate on automotive solutions, the Smart factory 

and the autonomous robotics for Industry 4.0 (Synapticon, 2015). 

Synapticon has developed its own platform for creating CPS, consisting of modular systems 

based on compatible electronic modules that enable the creation of various types of control 

units, sensors, and controls. Freely programmable process units in controllers provide a wide 

range of communications and device interfaces to build a complex automated solution with 

a degree of self-intelligence (Synapticon, 2015). The DYNARC platform includes SOMANET 

R&D modules to create virtual production prototypes and monitor them in real-world 

production in real time. It also includes SOMANET chips for custom or mass production, 

providing enterprise-wide communication, sensor acquisition, and component motion 

monitoring. 

The DYNARC platform provides hardware, software and building blocks to read sensors, 

drive motors and drives distributed throughout the system. Sensors and actuators are 

accessible through Cloud. The entire system is supported by computing and virtual 

prototyping as well as by means of communication. Products can be reused and re-

configured because they communicate at the same time with the same language during its 

production. This platform helps to link high-performance control systems for robots, 

machines, and resources in a standardized manner. (Synapticon, 2015) 

  

2.5.3. RFID technology - Siemens SIMATIC Ident 

Siemens AG offers its solution with RFID. This technology brings a number of benefits and 

solutions for entirely new possibilities. RFID technology enables transparency across the 

production and supply chain. It means that material flows are constantly under surveillance. 

RFID also enables fast data acquisition. This ensures effective planning, detection of 

weaknesses and elimination of unnecessary processes (Siemens, 2013). This is why Siemens 

is bringing a various Siemens Idents which are working on a concept of high frequency. The 
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wide portfolio of SIMATIC RF products employs ultra-short waves, characterized by large 

ranges, fast reading and mass readings (reading several transponders at the same time). 

The company has a range of SIMATIC RF product lines (Siemens, 2013) in many areas of the 

manufacturing enterprise - logistics, production, resource planning, control, automation, etc. 

The most offered packet includes a reader module including an antenna, transponders, 

memory chips, scanners, additional antennas, and PC / PLC-compliant communication 

module. The structure and individual components are configured by the customers 

according to their needs. After installation, the entire production process is transparent. 

Important data are collected in a database where they are further processed and accessible 

for further analysis. Moreover, SIMATIC RF is compatible with other SIMATIC products. 

In industrial practice, the line of SIMATIC RF elements allows (Siemens, 2013): 

● Identify individual products that can be customized exactly to customer 

requirements. The variety of products grows throughout the production process. 

Universal production and transparent material flow should arise. Production is 

reliable, efficient and cost-effective because the output impulse is the customer's 

order. 

 

Asset and asset management - with SIMATIC RF each pallet, container, parts, and 

components are equipped with an RFID transponder that makes it easily traceable. This is 

essential for production and logistics, as these components can be effectively used. The 

inventory is done in real-time, and the inventory time is quickly shortened because it is not 

necessary to physically control everything. Capacity planning or warehouse space can be 

optimized in the most effective way. 

Products are tracked with RFID identification once each product leaves the factory. Products 

include a traceable digital footprint with historical data that can document the entire 

manufacturing process. The result is a product transparency throughout the lifecycle of the 

product. Further, monitoring and control points can ensure the best possible product 

quality. Supply chain management is also transparent, predictable and allows optimal 

planning. This avoids downtime, misfeeds, optimizes inventory, and brings slimming 
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processes. This optimized supply chain can bring competitive advantage on a global scale 

thanks to time and cost savings (Synapticon, 2015). 

2.5.4. Internet of Things - SIGFOX 

Sigfox SA is a French company that selling wireless technology from 2009. The company now 

focuses on appliances which require low-energy (such as washing machines, smartphones, 

electricity meters) to connect all of these objects to one central network called the Internet 

of Things. Sigfox is the largest provider of global mobile connectivity for IoT. Their solution is 

based on antennas and base stations. The infrastructure is completely independent on 

existing networks, such as the telecommunication network. The goal of this company is to 

provide an Internet connection without the need for batteries and at low cost, for 

subscription $ 1  per year. Within the Sigfox network not only smartphones and tablets are 

connected to it, but also various sensors, home appliances, alarms, cars, and devices. These 

means millions of objects linked to IoT. Sigfox is already fully implemented in France, the 

United States, England, Russia, Spain, the Netherlands, and other European countries. So far, 

it is not a nationwide connection, but only the connection of thousands of objects in the 

largest cities. Denmark announced full coverage by the end of May 2017. In a few years, 

Sigfox wants to break through to South America and Asia (Fitchard, 2015). 

The first use of IoT was achieved in industrial enterprises to secure M2M (machine to 

machine) communications through the 2G mobile network to track car park and track 

remote equipment. Mobile networks have never been designed for IoT, so this solution has 

been costly and unreliable. However, Sigfox offers much more efficient, cheaper and more 

sophisticated IoT platform that can be used not only in industrial companies. In France, M2M 

is the largest provider of industry communications (Fitchard, 2015).  

The creation of this platform was supported by the French government within the 

framework of the New Industrial France Initiative for the purpose of economic growth in the 

country through the industry of the future. The goal of the company is to link manufacturing, 

distribution, and management to IoT, further simplify its platform to operate on a global 

scale and to standardize it (Morris, 2015). Therefore, Sigfox has created specialized 

standardization groups in collaboration with recognized standardization bodies. In this way, 
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has to say the competition is not harming, however other businesses such as LoRa must be 

compatible with others in order to be one global IoT network. 

2.5.5. Smart sensor - Weiss SMI24 

One of a good example of Smart Sensor is a computer-connected sensor that can be found 

inside in the machine and which is tracking the spindle status, with a smart control unit of 

Weiss Spindeltechnologie Gmbh, supported by Siemens AG. This element is used for Smart 

Maintenance in industrial enterprises, namely spindle maintenance in machines. After 

installing the SMI24 sensor module, SINAMICS and SINUMERIC intelligent systems into the 

machine, unexpected downtime will be reduced thanks to analyzing of data from the 

spindle. 

As a result of this implementation is a Smart Spindle which is able to send information  about 

the speed, temperature, tool condition, clamping status wirelessly via Wifi on the 

maintenance worker's computer, which monitors the production process and sends the 

maintenance to the machine, before a fault actually occurs (Siemens, 2015). This means on 

the basis of these data, it is possible to schedule necessary maintenance on time to avoid the 

occurrence of failures and subsequent downtime of the machine. 

Another benefit is undoubtedly easing of commissioning of a new spindle. Previously, before 

the starting of a new spindle, it was necessary to enter a number of parameters into the 

control system, which took a lot of time for the engineers, since the input was done 

manually. The SMI24 module simplifies this process and works with SINEMATIC in the same 

way as  USB connection to your computer. Subsequently, the motor spindle sends all data to 

the SINUMERIC control system and from there wirelessly to the maintenance worker 

computer .(Oujesky, 2015) 
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3. Technologies of Industry 4.0 at KONE 

In order to be able to answer on our sub-question, we have to research what kind of 

technologies they are utilizing in their company. Therefore, in this chapter, we will introduce 

the most important technologies and applications used by company KONE which play a 

significant role in their effectivity, the quality of their service, and saving the time of their 

maintenance workers. 

 

3.1. Description of a company  

KONE was founded in Finland in 1910 as one of the largest manufacturers of lifts and 

escalators with 53,000 employees around the world. The company is proud to provide 

"people flow" to ensure people's safety, comfort and reliability. By the end of 2016, the 

company annual net sales were around € 8.8 billion. Today, more than 1 billion people using 

elevators and escalators every day. KONE's elevators are installed in over 400 000 buildings, 

including some of the world's most famous buildings such as Madison Square Garden, 

Marina Bay Sands, Leadhenhall, Makkah Clock Royal Tower Hotel, etc. (KONE, 2014). 

All of these elevators around the world generates a tremendous amount of data which gives 

a good opportunity to analyze the behavior of this equipment. Based on these rich and 

valuable data the company is able to recognize malfunctions before their happens and take 

early actions to stop it. (Khizniak, 2018) KONE has been inspired to found a solution that 

would enable predictive maintenance of elevators, reducing unplanned stops and 

maximizing equipment life cycle. “There should only be preventive and planned 

maintenance in the future,” notes Jaakko Kaivonen, Director at KONE. “We should never 

have unplanned call-outs anymore.” (Khizniak, 2018) 

 

https://www.linkedin.com/in/jaakko-kaivonen-43a5a512b/
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3.2. Current technologies used by KONE 

Technicians work better with less stress due to a utilization of the latest technologies and 

innovative processes. The goal of the company is to significantly increase efficiency, elevator 

uptimes and speed up service to ensure that all equipments will always run as needed. 

Further, KONE aims to provide the safest and most comfortable travel experience to each 

passenger (Wadlow, 2017). 

KONE use the IBM Watson Cloud platform for their innovations in maintenance and 

installation of elevators. The improved maintenance process works by sending real-time 

data from a set of different sensors and controls to the cloud, where Watson evaluates them 

for anomalies. For instance, as the door on a concrete elevator closes a little slower than 

usual, or when the cab is stopped a few millimeters off from the floor, they send an alert to 

a technician who can call a service with the necessary broken parts (Wadlow, 2017). It is not 

possible to hack the building system because the elevator is able to send data but can not 

receive it. 

Watson IoT and IBM Services help KONE to travel safely and more effectively billions of 

people around the world. This can eventually increase the value of buildings and save time, 

and money for companies owning the building (Slowey, 2017). They made very intelligent 

elevator services by connecting their elevators to the cloud. Now, KONE can adapt the 

perfect maintenance to each individual elevator by listening and analyzing messages from 

elevators. This new technology allows listening when lifts and the IoT Cloud communicate 

with each other with a human voice (KONE, 2017). They made it possible by translating raw 

data into a language that everybody can understand. In 2017, KONE introduced 24/7 

Connected Services as part of its KONE Care™ set of apps. Connected services were created 

for the purpose to utilize the Watson IoT platform which is available through Bluemix, the 

Cloud Foundry distribution company from IBM (KONE, 2017). These analytical services allow 

KONE to monitor lifts performance within more than 100 parameters, such as: 

● lighting 

● the time it takes for doors to open and close 
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● vibration and noise level 

● abnormal stops 

● humidity, air pressure, and temperature 

● speed, mileage, and drive time 

● load miscalibration, etc. 

. 

An application 24/7 Connected Services use analytical models with IBM Watson that send 

data to a cloud in real time. Therefore, maintenance engineers can resolve when equipment 

components behave strangely. Fareed Ahmed revealed during CF Summit Europe 2017 that 

a business logic and processes are implemented as Node.js runtime applications on Cloud 

Foundry. “Essentially, we are using both the service and application runtime aspects of Cloud 

Foundry,” noted Fareed. „New applications being developed by KONE for its maintenance 

technicians and residential customers use both open-source and Bluemix services. Some of 

the services include Kafka, Message Hub, Swift, Node.js, Liberty for Java, Object Storage, 

CouchDB, and API Connect.“ (Khizniak, 2018)  KONE utilizing the IBM Watson IoT platform 

and its cognitive abilities which help to predict the condition of the elevator, thereby help 

customers operate their equipment better throughout its lifecycle. By incorporating AI to its 

services, KONE can predict and design solutions to potential problems which means less 

downtime, fewer faults, and detailed information for maintenance staff on the performance 

and usage (Khizniak, 2018). People using elevators experience less waiting time, fewer 

delays and more customized journey. 

3.2.1. Watson IoT Platform  

The Watson IoT platform has integrated capabilities to perform real-time analysis. IBM 

OpenWhisk which offers event-driven computing using a serverless architecture. This type of 

integration gives options for event-driven analytics and on-demand execution and also gives 

an excellent opportunity to monitor elevator events. 
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 Figure 26:  Elevator Simulator Dashboard (Khizniak, 2018) 

  

3.2.2. IBM OpenWhisk 

IBM OpenWhisk delivers event-driven computing systems which can be described as having 

"serverless" architecture. It is proven to be a convincing and reliable programming model for 

IoT. OpenWhisk allows to define Actions that can be managed from different Bluemix 

services, allowing developers to create intuitive, feature-rich applications that are easy to 

connect to the Internet of Things (Assadi, 2016). 

These actions can be small pieces of JavaScript or Swift code or custom binary code 

embedded in the Docker Container. This allows developers to focus on application logic, 

have their deployment on dockside containers, and be exempt from infrastructure 

management problems. As this is an event-driven, a user only pays for what he or she 

actually uses (Assadi, 2016). Briefly, OpenWhisk is an event-driven programming model 

which enable rapid development and simplified maintenance. The event-driven method 

ensures that the action is only executed on demand, thus, KONE can pay only for the time 

when business logic is actually running, which eventually results in reduced cost. 
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Figure 27: Flow of Trigger-Action (IBM, 2017) 

  

1. The lifts are in running mode and registered on the Watson IoT platform as registered 

devices. Elevator then send device events to Watson IoT (WIoTP) 

2. The Cloud rule is defined on WIoTP by setting the engine temperature to 200 degrees 

against the IF condition. 

3. As a part of the THEN action item, the Webhook action is selected, which is called when 

the IF condition is true. The Webhook action is then configured to trigger the OpenWhisk 

action. 

4. If the engine temperature value for any given reason exceeds the set threshold of 200 

degrees, it invokes the Webhook action that triggers the execution of the defined 

OpenWhisk action. 

5. OpenWhisk as a defined action that uses the payload information shared as part of the 

Trigger and accordingly processes the action. 

6. Planned output of the processed action (execution of the action) leads to the 

Maintenance Stop command, which is then shared in response to the WIoTP. 
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7. WIoTP will then send the Maintenance Stop command to the appropriate Device that has 

detected a transcend of the threshold. 

8. After receiving the Maintenance Stop command, the lift switches to maintenance mode 

from the operating mode (IBM, 2017). 

 

The combination of Trigger technology on the WIoTP platform and OpenWhisk activity 

demonstrates the integration of WIoTP with OpenWhisk which open options for the next 

Analytics service and an utilization of other services on Bluemix. 

  

3.2.3. Watson Cloud Analytics 

Watson Analytics is not just a business analytics software but also advanced analytics tools 

which do not include any complexity. Watson helps to discover relationships, test different 

correlations, helps to recognize insights in “human” voice and get immediate answers. (IBM, 

2017) Watson Analytics is also very useful if the team members want to view insights in a 

dashboard. Further, allows exerting analytics on real-time data from KONE's IoT devices to 

gain insights about their current state and the overall state of KONE's machines. (IBM, 2017) 

On the other side, the Watson IoT Cloud Analytics is designed to handle real-time device 

data that feed and perform actionable analytics on top of them. The received data is 

interpreted via a virtual data model that can be extended by asset master data from the 

asset management system. The action engine allows defining automated responses to the 

detected conditions such as sending emails, starting the IFTTT (If This Then That) recipe, 

executing the Node-RED workflow, or using web-hooks to connect to different web services. 

Lastly, real-time data are displayed in the configurable dashboard for viewing Data, Metrics, 

and Notifications for KONE's IoT equipment. 
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Figure 28:  IBM Watson IoT platform cloud analytics (IBM, 2017) 

 

 

IBM Watson IoT Platform Cloud Analytics actions can be used to execute many things such 

as creating device service requests, create work orders, sending messages to service 

personnel etc. These actions supported by IBM IoT Platform Cloud Analytics are IFTTT, Send 

Email, Webhook, and Node-RED (IBM, 2016). 

IFTTT is used to automate everything from KONE's favorite apps to webpages till application 

enabled accessories. IFTTT have triggers and actions. IFTTT on the Watson IoT Platform is 

used to run the IFTTT Recipe when a rule is triggered. 

 

 

Figure 29: The elevator simulation architecture including IoT platform (IBM, 2016)  
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The elevator simulator sends data to Watson IoT, which then saves it into Cloudant NoSQL 

DB for later processing, e.g. analytical or data tools. There are three ways to store events in 

Cloudant NoSQL DB devices using the Watson IoT (WIoTP) platform: (IBM,2017) 

1. KONE can use Historical Data Storage Extension which serves as a storage for their 

IoT device data in multiple databases, one for each discrete time interval or it also 

known as a bucket interval. KONE can store daily, weekly, or monthly data. 

(IBM,2017) The buckets persist over time and must be either deleted or archived e.g. 

to save objects if they are no longer needed in Cloudant NoSQL DB. 

2. Node-RED, using the "cloudant out" node to insert a new document into the 

database. KONE can choose to save the entire message object, manage the 

msg.payload, or actually calculate the object that will be sent to Cloudant. 

(IBM,2017) 

3. WIoTP rules can define the action that submits the POST requests to the Cloudant 

NoSQL DB target database with the result of a new document that had been created. 

The body of the POST will contain information such as device ID, time-stamp, and the 

message itself. (IBM,2017) 

  

KONE can direct a lift to a particular floor, set the load, open and close the doors by using 

the elevator simulator. This simulator also allows KONE to control internal metrics such as 

engine and cab temperature. Afterward, all data is sent to the Watson IoT platform and from 

there to a permanent data lake storage and a later analysis by IBM Cognos Analytics, IBM 

Data Science Experience, and IBM Watson Analytics. We have to point out that if there is an 

increase in engine temperature above 200 degrees Fahrenheit, the elevator will 

automatically put into “out of order” mode by the IBM Watson IoT platform. These unusual 

situations cause the elevator to go out of function for a certain time which is an 

extraordinary interesting for retrospective analysis. Furthermore, this integrates visual 

recognition used by IBM Watson Cognitive Services. Combination of these cognitive services 

with the camera enables to utilize machine learning techniques to determine when it is 

necessary to clean the elevator floor. (Karlsen, 2017) 
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 Figure 30: High-level architecture of the devices, simulator, apps, and services from this 

end-to-end scenario (Karlsen, 2017) 

  

3.2.3.1. Storing elevator device data using the Historical Data Storage Extension 

This approach works beyond the framework for Cloudant NoSQL as well as for IBM DB2 

Warehouse on Cloud databases because IBM Node-RED offers specific nodes that are able to 

send device data to the database. There are three requirements in order to complete this 

part of the process. First one is to connect Node-RED flow from GitHub after the system 

check how documents are stored in Cloudant NoSQL DB. The last step is to find the  Node-

RED flow for saving device data to Cloudant NoSQL DB. (IBM, 2016) At the beginning is 

important to provide some details about the data flow and the architecture of the solution. 

These data from the elevator will be saved to Cloudant NoSQL databases by using the 

Historical Data Storage Extension. Further, Apache Spark can run under the IBM Data 



 

92 
 

Science Experience to extract data, transform them and prepare for analysis by using 

matplotlib. (IBM, 2016)  

 

Figure 31: Data flow and architecture (Khizniak, 2018) 

 

Collaboration with IBM for a development of 24/7 Connected Services was not restricted. 

Hence, KONE was able to provide their elevator's data to IBM for a development of a tailor-

made solution. The goal of KONE is to integrate new algorithms within their own Cloud and 

reduce the fragmentation of their IoT. Recently, KONE had to allow many integrations for 

every particular need, which was tedious and unscalable. KONE made available KONE APIs to 

the public in order to make integration and installation easier for its developers and 

partners. The API offers architecture based on micro-services which use Bluemix service 

supplied as REST API. By utilizing IBM API Connect, KONE enables to access elevator data, 

track all devices, and make DCS calls. (Khizniak, 2018) 

Kone is working with many companies, for example, the Button Corporation use the KONE 

APIs to create „bttn“ (the IoT button for businesses). This kind of service allows remotely call 

a taxi and at the same time deliver an elevator once the taxi arrives. The company offers a 

variety of physical push buttons that can perform POST/GET requests, publish event feeds in 

JSON, trigger automation, etc. (Khizniak, 2018) Another company is Indoor. Ninja that has an 

application which allows people to use tablet panels installed in building as virtual 

receptionists when a host is out. The receptionist can call the guest through the app, and an 

elevator can be sent remotely to pick the guests. KONE has a system which is able to directly 

link company's own elevators to access machine data. Otherwise, KONE is able to use 

multiple sensors to gather data from machines installed by other companies. This provides 

real-time data gathered from the start of the elevator until the stop. These kinds of data are 
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gathered and further analyzed: acceleration, temperature, noise, and vibrations passing 

through cables etc. (Marr, 2017) 

3.3. Artificial Intelligence and cognitive systems used by 

KONE 

 

At the beginning of the exploration of artificial intelligence (AI), the aim was to create a 

system that would be able to replace a person. Today, the objectives concentrate on 

exploring  how people are thinking and based on that developers create models that are 

able to imitate human thinking. Artificial Intelligence is a scientific discipline that with the 

help of computers or systems solves certain tasks by using a process which we would 

consider as a manifestation of human intelligence if it was done by a person.  

The main goals that AI research deals with are thinking, knowledge, planning, learning, 

processing natural languages, predicting, and the ability to move and manipulate objects. 

Also companies put emphasis on a development of Artificial General Intelligence that can 

perform any task that can be done by a person. ( Marr, 2017) 

There have been various advances in Artificial Intelligence, such as the applications in areas 

of speech recognition, autonomous vehicles, machine translation, and household robots. 

Recently, other industrial companies also found the reason for deployment of AI. As 

automotive industry aim to manufacture more intelligent cars, KONE install elevators with AI 

in order to provide smarter buildings. According to Allen, “Buildings are able to learn normal 

operational patterns based on weather, occupancy, and history, and can autonomously 

identify and diagnose abnormal patterns and recommend an action to be executed by a 

human, robot or system. The recommendation is added to the knowledge base and its 

effectiveness will be used to further improve the recommendation of future actions.”  (Allen, 

2016) 

AI can capture data from day-to-day operations and enable a new level of automation. 

Buildings are able to independently monitor and predict their own maintenance needs. Data 

transferred from connected equipment such as heating system, boiler, controller of car and 
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elevators are analyzed and enriched to identify anomalies such as the situation when devices 

operating outside of normal parameters. (Allen,2016) The building remembers the outcome 

of the intervention in order to improve the accuracy of the detection and resolution of 

future incidents. The data are enriched through machine learning algorithms which run on a 

continuous basis, and can facilitate the data enrichment process since they can synchronize 

and merge records much faster than the data manager. Also by adding data from third 

parties and collecting information from all available devices that eventually can help 

removing inconsistencies and errors to improve quality and simplify the accessibility of all 

raw data.  

Therefore, we can say, that the knowledge of experts (people who are deeply educated and 

experienced in the given field) is required in order to create and use the expert system. 

Expert systems allow KONE to find usable solutions even when conventional algorithmic 

solutions fail. The expert is able to find a usable solution without having to come up with any 

direct calculation or algorithm. In other words, this systems mimic the work of these experts. 

(Siegel, 2016) For an easier understanding, expert systems are computer programs that look 

for solutions to problems that are not solvable through common procedures and algorithms. 

These systems consistently separate the knowledge base and the control mechanism. Thus, 

expert systems use appropriately stored knowledge of human experts to solve problems that 

usually require expert knowledge in practice. (Siegel, 2016) 

 

The top four opportunities for cognitive-enabled elevators within KONE: 

1. Create an efficient environment from richer data and predictive analytics 

2. Decrease total elevator infrastructure operational costs 

3. Reduce maintenance costs as assets monitor themselves 

4. Redefine workspace environment, anticipating occupant's needs 
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Further, KONE's AI is able to optimize elevators maintenance and improve responsiveness 

and use advanced algorithms to detect future operating faults before they occur. However, 

it is also important to ask what percentage of our operating costs is allocated to 

maintenance. Platforms embedded with AI and IoT enable KONE to develop new innovative 

services for maintenance staff of elevators. These systems have the potential to significantly 

reduce costs by automating and optimizing operations. A survey by IBM showed that 

intelligent machines would bring new categories of knowledge to enhance decision-making. 

These services can also improve customer satisfaction by providing more personalized 

customer service. (Allen,2016) 

Below in Figure 15 are explained different steps involved in the cognitive solution for 

elevator maintenance. 

  

 Figure 34:  Elevator Floor Maintenance flow (Allen, 2016) 

 

1. Elevator equipped with IoT (Raspberry Pi) along with the camera capture the elevator 

floor regularly ( every 1 minute). 

2. The captured image is stored on the disc on the IoT device. 
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3. The scanned image is sent to the VR for analysis and also updates the image in 

Cloudant DB for future use. 

4. Custom class of VR service is already trained with a lot of dirty and clean elevator 

pictures. Then VR  service analyzes a given image with a trained class and creates a 

score between 0-1. If the score is close to 1 it means the lift floor is dirty and then VR 

score is sent to the IoT platform. 

5. The cloud rule defined on the IoT platform include check and action. Received VR 

scores as part of a device event are checked whether the condition rule is ~ 1. 

6. If the score is close to 1, the email is sent as an alert for a maintenance team along 

with the other elevator information to indicate that the floor of the elevator is dirty 

and it needs to be cleaned. (IBM, 2017) 

 

In order to send the score received from Watson VR Service to Watson IoT Platform, it is a 

requirement to register KONE's IoT Device (Raspberry Pi) on Watson IoT Platform. After the 

cloud rule is defined, Watson sends an alert whenever the score from VR service is close to 

1. 

Watson´s role in company KONE: 

● Watson is able to analyze IoT sensors in each elevator. 

● If Watson identifies a possible problem, technicians are notified. 

● Watson identifies the issue, the likely cause, and a potential solution. 

● Symptoms are addressed before they become problems. (IBM, 2018) 

 

3.3.1. Future prediction of errors in elevators 

The cognitive system helps KONE to interpret the vast amount of sensor data to monitor, 

analyze, and display real-time information with the intention of predicting possible 

troubleshooting. „For people using this kind of technologies, means less waiting time and 

more reliable service," said Jusoo. KONE allows its users to remotely call the elevator by 
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utilizing 24/7 connected services while monitoring over 200 security parameters in the 

device. (Khizniak, 2018) Kone utilize the Watson IoT Platform on IBM Bluemix for predictive 

maintenance to help technicians address equipment malfunctions before they occur. At the 

same time, they monitor and service remotely 1.1 million elevators and escalators around 

the world. The main advantages from technical and business perspectives are improvements 

in equipment availability, reduce of downtime, remote software updates, and 

troubleshooting. Also, KONE helps to save energy by optimizing the operation of elevators. 

(Khizniak, 2018) Einstein Image Recognition can be used to identify products and parts, 

control their current inventory stocks, and further evaluate them for future replacement or 

repair. This whole process is conducted within one integrated system. Watson analytics 

provide various types of conclusions, which has allowed KONE to draw sets of rules on how 

to respond to the IoT data and generate maintenance requests when needed, said Jaakko 

Kaivonen (Khizniak, 2018). For instance, „If component A is showing certain vibrations, while 

the temperature rises 0.5 degrees in component B, then it is likely that component C will 

break in about 5 to 7 days.” 

Watson Analytics in KONE is based on predictive analytics that analyzed data in order to 

predict future. Future behavior is predicted based on a complex data model that comprise a 

process of data analyses, machine learning, and statistics. KONE deployed these advanced 

predictive techniques to come up with a quantitative forecast of the future condition of their 

elevators. It enables to assess a probability of a future event or ask a question such as “How 

many days can this elevator function until an error occur?”. The aim of companies is to use 

predictive analytics for reducing excess, reducing time, and cutting costs. Mathematical and 

statistical techniques are used to forecast a result. These techniques predict a result in the 

future or a specific time based on the need of a company. (Mathworks, 2017)  Training data 

and further testing in a repetitive process are important to define correctness of forecasting. 

KONE use various machine learning techniques such as neural networks and decision trees in 

order to detect context in a dataset and create accurate future results. 

Machines are able to learn once they receive high amount of relevant data. Based on those 

provided data they automatically develop algorithms to explore relationships, investigate 

complicated issues and replace human to take decisions. In the end, the quality of the 
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outcome from machine learning methods will mainly depend on the amount, diversity, and 

the grade of a training data. Fundamentally, the more data are available the better results 

will be. The content, structure, and relationships of the training data is known as ground 

dataset or manually labeled data for training a particular machine learning models in order 

to develop defined application. 

 

 

 

 Figure 35: Sensors on an elevator collect and send data to Watson (Khizniak, 2018) 

 

Let's assume that the elevator door closes one second slower than usual. This does not have 

to be a reason for immediate concern, but it may be an indicator of some failures with the 

door closing mechanism. For example, the problem can be caused by the dust which can 

lead to a stuck of the elevator door, and further, the elevator can completely stop working. 

In order to solve this issues, algorithms rely on the Watson to compare the performance of 

components with other elevators in the building. Hence, Watson can indicate deviations and 

detect a future error. If there is identified fault for a particular elevator, the maintenance 
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technician will be assigned for repair before the door actually gets stuck. This makes it 

possible to resolve an eventual failure at an early stage and the maintenance crew can repair 

the elevator before a failure occurs. According to IBM, "Watson identifies the problem, the 

probable cause, and the potential solution." (Khizniak, 2018) 

3.4. Watson IoT Platform security 

  

The cloud-hosted service supports the IBM Watson IoT Platform security as an important 

aspect of its architecture. 

The data of the organization is protected within IBM Watson by: 

● Compliance: where external standards set benchmarks for security 

● Authentication: can assure the identity of users, devices or applications that are 

trying to gain access to KONE's information. Credibility is ensured. 

● Authorization: ensure that users, devices or applications have permission to access 

KONE's information. 

● Encryption: secure that data is not readable parties and cannot be intercepted. (IBM, 

2018) 

The Watson IoT runs on the IBM Cloud platform and relying on IBM Cloud Infrastructure for 

access and connectivity. Dependence on IBM Cloud Infrastructure brings security and 

reliability to IBM Cloud and IBM Cloud Infrastructure for Watson IoT users. The Watson IoT 

Platform is certified to ISO (International Organization for Standardization) Standard 27001, 

which defines the best practices for Information Security Management processes. ISO 27001 

specifies requirements for the creation, implementation, and documentation of information 

security management systems (ISMS) and requirements for the implementation of security 

controls according to the needs of individual organizations. (IBM, 2018)  The ISO 27000 

standard includes a process of scaling risk and asset evaluation process to protect the 

confidentiality, integrity, and availability of written, oral and electronic information. The 

Watson IoT platform is a third-party security firm and meets all the requirements for the ISO 

27001: Watson IoT Platform (IBM, 2018) 
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The GUI browser and REST APIs use HTTPS with a signed certificate DigiCert, therefore, KONE 

can trust that they are connected to the authentic Watson IoT platform. Access to the web-

based graphical user interface is authenticated by IBMid. Utilizing the REST API requires an 

API key generated through a graphical interface that KONE can use to perform authenticated 

REST API calls against their organization.  (IBM, 2018) 

 

  

Figure 36: Secure IoT information management within an organization (IBM, 2018) 

 

Securing KONE's devices and application credentials 

If KONE's devices are already registered or API keys are generated, then the authentication 

token is hashed. In other words, KONE's credentials can never be traced back from their 

systems - even if the Watson IoT platform is somehow threatened. Devices, equipment 

credentials, and API keys can be individually canceled if they are in danger. 

Equipments are linked using the client identifier and authentication token that is generated 

once devices are added to KONE's platform. MQTT is used to enable simple collaboration on 
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many platforms and languages. The Watson IoT platform supports TLS v1.2 connectivity. 

However, it is important fact that new organizations are automatically configured by 

defaults and their devices are enforced to connect with TLS security in order to ensure that 

all devices can only connect via a securely encrypted channel. (IBM, 2018) On the other side, 

Watson IoT also supports cases where organizations have to allow devices to connect 

without TLS. For instance, when an organization may use equipment that does not have TLS 

support or IoT devices that do not have the power needed to encrypt or decrypt 

transmission.  

 

 

Figure 37: TLS connection to the Watson IoT platform (IBM, 2018) 

 

KONE can increase the secure connection of their devices with certificates and security 

policies. Unencrypted connections can be permitted by rightfully set security policies in 

order to enforce TLS (transport layer connection), and allow devices to verify client-side 

certificates and tokens. Blacklist is able to recognize devices that are not allowed to connect. 

Conversely, a whitelist is used to allow concrete devices to connect. Certificate Revocation 

Lists (CRLs) are supported for configurations that use client certificates to authenticate 

devices. A place that is designated as a CRL distribution point must support HTTP or HTTPS 
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access and the website must be accessible. The client connection is denied when the CRL 

distribution point cannot be reached, the CRL is not valid, or the distribution point cannot be 

found. (IBM, 2018) Security settings include the use of connection policy settings, certificate 

authority certificates, message server certificates, and support how the devices connect to 

the platform. Default connection policies can be set for all equipment types and customize 

settings for particular device types. An unencrypted connection is allowed by the policy 

settings, to enforce transport layer security (TLS) connections and to allow equipment to 

validate with client-side certificates. 

3.4.1. Prevent data leaking between IoT devices 

„Secure messaging patterns are baked in. Once authenticated, devices are only authorized to 

publish and subscribe to a restricted topic space:“ 

Each device work with the same topic space. Authentication credentials provided by clients 

dictate which topic space will be covered by this Watson IoT platform. This ensures that 

devices will be distinct and unique. The only way how it would be possible to impersonate 

another device is to obtain endangered security credentials for the device. (IBM, 2018) 

 

 

Figure 38: Secure data leaking between IoT devices (IBM, 2018) 
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Applications may publish and subscribe to the event and command topics on each device in 

the company.  Further, this applications can simultaneously analyze data from many devices 

and have the ability to create a complementary side of a full duplex communication loop for 

proxy devices. 

4. Proposal for utilization of  AR glasses with 

KONE's IoT 

4.1. Determination of the problem to solve 

Technological progress unlocked disruptive opportunities for companies inside the industry. 

However, the doors are open for everybody and organizations have to pay attention to 

unpredictable innovative startups. Emerging technology as big data, machine learning, 3D 

scanning, IoT, and the sharing economy have transformed the entry barriers to the market 

and increased the speed of transformation. Companies such as Uber, Tesla, and even Google 

disrupted the car industry. “How quickly the traditional players adapt to challenges will 

dictate what role they have to play in the future of the car industry” (Thyssenkrupp, 2017). 

Latest technologies already disrupted an enormous automotive industry. Next are smaller 

industries like elevators and escalators.   

The elevator and escalator industry aim to achieve with the latest technologies same goals 

as the automotive industry already accomplished, which are increase in safety, quality, and a 

reduction of costs. Virtual reality and AR are significantly being applied within the industry, 

especially in the use of augmented reality through smart glasses which provide an 

interesting view and enable hands-free access to contextual information about the 

machines. Smart glasses facilitate communication and collaboration by involving AR 

applications that can enhance personal interaction and change the way how a company and 

its employees share information among themselves.  
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There are many opportunities where we can use AR technologies such as in training courses, 

maintenance or to create simulated environments. (Applus, 2017) Augmented reality can be 

used to help with the maintenance of production facilities. For instance, Mitsubishi is 

developing maintenance technology by utilizing AR with an advanced 3D-models that allows 

users to confirm the order of inspection on an AR display, and then enter inspection results 

with their voice. (Wright, 2017) “We think that the most useful application of AR is 

maintenance in a manufacturing environment,” said a representative from the Mitsubishi 

team developing this technology. Maintenance staff and experts claim that most of them 

using a maintenance manual which is very time consuming and tiring for workers. Therefore, 

the maintenance target and manual should be put together and used in the most efficient 

way. (Wright, 2017) Another example is the German company Thyssenkrupp which 

manufactures elevators and escalators. Their maintenance technicians already are testing 

maintenance with HoloLens smart glasses. The worker can use Skype or any other 

communication channel to communicate with some specialist who is sitting somewhere 

back at the office. (Erickson, 2016) Hololens camera enables technicians to watch a video 

stream that shows what repair specialists see at the time and allow the technician to offer 

advice and help, such as looking for the relevant part of the operating instructions or 

ordering the right parts. One of the main benefits is that the technician is hands-free, able to 

perform a repair and simultaneously watch information about the elevator during the 

repairing process. Traditionally, without smart glasses it is required to have an access to a 

computer which means that the specialist can either view the information or repair. 

However, AR glasses enables their maintenance technicians to do both at the same time. 

The work that usually lasts one to two hours, can now take less than twenty minutes. For 

Thyssenkrupp company it was a huge accomplishment. (Erickson, 2016) 

KONE's maintenance business hold 31% of a whole revenue and comprise 1,100,000 units 

for maintenance which means it is equally important as sales of new elevators and 

escalators. Currently, the aim of the KONE is to offer the most efficient maintenance. The 

connection of smart sensors in elevators with machine learning enabled KONE to predict 

errors in elevators. KONE is now able to detect a future error and repair an elevator before it 

breaks. Predictions are used to detect a future error, notify maintenance worker, and 
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recommend what may cause the issue. Predictive analytics exploit analyzed data in order to 

predict future. Future behavior is predicted based on a complex data model that comprise a 

process of data analyses, machine learning, and statistics. KONE deployed these advanced 

predictive techniques to come up with a quantitative forecast of the future condition of their 

elevators. It enables to assess a probability of a future event or ask a question such as “How 

many days can this elevator function until an error occur?”. 

KONE has well documented main repair jobs and a connection of recommendations from 

Watson with instructions for a repair would be feasible. If the maintenance worker was also 

instructed with the knowledge of expert it could dramatically increase efficiency and 

possibly require less experienced worker. This requires to assign instruction for a 

maintenance to a specific error or a maintenance task and provide this instruction via an 

intuitive interface in AR glasses. In the upcoming paragraphs, we will look closer on the 

utilization of AR glasses for a particular maintenance task in KONE.  

4.2. Utilization of AR glasses for maintenance 

Now, we are going to introduce two available smart glasses on the market and compare 

them for our utilization. Smart glasses will need to fulfill requirements such as integration 

with IBM Cloud, lightweight, long battery life, precise tracking capabilities and high quality of 

projected elements in AR. One smart glasses will be chosen based on their benefits for a 

particular maintenance job in KONE. Further, we will analyze the maintenance job: revision 

check. The revision check has clear instruction, hence, it is suitable for a testing of AR 

glasses. Hereafter, we will explain other reasons why this particular maintenance job was 

selected.   

We will conduct a comparison of a current maintenance process which will outline the 

benefits for the utilization of smart glasses. Successful utilization of smart glasses will mainly 

depend on a connection to KONE's IoT. Therefore, we will have to prove that the connection 

of smart glasses with IBM Cloud is possible. However, the integration with IBM Cloud and 

simulated testing of a maintenance with smart glasses will be only theoretical due its high 

difficulty and duration.  
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4.2.1. The two best smart glasses deployed in the industry  

In upcoming paragraphs we are going to introduce two most successful smart glasses on the 

market, further, we will compare whether KONE should utilize smart glasses from MadGaze 

or the Microsoft HoloLens. 

One of the most successful companies that started to use Microsoft's HoloLens technology is  

Thyssenkrupp elevator manufacturer. In the year 2016 Thyssenkrupp manufactures allowed 

its technicians to start using Microsoft's HoloLens glasses as a service tool for repairing and 

maintenance. These HoloLens glasses enable visualize and recognize issues in elevators 

before the task. Also, maintenance workers will have remote, hands-free access to technical 

and expert information which can facilitate they work as well. (Ridder, 2016) Our case 

company KONE mostly focus on areas such as service, maintenance operations, and training. 

However, one of the typical uses for AR is maintenance, where technicians can follow 

inspection procedures and use features such as taking screenshots, projecting relevant 

measurements and values, and automatically create reports. Repair procedures can be 

simplified and the occurrence of errors can be significantly reduced when the AR guidelines 

are used instead of traditional printed copies. Firms can provide a new field for service 

technicians to practice both standard maintenance procedures and more complex repair 

work by using AR and VR tools during the training process. This will ensure that service 

technicians will be equipped with knowledge and skills to quickly and accurately address 

customer technical problems. (Ulbert, 2017) One of the disadvantages of Hololens glasses is 

that they screen’s field of view is only 30 degrees and they are kind of heavy compared to 

MadGaze. Another important factor is a price which cost six times more than its 

competitor's product. Hololens glasses are only running on Microsoft platform which can be 

a restriction of deployment since most of the application runs on Android and iOS platform. 

Dragon Creative Enterprise Solution Limited (DCES), a local developer of AR applications, 

which has successfully transferred its development and delivery operations to IBM Cloud to 

improve marketing time. This new company also provide API access to cognitive features 

and utilizing IBM’s extensive go-to-market support. Fast growing development with 

successful public crowdfunding was established in 2013 in order to gain new opportunities in 

commercial applications of AR. The product that won an award for them as the best smart 
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glasses is the MAD Gaze smart glasses. They have been launched in December 2015. DCES  

with their smart eyewear brand focuses on both business and consumer markets and 

provides a superior user experience based on augmented reality. (IBM, 2016). As the 

Founder & CEO of DCES Jordan Cheng said „We found that a lack of open standard support in 

our previous cloud platform made integration harder than it should be, slowing our 

development efforts and hindering partner collaboration. By contrast, the IBM Cloud has 

end-to-end support for open standards with IBM Bluemix, IBM’s cloud development platform, 

enabling us to tap into an incredible range of built-in functionality so we don’t need to build 

it ourselves.” (IBM, 2016) However, these technologies incorporate Watson Developer Cloud 

that offers cognitive capabilities which is also very important for both as a driver and catalyst 

for the augmented reality solutions market. Further, this solutions of AR technology help 

companies where digitalization, voice command and data collection are needed. (IBM, 2016) 

When DCES moved to IBM Cloud they were able to speed up its project development at least 

by 70%. Recently, they have been offering many different cognitive AR solutions that are 

developing in areas such as customer service, logistics, travel assistance, and inventory with 

only one application that has already expanded in the field. 

4.2.1.1. The Major Functions of MAD Gaze 

Instant translation – An automatic translation application enables to translates everything 

that glass sees into the selected language. For technicians, it means a huge progress as not 

all of them speak the same language. 

MAD Gaze enables to make phone calls, send text or multimedia messages to contacts, 

access personal data assistant (PDA), and play any media. In this sense, repairer can still use 

his PDA while using smart glasses, so in case something goes wrong he can choose which 

one he would like to use. GPS Navigation is another major function which can offer their 

customers. With MAD Gaze repairer will never get lost and the map and directions are right 

fronts of him, so he does not need to look up and down. A completely hands-free map 

creates a safer alternative than a smartphone in situations where having hand free is quite 

important. Another important feature of MadGaze technology is that it enable to see in 45 



 

108 
 

degrees and also they are very light and ease-to carry. Furthermore, these smart glasses run 

on the Android platform so it easy to deploy on any device. (Erickson, 2016) 

 

 

Figure 40: Comparison of Hololens vs MadGaze (Erickson, 2016) 

 

AR is a live direct or indirect view of a physical environment in the real world, supplemented 

by computer-generated sensor inputs such as audio, video, graphic or GPS data. It makes the 

surrounding world a digital and interactive. When are MADGaze used to look at the 

particular object, the device uses AR to display images, sounds, text, videos, and 3D 

animations on the device screen. They have created an AR application (AR + Cloud) which 

does not require technical knowledge and basically, it is possible to make an AR application 

for anything.  (Erickson, 2016) 
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     Figure 41: Hardware Specifications of MAD Gaze (Erickson, 2016) 

 

DCES aims to improve on Google's offer, by creating user-friendly intelligent glasses that 

have more features than have current smartphones. Product with the AR technology makes 

the real world both interactive and digital. Built-in motion sensors and voice detectors, 

multi-touch controls and voice control are also completely hands-free. Global investment 

banks had foreseen that the international AR market will reach $ 150 billion by 2020. 

Competition for AR smart glasses on the market is high. In Asia, MAD Gaze's main 

competitors are HoloLens, and Epson. (IBM, 2016) “The technology we’ve used to produce 

our latest product, Vader, is mature while HoloLens needs 4 cameras for gesture control, 

while Mad Gaze only needs one – a simple mobile phone camera.“  said director  Jordan 

(IBM, 2016) 

Even though MAD Gaze technology seems to be unbeatable but not to forget about the 

world's largest competitor which is  Apple.  Jordan says: "Apple will always be the market 

leader, no matter what product they are going to launch." Nevertheless, they predict that it 

will take some time maybe a couple of years while Apple can potentially announce its smart 

AR glasses. It is more likely that it will be in 2020 the earliest so they still have some time to 
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build their own brand and try to focus on the B2C sector. Now, MAD Gaze have the 

opportunity to build up their product name as other companies did, for instance, GoPro. 

They have to attract their customers by building a brand for AR glasses and beating down 

Apple and undercutting them on the price. (IBM, 2016) 

Therefore, we found a good opportunity to propose the deployment of Mad Gaze since they 

are using IBM Watson, IBM Cloud Analytics same as the company KONE and they are already 

interconnected with IBM Watson IoT. In this way can facilitate and accelerate the integration 

process as it runs on the same IoT platform. Therefore, it means for KONE less cost on apps 

development and interconnection. 

4.2.1.2. Potential benefits and risks of smart glasses 

One of the main benefits of smart glasses compare to mobile phones, tablets etc. is that they 

are hands-free. As Ash Eldritch, CEO and co-founder of Vital Enterprises, and a developer of 

augmented reality software stated: “Your work instructions tend to be these PDFs that are 

hard to work through, plus they’re static documents, so they may be out of date but we take 

those instructions and make them glanceable in your field of view at all times, hands-free 

and voice-controlled.” (Desmond, 2017) By using smart glasses,  maintenance workers don’t 

need to go to another workplace to check whether something is right or not. Now, they can 

focus on a task which they currently solve. Many times maintenance technicians feel 

frustrated when carrying out some complex task by following handbooks or system manuals 

which lead to a low-quality performance. In addition, it takes about 2,000 hours to train a 

maintenance inspector whose skills and knowledge are not easily transferable to another 

repairer. In general, it is necessary to improve the performance of maintenance to ensure 

safe operation and make sure everything works correctly. By using AR based instructions 

rather than paper-based instructions will eventually lead to a reduction of errors and better 

performance. The study also found that AR collaborative maintenance is 10% faster than 

phone assistance. (Palmarini and Erkoyuncu, 2018) 

Most of the companies are doing a lot of field service where the manufacturer of facilities 

also needs to do a support in case something goes wrong. This involves traveling to the place 

where the machine is located even though, a company have a lot of technicians and 
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inspectors but do not have enough experts when things do not go according to plan. 

(Wright, 2017) Eldritch say, “You normally need to have your experts travel to the worksite, 

but by providing a ‘see what I see’ kind of telepresence, the expert can look through the eyes 

of the technician who’s actually doing the maintenance. They can also annotate on the field 

of view of the technician, so they can point out particular features of interest in what the 

technician is seeing.” (Wright, 2017) This allows experts to offer support and perform 

inspections from any places. This suggests that a lack of skills in manufacturing could have a 

technological solution in the form of AR. Instead of training any technician or mechanic, 

companies could use AR technology to complement their staff existing knowledge with 

expertise delivered through telepresence. 

 

Potential benefits of smart glasses in general: 

● Lower operational costs 

● Greater operational efficiency 

● Enhanced productivity 

● Improved health and safety 

● Reduction in routine tasks or those with no added value 

● Remote in-service inspections 

● Increased on-the-job learning 

  

4.2.1.3. Disadvantages of  smart glasses 

Smart glasses are very useful in terms of AR because of their mobility and ability. However, 

they are still uncomfortable, due to limited peripheral visibility which can have some effects 

on the security operations. Further, low quality of virtual content and distortion can cause 

nausea. Even though these technologies are portable,  still need a physical support system 

that does not affect operations. Moreover, the size of the display allows only a limited 

number of information to view. Internet connection is another issue. (Palmarini and 

Erkoyuncu, 2018) For the maintenance team, it means they have to have internet 

connection all the time which in many cases can not adhere. Since in elevator shaft often 
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times do not have a wifi signal, therefore maintenance technicians wouldn´t be able to carry 

out their work. 

Moreover, it is necessary to improve User-AR interaction. There are some skills needed to 

develop and maintain the AR system such as programming, modeling, animator, knowledge 

management. The fragmentation of the development is one of the hardest challenges for AR 

developers. For the implementation of AR in industry, the AR system must be easy to alter 

and maintain. New content creation and content management tools are needed. According 

to Palmarini AR technology is not mature to meet a robustness of the industry and reliability 

requirements yet. They need to become more comfortable and more efficient. (Palmarini 

and Erkoyuncu, 2018) 

4.2.2. Technologies used for maintenance processes in KONE 

Companies need a software that enable to process large amounts of data in real time, which 

can make easier and faster work for employees. The goal of the “smart maintenance” in 

KONE is to reduce downtime, reduce errors and accelerate the maintenance process. 

 

Figure 42: KONE maintenance process (own creation based on interview) 
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Before a digitalisation in KONE it was necessary to call the maintenance technician by 

telephone when a technical fault occurred. After the repairer arrived at the scene to the 

malfunctioned machine, the maintenance worker had to diagnose the problem. In the 

second phase, he had to obtain the documentation and specification of the different parts. 

After the repair, the process was terminated by creating an enrollment in maintenance 

workshop. There was a long downtime and the repair time was distorted by administrative 

action, so the faults were many times insufficiently demonstrable.  

Recently, KONE deployed three mobile applications for maintenance. According to Jan Šámal 

KONE Knowledge-base enables to access all documentation about elevators, KONE Field 

Mobility helps to organize tasks of a maintenance worker, and KONE 24/7 informs about 

future errors because it is integrated into IBM Predictive Maintenance. Now, the 

maintenance worker can receive a bug report into his mobile phones via IoT sensors that are 

installed into the elevator. Fault reports can also be received by experts and managers via 

SMS on a mobile phone. The fault is then reported by the sensors of the damaged machine 

by reading the elevators QR code and through the MFA (Multi-factor authentication) card 

which automatically establishes a maintenance order. After the creation of order, a faulty 

component is ordered. Maintenance receives a message about the elevator type, the 

operation and the location of the elevator. On-site, the worker has the option to take a 

picture with mobile phone, check the status of the spare parts, and evaluate the technical 

documentation. All of this is recorded in the database and IBM Cloud which not only linked 

to Maintenance application but also to other systems. For example, IBM Watson Analytics. 

Key benefits include shorter downtime, quick recall of maintenance personnel via SMS 

notification, IBM database allows a quick search for information, online search or ordering of 

spare parts in the warehouse, and eliminating paperwork. In particular, it is more accurate to 

record the time of the fault. System support is provided by the IBM Watson Predictive 

Maintenance, which is used to improve machine visibility, prevent failures and avoid 

downtime. Information about the elevators is uploaded to a central database where it is 

quickly accessible from the Internet. 
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 The data are gathered in the Cloud, so the machines can be monitored in real-time. Mobile 

applications and IBM Cloud platform allow KONE to: 

● Reduce the time of reparation. 

● View documentation, instructions, procedures on mobile phones. 

● Automatically creating maintenance orders directly at the workplace (using the 

elevators ID ). 

● Availability of the system continuously even in offline mode. 

● Visualize a defect or measurement protocols. 

● Use of Id codes for fast ordering spare parts. 

The smart maintenance is an automatic data collection system from all workplaces. Data 

from the entire event were sent to the central database where they will be up for analysis, 

evaluation, presentations, etc. The results from these processes are available on the Clouds 

and thanks to a maintenance application can be run either on a computer, tablet or a 

smartphone. The main benefits are access to data from anywhere, fast data search with 

filters, shortening the data entry process, data transparency throughout the plant, and a 

rapid reduction of paper usage. 

 

4.2.3. Improvement of a particular maintenance process 

We have selected a revision check as a maintenance job for utilization of AR glasses. The 

main reason for our choice was a fact that KONE does not have a serial production of 

elevators. For instance, in an automotive industry is the majority of cars made in a serial 

production which makes all the cars same. Therefore, AR glasses can recognize all parts of 

each car once is well trained with images. The recognition of each component of a machine 

is crucial for maintenance with AR glasses and KONE elevators are not capable of it at the 

moment.  
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Let’s assume that KONE’s IBM Watson is trained with a process of the repair and detects an 

error. IBM Watson knows what equipment cause the problem and how to replace it with the 

new one. In order to improve the maintenance process with AR glasses, it is necessary to 

provide information from IBM Cloud in a form of instructions. These instructions such as 

“press this button”, “open this shield” or “untie these screws”, have to be placed as AR 

elements in the real environment. Hence, the environment has to be recognized in order to 

position instructions over the correct component. 

BIM technology would help to recognize parts of the elevator to provide instruction in AR. 

KONE is using basic function of BIM technology for storing digital information about some of 

their elevators. However, a few issues occur in order to use BIM with AR glasses in KONE. 

The first issue is amendments of elevators. The initial model of an elevator is many times 

changed due to various issues connected to the construction plan. The main issue is that 

those amendments are not updated in the BIM model. Our interviewee Jan Šámal says that 

updating the BIM model is time-consuming and right now they don’t see any added value. 

Even though the changes of an elevator would be updated in the BIM model, KONE is not 

storing all information as BIM. For instance, the position and an exact type of rope used in 

an elevator KONE is not saving in BIM. Hence, due to all issues above, the utilization of AR 

glasses would not be beneficial for regular maintenance at KONE. Alternatively, it would 

involve extensive organizational changes, more technologies involved in the processes and 

an increase of workload for every new project. 

However, KONE does one maintenance job that may be independent of issues mentioned 

above. It is a revision check. This kind of maintenance is always the same and does not 

require a recognition of every part of an elevator. Therefore, we will investigate the process 

of this maintenance and argue the efficiency of AR glasses for this particular job. 

4.2.3.1. Revision check of elevators 

The function and safety of elevators are regularly inspected. Hence, the maintenance 

company is obligated to assure a proper condition of all elevators. Thus, a maintenance 

worker is sent to a working elevator that has no signs of a defect to find out an actual 

condition. All components that have to be revised are on the list below. The scope of the job 
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is not hard and a worker with a minor training is able to finish. However, according to our 

interviewee Jan Šámal (Director of service and maintenance, KONE CZ), even experienced 

maintenance workers finish the revision check with mistakes. He argues that the issue is an 

inattention and forgetfulness of workers. Additionally, Jan Šámal is not satisfied with a speed 

of maintenance and would welcome any solution that would decrease it. Below is an e-form 

for mobile phones or tablets that maintenance workers use for revision checks.   

 

Revision check e-form:  

1.     Address: 

2.     Elevator Number: 

3.     Is a current copy of the elevator inspection certificate posted? 

4.     Does the certificate contain the following information? 

● Date of Inspection 

● Signature of Inspector 

● Serial Number 

5.     Does the elevator have an emergency telephone system? 

6.     Is the emergency telephone system operational? 

7.     Is a sign or plate indicating the elevator’s maximum capacity posted in plain view? 

8.     Is the elevator properly lighted? 

9.  Are safety shields installed over the light fixture? 

10.  Is the elevator easily accessible by people with disabilities? 

11.  Are floor landings in good repair? 

12.  Is the elevator door working properly? 

13.  Is the elevator free of noises and vibrations while operating? 

14.  Is an elevator door sensor operating properly? 
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15.  Is there a visible sign indicating not to use the elevator in case of fire? 

16.  If fire sign is missing indicate floor. 

17.  Is the audible signal operating properly? 

18.  Are the direction indicator lights working properly? 

19.  Are the call buttons for all floors working properly? 

20.  Comments: 

21.  Inspected By: 

22.  Corrective action that needs to be taken: 

Table 1: The revision check e-form (KONE, 2013) 

  

Now, we are going to clarify how long it takes to obtain information for the e-form based on 

our observation of one maintenance worker in the Czech Republic. Further, we will propose 

how the information would be obtained with AR glasses which will allow us to compare the 

current process and a maintenance with AR glasses. 

 

1.     Address 

● manual input by keyboard 

2.     Elevator Number 

● is written in a cabin of an elevator (same standard position in all elevators) 

3.     Is a current copy of the elevator inspection certificate posted? 

● Ground floor, in a cabin of elevator next to a control panel or on an opposite site 

(standard position) 

4.  Does the certificate contain the following information? (Date of Inspection, Signature of 

Inspector, Serial Number) 

● Written in the certificate 
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5.     Does the elevator have an emergency telephone system? 

● One of the buttons on a control panel of an elevator 

6.      Is the emergency telephone system operational? 

● A maintenance worker has to test the button 

7.      Is a sign or plate indicating the elevator’s maximum capacity posted in plain view? 

● A sign placed around a control panel 

8.      Is the elevator properly lighted? 

● Maintenance worker identify by being in the cabin 

9.     Are safety shields installed over the light fixture? 

● Maintenance worker identify by looking at lighting 

10.   Is the elevator easily accessible by people with disabilities? (Access to the elevator, 

button to call an elevator and control panel in the elevator has to be accessible for people 

with disabilities such on wheelchairs.) 

● Buttons to call an elevator and control panel cannot exceed specific height and 

cannot be any obstacles to access the elevator. A maintenance worker has to 

investigate it on all floors. 

11.      Are floor landings in good repair? 

● A maintenance worker has to investigate landing of an elevator on all floors. 

12.     Is the elevator door working properly? 

● A maintenance worker has to investigate the condition of closing and opening doors 

on all floors. 

13.     Is the elevator free of noises and vibrations while operating? 

● Maintenance worker recognize by sound while investigating other issues 

14.     Is there a visible sign indicating not to use the elevator in case of fire? 

● Has to be visible around an elevator or a call button on all floors 

15.     If fire sign is missing indicate floor. 
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● The floor where it is missing. 

16.     Is the audible signal operating properly? 

● If an elevator voice says the right floor. 

17.     Are the direction indicator lights working properly? 

● Direction lights can be on call buttons, control panel and on elevator frame. 

18.      Are call buttons for all floors working properly? 

● Call buttons have to be investigated on all floors. 

19.      Comments 

● Manual input by keyboard 

20.      Inspected By 

● Manual input by keyboard 

21.     Corrective action that needs to be taken 

● If necessary what needs to be repaired. Manual input by keyboard 

  

We observed a revision check of 5 maintenance workers in buildings with five and seven 

floors, and various elevators (2 times KONE elevators, 2 times Schindler elevator, and one-

time Otis elevator). All maintenance workers were employed by KONE and were either semi-

experienced or experienced. All of them were equipped with an e-form in their tablets as 

mentioned above. 

The average revision took 93 minutes. None of the maintenance workers investigated all 

building properly, for instance, they did not check on all 7 floors if a fire sign is missing or 

whether call buttons work properly on all floors. They argued that it is a very low probability 

that one floor would have a problem if the others did not. The reason why they did not 

check all requirements on all floors was because they wanted to save time. The issue is that 

they have to check too many repetitive things on every floor which makes them forget 

something and also makes them tired. This cause either the revision will have to be 
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conducted two times or some errors will be missed. Therefore, in some cases, the revision 

takes more time or is not well finished. 

 

4.2.4. Modified questions for maintenance with AR glasses 

In order to propose the right solution, we have to fully understand the process of a 

particular maintenance and describe how exactly can AR glasses find answers to questions 

from revision check. We modified questions from e-form and divided them into four 

sections. The first section includes questions concerning the identification of the elevator 

that is acquired from KONE Field Mobility API. In the second section comprises questions 

that can be answered by Watson image recognition. The third section comprises questions 

that are answered by analyzed data from sensors in the elevator. Lastly, the comments and 

steps for further maintenance tasks that have to be answered by a worker are in the fourth 

section.  

 

Questions that can be answered based on information from KONE Field Mobility 

1. Address 

2. Elevator Number 

3. Does the elevator have an emergency telephone system 

 

Questions that can be answered based on image recognition 

      4.  Are safety shields installed over the light fixtures? 

      5.  Is a current copy of the elevator inspection certificate posted? 

      6.  Is a sign or plate indicating the elevator’s maximum capacity posted in plain view? 

      7.  Are sign indicating not to use the elevator in case of fire visible?  
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Questions that can be answered based on sensors and IBM Watson Analytics 

      8.  Is the emergency telephone system operational? 

      9.  Is the elevator properly lighted? 

     10.  Are floor landings in good repair? 

     11.  Is the elevator easily accessible by people with disabilities? 

     12. Are the elevator doors working properly? 

     13.  Are call buttons working properly? 

     14.  Is the elevator free of noises and vibrations while operating? 

     15.  Is the audible signal operating properly? 

     16.  Are the direction indicator lights working properly? 

 

Information that needs an input from a maintenance worker 

     17.  Comments 

     18.  Corrective action that needs to be taken 

     19.  Write following information of the paper certificate in the cabin of the elevator (Date 

of Inspection, Name, and signature of Inspector, Serial Number) 

Now, we are going to suggest the revision check process with AR glasses. First of all, we need 

to set the requirements for the utilization and further, we will present the flow of the 

process provided by a technical diagram. All requirements below are necessary for a proper 

functionality of the application in AR glasses. 

4.2.5. Requirements 

1)  AR glasses with Bluetooth, microphone, WiFi, GPS. Both Microsoft HoloLens and 

MadGaze fulfill these criteria. 

2) KONE Field Mobility API integration to acquire an address of elevator based on 

GPS location of AR glasses and enrich KONE Field Mobility database of elevators 

with parameters: elevator number, number of floors. 
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3)  KONE 24/7 API integration to receive data from sensors such as door open and 

close time, speed, lighting, noise level, temperature range, vibration, and current 

floor of an elevator. 

4)   Train with pictures IBM Watson to recognize: 

● a location of a certificate from inspection 

● a location of a control panel of the elevator 

● a shape of a cabin of an elevator 

● a location of doors of the elevator 

● a location of call buttons 

5)  Enable voice recognition for easy interaction with glasses even while a worker is 

busy with a repair 

6)  KONE Knowledge-base API integration in order to acquire labeled tutorials for 

particular repairs. 

  

AR glasses with Bluetooth enable to connect directly with the elevator and acquire 

information such as address, a number of floors in the building or directly connect with the 

sensors. Bluetooth is also important feature once the worker loses Internet connection. Wi-fi 

and GPS connection of glasses are crucial for integration with KONE Field Mobility API, KONE 

24/7 API, and IBM Cloud. 

Integration with KONE Field Mobility API enables to acquire information that would normally 

need to gain a maintenance worker by traveling to the place. Based on the location of AR 

glasses we can receive an address of an elevator, and elevator number. Further, integration 

with KONE 24/7 API will allow receiving data from sensors in elevators. These data can 

supply a quick overview for the worker which could further help him to focus on specific task 

during the maintenance process and current floor of an elevator. KONE 24/7 API should 

automatically notify once data deviates from the norm but the notification may fail. Hence, a 

maintenance worker can check by himself what data deviated from the norm. 
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Figure 43: Maintenance with Hololens in Thyssenkrupp (Thyssenkrupp, 2017) 

 

Lastly, one of the main benefits of AR glasses for revision check is providing information at 

the right time based on the location in the environment. In order to smartly ask a 

maintenance worker questions such as “Is the elevator properly lighted?” or “Are safety 

shields installed over the light fixtures?”, we need to train them to recognize particular 

elements of the elevator. For instance, we can place questions concerning a condition of a 

cabin of an elevator by training IBM Watson with pictures of various elevators to recognize a 

shape of a particular elevator, then it is possible to place on right spot questions concerning 

a ceiling, control panel, and doors. Further, a voice recognition can be used to answer Yes or 

No to these questions by voice. 

4.2.6. Proposal of revision check with AR glasses 

We propose the solution of a revision check that uses artificial intelligence as the main 

decision authority. The operation of an elevator is analyzed by Watson Analytics. Further, if a 

future error is detected by a predictive analytics, a maintenance worker on-site is navigated 

to the floor where the error occurs and possibly guided with the repair. Therefore, this 

solution can dramatically decrease the speed of repair. The solution for revision check is 
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proposed as a technical diagram. In practice, diagrams are used as an assignment for further 

development. Further, integrations with various APIs such as IBM image recognition or KONE 

Field Mobility are implemented in the diagram as parts of the proposed maintenance 

process. 

 

Figure 44: Technical diagram of revision check with AR glasses (own creation) 

 

Now, we are going assume the possible functions and how it would work in practice if the 

diagram was developed and integrated with KONE IoT. The address, elevator number, an 

emergency phone will be retrieved from Kone Field Mobility API and will be uploaded to the 

glasses. Then a maintenance worker will be able to approve or edit the information. Safety 
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shield, fire sign etc. located in ground floor could be checked through AR glasses with image 

recognition function which is automatically sending the evaluation to AR glasses whether is 

matching or not. Hence, the maintenance worker would be able to check some information 

across all floors from one location. Further, the technician has to assure the telephone 

system is still operational and it can be done automatically because KONE elevators have 

sensor that is monitoring this functionality, eventually the information is uploaded on cloud 

and sended to AR glasses. The next step is to check whether the elevator is properly lighted 

and the doors are opening properly, floor landing, speed etc. AR glasses would be able to 

recognize by getting the outcome from predictive analytics which analyzes all of the data 

acquired from sensors in elevators. Those sensors mounted in elevators can differentiate 

each vibration which deviates from the norm. 

Moreover, a maintenance worker would be able to scroll up and down among the floors and 

check information in all floors from one location. Except the questions which need to be 

answered by image recognition function. Also, as the decision power is handled by the 

Watson, hence,  human errors are reduced because inattention and tiredness do not affect 

machines. In the future, KONE Smart Glasses would be able to access information from 

databases or through applications where they will know in advance which elevators will 

need a reparation. Maintenance technicians can monitor IoT-connected elevator equipment 

and make a prediction before the fault actually occur. Basically, these IoT sensors will enable 

KONE to see all of the tools that are needed for repair by connecting them to AR glasses. 

The final critic question would be whether AR glasses are truly useful if elevators are 

analyzed remotely by Watson and information such as future error can be viewed on mobile 

phones.  Based on our diagram above integration of Watson would enable to remotely 

answer on 13 out of 17 questions from revision check. Remaining 4 questions still would 

need to be answered physically by a maintenance worker with the help of image recognition 

built in AR glasses or without them. Here we do not see any major improvement by AR 

glasses. Also, the importance of these 4 question can be discussed because their elimination 

will enable to monitor elevators fully remotely. On the other hand, AR glasses can be very 

useful in a situation when Watson detects a future error. In this case, AR glasses can guide 

the maintenance worker while he is solving the problem with his hands. As elevators are not 
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from serial production, AR glasses may not be able to assist with all kind of repair jobs. 

However, the aim of revision check is to evaluate what needs to be fixed. Hence, AR glasses 

in connection with IoT sensors would be beneficial since the human-related errors won´t 

occur anymore thanks to image recognition function. 

4.2.6.1. Limitation of our proposal 

If a technical diagram was developed, we would be able to test a fully functional prototype. 

However, in order to achieve this, it would be necessary to acquire access to various KONE 

APIs. Namely, we would need KONE Field mobility for address and information about an 

elevator, KONE 24/7 for analyses from sensors in an elevator, IBM Watson for recognition of 

elevator, and KONE Knowledge Base for access to tutorials. In a scope of this thesis, we did 

not get access to these APIs. The development of artificial APIs with artificial data in order to 

obtain similar IT infrastructure would be extremely time demanding. Moreover, the diagram 

itself in a sense of usability should be tested before starting  costly development of the 

prototype (Hevner et al., 2011). 

4.2.6.2. Possible threats 

In order to carry out proper testing, we should have to implement our own AR application in 

company KONE and have access to their APIs and databases. However as we already 

mentioned we do not have resources nor access to APIs, therefore, we created some 

scenarios which can appear if we would like to integrate and use AR glasses within KONE.  

The scenarios will result from cases when AR  glasses are not able to answer some questions 

from a revision check. The reasons can vary but mainly we differentiate three of them. 
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Scenario 1 (not able to 
recognize images- Image 
recognition) 

Scenario 2 (sensors failed) Scenario 3 (low wifi signal or 
no connection) 

This means Watson 
image recognition does 
not work properly or was 
not trained well with 
pictures. Deep learning 
methods were mostly 
utilized in this case. 

In other words, sensors 
inside the elevators for 
some reason did not work 
correctly or some of them 
have gone wrong and not 
able to analyze data. 
Therefore, the Cloud 
Analytics, Watson and 
other predictive systems 
cannot make a conclusion 
from a gathered data. 

In some elevator shafts they 
do not have wifi signal 
especially when they are in the 
basement or when they are 
too far from the router. In this 
case, AR glasses will not be 
able to connect to IoT sensors 
so eventually cannot help the 
technicians with their job. 

 

Table 2: Possible scenarios (own creation) 

 

The first scenario represents a situation where image recognition from IBM Watson is not 

able to recognize the cabin of an elevator. However, it is important to mention that Image 

recognition works with 98% success. So this scenario could happen rarely or should not 

occur at all. The second scenario is when something goes wrong inside in the cabin especially 

with the cables, sensors, chips which most cases can warn the maintenance worker by itself 

as they are out of service or not working properly. Therefore, this scenario we can exclude 

even though something can happen with them they have nothing to do with the AR glasses. 

However, we had to remark because once sensors break down then the AR glasses and each 

device connected to the sensors are helpless. The third scenario has the highest probability 

to occur and has a great influence on the function of AR glasses. Furthermore, it is really 

hard to ensure wifi signal everywhere therefore only this scenario can somehow slow down 

the maintenance process and restrict repairers from fully utilizing AR glasses. From the 

interviews and from the Thyssenkrupp case we found out this situation happened many 

times during the revision check and also this is the hardest to avoid. The fourth one shows 
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the optimal situation when everything works properly and there is no malfunction in any 

technologies, sensors, wifi connection etc. This is what we intended to achieve.  

We also found out from other cases and articles that the similar job with AR glasses can be 

done three times faster than usual. Therefore, instead of 93 min with the use of e-form for 

revision check, the AR glasses could be able to handle the revision check roughly in 30 min. 

This underlying data were proven by Thyssenkrupp elevator company which already started 

a testing of this peak technology.  

4.2.7. Future improvements  

It may take some time but Watson will soon be able to act as a real-time adviser to  

engineers equipped with various devices and immediately get information on any problems 

they will come up during their daily routine “They will be told ‘there is X% likeliness that this 

is the problem, and this is how you should fix it’, and that assistance will come from what the 

system has learned while it’s been running, and the technical documentation that’s been fed 

into it.” Ehrnrooth, KONE. Kone is also thinking about to deploy Watson into call centers, 

where it will parse telephone conversations and provide customer service real-time that will 

help in the same way how it does for technicians. (Marr, 2017) 

If we look a little bit further into the future, probably the idea of "personalizing" elevator is 

on  KONE´s wishlist. Just as the wide availability of unveiled data on individuals enables 

personalized shopping, it could add value to the time we spend going up and down among 

floors.  When we will give a permission to machinery to know who we are, then the elevator 

in our building could be programmed to bring us directly to our floor, and we can save some 

time for us by putting down our stuff and pushing the button. It could reduce the waiting 

time by proactively knowing which floor would be needed. Certainly, many people worry 

about the threats that robots and AI will replace humans completely. (Marr, 2017) However, 

Kone is not intending to replace humans with machinery as Ehrnrooth says „A service 

business is a people interaction business, and that will not change,” Further, he says 

“Elevators and escalators still need to be installed and maintained by humans. If you want to 

design services that fit the exact needs of your customers, then you need human interaction. 

We feel very strongly about that.” (Marr, 2017) 
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5. Discussion 
The Industry 4.0 concept and the vision of future Smart maintenance have great importance 

for the development of the industry. Emphasis is placed on meeting customer requirements, 

resources sustainability, and speed up maintenance and production process. All concepts 

take into account to maximize added value for the customer with the use of latest 

technologies which help to eliminate the excess of a job. All endeavors are a source of new 

competitive advantage to reduce costs, increase productivity, and eliminate mistakes or 

waste, where mostly artificial intelligence makes difficult decisions. The human worker as a 

source of hard manual work will be replaced by intelligent machines and tools. It does not 

mean that humans will be completely removed from the production or maintenance process 

but only will be converted to another type of job. These are just a few of the benefits, but 

the question is whether the benefits can outweigh the constraints. 

One of the biggest problems is considered to be in growing IT involvement in manufacturing. 

On the one hand, the above-mentioned elimination of human-related errors will not occur 

anymore, but on the other side, the system will be fatally threatened by the possibility of a 

power outage or by hacker attacks. In a case of an outage when all of the data is backed up 

on a remote storage site, would be very difficult to restore the production if the basic 

maintenance programs or machine settings go wrong. Also, the issue of data security is 

strongly discussed. The number of people connected and using the Internet is growing 

steadily, and the number of hacker attacks increases, whether in bank accounts, social 

networks, email boxes, or incorporate data. Mostly these hacker attacks are for fun, 

enrichment, or to break the structure. Cybersecurity is the topic of many discussions in IT, 

and there are many ways to protect data. Unfortunately, not only companies oriented on 

security are constantly inventing new methods, but also hackers are becoming increasingly 

inventive and curious. We think digitized production can be a source of terrorist attacks 

because hackers can work invisibly around the world and eventually can disrupt the 

economy of a selected state by targeted attacks on large companies. 

Another issue of the fourth industrial revolution is the employee's reluctance to change and 

learn new things. Young people are very flexible and willing to reform, but older workers are 
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often reluctant to change and also have lack of skills. They have no motivation to learn new 

things since it is easier to do it for them in an old-fashioned way. However, the greatest 

advantage we see in the flexibility of production and the introduction of new smart 

solutions. If the production can respond to changing demand, including different customer 

wishes, it is certainly a big advantage over the competition. Thus, customized production is 

also a great asset for end customers. 

In the form, for example, virtual reality glasses that allow the repairer to view different 

components of elevators which also enable experts to see without having to travel to 

malfunction machines can experience a kind of telepresence. The delivery rate of the 

ordered components is also essential for the maintenance. The Industry 4.0 concept 

guarantees very fast delivery in a couple of hours. This concept is a topical issue, but its full 

and successful implementation in industrial practice may be over several years. The 

important thing is who will be the leader of innovation. There is international cooperation 

and every major country has its own initiative of future production. We can say with 

certainty that technology will go ahead and will optimize production. At present, it is only 

about potential research, threat assessment, removal of weaknesses and the modification 

and completion of the key elements of the Industry 4.0 concept. 

Our aim in this paper was to propose a solution for the implementation of AR glasses in an 

industrial company. The key benefits of a working with augmented glasses compared to a 

tablet, phone or a paper documentation is that the worker is able to receive instructions and 

information for execution of task directly to the field of his view. This digital information is 

blended in the real environment without the need of using hands. Therefore, the worker can 

receive information while solving the problem.  The elevator company Thyssenkrupp claims 

that using AR glasses makes maintenance work three times faster than using e-form or any 

other technologies. The reason is that the glasses are interconnected with other 

technologies, such as cloud, predictive analytics, image recognition and most of the manual 

processes can be automated.  Other benefits such as integration with smart sensors in 

elevators are described in section Potential benefits and risks of smart glasses. Further, AR 

can be used as an effective tool for training new employees for maintenance jobs which are 

demonstrated in a work from Webel (Webel et al., 2013). AR glasses for learning a 
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maintenance of aircraft that are used instead of traditional training is described by Haritos et 

al. (Haritos et al., 2005). Hence, these glasses can be deployed for both training new 

employees and assisting a worker during a job. 

A 3D model of elevator in AR glasses enables to recognize the physical elevator. Ideally, once 

a maintenance worker appears in front of elevator, AR glasses are able to recognize every 

detail of the particular elevator. However, we found out that elevators are not made in serial 

production which means that the 3D model of an elevator is not a digital copy of installed 

elevator.  This disable to fully recognize specific elevator by AR glasses. Therefore, we had to 

limit the tracking capabilities and focus on a maintenance task that does not involve a 

knowledge of every part of an elevator. If we wanted to develop sophisticated industrial AR 

tool for maintenance, elevators would have to be made in serial production with sensors 

embedded in each physical components.  
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6. Conclusion  
Internet of Things (IoT) can be perceived as an infrastructure that allowed to fulfill the 

concept of Industry 4.0. In this thesis, we focused on a particular type of IoT called the 

Industrial Internet of Things (IIoT). Basically, it means IoT that is deployed in industrial 

companies. These companies aim to improve a wide range of their products and services. In 

the most cases, IIoT is deployed for connection of technological units, data acquisition, 

monitoring of technology infrastructure, and advanced data analysis. Each IoT system which 

has been deployed is composed of different technologies but, in general, the fundamental 

system comprises with smart sensors, devices, servers, APIs, and cloud where is processed 

the core logic. All of those components communicate with each other over various 

protocols.  

Recently, benefits from deployment of IoT systems attracted many companies for 

investment in this technology. For instance, Cyber-physical systems with their decentralized 

intelligence, connected sensors, and actuators are able to create a smart factory where 

highly flexible and adaptive industrial automation works. The RFID chips are able to control 

the flow of  production, understand the composition of parts, and can estimate the delivery 

day. Utilization of this technology enable to achieve fully autonomous smart factories. A 

smart factory can be seen as a factory that can dynamically respond to changes in the 

market. It offers the possibility to customize the product according to the customer's needs. 

Smart Maintenance is important for smooth processes. Sensors, controllers, and cameras 

together bring autonomous machine maintenance, where the machine can predict a fault, 

tool change, or the needed of maintenance. Innovative administration of the smart building 

is enabled by a BIM technology which stores all information about a building in a cloud for 

better maintenance, installation of new devices, and reduction of an energy cost. Predictive 

analytics improve both smart factory and smart maintenance by a notification to take 

preventive steps before an error occurs. All mentioned above would not be possible without 

an exchange of a high amount of data. Data have to be properly secured to prevent an 

attack that could cause data leaks or crash of the system. Data security will be the key. An 

industrial data indicates the production process which is very important for production 
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planning. They contain accurate and unique product information. Hence, it is important to 

secure these data both in the production process and in the remote central repository. 

Functional protection will require encryption, firewall protection, automatic scanning of 

security vulnerabilities and other security systems to protect sensitive information and 

business secrets. 

In this thesis, we focused on industrial company that is looking for improvement in 

installation, training of their employees, and maintenance of their elevators. We aimed to 

propose better utilization of IoT in order to facilitate and speed up their maintenance 

service. However, the industrial company KONE has already successfully deployed IoT 

technologies in a wide range of their services. Technologies such as predictive analytics and 

cloud computing work perfectly in the maintenance process since they are able to predict 

and automate some of the processes thanks to machine learning techniques and cognitive 

computing capabilities. All of their active elevators with smart sensors are connected to IBM 

Cloud and further analyzed for prediction of future errors. Therefore,  KONE is able to 

minimize interruption of elevator operation.  

We discovered a potential to extend smart infrastructure with augmented reality. Recently, 

augmented reality began to be discussed as an appealing technology for investment, 

specifically in regards to industrial maintenance. Our proposal of AR glasses aims to assist a 

worker during revision check. AR glasses connected with IoT enable to exploit analyzed data 

from sensors in the elevator and further guide the worker with the task while he has free 

hands to repair the elevator. However, limitations for deployment of this technology have 

been found both in technologies used in KONE and augmented reality itself. Augmented 

reality glasses have significantly evolved during last years but still possess with various 

limitations. One of the main disadvantages is the necessity of internet connection. AR 

glasses require internet connection continually which, in some cases, can not adhere due to 

the bad accessibility. As we found out from the interview an internet connection can be lost 

in an elevator shaft or somewhere in the basement, hence, a maintenance worker cannot 

use the benefits of this technology. Currently, are on the market two suitable AR glasses 

Mad gaze and Microsoft HoloLens. Based on our analyses we have decided to choose Mad 

gaze glasses because they are integrated with IBM Watson IoT platform and run on Android 
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OS as KONE's applications for maintenance. Therefore, these glasses should be easier and 

more affordable to integrate with their IoT system. Furthermore, a German company 

Thyssenkrupp successfully implemented AR glasses with great results, even though they 

selected the Microsoft Hololens. However, Mad gaze AR glasses turned out to be more 

practical, easier to carry and also possess with wider visibility function. The maintenance 

technician can carry out his job more effectively and the long tedious work can turn to be 

more accurate and even fun.  

Further, installed elevators are unique and it is not possible to generalize all of them. 

Therefore, it is not easy to invent or utilize a technology such as AR glasses or other peak 

technology since each elevator has its own specific requirements for repairing and 

maintaining. Compared to cars with smart sensors, elevators are not from a serial 

production which prevent to precisely recognize each part of the elevator by AR glasses. 

However, the basic functions and components remain the same. Hence, AR can have a 

significant progress for maintenance workers, for instance, during revision of elevators. 

Subsequently, it is necessary to conduct a testing of our proposal in order to prove an 

effectivity of smart glasses in maintenance service. Augmented reality must be seen as the 

first step into the simplified future world and it only matters of time when this peak 

technology reaches the highest level. 
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Appendices 
 

Interview  

The record of interview with Jan Šámal, Service Director in KONE Czech Republic. 

 

Main points from interview 

Výtahy KONE nejsou sériové a proto je obtížné a nákladné využití AR brýlí pro údržbu. Pokud 

AR brýle mají opravdu přinést užitek je potřeba, aby byli všechny informace o funkčních 

výtazích zaznamenané v digitální podobě. To umožňuje například BIM model, který KONE 

využívají. Jenomže v současti se BIM modely používají jen okrajově s pouze základním 

nastavením. Bežný případ využití BIM modelu v KONE: Klient (developer obchodního centra) 

si vyžádá nakreslené výtahy v BIM modelu. Specifikace informací uložených do BIM modelu 

neni nijak rozsáhlá. To znamená, že v BIM modelu nejsou zaznamenané informace jako 

použitý materiál pro interiér, přesné umístění součástek a komponentů výtahu. Dále 

nakreslený výtah projde ještě několika úpravami než se vyrobí a nainstaluje. Tyto změny už 

nejsou upraveny v BIM modelu. Tim pádem skutečný výtah se liší od toho nakresleného v 

BIM modelu. Tak aby AR brýle opravdu efektivně pomohly údržbe výtahu, je nutné aby 

digirální výkres a informace výtahu odrážely skutečnost. Pokuď se liší, neni možné, aby AR 

brýle sdělili údržbáři například “V tomto místě vyndejte šrouby a odejměte kryt”. 

Revize výtahů by mohl být jeden z mála případů kdy AR brýle ulehčí a zefektivní práci. Jde o 

proces, který je stejný u všech typů výtahů a nejen od KONE. Zároveň jde o relativně 

jednoduchý proces, na který nejsou potřeba expertní znalosti. I když jsou potřeba minimální 

znalosti, vyskytuje se špatně provedené revize. Také je nutné investovat čas do zaškolení 

údržbáře a ověřit jeho znalosti v praxi. Naučení AR brýlí asistovat při revizích by 

pravděpodobně bylo technicky proveditelné. V praxi by to fungovalo tak, že brýle by vedlo 

údržbáře celým procesem revize, včetně kontrololy zda byly splněny všechny náležitosti.  
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Mohl byste nám ve zkratce říct jak funguje KONE v České Republice? 

KONE v České Republice se dělí o dominanci na trhu v instalaci a údržbě výtahů se 

švýcarskou firmou Schindler. Jsme firma, která se snaží inovovat a přinášet nejnovější 

technologie do našich výtahů, údržby, ale i do procesů ve firmě. Údržbu výtahů provádíme 

pro všechny typy výtahů, nejen KONE. Dále v tuzemsku máme továrnu, který zajišťuje výrobu 

pro 6 evropských zemí včetně České republiky. Tím máme rychle k dispozici náhradní díly pro 

naše výtahy. 

 

Mohli byste popsat jaké technologie používají aplikace KONE Share, KONE Field Mobility a 

hlavně KONE 24/7, které je napojené přímo do IBM Watson? 

Bohůžel v České Republice tyto aplikace nepoužíváme. Tak asi vy o těchto aplikací víte více. 

My tady používáme tenhle systém. Trakuje to všechny údržbáře, víme kde jsou a jakou mají 

práci v daném dnu. Všichni údržbáři tam zaznamenávají jejich práci a tak všechny pracovní 

výkazy máme přehledně v jednom systému.  

To je právě problém s tím, že jsme malý trh a máme vlastní jazyk. Překlad a lokalizace 

aplikací vyjde na velké peníze a centrále se to někdy nemusí vyplatit. Zároveň nejnovější 

systémy a aplikace se spouštějí jen ve vybraných zemích na testování. Až po zjištění, že je 

aplikace užitečná, nainstaluje se i v jiných zemích. 

 

Jsou nějaké výhody použití modelů BIM při údržbu?  

V tuto chvíli začínáme s používáním BIM modelů. Některé výtahy máme nakreslené jako BIM 

model, ale záleží na přáních zákazníků. Nám KONE BIM modely nijak zvlášť nepomáhají a 

používáme je jen pokud si to zákazník vyžádá. Poslední rok pouze 2 zákazníci si BIM model 

vyžádali. Zároveň je problém, že výsledný výtah se lisí od toho nakresleného. Než se výtah 

naisntaluje změní se hodně věcí jako rozpočet zákazníka, stavba se pozmění. Tyto všechny 

skutečnosti zapříčiní nutné změny výtahu. Ovšem tyto změny se nezakreslí do CAD modelu 

nebo BIM modelu. V 70% případů nákres výtahu neodpovídá skutečnosti.  
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V zahraničí je situace odlišná. Například v Saudské Arabii většina nových projektů se kreslí 

formou BIM modelů. K nám se to také brzy dostane, ale pokud ani nové projekty nejsou 

zaznamenané v BIM modelu velmi se snižuje využitelnost AR brýli na údržbu. V této chvíli ani 

jeden projekt, na kterém se KONE podílelo neni zaznamenán v BIM modelu.  

Nyní,  náš zákazník si může sám nakonfigurovat výtah. Kdyby BIM model byl využit v praxi a 

opravdu by byl digitálně zaznamenán každý detail stavby. Zároveň by byl schopný analyzovat 

fungování budovy v reálném čase. Majitel budovy by mohl mít jeden systém, do kterého by 

tekly všechny informace o všech zařízeních v budově. Jakmile by vznikl jakýkoliv problém, 

údržbář by měl přístup ke všem informacím. V tomto případě by AR brýle byli schopné 

skutečně asistovat při opravě průmyslových zařízení. 

 

Kde máte uložený kontakty a 3D modely výtahů? 

Ty máme uložený na lokálním disku, ale jakmile je výtah vyroben už nám 3D model neni nijak 

k užitku. Vyrobené výtahy se liší od původně nakreslených výtahu hlavně ve vzhledu. Klíčové 

komponenty zůstávají na stejném místě.  

 

Jak si představujete, že by vám brýle mohli pomoct? 

Máme Watsona, který nám dokáže předpovědět určitý typ poruchy. Dostáváme různé typy 

poruch některé poruchy se dají opravit pomocí počítače, ale jiné je nutné opravit ručně. V 

případě, že by šlo opravu při které musí údržbář fyzicky vyměnit nějakou komponentu. 

Mohlo by to fungovat takto. Údržbář obdrží notifikace s lokací poruchy a pravděpodobným 

druhem příčiny. Když by se příčina potvrdila, údržbář by si nasadil AR brýle, které by už měli 

připravený návod na opravu této poruchy. 

 

Můžete popsat celý proces propojenosti výtahů, databází a senzorů, jak to funguje jako 

celek? 
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Bohůžel mi nejsme IT a celé IT je outsourcováno z centrály ve Finsku. Jakmile máme nějaký 

problém vše řeší centrála. Tím se občas proces zpomaluje, ale usnadňuje to řízení velké firmy 

jako KONE. Tím, že každá pobočka řeší jiné problémy a funguje jiným způsobem. Centrální IT 

udržuje aspoň tuto část firmy jednotnou.  

 

Jak chráníte data před únikem dat? Jaký bezpečnostní systémy používáte?  

Máme standardtní bezpečností certifikáty jako SSL a další. K některým datům je velmi 

obtížné dostat přístup a i na vysokých pozicích nemáte přístup ke všem datům. 

 

Jste napojený do APIn jiných firem a můžete vůbec kvůli bezpečnostním pravidlům? 

Například databáze skladů s náhradními díly. 

V tomto případě my nemusíme dávat jiných firmám přístup do naší databáze, ale oni musí 

dát přístup nám. Tak by jsme s tím neměli problém. Ale my se snažíme mít své sklady a 

nevyužívat náhradní díly od jiných dodavatelů. Náhradní díly můžou mít různou kvalitu, také 

je nutné aby byli dostupné. My nechceme být závislý na jiných firmách. Je složité uhlídat 

kvalitu a když je to možné snažíme vše zařídit našimi silami.  

 

Jsou nějaké údaje týkající se údržby, které nesmíte ukládat na cloud? 

Nemáme problém mít veškeré dokumenty uložení na servech od Microsoftu či Amazonu. Za 

služby, které jsou oni schopny nám poskytnout jsme ochotný mít uložené informace o nás u 

nich.  

 

 

 


