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Abstract 
 

Cyber security has risen to prominence on the transnational political scene in recent years. The focus has 

been on the threat posed by potential adversaries to the critical infrastructure of nations. In the name of 

collective security, intelligence agencies are resorting to mass surveillance and privacy intrusions. In contrast, 

computer security specialists focus on securing end points of networks, approaching the manner more tech-

nically. This thesis explains why these two approaches are opposed to each other by employing Andrew Ab-

bott’s approach to studying professions as well as his analytical framework of linked ecologies. Focusing on 

Denmark, the interview-based study traces the relations between experts in the business community, which 

constitutes a community of practice. Caused by various structural conditions, excess demand for cyber secu-

rity services, and government intervention, an actual cyber security profession is emerging, although the 

causes are at variance with the assumptions in Abbott’s theory. Cyber security has become an arena of com-

petition between different professions and different ecologies, and it is difficult to tell whether IT security 

experts or legal experts will dominate the policy arena in the future. In the end, more regulations on how 

firms and public organisations should conduct themselves in cyberspace may be the result of the current 

spotlight, although this may not contribute to more effective cyber security. 
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1. Introduction 
The question of how to protect our increasingly digitised business transactions, social activities, government 

practises, and military logistics is a topic of much discussion today. Since the turn of the century, Western 

governments have embraced digitisation as a means to increase efficiency, save costs and even make the 

democratic process more inclusive. However, the consequences of relying more and more on networked 

computer systems that are connected to the Internet remained unconsidered. As online transnational crime 

has grown and the question of Internet surveillance in the name of national security has come to the fore, 

policymakers are increasingly trying to catch up. The security solutions should continue to allow for a free 

flow of information, a key characteristic of the Internet and at the core of its success, yet simultaneously 

permit some degree of monitoring and protection of computer systems. 

Several factors contribute to the complication of the issue. The Internet and “cyberspace” are transnational 

by nature, connecting a globalised world. The number of actors involved with and affected by the process 

are numerous and range from governments, militaries, NGOs, and international business, to SMEs, local gov-

ernment authorities, large and small communities, and the individual citizen that engages in this realm. Fur-

thermore, the problem is a technical matter, of which few have a thorough comprehension. In spite of the 

widespread availability and ownership of ICT1 devices and connections, few of us understand the (now tiny) 

knots and bolts of the infrastructure that so permeates all of our daily lives. 

Within the academic realm, there have been different approaches. Of course, amongst the computer scien-

tists and specialists there are technical discussions of how to improve IT security solutions. Then there are 

discussions within the International Relations community concerning the application of international law to 

cyberspace and the definition of various aggressions. Finally, and on a more discursive note, securitisation 

theorists have discussed the divide between “cyber security” and “IT security” where the former is often 

                                                           
1 Information and communications technology. This thesis will primarily employ “IT” (information technology) to indi-
cate the widespread use of computers, smartphones, tablets, etc. although some regard “ICT” more accurate. 
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used in the political realm and the latter by computer experts. This division is not only significant in terms of 

language, but also in terms of what kind of values underpin our use of the Internet and subsequently of how 

our society may resolve the above tensions between a free flow of information and security. 

This thesis attempts to shed new light on the last point by applying a different analytical framework to the 

issue and thus examining it from a different angle. Andrew Abbott has had profound influence on the study 

of occupations and work with his ecological “system of professions” (1988). Inspired by the increasing im-

portance of expertise in the information age, the study of professions asks questions about how modern 

societies institutionalise knowledge and how occupations control knowledge and skill. Abbott’s main contri-

bution to this body of work is that professions exist in a system and engage in interprofessional battles for 

control over certain knowledge work. When a new topic emerges with no clear definition of the problem or 

work practices, the battle takes place in an “arena”. Furthermore, Abbott’s concept of “linked ecologies” 

(2005) enable the researcher to analyse complex and contingent social processes by recognising various dis-

tinct, but simultaneous and adjacent ecologies (one of them being the professional ecology) that all interact 

in the social world. 

Although the study of professions has a long history, stretching back to the mid-20th century, the recent 

launch of a new academic journal, Journal of Professions and Organization,2 emphasises the continued im-

portance of the subject. One of the areas in which research has been encouraged is new or emerging profes-

sions (Brock, et al., 2014). The context in which professions operate has changed, so professionalization will 

probably not take place in the same way, at the same pace, and under the same conditions today, as in the 

mid-20th century. How, then, are we to understand the process? The research presented here provides new 

insights on that question. 

                                                           
2 See http://jpo.oxfordjournals.org/. Accessed 12 February 2014. 

http://jpo.oxfordjournals.org/
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Research question and objectives 
Neither theories of professions nor the framework of linked ecologies have been applied to cyber security 

previously. Therefore, this research project started out as highly exploratory. I employed the following simple 

research question to guide the early process: 

Is cyber security emerging as a new professional arena in Denmark? 

As the research progressed, additional research objectives arose. These were: 

1. To describe the complexities of cyber security; 

2. To identify the actors of the professional arena in Denmark; 

3. To account for the conditions leading to the emergence of the arena; 

4. To contrast the supply and demand factors for cyber security experts; 

5. To explore the competition taking place in the arena. 

Allow me a brief note on the choice to limit myself to Denmark, a choice driven by the constraints of a thesis, 

although it has several advantages. Firstly, policy communities are manageable for researchers in terms of 

size because of Denmark’s small population. Secondly, the geographical proximity of actors made it easier to 

conduct the research, which consisted of face-to-face interviews. Thirdly, there is an informal culture in Den-

mark, making it easy to access relatively powerful people. The disadvantage is the loss of the international 

perspective on the transnational issue of cyber security. However, the Danish case still provides interesting 

perspectives on the matter while remaining manageable. 

Outline of thesis 
Following the introduction, I will proceed with a description of the complexities of cyber security, which were 

briefly touched upon above. Then, the theoretical section will present the theoretical and analytical frame-

work, including professions and linked ecologies. After a clarification of the methodological assumptions and 

considerations on method, the analysis will delve into the results of the research. The conclusion will sum-

marise the results by returning to the research question and objectives, indicate the empirical and theoretical 

findings of the thesis, and finish by broadening the perspective to the international to discover new directions 

for research. 
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2. Cyber security 
In this section, I will begin by introducing the terminology of the thesis as well as why it may be problematic. 

Then I will look at the evolution of the Internet and its increasing complexity; provide examples of different 

kinds of cyber attacks; assess the difficulty of resolving cyber security; and finish the section with an outline 

of the public actors addressing cyber security in Denmark. Please note that this section will only set the stage 

and I will not discuss how I use the term until later in the thesis. 

Terminology: The problem with “cyber” 
The reader is likely to have encountered a string of words using the prefix “cyber” before embarking on the 

reading of this thesis: cyber security, cyberspace, cyber crime, cyber attack, cyber war, etc. This introductory 

section will clarify what the terms mean but also touch upon why it is problematic to use them. For the 

problem with “cyber” is that “[r]arely has something been so important and so talked about with less clarity 

and less apparent understanding than this phenomenon” (Hayden, 2011, p. 3). 

“Cyber” comes from “cybernetics”, the study of communication and control with humans and machines in-

troduced in the 1940s (Jacobsen, 2014). The term “cyberspace” was popularised by the science fiction author 

William Gibson in his 1984 novel, Neuromancer (Rid, 2013). Today, NATO sees cyberspace as a global com-

mon (Barrett, et al., 2011) and the US Air Force has added cyberspace as the third domain that it seeks to 

dominate, after air and space (Convertino II, et al., 2007). However, there is no common definition of cyber-

space: the US Department of Defense alone has offered twelve different definitions of the term (Moss, 2014). 

Furthermore, P.W. Singer and Allan Friedman disagree with NATO (and other organisations) that cyberspace 

is a global common. Cyberspace, they say, “relies on physical infrastructure and human users who are tied to 

geography, and thus is also subject to our human notions like sovereignty, nationality, and property” (Singer 

& Friedman, 2014, p. 14). 

What complicates the understanding of “cyberspace” is the several layers of the term. Jeppe Teglskov Jacob-

sen of the Danish Institute for International Studies (DIIS) thus argues that the term “cyber threat” covers 
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metaphysical questions about the meaning of new technologies for humans, as well as new kinds of propa-

ganda and the vulnerabilities that our society faces as dependent on ICT (Jacobsen, 2014). In terms of the 

last point, societal vulnerabilities can be understood both in terms of physical destruction of computers and 

in relation to new forms of (cyber) attacks, such as hacking and malware. Furthermore, when “cyber” is com-

bined with dramatic words with a negative connotation such as “war” and “crime” as well as “terrorism”, 

“attack”, and “threat”, a picture is painted of an international arena without trust, where political and eco-

nomic resources are allocated to either defence or attack, and where the right to privacy and democratic 

transparency are challenged (Jacobsen, 2014). 

As Thomas Rid points out, “cyber”-terms are increasingly used, but not by computer scientists or others fa-

miliar with the technical sides of the issue (Rid, 2013). According to Helen Nissenbaum, there are two con-

ceptions of security in the field of ICT (information and communications technology): (1) computer security 

or IT (information technology) security, used by experts in the field; and (2) cyber security, used by policy-

makers and public figures (Nissenbaum, 2005). The first concerns itself with protecting the confidentiality, 

integrity and availability3 of data and systems. The second includes technical security but also covers national 

security. Nissenbaum mentions three categories of threat within the second conception, i.e. cyber security:  

1. Threats of subversive activity, such as child pornography, terrorism and organised crime, through 

the use of computer networks; 

2. Threats to critical infrastructure; and 

3. Threats to the ICT infrastructure itself. 

Nissenbaum goes on to argue that the two diverging notions result in tension for technical and political de-

cision makers. While IT security focuses on defence against a specific assault, cyber security represents the 

discursive move of securitisation: “…the logic of national security…calls for extraordinary responses; security 

                                                           
3 This is known as the CIA-triad (not to be confused with the American Central Intelligence Agency), which is the heart 
of information security. Information security deals with the protection of information no matter what the medium is 
(Singer & Friedman, 2014). 
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discourse not only heightens the salience and priority of designated threats but bestows legitimacy on a 

particular range of actions” (Nissenbaum, 2005, p. 69). National security has come to involve “extraordinary 

responses” and it is highly prioritised by decision makers around the world. The tension between IT security 

and cyber security originates in fundamentally different and irreconcilable values: IT security seeks to protect 

individuals from a broad spectrum of harms, including violations of privacy and confidentiality. Cyber secu-

rity, on the other hand, involves scrutiny, transparency, and identifiability of the individual, which are irrec-

oncilable with the protection of individual liberties inherent in the values of IT security. For this reason, and 

according to Nissenbaum, we cannot implement both sets of solutions proposed by the two perspectives. 

Lene Hansen and Helen Nissenbaum take this argument a step further (Hansen & Nissenbaum, 2009). They 

contend that not only has securitisation of the topic taken place, but also technification. Technification is the 

practice of viewing a topic as dependent on technical expertise and knowledge. This means that cyber secu-

rity is removed once from the political field (where topics are openly discussed) by securitisation into the 

field of national security (where it is seen in a specific light and there is thus less room for discussion and 

disagreement). It is further removed by technification, where the expertise required means that it is too 

important a topic to be left to politicians. 

The above arguments draw on the theory of securitisation. It criticises the approach that governments are 

pursuing within cyber security. Other scholars are also critical of state intervention in this realm: “Cyberspace 

seems to be heading towards being overtaken by state actors, who increasingly see each other as economic 

and political opponents. This can change the character of the dynamic Internet we know today. If cyberspace 

continues to be seen as a domain that primarily generates threats and dangers, it will only encourage more 

militarisation, more surveillance, more control and more distrust from citizen to state and between states”4  

(Jacobsen, 2014, p. 49). In another DIIS publication, Anders Henriksen and Jens Ringsmose also point to the 

militarisation taking place: “The threats in cyberspace are real and should be taken seriously but all the talk 

                                                           
4 Freely translated from Danish by the author. 
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about “cyberwar” has led to an unnecessary and, at times, undesirable “militarization” of the debate on 

cybersecurity” (Henriksen & Ringsmose, 2014, p. 5). 

Thus, the problem with “cyber” is the lack of agreement on the meaning of the “cyber” words “as the topics 

mix highly technical matters with broad concepts” (Singer & Friedman, 2014, p. 67) and the resulting confu-

sion when it comes to making decisions on how to address the difficulties we face. Let me now introduce 

those difficulties through a brief examination of the Internet’s evolution and complexities. 

The Internet and cyberspace 
Having evolved with the help of funding from the Pentagon’s Advanced Research Projects Agency, the Inter-

net was originally a military and academic network (Barrett, et al., 2011). Although the original goal of the 

Internet was very modestly “to connect anyone on the network to anyone else” (Zittrain, 2008, p. 27), it has 

become an essential part of our infrastructure (OECD, 2012). The Internet is increasingly used for a variety of 

activities, including communication, shopping, online banking, education, finding employment, government 

interaction, and entertainment (ibid.). In other words, the Internet has become a vital and integral part of 

our everyday lives. 

Supporting these developments is the integration of telecommunications with computer networks, reflected 

by the increasing use of the term “ICT”. The Internet started as a way to connect computers, evolved into 

also connecting smartphones and tablets, and will in the future connect an increasing number of devices with 

built-in communication capabilities, including televisions, cars, refrigerators and light bulbs (OECD, 2012). 

The phrase used to describe this third wave of the Internet is the “Internet of Things” (IoT), the definition of 

which is that more devices than people are online (Evans, 2011 and see Figure 1). 
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Figure 1: Stages of Internet integration (Source: OECD Internet Economy Outlook 2013) 

 

The growth of the Internet, both in terms of the number of users as well as access points, has led to two 

interesting trends: “cloud computing” and “big data”. As more users access the Internet, more data is stored 

online. Companies such as Amazon, Google and Microsoft are investing heavily in “cloud computing” as well 

as the necessary data centres, making both information and systems available anywhere, anytime – provided 

there is an Internet connection (Singer & Friedman, 2014). Simultaneously, as more devices have communi-

cation capabilities, there are many more sources (both in terms of quantity and in terms of variety) from 

which to collect data. This development has been termed “big data”, which is defined by both the enormous 

volume, velocity and variety of data available, as well as using the data to predict patterns. It signifies great 

potentials for both business and research as well as society as a whole (The Danish Society of Engineers, 

2014a). However, big data also asks big questions about privacy and the ethics of collecting and selling data 

(The Danish Society of Engineers, 2014b). 
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As more users move online and the prevalence of ICT technology increases, governments around the world 

have begun harnessing the benefits, which include cost reduction, improved efficiency, the provision of bet-

ter services, as well as increased transparency and accountability (United Nations, 2014 and European 

Commission, 2010). This development is termed “e-government”. In addition, the concept of “network-cen-

tric warfare” is creating a transformation of both the organisation of the armed forces as well as altering the 

concept of warfare altogether for militaries worldwide (Junio, 2012). Finally, essential infrastructure systems 

have become networked and connected to the Internet to benefit from the easy flow of information, access 

to data from anywhere, and subsequent efficient management of resources. This includes gas, oil, electricity, 

water, transport systems, banking and finance, as well as emergency services (Katin-Borland, 2012). Indeed, 

security and intelligence agencies around the world have classified such services as “critical infrastructure”, 

reflecting their importance for our society (Junio, 2012 and Cornish, et al., 2011). Thus, the Internet is no 

longer “just a realm of communication and…e-commerce”; cyberspace is becoming “the dominant platform 

for life in the 21st century” (Singer & Friedman, 2014, p. 15). 

Enter cyber security 
Since its inception, the Internet has become a key infrastructure in Western society. Imagining a world with-

out the benefits of the Internet is difficult. Richard Clarke, former cyber czar of the White House, has phrased 

it this way: “Computer networks are essential for companies or government agencies to operate. “Essential” 

is a word chosen with care, because it conveys the fact that we are dependent upon computer systems. 

Without them, nothing works” (Clarke & Knake, 2012, p. 97). 

However, the Internet has flaws. Amongst others, it lacks a security layer. In fact, the Internet can be charac-

terised as “generative”, meaning that anyone can repurpose it to anything (Zittrain, 2008). The transport of 

packets of information is non-discriminatory: the Internet does not ask any questions about who sent the 

packets, where they are going, or what they contain. This means that online security rests with computer 

users, i.e. humans, which have become known as the weakest link because they often do not follow basic 
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security procedures (Ashmore, 2009). As Singer and Friedman put it: “the entire system is based on trust. It 

is a system that works efficiently, but it can be broken” (Singer & Friedman, 2014, p. 25). 

Under the general heading of “cyber attacks” we thus find a wide variety of more or less malicious actions 

abusing this trust. The term includes crime that takes place online (“cyber crime”); online protests (“hack-

tivism”); intelligence gathering and the stealing of both national and economic secrets on the Internet (“cyber 

espionage”); “cyber sabotage” of e.g. nuclear research projects; and even what some call “cyber war”. The 

tendency to bundle together all of the above is not fruitful for the discussion. Cyber attacks are fundamentally 

different from other kinds of attacks in two ways: their digital means and their digital targets (Singer & 

Friedman, 2014). In other words, cyber attacks employ computers to conduct the attack and they target the 

digital realm before potentially affecting the physical realm. Other differences are often mentioned, such as 

the difficulty of attribution and the difficulty of predicting the effect of an attack. However, these features 

may also be true in the physical realm. Therefore, digital means and digital targets remain the distinguishing 

features of a cyber attack. 

Before proceeding to provide some examples of the above, I will dwell briefly on the range of cyber attacks 

mentioned above. Crime and war are the two extremes along the spectrum. War is politically motivated, and 

crime is motivated by the acquisition of wealth. In addition, Singer and Friedman argue that war “always has 

an element of violence” (Singer & Friedman, 2014, p. 120). However, there is a grey zone between crime and 

war, which Thomas Rid calls “political violence” (Rid, 2013). I will elaborate on this grey zone below, using 

Rid’s three categories of espionage, sabotage, and subversion. First, though, I will begin with the one end of 

the extreme – cyber crime – and finish with the other, cyber war. 

Cyber crime 
As our activities have moved online, so has the business case for criminals. As Jake Perry says (Perry, 2012, 

p. 100): “…crime is an aspect of everyday life – it is no different online.” Some of the most common forms of 
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online crime are fraud and identity theft, which may involve an attack on banks’ IT-systems or email “phish-

ing”, which targets an individual directly (Singer & Friedman, 2014). Other Internet scams include the “Letter 

from Nigeria” and the “Stranded Traveller”. Child pornography has found new venues online as has match 

fixing. Businesses may also be direct targets through e.g. extortion. 

Cyber crime is difficult to combat because of several factors, including the difficulty of attribution because of 

online anonymity; its transnational nature; and the large volume of low-value offenses, bringing down re-

porting rates and challenging the existing international cooperation on crime, which usually deals with few, 

serious offences (Moore, et al., 2009). Furthermore, during the past decade “online crime has become orga-

nized and industrialized like no other crime” (Moore, et al., 2009, p. 17). Specialisation is allowing attacks 

that are ever more sophisticated, a development that may also undermine trust in the digital infrastructure. 

Thus, cyber crime “imposes a substantial cost across society” (Singer & Friedman, 2014, p. 89), although it is 

difficult to say exactly how large a cost because of the scarcity of reliable data and the incentives for organi-

sations to over- or underreport figures (Perry, 2012). There are also indirect costs of cyber crime, such as the 

costs of maintaining the ICT infrastructure used by cyber criminals, to which we all pay. 

Cyber espionage 
The Internet provides a backdoor to administrative state activities, making it a new realm for espionage 

amongst government agencies (Katin-Borland, 2012). However, espionage is not restricted to the political 

sphere in cyberspace, but may also affect a nation’s economic security (Singer & Friedman, 2014). In fact, the 

Internet facilitates the stealthy acquisition of sensitive and commercially valuable information about com-

petitors in the realm of business, such as intellectual property. As this causes a sense of unfair competition 

in the world marketplace, national intelligence agencies extend their protection of state organisations to 

include large private companies, causing a muddling of the distinction between the private and public 

spheres (Rid, 2013). According to Rid, “[t]he most widespread use of state-sponsored cyber-capabilities is for 

the purposes of espionage” (Rid, 2013, p. 82). Examples of highly successful and likely state-sponsored espi-

onage programs include Flame, Duqu, Shady RAT, and Bundestrojaner (Rid, 2013). Although there is no doubt 



22 
 

of its prevalence, Rid argues that the sheer amount of data available as well as the importance of tacit 

knowledge limits the usefulness of cyber espionage.  

Cyber sabotage 
In terms of sabotage, a prime example is the 2010 Stuxnet worm (Clarke & Knake, 2012 and Rid, 2013). Stux-

net was a computer worm that targeted the Iranian nuclear facilities. Although the facilities were protected 

by a so-called “air gap” with no connection to the Internet or other computer networks, the writers of Stux-

net’s code succeeded in getting the worm onto the computers controlling the industrial facility through social 

engineering. The worm looked for a specific combination of software on every computer it encountered, 

controlled by a specific industrial control or SCADA (Supervisory Control and Data Acquisition) system. Stux-

net only took action if it identified the right combination, making the nuclear centrifuges enriching the ura-

nium spin out of control while sending messages with normal values to the control system, fooling both safety 

structures and the engineers. In this way, centrifuges broke, allegedly delaying the Iranian nuclear pro-

gramme (Rid, 2013). It later turned out that American and Israeli intelligence agencies had co-developed the 

worm (Singer & Friedman, 2014). The complexity of the worm stunned the world, having been described 

both as a “game changer” and an “opening shot” of cyber war (ibid., p. 118). Whether Stuxnet will be lauded 

for not having killed anyone while achieving a political goal, or it will be condemned for having opened Pan-

dora’s Box, depends on the writing of history (ibid.). 

Subversion 
Finally, subversion is the “deliberate attempt to undermine the trustworthiness, the integrity, and the con-

stitution of an established authority or order” (Rid, 2013, p. 116). Increasingly, the Internet facilitates the 

subversive actions of sprawling, complex, and loose organisations such as Anonymous. For instance, the In-

ternet has been recognised as a key component enabling the Arab Spring as various social platforms were 

used to connect, communicate, and organise (ibid.). Subversion has political motives but does not explicitly 

originate in states. In addition, attribution to an individual is usually not sought in cases of subversive action 

– but, at times, attribution to an organisation is. 



23 
 

Cyber war 
Some also argue that acts of cyber war either have taken place or will in the near future (Clarke & Knake, 

2012). The case of Estonia is often mentioned as an example, as it is one of the few known national cyber 

attacks. In 2007, Estonia and Russia were embroiled in a diplomatic dispute over the removal of a Soviet war 

memorial from Tallinn, Estonia’s capital. For about three weeks, websites of Estonia’s government, banks, 

companies, media, and political parties (amongst others) were barraged with Distributed Denial of Service 

(DDoS) attacks, overloading the capacity of the websites and forcing them to shut down. The small Baltic 

country is one of the most connected in Europe and was thus very vulnerable to this kind of attack. The 

attacks originated in Russia, although the Russian government has denied responsibility.5 

Others argue that it is far from an example of any kind of war, including cyber war (Rid, 2013 and Singer & 

Friedman, 2014). The consequences of the attack were minimal. There were few financial losses and no per-

manent damage to the IT infrastructure, in spite of the country’s high level of connectivity (Ashmore, 2009). 

In other words, there have been no real-life cases of cyber war so far. However, fear of complacency has led 

some experts to resort to extreme scenarios of digital disaster, sometimes called “cyber Pearl Harbors” 

(Singer & Friedman, 2014; see for instance Clarke & Knake, 2012 for such a scenario). These contribute to the 

confusion surrounding the “cyber” terminology I mentioned above. 

Finally, it is important to mention the dimension of international law and regulation in terms of cyber war. 

As Henriksen and Ringsmose have pointed out (Henriksen & Ringsmose, 2014, p. 5), “[f]rom the point of view 

of international law, there is still need for a fundamental – primarily politically driven – clarification of how 

hostile cyber activities should be classified according to the existing legal categories and, thus, also ad-

dressed.” Indeed, attempts at clarification are underway. There have been high-level meetings between 

American and Chinese diplomats, who are seen as two of the foremost nations on the cyberspace stage. In 

addition, and following the cyber attacks on Estonian websites, the NATO Cooperative Cyber Defence Centre 

                                                           
5 See http://www.theguardian.com/world/2007/may/17/topstories3.russia. Accessed 27 August 2014. 

http://www.theguardian.com/world/2007/may/17/topstories3.russia
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of Excellence in Tallinn commissioned twenty law professors to formulate the Tallinn Manual on the Interna-

tional Law Applicable to Cyber Warfare. However, the process of formulating new rules applicable to the 

nascent realm of cyberspace has only just begun and is likely to take decades. As we in the meantime attempt 

to apply existing rules, it may be important to remember the famous military thinker, Carl von Clausewitz, 

and his concept, “fog of war”: war is always political and entails difficult judgements based on ambiguous 

and unclear circumstances (Singer & Friedman, 2014). 

Addressing the issue 
As illustrated, cyber security can mean security for everything from the online banking activities of an indi-

vidual citizen to the safekeeping of intellectual property of a large business to the protection of systems 

controlling the infrastructure of entire nations. Because of these several layers, the multitude of actors in-

volved, and the complex and sprawling nature of the Internet, “dealing with cyber security” is not so simple. 

The embroilment of national security means that governments are heavily involved, but their power to act 

in this realm is limited for two reasons. Firstly, the power of states is associated with their territorial claims 

and legitimate use of violence within that territory. However, cyberspace is transnational, and what goes on 

globally, beyond the borders of an individual state, is more important. Secondly, private actors own most of 

the infrastructure that supports cyberspace. This means that the traditional separation of private and public 

spheres is difficult to maintain (Singer & Friedman, 2014).  

However, governments clearly face challenges in cyberspace that fall within their remit. Not only do they 

have to protect their own online systems, which are expanding because of e-government and network-cen-

tric warfare; they also have to protect the systems of critical infrastructure on which their citizens depend. 

In many countries, this has resulted in an organisational patchwork of defence and intelligence agencies with 

some jurisdiction over cyber security issues, delegated to them because of their experience with attacking 

and defending (non-digital) networks. However, as the NSA (the US National Security Agency) scandals have 

shown, there are problems with leaving cyber security to intelligence organisations. The concern over the 
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privacy of citizens, the focus on offensive capabilities and exploitation of systems inherent in such communi-

ties, as well as the lack of oversight and transparency of the institutions make them ill-suited to handle the 

issue (Singer & Friedman, 2014). 

Furthermore, the lack of distinct strategies at government level are impeding the work. Singer and Friedman 

argue that better coordination of government agencies through “a clear delineation of authority and leader-

ship” (Singer & Friedman, 2014, p. 202), combined with attentiveness when it comes to procurement policies 

as well as research efforts would go a long way in the effort. However, governments alone are not likely to 

solve the issue, for the reasons mentioned above.  

Coordination with private actors, such as Internet service providers (ISPs) and content providers, is a key 

issue. However, the incentives to coordinate are at variance between the private and public actors because 

they operate with different goals, different time frames, and different perceptions of the problem (Singer & 

Friedman, 2014). In other words, security is a classic collective action problem, where many actors could do 

something about the issue but most would prefer responsibility to rest with someone else (Moore, et al., 

2009). If governments are unable to provide the push for this particular collective action challenge, they may 

instead bring their expertise from outside the marketplace to provide basic standards of security for smaller 

businesses and organisations as well as individuals. However, many resent too much government involve-

ment because of the potential costs to the private sector and the fear of too much bureaucracy (Singer & 

Friedman, 2014).  

Thus, there is no magic bullet for dealing with the unique and highly complex problem of cyber security, 

involving many actors on many levels. In the conclusion that there will never be complete network security, 

it becomes clear that cyber security is a “wicked problem”. As Dave Clemente comments (Clemente, 2011, 

p. 17): “For the foreseeable future, societies must learn to live with a level of insecurity (real or perceived) 

that is greater than that which we have become accustomed to in physical domains.” 
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Governmental institutions of cyber security in Denmark 
Let me finish this section by briefly mentioning the developments in Denmark within cyber security. In 2013, 

the Danish Emergency Management Agency published their first-ever National Risk Assessment. In it, “cyber 

attack” was mentioned as one of ten incidents that could induce “larger accidents or catastrophes in Den-

mark”6 (Danish Emergency Management Agency, 2013). This report roughly coincided with the establishment 

of the Centre for Cyber Security (CFCS) under the Danish Defence Intelligence Service in January 2013. The 

CFCS pooled resources from the former IT & Telecommunications Agency and the civilian and military emer-

gency response teams, GovCERT and MILCERT (Jacobsen, 2014). Furthermore, the formation of the National 

Cyber Crime Centre (NC3) under the Danish National Police was announced in January 2014.7 (See more on 

both CFCS and NC3 below.) In addition, DKCERT monitors the IT and cyber security of universities and re-

search institutions in Denmark, providing expertise and insight.8 The Inter-ministerial Project Office (or Dig-

itisation Agency) is responsible for the Danish e-government strategy, which is extensive. Their focus is on 

citizens as well as the digital communication between citizens and government bodies.9 

Having provided an overview of the complexity of the cyber security issue, I will now turn to fleshing out the 

theoretical frameworks I will apply, showing how they are relevant for this intricate and fast-changing topic. 

  

                                                           
6 Freely translated from Danish by the author. 
7 See http://www.justitsministeriet.dk/nyt-og-presse/pressemeddelelser/2014/nyt-cyber-crime-center-s%C3%A6tter-
h%C3%A5rdt-ind-mod-it-kriminalitet. Accessed 27 August 2014. 
8 See https://www.cert.dk/kontakt/. Accessed 27 August 2014. 
9 See http://www.digst.dk/Servicemenu/English. Accessed 27 August 2014. 

http://www.justitsministeriet.dk/nyt-og-presse/pressemeddelelser/2014/nyt-cyber-crime-center-s%C3%A6tter-h%C3%A5rdt-ind-mod-it-kriminalitet
http://www.justitsministeriet.dk/nyt-og-presse/pressemeddelelser/2014/nyt-cyber-crime-center-s%C3%A6tter-h%C3%A5rdt-ind-mod-it-kriminalitet
https://www.cert.dk/kontakt/
http://www.digst.dk/Servicemenu/English
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3. Theory 
This section will outline and justify the theory chosen for the thesis. I will proceed from the broad to the 

narrow, beginning with the debate on structure and agency, continuing with Lave and Wenger’s communities 

of practice, and concluding with an explanation of Abbott’s system of professions as well as the analytical 

concept of linked ecologies. I have chosen Abbott’s system of professions because of its important contribu-

tions to understanding how occupations control knowledge and skill, a key issue in the information age. Fur-

thermore, the model of linked ecologies copes well with complex and fast-changing policy issues, where 

there is little or no history of the problem, and where there are many overlapping actors involved (Seabrooke 

& Tsingou, 2009). The above will have shown that the issue of cyber security fits this description well. The 

point of this section is to prepare the reader for the later application of the concepts described and explained 

here. 

The practice turn 
One of the fundamental debates within social science stands between structure and agency (Abbott, 2005). 

Because of the importance of the problem, I will begin by outlining and justifying the approach of this thesis 

to the debate. In explaining social order, structuralists see the social world as consisting of various social 

systems that ultimately coerce individual actions. The whole is more than the sum of the parts in this view. 

Individualists (agency) see social systems as the result of individual actions, and the social world thus consists 

of individual, atomic actors. This can also be seen as a tension between constraint and choice: structuralists 

see individuals as constrained in their choices by social forces, whereas individualists see individuals as having 

choices to make, the study of import being the motivations and interests that define the choices (Abbott, 

2004). 

In the spectrum between these two poles, there are various attempts at overcoming the dichotomy. Here, 

“individuals make their own histories, but…in that making they produce larger structures that in turn render 

them unable to make those histories under conditions of their own choosing” (Abbott, 2005, p. 245). 



28 
 

Amongst these alternatives, one of the most influential remains practice theory, which has its roots in Karl 

Marx’s concept of praxis, but which has since evolved much under the influence of sociologists such as Pierre 

Bourdieu and Anthony Giddens (Lave & Wenger, 1991). Practice theory seeks to explain the connection be-

tween human action and the social world (Ortner, 1984). Broadly speaking, practices are human actions, 

anything that people do. However, what is interesting to study is those actions that have political implica-

tions. Thus, political actions become the fundamental unit of analysis. Furthermore, social order emerges 

from the combined whole of all practices. 

In this way, practice theory provides an alternative to viewing structure and agency separately, rather seeing 

them in a cyclical perception. This is reflected in John F. Padgett and Walter W. Powell’s study of organisa-

tional emergence. They combine the two approaches rather than viewing them as competing concepts. “In 

the short run, actors create relations; in the long run, relations create actors”10 (Padgett & Powell, 2012, p. 

2). Thus, in the short run, actors are objects with purposes and choices to study, explaining their behaviour. 

“But in the long run, all objects evolve, that is, emerge, transform, and disappear” (Padgett & Powell, 2012, 

p. 3). In this way, there is room for both the study of individuals and their choices and actions, as well as the 

organisations and groups made up of individuals who have their own motivations and interests – as long as 

one keeps the concept of time in mind. 

Communities of practice 
In 1998, Etienne Wenger published the book Communities of Practice, where the concept of practice from 

above played a key role. Based on a social view of learning, which he originally developed in collaboration 

with Jean Lave (Lave & Wenger, 1991), Wenger elaborated on the term “communities of practice”, maturing 

the theoretical construct. 

The basic characteristics of communities of practice are as follows (Wenger, 1998). Throughout our lives, 

humans engage in diverse enterprises, including mere survival, education, being part of a family, working, 

                                                           
10 Emphasis in original. 
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and various hobbies. In these inherently social processes of interaction, we learn collectively. This eventually 

gives rise to practices, a concept that reflects both the pursuit of the enterprises as well as the social relations 

arising from this. In this way, “practice is the source of coherence of a community” (Wenger, 1998, p. 72). A 

community of practice has three dimensions: 

1. It is a joint enterprise, constituted and continually negotiated by its members, which also means that 

external forces only affect the practice through this internal negotiation; 

2. It functions by means of mutual engagement, reflecting the inherently social nature of the commu-

nities (with resulting complexities); and 

3. It creates a shared repertoire: resources for negotiating meaning, such as vocabulary, routines, styles, 

etc. 

These three dimensions define membership of a community – no other criteria. A member must consider 

herself accountable to the enterprise; be able to engage with other members; and be able to make use of 

the shared repertoire. Thus, “a community of practice acts as a locally negotiated regime of competence”11 

(Wenger, 1998, p. 137). Furthermore, a community of practice is more than the coming together of individ-

uals around a certain skill or task. Membership of a community provides a sense of joint identity stemming 

from the ways of doing or looking at things. Finally, it is worth noting that communities of practice are not 

comparable to more formal organisations and it is unclear where they begin and end. 

The literature on communities of practice situates itself squarely between structure and agency because of 

its social view of learning. As learning is inherently an action, engagement, or interaction, it relates well with 

agency – simultaneously, learning is embedded in culture and history, true social structures. “Through…local 

actions and interactions, learning reproduces and transforms the social structure in which it takes place” 

(Wenger, 1998). Communities of practice focus neither on the individual nor on the social structures. As such, 

                                                           
11 Emphasis in original. 
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it is a mid-level analytical construct, which can be employed neither in very specific circumstances nor as a 

way of analysing broad and abstract entities. 

Professions and linked ecologies 
Andrew Abbott’s seminal work The System of Professions (Abbott, 1988) has had a profound influence on the 

analysis of occupations and professions. Whereas academic work in this area has previously focused on the 

unidirectional process of professionalization, Abbott criticised this approach and provided an alternative way 

of examining professions (Tolbert, 1990). The System of Professions presents three basic arguments: “that 

professions could not be studied individually but only within an interacting system, that a theory of profes-

sions had to embrace not only culture and social structure but also intra-, inter-, and transprofessional forces, 

and that the development of professions would necessarily be a matter of complex conjunctures” (Abbott, 

1993, p. 204).  

The key contribution of the book is the idea of studying professions within an interdependent system of 

interprofessional competition. Rather than focus on providing a precise definition of professions (Tolbert, 

1990), Abbott defines the concept loosely as “exclusive occupational groups applying somewhat abstract 

knowledge to particular cases” (Abbott, 1988, p. 8). The defining characteristic of professions in Abbott’s 

view becomes the possession of an abstract body of knowledge on which the profession bases its right to 

control certain work tasks. Professions are thereby distinct from occupations by their application of abstract 

knowledge and skills rather than techniques or crafts. 

In line with the above, it is important to analyse the work tasks of a profession, not only the social structures 

surrounding the professions and the cultural claims they make. Furthermore, professions cannot be analysed 

in isolation because the competition that takes place between professions, “jurisdictional competition”, is an 

essential determinant of whether a profession can assume exclusive control of work. The context in which 

the professions exist thus also becomes central (Tolbert, 1990).  
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The above introduces Abbott’s system of professions. To this, it is important to add his later concept of 

“linked ecologies” (Abbott, 2005). Traditionally, the part of the social world being analysed is the only part 

adhering to the above ideas of a complex and changing environment, which stems from ecological thinking. 

Thus, professions were envisioned as a separate ecology where various audiences externally determined the 

criteria of success: the state, the public, and the workplace. However, Abbott’s later work emphasised that 

the environment of an ecology is just as complex and changing as the inside of the ecology. Thus, for a juris-

dictional claim to be successful in the professional ecology, it must also be successful in adjacent ecologies 

such as the political or the academic, which have fundamentally different goals and time horizons. Let me 

now turn to explaining the ecology of professions and the concept of jurisdictional competition in more de-

tail. Later, I will return to the idea of linked ecologies and the environment of professions. 

The ecology of professions 
Ecologies consist of actors, locations, and ligation connecting the two (Abbott, 2005). In the ecology of pro-

fessions, actors are the various professions (such as doctors or lawyers), locations are sets of controlled tasks 

(such as the tasks performed by doctors in treating the ill), and ligation is termed jurisdiction. For instance, 

in the medical profession, doctors are bound to certain tasks through jurisdiction. Jurisdiction thus describes 

the many processes by which doctors remain connected with those tasks. Such processes include formal 

education and legislation, which also prevent other professions from engaging in medicine. Actors and loca-

tions are inseparable from the social interaction inherent in ligation. For instance, obesity is a location that 

has risen to prominence over the past decades. However, obesity is not a location because of a set of prop-

erties but because of the way, professions compete for control over the expert work associated with obesity 

(and the resources that follow from it). Not all of social space is formed into locations, so the term “arenas” 

describes broad zones of experience that have not yet been defined and professionalised. Arenas are thus 

potentially professionalisable tasks. 

Inherently, professions “wish to aggrandize themselves in competition” (Abbott, 2005, p. 246). To take over 

different areas of work, they establish their own jurisdiction over them. They do so by means of their 
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knowledge system. Jurisdiction binds tasks to professions through objective and subjective qualities of pro-

fessional work as well as academic knowledge. The ties of jurisdiction are by no means permanent and their 

strength varies, depending on crucial aspects of each trait of the work. This allows for competition between 

professions (Abbott, 1988). 

As mentioned above, professions are distinct from occupations by their application of abstract knowledge 

and skills. The concept of abstraction is thus crucial for understanding the distinction between occupations 

and professions: “Many occupations fight for turf, but only professions expand their cognitive dominion by 

using abstract knowledge to annex new areas, to define them as their own proper work” (Abbott, 1988, p. 

102). Abstraction enables cognitive claims in the competition over jurisdictions. Abstraction is the “ability to 

define old problems in new ways” (ibid. p. 30). The process of reduction is an example of one such cognitive 

claim. Here, an area of professional work (either a new arena or a jurisdiction of another profession) is re-

duced to a jurisdiction already controlled by the profession undertaking the reduction. For example, child 

misbehaviour was previously seen as a separate issue. However, the medical profession has effectively re-

duced it to hyperactivity, and thus to the jurisdiction of medicine (ibid.). In this way, reduction redefines the 

current jurisdiction of the problem into that of the attacking profession. 

It is crucial to understand, though, that professions must strike a fine balance between the necessity of having 

an abstract knowledge system, and the danger of abstracting too far away from the applied work of the 

profession. The necessary level of abstraction is always relative to the time and place of a profession. The 

abstract knowledge system is in itself vulnerable to attack by other professions. In other words, abstraction 

must be “effective enough to compete in a particular historical and social context” (Abbott, 1988, p. 9). 

Competition between professions may also take its starting point in professional practice or social structure, 

not only academic knowledge. For instance, the development of new knowledge or skills by a profession may 

facilitate its expansion at the expense of others. Standardisation or effective organisation by a profession 

may also challenge the jurisdiction of adjacent professions (Abbott, 1988). 
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The contest between professions may result in various kinds of arrangement. “Full jurisdiction” is what all 

professions aim for: it is “a heartland of work over which [a profession] has complete, legally established 

control” (Abbott, 1988, p. 71). However, full jurisdiction is far from always the result. Excess demand for the 

services of a profession, for instance, may result in three different outcomes: jurisdictional reconstruction, 

division of labour, or client differentiation (ibid.). Jurisdictional reconstruction implies an overhaul of the ar-

rangements in a location (or arena). Both division of labour and client differentiation are rare. Division of 

labour describes a situation where two or more groups hold jurisdiction equally with respect to a task. Usu-

ally, this involves a clear distinction of responsibilities between the different groups. However, maintenance 

of such a situation is difficult because of the obscure boundaries between the professions that may eventually 

result in a fusion of the groups. Client differentiation requires that the clients requesting the services have 

different statuses. It is an implicit arrangement between a superordinate and subordinate profession, where 

they share the clients according to their status. 

The social structure of a profession is characterised by large or small organisations or associations of profes-

sionals; controls, such as schools that teach professionals, exams that test them, and the licenses that identify 

them; and worksites, such as a hospital, but they vary widely and include both practical and academic sites 

(Abbott, 1988). An “ideal” profession has a firmly established structure on all three of the above aspects, but 

in terms of both the social structure and abstract knowledge, there is a distinguishing question of when a 

group of workers become a profession? For instance, “quasi-professions” are a particular group of people 

doing a particular kind of work, but where the group lacks the coherence of professional social structure 

(Abbott, 1995). These might be forerunners of fully-fledged professions or simply a different kind of entity. 

In spite of quasi-professions’ lack of organisation, Abbott argues that neither the claims nor the functions of 

a profession are defining, but that the definition lies in the ability of the profession to maintain itself in a 

competing system (Abbott, 1988). This reflects back to the key contribution he made to the theoretical tra-

dition of seeing the professions as existing in a competing environment. 
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Linked ecologies 
What determines whether a profession is successful when making a jurisdictional claim? As mentioned 

above, Andrew Abbott originally spoke of “audiences”, i.e. the state, the public, and the workplace (Abbott, 

1988). However, these were conceived of as static and exogenous to professions, being external judges or 

referees on the battles taking place in the complex professional ecology. Later, Abbott came to see profes-

sions as an ecology amongst other ecologies, all of which are complex and not fixed (Abbott, 2005). Apart 

from the professional ecology, Abbott presents two others: the academic ecology and the political ecology. 

The three ecologies are organised differently with different resources, actors, locations, ligations, rhythms, 

etc. These differences are what separate the ecologies from each other, although there are clearly overlap-

ping boundaries between them. The dynamics between ecologies thus become a central feature in the battle 

for control over locations and the resources that flow from them. In this way, actors such as states, that are 

traditionally seen as fixed, can be analysed, thus reducing black boxes and assumptions. 

The academic ecology consists of actors, locations, and ligations, just like the professional ecology (Abbott, 

2005). However, the characteristics of the components differ fundamentally. Actors in this ecology, for in-

stance, are much harder to define than in the professional ecology. Some are professions, some are academic 

disciplines, and many are the aspiring professions and disciplines. Change is more rapid and movement is 

more fluid between the actors. In terms of location, where the professional pendant are jurisdictions, aca-

demia deals with much less stable and more overlapping “settlements”. Settlements can be a faculty, a ma-

jor, or a set of courses, involving for instance research practices and the structurally defining academic jour-

nals, degrees, conferences, etc. Abbott also emphasises the difficulty of delimiting the academic ecology 

compared to others. Students and administrators, for instance, may be seen as actors endogenous to the 

ecology, but also as some of those who are the audiences to the claims of the actors. Thus, the academic 

ecology overall is less stable, more prone to change, and less exclusive in relation to other ecologies, than 

the professional ecology. 
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The political ecology is even less stable and exclusive than the academic one (Abbott, 2005). “The state” is 

often black boxed and described as a unified entity, but in practice it consists of a variety of different govern-

ments determined by geography (e.g. local, regional, national), and authorities over various intersecting and 

important spheres such as water, digitisation, and schools. While the political ecology may seem visible and 

clear from the outside, it quickly becomes obvious that there are a multitude of actors and locations. Actors 

may be political parties, civil servants, administrative departments, interest organisations, etc. Locations are 

not the visible legislatures or administrative councils that one may expect; they are “settings of competition”. 

Rather, locations in the political ecology are “bundles” that political actors seek to dominate: political issues, 

decisions, and outcomes. 

The analytical framework of linked ecologies thus describes society as consisting of numerous adjacent 

and/or overlapping ecologies “all of whose actors seek alliances, resources, and support across ecological 

boundaries” (Abbott, 2005, p. 247). This may result in alliances between subgroups in different ecologies. 

However, the internal characteristics of the ecologies shape whether the ecologies encounter each other and 

to what extent alliances are possible. Both the many forms of actors, locations, and ligations, as well as the 

different temporal structures of the ecologies may play a role here. Actors may be large or small, many or 

few, exclusive or overlapping; locations may also be large or small, exclusive or overlapping, but also packed 

or loose; and there are many varieties of ligational arrangements within each ecology. For instance, some of 

the various jurisdictional arrangements of the professional ecology were mentioned above (e.g. full jurisdic-

tion, division of labour, client differentiation). Such differences in ligation are also present in the academic 

and political ecology with especially many combinations in the political bundles. Overall, they may vary along 

exclusivity, intensity, legal standing, external recognition, etc. 

I briefly mentioned that ecologies also have different temporal structures. This means that they operate with 

different time horizons (Abbott, 2005). Professional actors today, for instance, face a rhythm of rapid change 
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and development. Their knowledge increasingly becomes obsolete before the end of their careers, and con-

tinuous education is often necessary. In addition, the different temporal structures mean that an issue may 

not be important across ecologies at the same time. 

Thus, competitive strategies within one ecology must succeed in another as well to be successful (Abbott, 

2005). A jurisdictional claim in the professional ecology must also provide benefits to allies in a bordering 

ecology. For instance, an issue or strategy may provide a “hinge”, offering rewards for two ecologies at the 

same time. However, the rewards will not be the same – if they were, the ecologies would not be distinct, 

but would merge. The differences in rewards is one of the fundamental points that keep ecologies separate. 

Ecologies may also link to each other through “avatars”, where for instance a profession creates a colony of 

its own actors in another ecology. This kind of strategy will often result in tension and conflict between the 

original and the avatar, because they will face different competitive pressures as inherent in the different 

ecologies. 

Thus, the focus on practices, relations, and interactions provide the connection between practice theory, 

communities of practice, professions, and linked ecologies. I will argue below that in certain cases, commu-

nities of practice may be precursors of fully-fledged professions, and thus an alternative to Abbott’s “quasi-

professions” (Abbott, 1995) mentioned above. Before proceeding to the application of the above theories to 

the case of cyber security in Denmark, I will turn to considerations on methodology and the methods that 

were employed in the study. 
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4. Methodology 
The methodological considerations (basic assumptions about the social world being studied) as well as the 

methods of inquiry are of considerable importance for any research project. This section will explain and 

justify how and why the research was conducted in the way, it was. I will begin with the epistemological and 

ontological considerations. Then, I will proceed to the research approach and design, and account for the 

methods employed for the data collection. Finally, I will comment on the data analysis and the innovative 

method of the case study integrity forum (CSIF). Along the way, I will continuously reflect on the methodo-

logical choices as well as their consequences. 

Research philosophy 
Research philosophy is characterised by ontological and epistemological assumptions (Saunders, et al., 2012). 

The nature of reality (ontology) influences assumptions about how the world operates. Considering what 

kind knowledge is acceptable (epistemology) influences the choice of data collection methods.  

Ontology: relationism 
Traditionally, the two poles within ontology are objectivism and subjectivism (Saunders, et al., 2012). Objec-

tivism posits that social entities exist independently of and externally to social actors. According to subjectiv-

ism, on the other hand, those very social actors create the social phenomena by their perceptions of them 

and their subsequent actions. Like with structure and agency, researchers have supplemented these oppo-

sites with alternatives. This thesis draws from one such, namely relationism. 

Both Andrew Abbott (Abbott, 1995) and Mustafa Emirbayer (Emirbayer, 1997) have emphasised relationism 

as an alternative to the above. Emirbayer describes relationism by pitting it against substantialism, to which 

both objectivism and subjectivism belong. Substantialism takes actors or substances as their point of depar-

ture and only see relations between the discrete units as being supplementary alterations, having no real 

influence on the entities themselves. In the relationist view, the transaction becomes the unit of study; it 

becomes the defining characteristic of the entities. The transactional approach “sees relations between 
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terms or units as pre-eminently dynamic in nature, as unfolding, ongoing processes rather than as static ties 

among inert substances” (Emirbayer, 1997, p. 289). Research should thus “start with boundaries and inves-

tigate how people create entities by linking those boundaries into units. We should not look for boundaries 

of things but for things of boundaries” (Abbott, 1995, p. 857). Actions, intersections, and relations thus be-

come crucial elements of study. 

As the significance of congruence between theory and method in a research project cannot be overstated, 

let me show how relationism correlates to the theoretical framework of professions. Abbott’s system of pro-

fessions was, at its inception, radical in its emphasis on taking interprofessional conflict as the starting point 

of the analysis of professions. Thus, the jurisdictional competition between existing professions or quasi-

professions take precedence over the study of the professions themselves. In this way, a “profession is a set 

of turf battles that are later yoked into a single defensible position on the system of professions” (Abbott, 

1995, p. 860). Furthermore, the precedence of the relational process of ligation illustrates the connection 

between linked ecologies and relationism (Abbott, 2005). When it comes to explaining change in the social 

world, which this research is highly concerned with considering the rapidly evolving nature of cyber security, 

relationism is also useful. As Abbott posits, this ontology starts with change, hoping to explain stability as a 

by-product, rather than beginning with stasis, losing the ability to explain change.  

An issue with relationism is how to characterise what is inside the boundaries: “When, if ever, does a set of 

relations actually count as a “thing”, a substance, or an entity?” (Emirbayer, 1997, p. 304). Abbott’s solution 

is to define entities according to two key characteristics: the ability to reproduce itself, and the ability to do 

social action (Abbott, 1995). Thus, an entity must have some kind of internal coherence as well as endurance. 

Epistemology: interpretivism 
In the epistemological position of interpretivism, reality is relative and multiple, and perceived as a social 

construction determined by how individuals see the world (Kvale & Brinkmann, 2009). Here, knowledge is 
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not “a mirror of reality” but interrelational and constituted through interaction. Interpretations and negoti-

ations of the meanings of the social world become the object of study rather than the objective realities of 

positivism. This corresponds well with the ontological view of relationism with its emphasis on transactions 

and relations. The goal of interpretive research is to continually understand behaviour rather than reach a 

final explanation (Hudson & Ozanne, 1988). 

The role of the researcher is important within interpretivism. The researcher has an interactive and cooper-

ative relationship with the subjects studied, with no privileged point of observation (Hudson & Ozanne, 

1988). Because of the importance of understanding social realities, the concept of verstehen is a qualification. 

Originating with Max Weber (Benton & Craib, 2001), the German word verstehen entails the ability to under-

stand shared meanings of language, culture, and contexts (Hudson & Ozanne, 1988). Reflecting on this in 

relation to my own research process, it was an advantage for me to be conducting the research in Denmark 

because of my prior knowledge of the culture. However, in a narrower sense, I was not familiar with the 

shared meanings and understandings of the technical IT environment. Thus, I had to immerse myself consid-

erably in the culture and context of the subjects I interviewed to be able to understand their shared and 

individual meanings. 

In line with interpretivism, I seek to understand the specific context of the case under study, focusing on the 

specific and concrete. The knowledge generated by this study is not generalizable, as social reality is context- 

and time-specific (Saunders, et al., 2012). However, knowledge may be transferable from one situation to 

another, taking the context of social knowledge into account (Kvale & Brinkmann, 2009). The findings of the 

study contribute to the theoretical framework of professions. These contributions may be valid in other 

cases. 

Hudson and Ozanne (1988) point to a few criticisms of interpretivism, which I will address here. Firstly, there 

is the question whether one can truly understand the reality of others. As to this, I realise the limits of em-

pathetic understanding but I also contend that it is not a question of complete immersion. Rather, it is a 
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question of enough immersion for the researcher to be able to draw out the findings. Secondly, it may be 

difficult to understand macroscopic features of society when focusing on individuals. However, with an on-

tology of relationism, I focus not on individuals themselves but on the connections between them. I argue 

that these interfaces are the defining feature of society, lifting the focus from the micro to the macro. Finally, 

it may be difficult to establish boundaries around the group being studied. In terms of studying professions, 

though, it is not a question of establishing boundaries but of studying them and the jurisdictional competition 

at the amorphous and changing intersections between professions. 

Research approach 
To be able to understand the meanings in human interaction and make sense of the multiple realities, integral 

of interpretivism, it is important for the researcher to begin with an open mind and maintain a flexible and 

adaptable approach (Hudson & Ozanne, 1988). Therefore, the research approach chosen was abduction, ap-

proaching the area of inquiry with some prior knowledge but with an acceptance of the fact that this 

knowledge would not be sufficient to fully comprehend the changing social reality, nor sufficient to set a 

research design in stone (Saunders, et al., 2012). Abduction refers to the combination of deductive and in-

ductive research approaches. Deduction is often associated with the natural sciences and involves a testing 

of certain theoretical assumptions. It involves a structured methodology to be able to replicate the study and 

thus ensure reliability. Induction, on the other hand, involves the exploration of a phenomenon to generate 

or build theory. It involves a much less structured research design to allow for alternative explanations, and 

is often concerned with the specific context of the study (ibid.). 

The very early stages of my research were inductive and exploratory. However, I began to incorporate Ab-

bott’s theory of professions to inform the primary data collection and along the way, I began to try to account 

for the surprising findings of the research, thus modifying the existing theory. Finally, I gathered my findings 

towards the end of the data collection and tested them in a setting known as a case study integrity forum 

(CSIF, see below). In effect, I was moving back and forth between theory and data, building on existing theory 
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but remaining open to alternative findings and modifications of the theory (Saunders, et al., 2012). As ex-

plained above, this reflects an abductive research approach. 

Research design 
The research design was emergent, evolving along the way, always open to new information (Hudson & 

Ozanne, 1988). If we were to look at how I gathered the data, the overall method chosen would be ethnog-

raphy, whereby I gathered data by personal interaction and participation (Abbott, 2004). I conducted inter-

views, participated in meetings and events, observed interactions, and reflected on my findings along the 

way. However, in terms of how many “cases” I considered, I applied the method of small-N analysis (ibid.). 

By looking at a limited number of interviews and seeking similarities and contrasts between them, I was able 

to go into depth and detail in each case, but also to draw out general arguments from all of them. 

The process of data collection and sampling 
I began the data collection period by studying cyber security. I did this by following two tracks: one was to 

read both popular and more academic books and articles on the matter (Clarke & Knake, 2012 and Singer & 

Friedman, 2014 are examples of the first category; Cavelty, 2008 and Rid, 2013 of the second). The other was 

to follow the news, especially in Denmark. The former allowed me to gain insight into the complexities of the 

issue as well as some basic technical understanding. I applied the knowledge from this part in the descriptive 

section on cyber security above. The latter facilitated an understanding of the situation here in Denmark as 

well as indicating a range of possible interviewees by paying attention to (a) who wrote the news arti-

cles/blogs/etc. and (b) which individuals were consulted for expertise or perspectives. 

Thus, and simultaneously with the secondary data collection, I began compiling a list of relevant individuals 

to interview. Through contacts at the Danish Business Authority, I participated in a planning workshop of the 

Danish Internet Governance Forum. At the workshop, I contacted the first few interviewees. By asking for 

recommendations on who to speak with, known as snowball sampling (Saunders, et al., 2012), I was able to 

conduct ten interviews through this initial effort. Most of the interviewees came from either public institu-

tions or interest organisations, and their educational backgrounds were often within the social sciences. This 
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reflects one of the characteristics of snowball sampling, namely that the subjects are likely to identify other 

respondents who are similar to themselves (ibid.). With the semi-structured nature of the interviews (see 

below), I was able to gain a general understanding of what developments were taking place in Denmark 

within the field of cyber security. As the thesis evolved and gained focus, I began to make out the contours 

of the community of practice, and I realised that I was not reaching the individuals within the community – 

we only spoke about them in vague terms during the interviews. 

At the same time, I participated in several events in the Copenhagen area focused on IT (see Table 1). I did 

this to immerse myself in the setting, get a sense of what was going on, and initiate contact with IT security 

companies. In addition, I started asking interviewees for contacts specifically within IT security rather than 

generally. Finally, I consulted a list of members of a committee on information security hosted by one of the 

large interest organisations in Denmark. From these various sources, I emailed IT companies, IT security com-

panies, and large Danish companies after the completion of the first round of interviews to cover the gap in 

my data collection. I stopped requesting interviews when I found that the sample covered the essential areas, 

yet remained manageable (Saunders, et al., 2012). 

Table 1: List of events attended by the researcher 

Name of event Organised by Date 

Computerworld Summit 2014: The Third Wave of 
IT – mobile, data, social, cloud 

Computerworld 3 April 2014 

Global surveillance – dilemmas and paradoxes DJØF (Association for Danish 
Lawyers and Economists) 

24 April 2014 

Cyber threats and cyber security in a Danish and 
international perspective 

DIIS (Danish Institute for In-
ternational Studies) 

6 May 2014 

How to find and retain the best IT-employees Computerworld 22 May 2014 
Consultation on IT-security. How Denmark should 
secure itself digitally. 

Danish IT Industry Associa-
tion 

2 June 2014 

 

The interviews varied in length from twenty minutes to just over an hour. I conducted most of them face-to-

face, but because of geographical distance, I held four interviews over Skype or other Internet-based com-

munication services. The interviews were all of the “elite” form in Kvale and Brinkmann’s sense of the term. 



43 
 

They define elite interviews as being “with persons who are leaders or experts in a community, who are 

usually in powerful positions” (Kvale & Brinkmann, 2009, p. 147). The challenges of such interviews are: (1) 

obtaining access to the interviewees, (2) that the interviewer should be knowledgeable about the topic to be 

an interesting conversation partner, and (3) that the interviewee may have prepared opinions or speeches 

on the topic, which the interviewer will have to get beyond (Kvale & Brinkmann, 2009). On the first point, I 

only had difficulty securing interviews with people from the public sector, but I resolved the issue with per-

severance and stubbornness. On the second and third points, I has obtained significant knowledge of the 

topic before the interviews, but I was also on a learning curve, which I elaborate on below. 

All but three12 of the face-to-face interviews were conducted on the interviewee’s “turf”, so to speak, mean-

ing that they were held at their place of work. This was a conscious choice on my part. To the extent possible, 

I wished to put the interviewees at ease. As Kvale and Brinkmann emphasise, the interview is “a specific 

professional conversation with a clear power asymmetry between the researcher and the subject” (Kvale & 

Brinkmann, 2009, p. 33). The conversation is an instrument for the researcher in her project, and the power 

of interpretation and reporting lies solely with the researcher. Although it is impossible to eliminate this 

power asymmetry, the researcher ought to reflect on it. There are two points I would like to make in this 

regard. Firstly, having the interview at the interviewees’ place of work was a step towards minimising the 

power asymmetry. Secondly, in this research project, the interviewees were elite in the terms defined above. 

In addition, 19 of the 24 subjects were male. I, the researcher, am a young female master’s student. As Kvale 

and Brinkmann put it: “the prevailing power asymmetry of the interview situation may be cancelled out by 

the powerful position of the elite interviewee” (Kvale & Brinkmann, 2009, p. 147). I felt this keenly during the 

                                                           
12 The three interviews not conducted at the interviewees’ place of work were at the request of the subjects themselves. 
In one case, the interviewee travelled to Copenhagen for meetings, making it impossible to have the interview at his 
usual place of work. One other interviewee was rarely at his place of work because of a period of study, and in the final 
case, the office space of the interviewee’s organisation was limited. 
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interviews. As a positive side-effect, conducting the interviews at the interviewees’ place of work also ena-

bled me to see their offices, giving me an impression of their place of work, the atmosphere of the environ-

ment, etc. – all of which is important in ethnographic studies. 

Based on my early studies of cyber security as well as the theoretical foundation of the thesis, I put together 

a semi-structured interview guide (see the appendix). A semi-structured interview is characterised by a loose 

approach to the interview process, with a sequence of themes and some suggested questions (Kvale & 

Brinkmann, 2009), but with room for comments on aspects beyond the questions posed. In terms of the 

study at hand, this kind of interview complements the ontology of relationism well, with its focus on the 

space between humans, their interaction with each other, and their relationships, all of which are explored 

in the kind of steered conversations that characterise interviews. Furthermore, it is also in line with interpre-

tivism, as an interview “attempts to understand the world from the subjects’ points of view, to unfold the 

meaning of their experiences” (Kvale & Brinkmann, 2009, p. 1). 

I conducted the interviews anonymously and confidentially. To allow the tone of the interview to remain 

informal and to allow the subjects to speak more freely and from a personal perspective (rather than having 

to represent the viewpoint of their organisation), I did not record the interviews. Instead, I resorted to note 

taking with pen and paper, allowing the interviewees a full view of me and the notes I was taking during the 

interview, as opposed to note taking on a laptop, which obscures the bottom half of the researcher as well 

as the notes taken. Again, this choice was deliberate and a further attempt at putting the subjects at ease. 

Upon the completion of the interview, I would immerse myself as soon as possible in typing up the notes and 

expanding them with contextual notes. In spite of the limitations of the researcher’s remembrance, Kvale 

and Brinkmann have also pointed to some of the benefits of relying on memory and empathy: “the physical 

presence and the social atmosphere of the interview situation, lost on the recording, may remain in the 

background of memory. The interviewer’s active listening and remembering may work as a selective filter, 

not only as a bias, but potentially also to retain those very meanings that are essential for the topic and the 
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purpose of the interview” (Kvale & Brinkmann, 2009, p. 179). I deliberately focused on active listening during 

the interviews and noticed other signs of communication apart from the verbal. 

When the interview was over, I always asked the subjects whether they wanted to add or ask about anything 

before we finished, allowing them to voice any final considerations or uncertainties. I also asked for their 

permission to stay in contact. Finally, I offered to send them a digital copy of the thesis when it was finalised. 

All accepted the last two suggestions. Later, I sent an invitation to connect on LinkedIn, which all of the in-

terviewees accepted. LinkedIn allowed access to background information about the interviewees’ education 

and professional affiliations, employed in the analysis. 

Data analysis 
In an abductive research project, one continuously moves between theory and data, analysing along the way. 

Therefore, data collection by interviews is well suited for such studies, as analysis of interview data begins 

before the interviews and even takes place during them (Kvale & Brinkmann, 2009). The method of analysis 

one wishes to employ should guide the interview process from the initial formulation of the questions. In 

addition, “the analysis may…to varying degrees, be built into the interview situation itself” (Kvale & 

Brinkmann, 2009, p. 190). This means that the researcher summarises and interprets the statements of the 

interviewee during the interview, and then “sends” the meaning back in the form of a new question, to which 

the interviewee can respond. In this way, biases are minimised as the researcher tests her understanding of 

what the interviewee expresses immediately. This process illustrates why Kvale and Brinkmann call inter-

viewing a craft. In interview studies, the researcher is the main instrument of data collection. Thus, her skills, 

sensitivity, and knowledge become essential for the quality of the data produced. Let me here mention that 

I have previously conducted interviews for academic purposes, thus being familiar with the process. How-

ever, I also clearly felt that I was on a steep learning curve for the duration of the data collection process. It 

was a clear advantage that I conducted so many interviews and that they were of a significant length, as it 

allowed me to hone my skills quickly. On the other hand, this also meant that the quality of the first interviews 

was not as good as those I conducted later in the process, a point that was exacerbated by my lack of detailed 
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knowledge of cyber security early in the process. This may also have allowed the early interviewees some 

leeway in terms of prepared speeches and personal agendas, which are characteristic of elite interviews. 

However, I was aware of this weakness throughout the process and especially during the continuous analysis 

of the interviews. Finally, I shored up for the weaknesses by conducting the CSIF (see below). 

For the continuous analysis, I mainly employed what Kvale and Brinkmann term “interview analysis as theo-

retical reading” (Kvale & Brinkmann, 2009). Here, knowledge of the theory employed becomes very im-

portant – both for the interpretation of the data and for interview questioning. Specific analytical tools are 

not used. The researcher reads the interview notes several times and reflects theoretically on specific 

themes. The danger of a theoretical reading of the data is theoretical bias, where the researcher only pays 

attention to the aspects of the data that can be understood through the theoretical lenses adopted. Further-

more, new aspects of the phenomena may remain unnoticed. To address these potentially problematic is-

sues, Kvale and Brinkmann recommend careful listening during the interviews to ensure that the researcher 

notices as many nuances as possible of the interviewees’ thoughts. Furthermore, it is important to question 

one’s assumptions continually. I have paid much attention to these dangers, attempting to follow both rec-

ommendations along the way. 

Case study integrity forum 
As I began to hear topics, viewpoints, and areas repeated by the interviewees, I also found myself with a 

credible argument with which to answer the research question and objectives. To verify my conclusions, and 

to try to counter the danger of bias inherent in such a process, I invited a selection of the interviewees to 

attend a case study integrity forum (CSIF). This is an innovative method recently employed by qualitative 

researchers in connection with research on professions (Seabrooke & Tsingou, 2013). The subjects at the CSIF 

are aware of the researcher’s approach and focus because they have already been interviewed for the study. 

Thus, they are not “blind” to the topic, the defining distinction from focus group interviews. The purpose of 

a CSIF is to present the preliminary results of the research for the participants to comment on. The researcher 
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focuses on distinguishing reactions to new statements made as well as ensuring that all aspects are covered. 

It provides the researcher with a chance to get feedback and input on the results. 

Five interviewees attended (see the complete list of interviewees below) and voiced their opinions and view-

points in a closed-door discussion. Overall, the participants confirmed the results. Furthermore, they brought 

forth new nuances of the issue, strengthening the argument further, as the analysis will show.  
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5. Analysis: A new kind of professional emergence 
Introduction 
In this section, I will begin with a presentation of the interviewees in Table 2. Then I will analyse the interviews 

to expound the core argument of the thesis, visually presented in Figure 2. For the sake of clarity and under-

standing, the figure presents a useful outline for the structure of this section, although the formalised por-

trayal of the process does not adequately reflect the complex interplay of the real world. 

Figure 2: The argument of the thesis 

 

I will begin by showing the existence of a community of practice surrounding IT security in Denmark. From 

there, I will draw on the cyber security section as well as the interviews to argue that the community is facing 

a crisis. To deal with the crisis, the community is engaged in a sense-making process. Finally, I will show that 

several factors point towards an emerging cyber security profession in Denmark. I will do so by looking at 

supply and demand factors as well as jurisdictional competition taking place in the field. However, contrary 

to Abbott’s theory that professions emerge by design, I find that this profession is emerging as the result of 

structural conditions and government or public involvement. In addition, the emerging profession threatens 

the actors involved in the community of practice, as it will not necessarily include them or their perspectives 

on the issue. 

Apart from the information from the section on cyber security, the interviews, and the CSIF, this section will 

also draw on news articles, statements from the websites of various organisations (especially governmental 

bodies), and the public events I attended (see Table 1). I will refer to the news articles and websites in the 

footnotes. Where individuals made statements either at the events or in news items, I refer to them by their 

Community 
of practice

Crisis
Sense-
making

A cyber 
security 

profession
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name in the analysis because of the public nature of the sources. Note also, that in line with abduction, I will 

move continuously between the data and the theory, applying the theory as I go along. 

Interviewees 
Table 2 lists the subjects I interviewed. The first column designates a random code to each interviewee. I will 

use this code to refer to them throughout the analysis section. Where the interviewees or speakers at various 

events are quoted, the quotes are freely translated from Danish by the author. In addition, I have indicated 

the five interviewees that participated in the CSIF. The second column indicates the current organisational 

affiliation of the interviewees along with some keywords to describe the organisation. I have indicated 

whether the organisations are small (less than 50 employees), medium (50-250 employees) or large (more 

than 250 employees). The organisation operates primarily in Denmark unless I use the term “international”. 

In general, please note that I did not ask the subjects to express the opinions of their organisation and that 

their comments are therefore exclusively associated with the individual, not the organisation. Nevertheless, 

in line with the focus on both structure and agency inherent in practice theory, the professional affiliations 

of the interviewees is relevant for the analysis, as the organisational opinions and culture may constrain the 

actions of individuals subconsciously. The third column specifies the interviewees’ educational background 

first, followed by IT security certifications (if relevant). The fourth column states their work experience in 

broad outlines as well as their current job. Finally, the fifth column indicates whether the subject is involved 

in any IT security committees or similar. The committees include DI-ITEK’s committee on information secu-

rity, Danish IT’s expert committee on IT security, and Danish IT Industry Association’s committee on IT secu-

rity. 
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Table 2: List of interviewees and participants in the CSIF 

Code Current organisation Educational background Work experience Other 

B1 The Alexandra Institute. Non-
profit company at the intersection 
of IT-research and the industry 
(medium). 

PhD computer science Software architect and project manager at various IT-
companies for 7 years, assistant professor for 2 years, 
head of research at current company for 5 years 

Member of 2 
committees, in-
ternational in-
volvement 

B2 
(CSIF) 

Rail Net Denmark. Public infra-
structure company (large). 

M.Sc. auditing IT-auditor and –consultant for 14 years, Chief Infor-
mation Security Officer (CISO) at large Danish compa-
nies for the past 20 years, CISO at current company 
for 1 year 

Co-founded and 
previously 
chaired a com-
mittee 

CISA13, ISO 900114 internal 
auditor 

B3 The Bitbureau. NGO dealing with 
Internet politics (small). 

Graduate student (humani-
ties) 

Freelance IT-consultant, activist at current NGO for 4 
years 

 

B4 
(CSIF) 

C-Cure. IT security company 
(small). 

Unknown formal education None or unknown; current position (owner) for 21 
years 

Member of 2 
committees Several supplier certifications 

B5 Centre for Cyber Security, CFCS. 
Denmark’s national information 
and communications technology 
(ICT) security authority (medium). 

MA (humanities) IT security consultant (private sector) for 10 years, IT 
security consultant (public sector) for 7 years, senior 
advisor at current organisation for 3 years 

International in-
volvement 

CISSP15 

B6 Copenhagen Finance IT Region, 
CFIR. A financial technology clus-
ter supporting growth and innova-
tion in the intersection between 
finance and IT (small). 

MA (humanities) Communications consultant (interest organisations) 
for 1 year, business consultant at current interest or-
ganisation for 5 years 

 

B7 
(CSIF) 

Check Point Software Technolo-
gies. International IT security 
company (large). 

B.Sc. engineering Telecom or security engineer for 19 years, manager at 
current company for 8 years 

 

CISSP, ESL16 

B8 Codan. International insurance 
company (large). 

M.Sc. business administration 
and commercial law 

Underwriter at current company for 4 years  

                                                           
13 CISA (Certified Information Systems Auditor) is a certification offered by ISACA (Information Systems Audit and Control Association). 
14 ISO 9001 from 2008 sets out the requirements of a quality management system. 
15 CISSP (Certified Information Systems Security Professional) is a certification offered by (ISC)2 (International Information Systems Security Certification Consortium). 
16 ESL (Examined IT security Manager) is a Danish certification managed by the ESL-association. 
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Code Current organisation Educational background Work experience Other 
B9 Danish Chamber of Commerce. 

Interest organisation for business 
(medium). 

M.Sc. public administration Author of tech blog for 4 years, administrative officer 
in public sector for 6 years, policy advisor at current 
organisation for 2 years 

 

B10 Danish IT. Interest organisation 
for IT-professionals (small). 

M.Sc. computer science IT-consultant in public sector for 6 years, IT-consultant 
and manager in private sector for 23 years, manager 
at current organisation for 1 year 

(Organisation 
hosts a commit-
tee) 

B11 Danish ICT and Electronics Feder-
ation, DI-ITEK. Trade association 
(medium). 

M.Sc. public administration  IT-advisor and consultant at current organisation for 
13 years 

Member of sev-
eral committees 

ESL 

B12 Danish Internet Forum, DIFO. A 
not-for-profit association whose 
core task is to manage the top-
level domain ".dk" (small). 

M.Sc. business administration 
and commercial law 

Administrative officer in public sector 4 years, legal 
advisor in private sector 9 years, manager at current 
organisation for 8 years 

International in-
volvement 

B13 
(CSIF) 

Dubex. IT security company 
(small). 

M.Sc. electronics and com-
puter science 

IT-consultant for 2 years, current position (owner) for 
17 years 

Member of 2 
committees 

B14 eMino. IT company (small). BA commerce Involved with IT-projects and IT-consultant at interest 
organisations for 8 years, head of security at current 
company for 2 years 

Member of 2 
committees 

OSWP17, OSCP18, CISSP, 
CCFE19, CNFE20 

B15 Danish Business Authority, DBA. 
A part of the Ministry of Business 
and Growth, DBA endeavours to 
create the best conditions for 
growth in Europe (large). 

M.Sc. business administration Research assistant in academia for 1 year, analyst at 
ISP for 2 years, administrative officer in current gov-
ernment organisation for 6 years 

 

B16 The Danish Society of Engineers. 
A professional association for 
technical and science profession-
als (medium). 

M.Sc. public administration Advisor in interest organisation for 7 years, consultant 
at current organisation for 6 years 

 

                                                           
17 OSWP (Offensive Security Wireless Professional) is a certification offered by Offensive Security. 
18 OSCP (Offensive Security Certified Professional) is a certification offered by Offensive Security. 
19 CCFE (Certified Computer Forensics Examiner) is a certification offered by IACRB (Information Assurance Certification Review Board). 
20 CNFE (Certified Network Forensics Examiner) is a certification offered by Mile2. 
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Code Current organisation Educational background Work experience Other 
B17 Danish IT Industry Association. 

Trade association within the Dan-
ish Chamber of Commerce (small). 

M.Sc. public administration Consultant in public sector financial administration for 
4.5 years, IT-consultant in public sector for 1.5 years, 
senior consultant at current organisation for 4 years 

(Organisation 
hosts a commit-
tee) 

B18 LEGO. Founded in Denmark, the 
international toy company is fa-
mous for its plastic bricks (large). 

M.Sc. computer science IT-manager in private sector for 13 years, IT security 
manager at current company for 13 years 

Member of 1 
committee 

ESL 

B19 Microsoft Denmark. A subsidiary 
of the international software com-
pany (large). 

B.Sc. IT and business admin-
istration 

Banking for 10 years, technology specialist in private 
sector for 7 years, director at current company for 7 
years 

Member of 1 
committee 

B20 PROSA. Interest group and labour 
association for IT-professionals 
(medium). 

M.Sc. economics and IT Political advisor at current organisation for 22 years Member of vari-
ous educational 
boards 

B21 
(CSIF) 

Symantec. International infor-
mation security and management 
company (large). 

M.Sc. secure electronic com-
merce 

Security business developer for 6 years, security spe-
cialist at current company for 8 years 

Member of 1  
committee 

CISSP, CISM21, CCSK22 

B22 Systematic. Danish IT company 
(large). 

M.Sc. computer science Consultant for 9 years, manager at current company 
for 7 years 

Member of 1 
committee 

B23 TDC. Leading Danish provider of 
communications solution, present 
in all Nordic countries (large). 

B.Sc. electronics Various IT-jobs at current company for 22 years in to-
tal, incl. CISO for 1 year, currently Corporate Security 
Officer (CSO) for 3 years 

Member of 1 
committee 

ESL, CISSP 

B24 Vestas. Danish producer of wind-
mills, considered a leader in its 
field (large). 

Diploma in business admin-
istration, MA IT and organisa-
tion 

IT security consultant and manager in private sector 
for 15 years, currently vice president within IT security 
for 4 years 

Member of 2 
committees 

ESL, CISSP, CISA, CISM, 
CGEIT23, CRISC24, supplier cer-
tification 

                                                           
21 CISM (Certified Information Security Manager) is a certification offered by ISACA. 
22 CCSK (Certificate of Cloud Security Knowledge) is a certification offered by CSA (Cloud Security Alliance). 
23 CGEIT (Certified in the Governance of Enterprise IT) is a certification offered by ISACA. 
24 CRISC (Certified in Risk and Information Systems Control) is a certification offered by ISACA. 
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5.1 A community of practice 
In this section, I will argue that a community of practice currently exists in the area of IT security in Denmark. 

My reading of the secondary literature had conditioned me to assume that there was such a thing as a cyber 

security profession in Denmark. However, I quickly realised that this was a mistaken assumption based on 

the interviewees’ reactions to my questions. Along the way, the interviewees emphasised key characteristics 

of a community of practice (and not a profession), i.e. a kind of joint enterprise that the members constitute, 

mutual social engagement amongst the members, and a shared repertoire of practice and vocabulary. In 

addition, the lack of formal education further cemented the finding that an actual profession does not (yet) 

exist. At the same time, the focus on on-the-job training and the value of experience expressed amongst the 

interviewees again led thoughts back to a community of practice. Thus, I present an illustration of the com-

munity of practice at the end of this section. 

Assumptions dismantled: IT security, not cyber security 
I had assumed from the beginning that there was a more-or-less distinct group of people working with cyber 

security in Denmark, resembling Abbott’s loose definition of professions. I had expected that this profession 

would extend beyond the pure technical aspects because of the broad definitions of cyber security prevalent 

in the national security discourse. This assumption led me to formulate the following question for the inter-

views: “Do you see yourself as a part of the cyber security profession?” However, as the interviews pro-

gressed, and I ascended on the learning curve mentioned above, I discovered that this assumption was 

flawed. In general, the answers reflected a clear understanding of the profession being individuals that 

worked with the technical aspects of cyber security. The interviewees that worked in interest organisations 

or trade unions (B6, B9, B10, B11, B16, B17 and B20) spoke of being political representatives rather than 

cyber security professionals. (The exception to this was B11, to whom I will return below.) B15 and B17 both 

defined cyber security professionals as information and security officers in large companies, those responsi-

ble for security, which those I interviewed from this group confirmed. Furthermore, many from IT security 

companies also identified themselves with the profession. However, far from all answers were clear-cut. 
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Convincingly and most interestingly, B5 asked what I meant by “cyber security profession” and then went on 

to say, “That’s not how I think of myself.” Considering that B5 works for the Centre for Cyber Security, this 

was unexpected. The interviewee also spoke of the legal advisors that worked in the organisation, arguing 

that they would rather define themselves as a part of the legal profession than that of cyber security. B5 

concluded that there was a hard-core technical part but that it was otherwise a very broad and fuzzy grey 

zone area of work. 

I reached a turning point when I interviewed B22. When I asked this subject the same question as above, B22 

replied that one could not necessarily speak of a profession. A cyber security profession would be too broad, 

according to him. Experts of many kinds contribute to solving cyber security issues. He saw cyber security 

more as being a set of services offered by the company. In subsequent interviews, I specifically asked whether 

the interviewees thought such a profession existed in Denmark. It turned out there was some disagreement 

over this question. 

Some of the yes arguments centred on companies or people that work more or less exclusively with security 

(B19 and B24). B21 spoke of a small “security community” in Denmark, and both he and B2 referred to more 

or less formal groups of professionals. B18 said that a profession is on its way and that it will evolve because 

of increased specialisation. On the no side, B13 and B20 focused on that cyber security is a subfield of IT 

security and that no separate profession exists. B20 mentioned that of course specialisation takes place 

within IT as it does within e.g. medicine. However, this does not warrant speaking of a separate profession. 

B4 and B14 both spoke of the lack of formal sanction: B4 said that there is no education in Denmark to foster 

a cyber security profession, while B14 said that there is no stamp of approval, certification or verification for 

security companies, resulting in occasional loss of credibility.  

B7 gave no clear answer to the question. Although the subject identified with the profession, he also said, “It 

is difficult to put a frame around these people”, reflecting the difficulty of defining the members of the pro-

fession. On the other hand, he spoke of new titles and work roles/jobs in companies, reflecting the increased 
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demand for people with skills in the field. In addition, he mentioned the establishment of the CFCS, which 

reflects an increased use of the term by public bodies (see below). 

Formal and informal groups of expertise 
In spite of the disagreement over the existence of a cyber security profession, several interviewees referred 

to a limited number of experts working in this field in Denmark. As mentioned above, B21 spoke of a small 

security community in Denmark, where people knew each other. B4 said the number of people working in 

the field was limited, which B11 agreed with. Many interviewees referred to others in the community with 

much respect and admiration. B1 and B11 were among the ones most often mentioned by other interview-

ees. Furthermore, the existence of several committees on information security came to my attention through 

research and the interviews. Of the more formal kind, several of the IT interest organisations host commit-

tees on IT security, including DI-ITEK’s committee on information security, Danish IT’s expert committee on 

IT security, and Danish IT Industry Association’s committee on IT security. Furthermore, several interviewees 

mentioned less formal groups as well. B23 referred to a group of IT security professionals that meet regularly 

in Jutland. They had given it the humorous name the “Jutlandic Security Mafia”. During the CSIF, B2 men-

tioned that he was a founding member of a group of IT security officers. I have also encountered the ISP 

(Internet Service Provider) Security Forum during my research.25 The above is not an exhaustive list. 

The existence of such committees and groups where members interact and exchange views and experiences 

resemble Wenger’s communities of practice. The work practices are the source of coherence in the groups 

rather than e.g. education (to which I will return below) or organisational affiliation. 

Furthermore, the data collection process also confirmed that we are dealing with a bounded group of indi-

viduals. Firstly, the interviewees began mentioning the same individuals and organisations as I neared the 

end of my data collection. Secondly, when I attended the consultation on IT security hosted by the Danish IT 

Industry Association, I met many subjects I had previously interviewed, had been in touch with, or was about 

                                                           
25 See http://www.isp-sikkerhedsforum.dk/. Accessed 6 March 2014. 

http://www.isp-sikkerhedsforum.dk/


56 
 

to interview. Although I did not speak with all of the individuals I requested an interview of, and I did not 

know everybody at the consultation, I confirmed that the group’s relations with each other define them. 

Finally, when I presented the participants in the CSIF with my finding of an IT security community of practice, 

there was agreement on the matter. B2 confirmed it with the statement: “It’s a small world – we all know 

each other.” 

Thus, the above confirmed that a part of my assumption was correct: there is a more-or-less distinct group 

of people working with a field connected with cyber security, namely IT security. However, they do not (yet) 

resemble a profession. The key difference is the absence of an abstract knowledge system and formal edu-

cation to train the members of the profession according to certain standards and control access to the pro-

fession. Let me elaborate on this part of my argument. 

Training by practice and experience, not formal education 
As mentioned above, several interviewees associated the term “cyber security profession” with technical IT 

skills and work practices. However, there was also widespread agreement that such skills did not necessarily 

have anything to do with formal education. Three points confirm this: (1) comments by the interviewees, (2) 

the varied educational backgrounds of the interviewees who saw themselves as a part of the community, 

and (3) clarifications during the CSIF. 

When asked to describe any common educational traits of those working with cyber security, the interview-

ees came up with diverse answers. Apart from the obvious answers, such as computer science-graduates, IT-

engineers, and computer specialists, there were many other comments. For instance, B10 said, “Like so many 

other IT areas, it is an assortment of different backgrounds – business, technical, computer specialists…” B11 

said that there was no common trait. To prove the point, he said he had once hired a violinmaker. Many 

mentioned that several in the field were autodidacts. B24 mentioned that the only thing his employees had 

in common was that they were interested in the field and that they liked to immerse themselves in an issue, 

a prerequisite for success in this area. The CSIF also clearly confirmed that the community values practical 
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skills above formal education. “The best are definitely not those, that have a formal education,” said B2. 

“Many of us are “ghostbusters” – we just decided that that’s what we want to be, we did not study to become 

it,” said B4, invoking the 1984 movie to refer to the IT security community. 

Table 3 lists the interviewees who answered with a clear “yes” to the question of whether they considered 

themselves a part of the cyber security profession in Denmark. I take this as a clear identification with the 

community. Note that interviewee B11 answered with a clear yes but is the only subject on the list working 

for an interest organisation and not either an IT security company or a private company’s IT-division. Inter-

estingly, this subject commented on his lack of credentials within IT security, arguing that membership was 

independent of education, echoing the points above. 

Table 3: Educational background of interviewees who identified themselves as a part of the profession 

Interviewee Educational background (formal first, then certifications where relevant) 

B1 PhD computer science 
B2 M.Sc. auditing; CISA, ISO 9001 internal auditor 
B4 Unknown formal education; several supplier certifications 
B7 B.Sc. engineering; CISSP, ESL 
B11 M.Sc. public administration; ESL 
B13 M.Sc. electronics and computer science 
B14 BA commerce; OSWP, OSCP, CISSP, CCFE, CNFE 
B18 M.Sc. computer science; ESL 
B21 M.Sc. secure electronic commerce; CISSP, CISM, CCSK 
B23 B.Sc. electronics; ESL, CISSP 
B24 Diploma in business administration, MA IT and organisation; ESL, CISSP, CISA, CISM, CGEIT, 

CRISC, supplier certification 
 

As can be seen from the table, the educational backgrounds vary from computer science to business degrees. 

B21 is the only subject to have a specialised degree within the field of IT security – a degree acquired in the 

United Kingdom, not in Denmark. This reflects the fact that it has so far been impossible to gain a degree 

specialising in IT security in Denmark, let alone cyber security. B11 mentioned the option of going abroad to 

either Norway or the UK to gain a specialised degree. However, he also said that it was far from common. 

B18 said that (mistakenly going along with my initial assumption that there is a cyber security profession) the 

profession is “thin” because of the lack of an education. 
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The participants at the CSIF also brought up the lack of specialised degrees, but from a different angle. B13 

pointed out that there was no Internet when they began their working lives. Therefore, there was no relevant 

educational track for them to follow within cyber security. The issue was not even in existence then. This 

results in two interesting points. Firstly, it touches upon the issue of the speed of technological change within 

the professional ecology, to which I referred above. Secondly, it reflects a point about age and generations. 

Since I conducted elite interviews, few of the subjects were younger than 40 years. Furthermore, as I will 

show below, management-level is part of the definition of the community of practice, limiting the age group. 

Several interviewees also referred to the relatively high average age of the community, including B7, B23 and 

B24. I will return to this below. 

It turned out that practitioners gain competencies elsewhere than traditional educational institutions. Eight 

of the eleven subjects in Table 3 hold a certification from international associations such as ISACA (Infor-

mation Systems Audit and Control Association) and (ISC)2 (International Information Systems Security Certi-

fication Consortium). The most common certifications amongst the subjects are CISSP, CISM and CISA26 that 

all deal with the security of information systems. There is also a Danish certification, ESL (Examined IT Security 

Manager), administered by the independent ESL-association.27 The certification has existed for more than 20 

years but was recently restructured in collaboration with the IT security company Ezenta. According to B11, 

ESL targets individuals from the IT-field moving into security management. Views on ESL differed amongst 

the interviewees. B11 called it a “supplementary alternative, not a technical education”. B7 did not think it 

was very current or valid today. On the other hand, B24 applauded its recent overhaul. 

The mixed perceptions of ESL also extended to other certifications. To interviewee B7, certifications such as 

CISSP provided him with credibility in business situations by supplying a common language, which indicates 

the shared repertoire of a community of practice. He also pointed out that they allow new members of the 

community a “kick into the trade”. Although he was not expressly critical, B13 associated certifications with 

                                                           
26 For the full names of the certifications, see the footnotes of Table 2, the list of interviewees. 
27 See http://www.esl.dk/forside/esl-uddannelsen.aspx. Accessed 20 August 2014. 

http://www.esl.dk/forside/esl-uddannelsen.aspx
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the less technical part of IT security where risk assessment plays a large role. During the CSIF, there was 

considerable criticism of the certifications. “Experience trumps certifications,” said B4. However, this 

prompted a response from B7 that the certifications provide a common language and they range widely, 

from technical to management-oriented. B4 countered that those with certifications are often theoreticians, 

not practitioners, and that they were unable to handle the situation when faced with a cyber attack, a posi-

tion not vocally opposed by other CSIF-participants. Note that B4 and B13 do not hold any of the common 

certifications, which may prompt them to be more vocal in their opposition. 

In summary, the community knows about the certifications and most of those who self-identified with the 

community hold at least one. Although debated, they are a common feature of the community and thus may 

contribute to a shared repertoire as well as provide possibilities for interaction amongst the practitioners. 

Overview of the community of practice 
Figure 3 provides an overview of the IT security community in Denmark. It consists of actors from four 

sources: managers in IT security companies, CISOs and people with similar responsibilities in large organisa-

tions (normally public or private companies), a few senior consultants in interest organisations, and some 

managers from public organisations such as CFCS and NC3.  

Figure 3: The IT security community in Denmark 
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Although the figure does not accurately show the relative size of the different sources, it is intentional that 

the two middle circles make up a larger share of the community than the top and the bottom circle. The 

interviews made it clear that the professional ecology had fundamentally different goals, interests, and re-

sources than the political ecology, reflecting their different locations and ligations. Therefore, very few indi-

viduals from the political ecology of the state and even interest organisations share the joint enterprise of 

the community, which clearly belongs to the professional ecology, even though the group is not a profession 

in itself.28 

Furthermore, other professional actors were mentioned – consulting firms and insurance companies – but I 

found that they do not participate in the community. Their work practices are of a fundamentally different 

nature: they focus exclusively on the aforementioned risk assessments rather than the technical side of IT 

security, and on abiding by legal requirements. Thus, they are not concerned with IT security as such. How-

ever, they are entering the arena of cyber security and engaging in jurisdictional competition (see below). 

Overall, a defining feature of the community is management level: the community consists of individuals with 

management roles or similar, not programmers, technicians, or junior partners. B10 referred to this in the 

interview: “I am talking about the managers. There are also those that code Java, for instance, but I don’t see 

them as a part of the profession. I am talking about the IT security managers.” During the CSIF, B21 also 

mentioned this distinction: “The ones we are talking about here are those that work with management and 

governance – not the technicians.” 

In summary, a group of individuals in Denmark share work practices. These consist of a mix of risk assess-

ments and technical solutions to questions of IT security, mainly the latter. However, the group is not a pro-

fession as there is no abstract knowledge system stemming from a formal education at the heart of the prac-

tices. The common characteristics of the group are similar skills and work roles (they are a joint enterprise), 

                                                           
28 Although the point would extend beyond the limits of this thesis, the interest organisations seem to be an interest-
ing case of an “avatar” in the linked ecologies-framework of Abbott. They represent professional groups but operate 
in the political sphere with political rewards and temporal frames. 
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interaction in various social settings (functioning by means of mutual engagement), and a certain perception 

of IT security and cyber security (they have a shared repertoire). Thus, they clearly resemble a community of 

practice in Wenger’s definition of the term. 

5.2 Crisis and sense-making 
If there is no such thing as a cyber security profession in Denmark, but it is a topic much talked of, then how 

can one characterise the issue in the theoretical terms mentioned above? That is what the first part of this 

section will deal with. Cyber security is an arena in Abbott’s sense of the word, a broad zone of experience 

that has not yet been defined and professionalised. The second part will show that the IT security community 

is facing a crisis, partly in terms of this arena. Finally, in the third part, it seems both the community and other 

actors are engaging in a sense-making process to attempt to resolve the crisis. 

The arena of cyber security 
A key finding from both the secondary sources and the interviews was that there was little agreement on 

what the term “cyber security” covers. As one of the interviewees said, it is a term being “discursively nego-

tiated” because it remains uncertain what the term covers. This discursive negotiation had several aspects. 

Several interviewees did not feel comfortable with the term, commenting that it was too broad and too 

popular. For instance, B22 argued that it was a term that originated in science fiction and that it had become 

a “buzzword”. B13 also derided the term in similar phrases, calling it a “pop smart buzzword”. Some preferred 

to use other terms such as information security (B11, B24) or IT security (B3, B10). B23 said that in their 

organisation, they had to use terms that are more specific because cyber security was too catch-all. Many of 

them mentioned some of the online trends such as big data, Internet of Things, cyber crime, data protection, 

cloud, privacy and surveillance. 

The interviewees would attribute meanings to “cyber security” depending on their own focus or the agenda 

of their organisation. For instance, B16 explicitly said, “We look at it from the angle of big data,” reflecting 

the focus of B16’s interest organisation. In line with the financial sector’s focus on crime, B6 talked about 

cyber crime. B8 represented the insurance industry’s view by focusing on the potential losses associated with 



62 
 

cyber crime and hacking. These different viewpoints and agendas reflect the arena-like nature of cyber secu-

rity, with different ecologies attempting to control it. 

B2 acknowledged that the term “simplified the discussion”, making it more accessible for non-professionals. 

This viewpoint reflects the opinion that many of the interviewees with an IT-background held: that cyber 

security was a term used by non-experts. B5 for instance said it was a term used by politicians, an opinion 

echoed by B1 who also mentioned that academics use it. Although in line with the points raised by securiti-

sation scholars, I found these opinions curious considering that Danish government institutions are given 

names with “cyber” in them: Centre for Cyber Security (CFCS) and the National Cyber Crime Centre (NC3). 

Therefore, I asked the participants at the CSIF whether “cyber security” was a term more used by public 

bodies (the political ecology) than by the private sector (the professional ecology). So prompted, B4 and B7 

both referred to the international ring of “cyber” and said that public bodies wanted to “internationalise”. 

The goals and focus of the political ecology is fundamentally different from that of the professional ecology. 

The use of “cyber” and “cyber security” by politicians and civil servants reflects the status inherent in inter-

national cooperation within this ecology, as well as the inspiration the Danish government receives from its 

international involvement (to which I will briefly return in the conclusion). 

The interviewees’ opposition to the term also reflects the nature of cyber security as an arena. Several inter-

viewees expressed the opinion that dealing with cyber security did not warrant a fundamentally different set 

of skills than IT security. Rather, they saw it as a continuation or a natural extension of their field of expertise. 

In addition, CSIF participants argued that CFCS and NC3 would not have those names some years from now 

because “cyber” is not “serious enough”. This resembles the reductionist move mentioned above: the com-

munity attempts to reduce the complexity of cyber security by speaking of it in terms of their area of practice.  

At the CSIF, the participants agreed with the following definition, which I formulated based on the interviews: 

cyber security is the protection of IT-systems against attacks originating from the Internet. This stands in 
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contrast to traditional IT security, which deals with local concerns such as physical security of servers or ac-

cess control (i.e. passwords on our computers). Let us now review the context of cyber security’s increased 

importance in Denmark. 

Crisis: media storm creates a burning platform 
This cyber security arena did not arise overnight. I asked the interviewees what they believed to be the drivers 

of cyber security in Denmark. The answers generally fell in four categories: media attention and scandals (the 

failure of data protection); the digitisation of Danish society; the professionalization of cyber crime; and the 

EU regulation on data privacy. I will review each in turn below. The conclusion of this part is that the IT 

security community in Denmark is in the midst of a crisis. How they and others are dealing with it will be 

covered in the next part. 

Media attention and scandals: the failure of data protection 
Most, if not all, of the interviewees mentioned the current media attention on their field as one of the key 

factors of change. A few said that the media was now writing what they had been trying to point out for the 

past ten years. Edward Snowden’s revelations about the practices of the US National Security Agency (NSA) 

shocked the world community,29 but politicians in Denmark have not been keen to discuss the issue.30 Inter-

viewees argued that this might be because Denmark is in a privileged position when it comes to sharing 

intelligence information with the USA.31 This further strengthens the argument from above that international 

alliances carry significant status in the political ecology32 and that consequently such collaboration is not 

jeopardised by critical discussions in the media. 

                                                           
29 See, for instance, http://www.globalpolicyjournal.com/blog/26/06/2014/one-year-after-snowden-revelations-how-
nsa-violates-international-human-rights-stand. Accessed 3 September 2014. 
30 See http://raeson.dk/2013/ellemann-overvagning-skal-diskuteres-bag-lukkede-dore/, where former Foreign Minister 
Uffe Ellemann-Jensen says, “Surveillance should be discussed behind closed doors”. Accessed 3 September 2014. 
31 Apparently, Denmark is a part of the “Nine Eyes”, an extension of the Anglo-American “Five Eyes” intelligence coop-
eration. See http://www.dr.dk/Nyheder/Andre_sprog/English/2013/11/04/134101.htm, accessed 3 September 2014. 
This was also emphasised in the four-part radio program “Denmark in the Web of Spies” (see http://www.dr.dk/p1/dan-
mark-i-spionernes-spind, accessed 3 September 2014). 
32 See http://www.information.dk/501511, accessed 3 September 2014. 

http://www.globalpolicyjournal.com/blog/26/06/2014/one-year-after-snowden-revelations-how-nsa-violates-international-human-rights-stand
http://www.globalpolicyjournal.com/blog/26/06/2014/one-year-after-snowden-revelations-how-nsa-violates-international-human-rights-stand
http://raeson.dk/2013/ellemann-overvagning-skal-diskuteres-bag-lukkede-dore/
http://www.dr.dk/Nyheder/Andre_sprog/English/2013/11/04/134101.htm
http://www.dr.dk/p1/danmark-i-spionernes-spind
http://www.dr.dk/p1/danmark-i-spionernes-spind
http://www.information.dk/501511
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The Danish scandals have been far easier to debate publicly. The case of the tabloid magazine “Se & Hør”33 

has led to public condemnation of not only the dubious practices of journalists, but also the security (or lack 

thereof) in companies responsible for large amounts of confidential information.34 However, as several in-

terviewees pointed out, the Se & Hør-scandal has nothing to do with cyber or IT security. It is a question of 

bad oversight and the absence of a general culture of security, not protection against actual cyber attacks. 

The Target-scandal has also reached Denmark. This case of data loss by the American discount chain led to 

the sacking of the CEO.35 Interviewees B13 and B24 mentioned this scandal because it was the first time that 

the CEO was made responsible for an IT security breach. The interviewees experienced that CEOs of Danish 

companies were beginning to pay more attention as a result, questioning their CIOs (Chief Information Offic-

ers) and CISOs (Chief Information Security Officers) about their own security practices. The attention made 

it easier for some suppliers of IT security solutions to gain access to the decision-makers in Danish companies. 

Overall, the scandals have made cyber security more tangible for average citizens, even though they are not 

directly related to IT security.36 All three cases are “bodies on the table,” as several interviewees phrased it. 

They have increased awareness of the topic, bringing the highly technical field into the spotlight. Interviewee 

B19 argued that this was not all for the better. Firstly because the media hardly ever present the whole story, 

and secondly because it may lead politicians to attempt ad hoc solutions through regulation. Several inter-

viewees feared the second point, which I will return to below. 

There was also some concern that the media attention might simply die down again without ever having any 

tangible effect. At the CSIF, B7 said that there was a lot of hype between politicians and the media, but that 

                                                           
33 See http://www.dr.dk/Nyheder/Kultur/Medier/2014/05/01/085746.htm for a timeline-overview of the scandal. Ac-
cessed 3 September 2014. 
34 See http://www.dr.dk/Nyheder/Politik/2014/05/03/0503124933.htm for criticism of Nets, a Nordic supplier of pay-
ment, card, and information systems. Accessed 3 September 2014. 
35 See http://www.dailytech.com/Target+CEO+Resigns+Five+Months+After+Massive+Security+Breach/arti-
cle34856.htm. Accessed 3 September 2014. 
36 There have been several other scandals both in Denmark and abroad than the ones mentioned here.  

http://www.dr.dk/Nyheder/Kultur/Medier/2014/05/01/085746.htm
http://www.dr.dk/Nyheder/Politik/2014/05/03/0503124933.htm
http://www.dailytech.com/Target+CEO+Resigns+Five+Months+After+Massive+Security+Breach/article34856.htm
http://www.dailytech.com/Target+CEO+Resigns+Five+Months+After+Massive+Security+Breach/article34856.htm
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the average Dane did not care. “Explosion could become implosion,” B4 said, fearing that it could shrivel up 

because of over-attention and subsequent fatigue with the topic. 

However, other interviewees were less pessimistic about the effects of the attention. At the CSIF, B13 said 

that the crisis is not a problem – it creates awareness. B21 said they could use the above cases “creatively” 

in their work. Morten Bangsgaard, managing director of the Danish IT Industry Association, has also high-

lighted this potential side effect of the scandals.37 

Digitisation of the Danish society 
The ongoing digitisation of Danish society is characterised both by the e-government strategy of the Danish 

government, where both citizens and companies are increasingly required to communicate with public au-

thorities via various digital solutions,38 and by Danish citizens’ use of e.g. online banking.39 Most interviewees 

mentioned this as a major factor driving the development of cyber security. “It leads to a bigger market for 

securing the systems,” as B3 put it. There has been little criticism of the political discourse of digitisation.40 It 

seems to be a clear-cut case for savings within the public realm, like too great an opportunity to miss. How-

ever, interviewees B16 and B19 pointed out that digitisation in Denmark has slowed down and not yet moved 

into the realm of welfare, where there is a huge potential. For digitisation to succeed – and to move forwards 

– citizens must trust the digital solutions offered. The scandals have undermined that trust.41 Similar critical 

voices are slowly making their way into the public domain. For instance, a journalist recently posted a blog 

on the website of a large Danish newspaper, arguing for a Ministry of Digitisation to group competencies as 

well as responsibilities for both public digitisation and the digital infrastructure of Denmark.42 In addition, a 

                                                           
37 See http://www.computerworld.dk/art/230881/efter-se-h-r-skandalen-det-kan-it-branchen-bruge-den-
til?utm_source=RSS&utm_medium=RSS&utm_campaign=RSS. Accessed 3 September 2014. 
38 See http://modernisering.nu/om-modernisering/digitalisering.aspx (accessed 3 September 2014). The goal is that 
80% of all communication with government institutions be digital by 2015. 
39 See http://www.dst.dk/pukora/epub/upload/18685/itanv.pdf (accessed 3 September 2014), which shows that 87% 
of Danes that use the Internet also “bank online”. 
40 In this study, B3 was the only interviewee that criticised the government’s digitisation strategy. 
41 See https://www.mm.dk/spektakulaere-it-nedbrud-er-enlige-svaler. Accessed 3 September 2013. 
42 See http://bizzen.blogs.business.dk/2014/07/06/digitaliserings-ministerium-tak-alt-viser-at-det-er-pa-hoje-tid/. Ac-
cessed 8 July 2014. 

http://www.computerworld.dk/art/230881/efter-se-h-r-skandalen-det-kan-it-branchen-bruge-den-til?utm_source=RSS&utm_medium=RSS&utm_campaign=RSS
http://www.computerworld.dk/art/230881/efter-se-h-r-skandalen-det-kan-it-branchen-bruge-den-til?utm_source=RSS&utm_medium=RSS&utm_campaign=RSS
http://modernisering.nu/om-modernisering/digitalisering.aspx
http://www.dst.dk/pukora/epub/upload/18685/itanv.pdf
https://www.mm.dk/spektakulaere-it-nedbrud-er-enlige-svaler
http://bizzen.blogs.business.dk/2014/07/06/digitaliserings-ministerium-tak-alt-viser-at-det-er-pa-hoje-tid/
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few interviewees criticised the Danish mentality for being, at times, too naïve. Having ploughed ahead with 

exploiting the opportunities of the Internet, the consequences of insufficient focus on and investment in 

security practices are now taking their toll.43 

The professionalization of cyber crime 
Many interviewees mentioned the tendency for criminals to move online, a topic I also covered in the section 

on cyber security. The interviewees highlighted points similar to those mentioned above, e.g. that cyber 

crime is organised, highly professional, and resembles a global supply chain (B21). Similarly, many referred 

to the lucrative business case of cyber crime. The increasing prevalence of cyber crime, like the media atten-

tion and digitisation of Danish society, generates business for IT security providers. 

The EU regulation on data privacy 
Very few interviewees failed to mention the EU at some point during the interview. Many also mentioned 

the coming directive on data protection. It will place several demands on companies that were previously 

unregulated. For instance, companies of a certain size will be required to have a data protection officer.44 In 

addition, fines for a breach of privacy could be up to 5% of a company’s global revenue.45 Interviewee B24 

said that security officers could use this as a good business case when trying to convince senior management 

to invest in IT security. This echoes B13’s comment on the Target-scandal. On the other hand, some subjects 

were also sceptical of the consequences of the EU regulation. At the CSIF, B4 said that it would take time for 

especially SMEs and small municipalities to understand the rules and abide by them. Furthermore, they 

lacked the resources to invest properly in IT security and data protection. 

                                                           
43 See http://www.computerworld.dk/art/231240/sikkerhedsfirma-danskerne-er-for-godtroende. Accessed 26 June 
2014. See also footnote 41. 
44 See http://www.computerworld.dk/art/231605/tvang-skal-dit-firma-ansaette-en-databeskyttelses-chef-eller-smut-
ter-du-under-soegelyset. Accessed 14 August 2014. 
45 See http://www.computerworld.dk/art/230339/saa-haardt-kan-ny-skrap-eu-lov-ramme-it-virksomhederne. Ac-
cessed 22 August 2014. 

http://www.computerworld.dk/art/231240/sikkerhedsfirma-danskerne-er-for-godtroende
http://www.computerworld.dk/art/231605/tvang-skal-dit-firma-ansaette-en-databeskyttelses-chef-eller-smutter-du-under-soegelyset
http://www.computerworld.dk/art/231605/tvang-skal-dit-firma-ansaette-en-databeskyttelses-chef-eller-smutter-du-under-soegelyset
http://www.computerworld.dk/art/230339/saa-haardt-kan-ny-skrap-eu-lov-ramme-it-virksomhederne
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Sense-making process 
The above factors combine to create a crisis for the community of practice in the sense that they are facing 

change. Although the crisis presents opportunities for them, some developments in the phase of sense mak-

ing may counter the interests of the community. These developments are already under way. A public con-

sultation on the law on CFCS was held in February 2014 and the Danish Parliament passed the law in June. 

One of the interviewees informed me during August 2014 that there has been a consultation on the strategy 

and vision of the Police’s NC3.46 At the same time, institutions of formal education are also beginning to focus 

on the topic by introducing new study programmes. Based on this, I argue that the crisis is coinciding with 

certain developments that were already underway, such as regulation from the political ecology and a gen-

eral push towards formal education, but also driving some change on its own, such as standardisation and a 

call for focus on the forgotten SMEs. These constitute a sense-making process, where various actors are in-

volved in solving the crisis. 

Regulation in Denmark 
As mentioned above, several interviewees feared that the current media attention might lead politicians to 

attempt ad hoc solutions through regulation. This was a fear reflected at the consultation on IT security, 

hosted by the Danish IT Industry Association. At the event, the director of the Inter-ministerial Project Office 

(or Digitisation Agency), Lars Frelle-Petersen, said that there is a tendency towards “policies of the moment” 

in the wake of the scandals, which he wanted to move away from. Furthermore, Christian Wernberg, who 

works at Oracle and is the head of Danish IT Industry Association’s committee on IT security, specifically said, 

“The industry does not want more regulation.” 

There is currently very little regulation on this issue in Denmark, according to the CSIF participants. The ex-

ception is the law on personal data, which (amongst other things) requires companies to protect and safe-

guard information about their customers. However, the Danish Parliament has established two working 

                                                           
46 The information on the hearing is not yet publicly available. 



68 
 

groups in the wake of the Se & Hør scandal and other data loss cases to examine the current rules and con-

sider whether they are sufficient.47 Trine Bramsen, the Danish Social Democrats’ spokesperson for legal af-

fairs, also brought up the question of regulation at the consultation on IT security. Amongst other things, she 

discussed the future role of the Danish Data Protection Agency, which some have requested receive more 

funding. There was not much support for this amongst the industry representatives. At the CSIF, B2 said that 

politicians know nothing about the issue but need to make decisions about it. Whether further regulatory 

action will be taken in Denmark because of the crisis remains uncertain.  

On a different trajectory, the law on the Centre for Cyber Security (CFCS) was passed in June 201448 following 

a two-year process after the establishment of the Centre. However, there has been much criticism of the law 

and its possible consequences during the consultation phase, with the discussion centring on surveillance.49 

The parallel with the theory of securitisation is clear (see above). More relevant for the theoretical framework 

employed in this thesis, though, the clash between the political ecology and the professional and civilian 

ecologies on this point may indicate fundamentally different understandings of risk, adding a further dimen-

sion of differences between ecologies. Whereas the state sees the threat of a single attack on society as a 

huge risk because of the larger stakes involved, businesses are used to being attacked on a daily basis. Alt-

hough such attacks may be no less threatening to them than an attack on a critical infrastructure such as 

power would be for a nation, the political ecology deals in bigger stakes than the professional ecology. Lives 

would be at risk, in states’ conception of cyber security, calling for the exceptional measures of surveillance 

and control that are made possible with the law on the Centre for Cyber Security. 

Standardisation 
In addition to regulation, standardisation is also a topic much discussed in the community. At the public con-

sultation on how Denmark should secure itself digitally, several speakers mentioned standardisation. Knud 

                                                           
47 See https://www.retsinformation.dk/Forms/R0710.aspx?id=163714. Accessed 25 August 2014. 
48 See http://politiken.dk/indland/ECE2312412/folketinget-har-blaastemplet-mere-masseovervaagning-af-borgerne/ 
for a critical perspective. Accessed 20 June 2014. 
49 See https://hoeringsportalen.dk/Hearing/Details/17582 for details on the consultation. Accessed 5 February 2014. 

https://www.retsinformation.dk/Forms/R0710.aspx?id=163714
http://politiken.dk/indland/ECE2312412/folketinget-har-blaastemplet-mere-masseovervaagning-af-borgerne/
https://hoeringsportalen.dk/Hearing/Details/17582
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Kokborg from the Chinese company Huawei, who is working with the ISP TDC to build Denmark’s 4G network, 

requested a cyber security strategy from the government to ensure equal standards and requirements for 

all. Ole Kjeldsen from Microsoft Denmark and Christian Wernberg from Oracle seconded the request for a 

government strategy. Denmark remains one of the few countries in the Western world to lack such a strategy 

(Jacobsen, 2014). 

Rasmus Theede from the IT company KMD said that the lack of a strategy meant that civil servants did not 

know where Denmark was heading IT security wise, stunting decision-making and leading to numerous dif-

ferent approaches. He mentioned that the Danish government had made the decision that state institutions 

should live up to the information security standards set out in ISO27001.50 He believed that the ISO standard 

provided a good framework but no more, and that common rules were necessary to “fill in the blanks”. In-

terviewee B13 agreed with this criticism of the standard. Participants at the CSIF also criticised the ISO27001 

standard.51 One said that it was a lot of work and very expensive to gain the certificate. Furthermore, there 

was critique of standardisation in general. A comment repeated several times was that standards would not 

be of much help, if those who wrote the government tenders (which were much criticised for a lack of spec-

ificity and insight; some argue that using standards would relieve some of these problems, e.g. B22) did not 

understand them or the principles and technology behind them. As one CSIF-participant said, “Standardisa-

tion does not mean that you've reached the goal [of achieving an acceptable security level], but that you can 

go through the same process again and again.” 

Thus, while some lauded standards as a way forward, others were more critical. This may reflect the different 

sizes of actors in the professional field: large actors have an easier time abiding by the standards and getting 

the certification, than do smaller companies. The difference between large and small actors in the profes-

sional ecology was indeed a concern of its own, to which I will turn now. 

                                                           
50 See http://www.digst.dk/Arkitektur-og-standarder/Styring-af-informationssikkerhed-efter-ISO-27001. Accessed 25 
August 2014. 
51 See http://www.iso.org/iso/home/standards/management-standards/iso27001.htm. Accessed 3 September 2014. 

http://www.digst.dk/Arkitektur-og-standarder/Styring-af-informationssikkerhed-efter-ISO-27001
http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
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Focus on the forgotten SMEs 
Another key issue touched upon during many interviews was the lack of support for SMEs. CFCS offer warning 

and protection services to companies responsible for Denmark’s so-called critical infrastructure. The new law 

on CFCS will expand their area of remit, so they can offer those services to a wider group of companies. 

However, no public organisation has any kind of jurisdiction when it comes to helping SMEs with issues re-

lated to cyber security. 

This was criticised by many interviewees. Numbers show that SMEs do not consider themselves to be at risk 

because they think they are too small and insignificant. Simultaneously, figures from Symantec indicate that 

small businesses are the targets of 40 % of all attacks (Symantec, 2011).52 In addition, smaller companies are 

part of a larger supply chain. As subcontractors to larger companies, they can offer a “backdoor” for IT crim-

inals to access the systems of larger companies that offer greater bounty. 

At the CSIF, B7 also referred to the plight of SMEs. He pointed out that 85% of Danish companies have less 

than 50 employees. They do not have the necessary resources to deal with an attack if targeted. On the other 

hand, financial institutions and large companies are “arming” themselves. Based on such figures as those 

from Symantec, B21 said that the important point for SMEs is awareness. However, he also mentioned that 

there are no Danish statistics on cyber attacks, making it difficult to discuss the problem in an informed way. 

B7 mentioned that IT security companies such as his own had commercial interests and that the larger com-

panies had the resources to pay them better. 

The Government’s Growth Team for ICT and digital growth published a set of recommendations to 

strengthen the ICT sector in Denmark in January 2014.53 One of the recommendations centred on digital 

security, suggesting (amongst other things) that the Government should initiate a specific effort to 

                                                           
52 Note that this is a number from 2010. Furthermore, it is a global figure and may not be representative of the Danish 
situation. However, as I point out below, there are no Danish statistics on cyber security. To the best of my knowledge, 
though, which includes what the interviewees mentioned on the point, this figure is also representative of the Danish 
case. 
53 See http://www.evm.dk/~/media/oem/pdf/2014/2014-publikationer/anbefalinger-vaekstteamet-for-ikt-og-digital-
vaekst-24-01-14.ashx. Accessed 30 April 2014. 

http://www.evm.dk/~/media/oem/pdf/2014/2014-publikationer/anbefalinger-vaekstteamet-for-ikt-og-digital-vaekst-24-01-14.ashx
http://www.evm.dk/~/media/oem/pdf/2014/2014-publikationer/anbefalinger-vaekstteamet-for-ikt-og-digital-vaekst-24-01-14.ashx
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strengthen IT security amongst Danish companies, including SMEs’ awareness of the issue. In other words, 

at least one part of the political ecology has also recognised this as a key issue. Comments by one of the 

interviewees from the political ecology at the public cyber security event organised by DIIS reinforces this 

point. She asked one of the speakers at the event, Thomas Lund Sørensen, head of the CFCS, what steps they 

were taking towards companies. He was positively inclined towards increasing their cooperation with SMEs, 

but it was clear that the two, from the same ecology, did not see eye to eye on the issue, indicating the less-

than-unified nature of the state. 

The rise of formal education 
Several interviewees spoke of the importance and necessity of a formal cyber security education in Denmark 

to further the emergence of the profession. Interviewees B11 and B23 both believed that education would 

come to matter more and more. B4, B7, and B13 all mentioned that in-house training was an essential part 

of their hiring process because of the inadequacy of the existing educations. B4 pointed out that of the five 

years it took to gain a graduate degree within computer science only five months were devoted to security. 

In addition, B4 spoke of the difficulties of teaching the skills required within IT security because of the com-

plex and interdisciplinary nature of the subject. For instance, a comprehension of the legal matters pertaining 

to the issue is important but not something usually taught in IT-programmes. The speed of technological 

developments also makes it difficult to teach students the necessary competencies before the completion of 

their education. This would be a challenge for a formal cyber security education, according to B4. It would 

have to be dynamic and in close collaboration with the industry. On the other hand, B4 saw education as a 

necessity if commercialisation was to take place and a Danish cyber security industry was to emerge.  

B7 spoke of the educational vacuum as a part of the explanation for why there was no actual profession in 

Denmark. B7 explained how the company he works for has started recruiting junior employees, then sends 

them to the headquarters of the international company for 14 weeks of training before they return and begin 

working. They have also begun providing internships for students at technical schools. In a similar vein, B5 

also spoke of the issues connected with the lack of formal, specialised education. Skills are acquired “ad hoc”, 
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which is insufficient for the purposes of his organisation. Therefore, they are interested in supporting an 

educational initiative to ensure that future employees at least have basic knowledge prior to arriving at the 

workplace. 

Interviewee B6 spoke at length of a push towards formal education within IT security as this has been a focus 

area for his organisation for some years. He began by mentioning that IT-vest had attempted to create a 

graduate IT security programme around 2005. IT-vest is a collaboration on research and education between 

three universities in western Denmark.54 However, the attempt failed, as there was insufficient demand for 

candidates with such an education at that time. 

However, B6’s organisation rekindled focus on the topic around 2010. Through analyses of the required com-

petencies in the cross field between IT and finance, workshops with stakeholders, and a study of what IT 

educations are offered in Denmark, the process resulted in a series of recommendations. One of these was 

the establishment of formal information security training. A document not publicly available suggested two 

tracks. Firstly, for future CISOs, they recommended a track within information security management. It 

should focus on the connections between security, governance, business, and communication. A CISO, ac-

cording to the document, should provide the connecting link between management and the technical tier. 

The report recommended that this track consist of supplementary training for individuals already in the work-

force. The assessment concluded that the industry in Denmark would demand approx. 20 individuals with 

this kind of education per year. Secondly, the report highlighted the lack of technical skills within IT infra-

structure, software, applications and hardware. At the operational level, there is a demand for technical se-

curity employees with shorter vocational degrees or bachelor degrees. In both cases, the assessment was 

that the interdisciplinary nature of the field required a collaboration between several educational institu-

tions, preferably including technical, business, and legal institutions. 

                                                           
54 See http://www.it-vest.dk/om-it-vest/. Accessed 13 August 2014. 

http://www.it-vest.dk/om-it-vest/
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However, there was no action taken in the following years. Then, in 2013, IBM and the CFCS approached B6’s 

organisation. They wanted to collaborate to create an education within cyber security. This resulted in an 

addition to DTU’s IT-engineer education. In the fall of 2013, DTU accepted the first IT-engineer candidates 

within computer security. Furthermore, the candidates will have the option of specialising in cyber security, 

“focused on securing IT-systems connected to the Internet.”55 

Apart from the DTU-project, B6 also mentioned that the University of Aalborg is attempting to establish a 

graduate cyber security education. They are starting from scratch to develop a new graduate programme, 

which will have to go through the process of accreditation. This is likely to take some time and therefore, it 

is not likely that the University will be able to start accepting candidates until the fall of 2016. Interviewees 

B7, B11, B13, and B18 also mentioned this initiative at the University of Aalborg. B13 spoke of having been a 

“midwife” on this project.  

In summary, it is clear that there has long been an attempt to establish formal education within IT security 

but only recently have they begun to succeed. Following the presentation of some more information, I will 

return to theorising about these developments below. 

In conclusion, there are signs of a move towards encoding within the arena of cyber security: regulation – 

although contested, standardisation – although criticised, a call for formulation of a division of responsibili-

ties on behalf of SMEs, and a formal education that has failed to materialise until recently. Especially the last 

indicates an early move towards the development of a cyber security profession based on the IT security 

community. However, there are several signs it could go awry for that community. Allow me to cement the 

above argument and illustrate the jurisdictional competition already taking place within the arena. 

5.3 An emerging cyber security profession 
Because of the above crisis and subsequent sense-making process, I argue that a cyber security profession is 

emerging in Denmark. However, it is not emerging in the way one would expect from Abbott’s theory. The 

                                                           
55 See http://www.compute.dtu.dk/Nyheder/2013/08/computer_security. Accessed 2 September 2013. 

http://www.compute.dtu.dk/Nyheder/2013/08/computer_security
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implicit argument of his theory is that professions emerge by conscious design. The profession organises 

itself, stakes a claim in jurisdictional competition, or at least maintains itself in a competing system (Abbott, 

1988). However, this thesis argues that the rise of a profession may be unconscious and determined by struc-

tural issues and the goings-on in the political ecology. In this section, I will discuss the signs of an emerging 

profession in terms of supply and demand factors as well as the jurisdictional competition that is beginning 

to take place. 

Supply and demand factors 
More companies as well as public institutions are requiring employees of the kind discussed in this thesis, i.e. 

IT security managers. Within the private sphere, the growth of existing IT security companies as well as new 

start-ups are affecting the numbers. Furthermore, larger companies are seeking CISOs and similar as more 

and more of their business is digitised and dependent on computer networks. Finally, there are traditionally 

too few professionals in this field, exacerbating the issue. I will discuss these in turn below. I conclude that 

although changes are still in their early stages and there are conflicting developments, demand for cyber 

security professionals is greater than the supply of such professionals. 

The IT security sector: opportunities for growth 
During the interviews, the interviewees employed at companies offering security services generally spoke of 

growth and increased revenue for several of the reasons mentioned above. According to both Computer-

world56 and the recommendations from the Government’s Growth Team for ICT and digital growth,57 the 

Danish IT security sector is experiencing growth whereas the rest of the IT industry is struggling. In addition, 

we are witnessing an increasing number of IT security start-ups.58 

                                                           
56 See http://www.computerworld.dk/art/228012/disse-sikkerhedsfirmaer-er-stoerst-i-danmark. Accessed 30 Septem-
ber 2013. 
57 See http://www.evm.dk/~/media/oem/pdf/2014/2014-publikationer/anbefalinger-vaekstteamet-for-ikt-og-digital-
vaekst-24-01-14.ashx. Accessed 30 April 2014. 
58 See http://borsen.dk/nyheder/it/artikel/1/280883/frygt_for_hackerangreb_skaber_nye_it-virksom-
heder.html?utm_source=all_rss&utm_medium=rss&utm_campaign=rss_feed. Accessed 25 April 2014. 

http://www.computerworld.dk/art/228012/disse-sikkerhedsfirmaer-er-stoerst-i-danmark
http://www.evm.dk/~/media/oem/pdf/2014/2014-publikationer/anbefalinger-vaekstteamet-for-ikt-og-digital-vaekst-24-01-14.ashx
http://www.evm.dk/~/media/oem/pdf/2014/2014-publikationer/anbefalinger-vaekstteamet-for-ikt-og-digital-vaekst-24-01-14.ashx
http://borsen.dk/nyheder/it/artikel/1/280883/frygt_for_hackerangreb_skaber_nye_it-virksomheder.html?utm_source=all_rss&utm_medium=rss&utm_campaign=rss_feed
http://borsen.dk/nyheder/it/artikel/1/280883/frygt_for_hackerangreb_skaber_nye_it-virksomheder.html?utm_source=all_rss&utm_medium=rss&utm_campaign=rss_feed
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Demand for cyber security services has increased due to the focus and attention on the subject. This has 

made it easier for IT specialists, from either inside the company or from companies offering security services, 

to access top management in companies. Interviewee B22 talked about “packaging” services to match the 

demand from customers. He said that his employer had always offered cyber security-type solutions, but 

now they package them under that heading because it is in this context that the customers are talking about 

it. On the other hand, B19 argued that security is not something money can buy; it has to permeate the 

culture of the organisation. Thus, he did not believe the industry would see enormous growth. 

Large companies are hiring CISOs 
As Computerworld reported in June,59 large multinational companies are increasingly hiring CISOs to deal 

with the growing security concerns. Furthermore, the CISO is no longer just reporting to the CIO but increas-

ingly to the CFO (Chief Financial Officer) and thus drawn into the company’s top management. The Comput-

erworld article highlighted the Target-case (mentioned above) as one of the big revelations for companies 

when it comes to the importance of information security. The interview with B24 also reflected this develop-

ment. He mentioned that he had regular meetings with the CFO, but that he knew of other CISOs who were 

unable to “get past” the CIO. On the other hand, several interviewees pointed out that a limited number of 

companies have the needs and resources to hire CISOs. SMEs with one or two employees working with IT will 

not have a separate person responsible for security, as both B4 and B24 mentioned. 

Public institutions are hiring cyber security specialists 
The establishment of organisations such as CFCS and NC3 in Denmark has affected the demand for technical 

professionals enormously. Several interviewees referred to comments by Peter Kruse, partner and security 

                                                           
59 See http://www.computerworld.dk/art/231088/saadan-tackler-virksomheder-it-sikkerheden. Accessed 5 June 2014. 

http://www.computerworld.dk/art/231088/saadan-tackler-virksomheder-it-sikkerheden
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specialist at the IT security company CSIS, who is reported to have criticised the aggressive recruiting meth-

ods of CFCS.60 One of the interviewees seconded Kruse’s observations, saying: “CFCS has vacuumed the mar-

ket by offering high salaries.” 

Although this refers to technically competent individuals and not necessarily the manager-type CISOs, the 

new public institutions have had difficulties finding competent people to fill the job openings. For instance, 

B5 said, “It’s not easy to fill the positions. We require people at a high level.” Furthermore, at the DIIS event, 

Thomas Lund Sørensen of the CFCS said that recruiting was a major issue for the Centre, that everybody was 

recruiting now, and that they had not been good enough at indicating that they needed such professionals. 

Participants at the CSIF discussed this, mentioning that the public sector needs the people they employ to 

have a certain educational level to be able to pay them higher salaries. In the private sector, there are no 

such limitations: they can hire autodidacts and give them the salary they deserve. 

For this reason, public institutions are the ones pushing for formal education. Private actors were not exclu-

sively supportive of the idea of more university-level schooling at the CSIF. For instance, B4 commented that 

more education might lead graduates to expect high salaries and challenging jobs – which they may not be 

able to get. The participants emphasised that the skill most highly in demand is the ability to connect theory 

and practice. In addition, the increasing role of legal matters in the field of cyber security means that an 

understanding of legal affairs will be of great value. 

Too few professionals 
Both during the interview and at the CSIF, B13 spoke of the industry’s largest problem: that the number of 

assignments was increasing faster than the number of experienced employees to handle the projects. IT se-

curity companies are experiencing that their employees are headhunted by other companies, “stealing” from 

each other. During the interviews, B11 spoke of the lack of technical people, saying that it is a structural 

problem. B21 also mentioned that it is difficult to fill positions in this field, but that this has always been the 

                                                           
60 Although several interviewees referred to Kruse’s comments independently of each other, I have been unable to find 
any online article referring to it. 
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case. This was reflected by the Computerworld seminar that I attended, which focused on how to find and 

retain the best IT employees. B18 spoke of the increased demand from both the public sector and top man-

agement in companies to indicate that more students are willing to embark on a career within IT security 

now.  

Several interviewees mentioned that the average age of the IT security community was relatively high. Ac-

cording to B11, the individuals in the field often have extensive experience, driving up their average age. Both 

B7 and B13 pointed out that they were beginning to take in junior consultants because of the need for 

younger employees. 

In summary, it is clear that the demand for professionals in this area far outstrips the current supply. With 

this conclusion and the above pieces of information, it now becomes possible to theorise on the rise of formal 

cyber security educations at DTU and Aalborg University. This development reflects a successful “hinge” 

strategy in several ecologies simultaneously: the professional, the political, and the academic. In the profes-

sional ecology, there is a need for more specialised candidates within both IT security companies and in the 

largest companies nationwide. In the political ecology, there is also a need to fill vacancies. The need is more 

pronounced here, though, because educational degrees are important in this ecology as a kind of access 

control and in terms of pay. Unfortunately, I can only guess as to the rewards in the academic ecology, as I 

did not secure an interview with individuals from either DTU or Aalborg University. However, the importance 

of attracting students for the funding of academic institutions is well known and is likely to be the reward for 

both universities. Thus, several ecologies have a stake in the emergence of a cyber security profession in 

Denmark but of these, it seems the political ecology has the largest stake and the greatest impetus right now 

to further the development of a profession, considering the at times critical comments from the community. 

Jurisdictional competition 
In this final section of the analysis, I will show how the IT security community is threatened by jurisdictional 

competition from well-established professions, making it far from certain that the community will provide 
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the basis for the profession in future years. This also cements the argument that the community of practice 

is not a profession, for it is unable to maintain itself in a competing system. I will begin by illuminating differ-

ent aspects of the connection between the academic and the professional ecologies. Then, I will show how 

lawyers, auditors, and insurers are already in competition with the community of practice. 

Academia 
Abbott commented on the connection between the academic discipline of computer science and the profes-

sion in his 2005 article, Linked Ecologies. Here, he points out that the academic discipline of computer science 

is widely successful, following a move from the practice of programming into the ecology of universities. In 

other words, computer science represents a successful “avatar” from the professional into the academic 

ecology. However, the rapid technological developments within programming, combined with the independ-

ent theoretical issues of computing (their abstract knowledge base), means that it is difficult to find faculty 

to teach basic-level skills of programming. Thus, the differences between the abstract knowledge of aca-

demia and the practical knowledge of professionals have meant that the two disciplines have decoupled, 

according to Abbott. Where the abstract knowledge system usually formalises the skills applied by the pro-

fessionals, the unique nature of the work in the case of computer science have severed these connections. 

In other words, the profession has been unable to achieve the balance I mentioned above. 

However, my research on the Danish field may refute this claim. Organisations such as the Alexandra Institute 

and the Copenhagen Finance IT Region (CFIR) have it as a goal to connect research and practice within IT. 

Several interviewees mentioned the interviewee B1 as one of the best cryptographers in Denmark, showing 

that there is a connection between academia and the professionals. Furthermore, CFIR managed to bring 

together actors from both the academic, political, and professional ecology to create the new cyber security 

education at DTU. Although it is a point of discussion that the academic ecology does not equip the new 

professionals with the right skills for the private sector (i.e. specialised skills rather than ones that are more 

general), there is a movement to realign the interests of the academic and the professional field within cyber 

security. This indicates the growing movement towards the creation of a cyber security profession. 
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There is also a flourishing academic debate on cyber security within the social sciences. For instance, I at-

tended the DIIS seminar on cyber threats and cyber security. The debates focus on issues such as distinguish-

ing between different kinds of attacks, unpacking and unboxing the many terms used in the field, global cyber 

war in the context of international relations, etc. However, these discussions have no or little relevance for 

the practitioners in the community of practice. While the academic focus of social scientists may be beneficial 

for the field as a whole, the practitioners already know how to distinguish between different types of attacks 

and what they mean when they apply the term “information security” as opposed to “access control”. The 

work coming out of this academic research, in other words, seems to be for the benefit of non-professionals: 

lawyers, politicians, and decision-makers of all kinds, who suddenly face this complicated issue without hav-

ing any knowledge of it. A translation of the technical terms into more comprehensible language is taking 

place, which goes against the argument by Hansen and Nissenbaum (2009) that technification is taking place 

within cyber security. If technification were taking place, it would support the idea that the profession was 

evolving on its own accord and by design, as it would be in their interest to maintain a monopoly of 

knowledge within the field. However, the community seems uninterested in securing such a monopoly. 

Thus, these different perspectives on cyber security within academia support my two-part argument that (a) 

the profession is developing (b) because of structural issues and government interference. 

Lawyers and auditors 
At the CSIF, there was considerable resentment towards lawyers and, to some extent, towards auditors. Alt-

hough many interviewees acknowledged the increasing importance of legal affairs within cyber security call-

ing for its implementation in educational programmes, they were also highly critical of new regulation from 

the EU. One participant said that the regulation would primarily benefit lawyers and that the suppliers of IT 

security services would become mere “clerks”. Another mentioned that lawyers focus on whether organisa-

tions abide by the legal requirements within IT security, while the suppliers focus on solving the problems. 
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In a similar vein, auditors of IT systems were also criticised for not getting to the root of the matter. They do 

not use threat scenarios to examine what the risks for an organisation are – they abide by standards without 

understanding what is really going on. The CSIF-participants acknowledged that the auditors constituted 

competition to the IT security suppliers. Apart from also using the “bodies on the table”-scandals mentioned 

above to further their cause, the auditors aim directly for management level as opposed to the suppliers, 

who often approach the IT-level first. The participants admitted that this was a smarter marketing approach. 

In other words, jurisdictional competition between the IT security community and the lawyers and auditors 

is heating up in the wake of the crisis on cyber security. If the standards and requirements that organisations 

need to live up to increase, organisations will hire people to help them do that. This may not actually solve 

their security problem but the immediate pressure of legal requirements is likely to outweigh the security 

risks. The cyber security industry will fail if they do not recognise this threat and begin offering a combination 

of their services to match the demand. 

Insurance 
Another source of jurisdictional competition may be arising from the insurance industry. Several interviewees 

surprisingly mentioned insurance companies as a part of the actors in the cyber security arena. Within the 

past year or so, Danish insurers have begun offering insurance against cyber crime and online theft. Danish 

law insures citizens against online theft of up to a certain amount – but this does not apply to businesses, 

leaving SMEs particularly vulnerable again. Interviewee B8, who works for a large Danish insurance company, 

mentioned that she did not see IT security companies as competitors in this field because security solutions 

would never eliminate the risk of an attack. The market for insurances would increase as online banking 

services and similar grew. However, she did not see herself as a part of the cyber security profession, indi-

cating a clear case of jurisdictional competition, where a well-established profession frames the issue of cyber 

security on their terms, increasing the demand for their services and products. 

This completes the analytical section. The conclusion will summarise the main points.  
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6. Conclusion 
The conclusion will cover three points. I will return to the research question and objectives and address them 

by drawing on the findings from the analysis. Then, I will present the empirical and theoretical implications 

of the thesis, including considerations about the quality of the research. Finally, I will offer a few insights on 

the international perspective on cyber security, indicating avenues for future research. 

The research question of the thesis was “Is cyber security emerging as a new professional arena in Denmark?” 

The findings indicate that the answer to the question is yes, the issue of cyber security exhibits all the char-

acteristics of an arena in which professional competition is taking place: there is no agreed definition of the 

term, nor any distinct work tasks for a particular profession to undertake. However, there is competition for 

control over the arena because of the attendant resources that could flow from such control. 

The first research objective was to describe the complexities of cyber security, which I did in the second part 

of the thesis. The section illustrated the tension between computer experts and political actors, the preva-

lence of the Internet and cyberspace, provided an overview of various kinds of cyber attacks, and revealed 

the difficulties of successfully addressing the issue. 

In the analysis, I identified the actors of the professional arena in Denmark, beginning with the IT security 

community consisting mainly of CISOs and IT security providers, but also mentioning managers in govern-

ment institutions such as CFCS and NC3, certain specialists in interest organisations, and consultants, lawyers, 

auditors, and insurers. The academic ecology also has a stake in the professional arena. The IT security com-

munity is not a profession because of its seeming inability or at least unwillingness to maintain itself in a 

competing system, which Abbott identifies as the key definition of a profession. 

In terms of the third research objective, the conditions leading to the emergence of the arena are the media 

attention generated by data protection scandals, the digitisation of Danish society in general, the profession-

alization and thus increasing threat of cyber crime to society, and the EU regulation on data privacy. The 

supply and demand factors for cyber security experts clearly indicate that there are too few professionals in 
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the field – or, to put it the other way around, that there is excess demand for cyber security services. In 

Abbott’s terms, this is likely to lead to jurisdictional reconstruction, although it is too early to say anything 

about the eventual jurisdictional arrangement (such as division of labour or client differentiation) of this fast-

moving arena. 

Finally, the competition in the arena is characterised by the sense-making processes of regulation, standard-

isation, call for action on forgotten actors such as SMEs, and the rise of formal education. Through these 

processes, the IT security community, actors from the academic ecology, lawyers, auditors, and insurers, as 

well as political actors are engaging in jurisdictional competition to gain control over cyber security. 

Overall, examining the topic of cyber security through the lens of linked ecologies and professions led to 

insights about the perception of the topic by both political actors and computer experts. Whereas securitisa-

tion theory points out that the discourse of the two groups are at odds with each other, the linked ecologies 

approach shows that the very different conditions under which the two ecologies operate causes this. Within 

the political ecology, the focus is on encoding in regulations, standardisation, and ensuring formal education 

because these factors carry rewards with them in that setting. In the ecology of computer professionals, 

there is a disregard for such formalisation. Here, there is a focus on providing good security services to their 

(large) corporate customers, which has so far been the more successful strategy in the IT security community. 

However, the professional ecology’s disregard for formal rules and regulations mean that there is currently 

little room for alliances with the political ecology. Thus, other professions, who have a longer history of co-

operation with the political ecology and whose jurisdictional claims rests with regulation, may end up con-

trolling the cyber security arena. These could be lawyers, auditors, and/or insurers. What role the academic 

ecology will play in the future remains uncertain, but the current settlements in that ecology are being chal-

lenged by the changes. No matter what, the current excess demand for cyber security expertise is likely to 

cause a jurisdictional reconstruction, upsetting the current order. 
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In terms of theory, the major contribution of the thesis is in terms of how professions emerge. Whereas 

Abbott’s system of professions breaks out of the assumptions of unidirectional professionalization, it still 

assumes that professions emerge consciously and by design, that quasi-professions seek jurisdictional control 

and the resources that flow from the monopoly of knowledge. However, whereas the IT security community 

in this case does seek to exploit the current “crisis” (which is an opportunity for them), it is not taking the 

lead in terms of an emerging cyber security profession. It is not uniformly interested in creating more educa-

tion, nor does it seek to benefit from the rules and standards that organisations are increasingly required to 

comply with. They are relatively happy to let things continue as they are, hiring autodidacts when needed 

rather than university graduates. Instead, a combination of structural conditions and the interests of political 

actors such as the Centre for Cyber Security, who are in dire need of more formally educated employees for 

the sake of their hiring system, are dominating the cyber security arena.  

In practical terms, this may lead to less focus on actual computer security and more focus on the rules that 

organisations should abide by to avoid fines or public shaming. Whether regulations will cause more secure 

online practices or fewer cyber attacks on Danish citizens and companies is questionable. On the other hand, 

investing in security solutions is like a big black hole, which one can continue to pour time, money, and effort 

into – there will never be “absolute security”. An adversary in the form of a hacker with some kind of mali-

cious intent will be able to get into a system, if she is determined to do so. In other words, the extreme end 

of the solutions proposed so far are not likely to work. What choices should policymakers and IT security 

companies then make moving forwards? The conclusions here do not provide any advice on that point. 

The contribution of this thesis is therefore more of an awareness-raising kind. It contributes to the under-

standing of the complex issue of cyber security by focusing on the struggle between professions and between 

the ecologies that make up our social world. By revealing the practices, relations, rules, and rewards of the 

different social actors, we reach a deeper understanding of their actions. Although the intricacy of the arena 
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is infinite, and this thesis only illuminates a part of the answer, it is nevertheless a part of the puzzle, a corner 

of the big picture. 

When speaking of the quality of research findings, terms often used are reliability, validity, objectivity, and 

generalizability (Saunders, et al., 2012). As mentioned above, I recognise the inability to generalise the find-

ings of this research because of the contextuality of the knowledge generated (Kvale & Brinkmann, 2009). In 

terms of objectivity, Kvale and Brinkmann point out that there are several meanings of objectivity. The tra-

ditional (positivistic) view holds that objectivity is “freedom from bias” and that the knowledge is “checked 

and controlled, undistorted by personal bias” (ibid., p. 242). However, one may also speak of reflexive objec-

tivity. Instead of striving towards eliminating subjectivity, one should emphasise reflection on one’s role as a 

researcher (ibid.). In line with both interpretivism and interview studies, the role of the researcher is essential 

and must be considered along the way. In the walkthrough above of the data collection process, I have at-

tempted to illustrate my sensitivity to the role of researcher and its consequences throughout the research 

project, asking open questions for the interviewees to answer as they saw fit. 

When it comes to the reliability of interview studies, it may become more of a constraint than a check on the 

quality of interview research (Kvale & Brinkmann, 2009). Reliability refers to the ability to replicate the find-

ings at other times and by other researchers (Saunders, et al., 2012). Would the interview subjects have given 

different answers to another interviewer? Most likely. Building rapport with the subjects was of great im-

portance to me, and the trust that I felt I established would not be exactly replicable in a similar interview 

situation. As Kvale and Brinkmann say, “a strong emphasis on reliability may counteract creative innovations 

and variability” (Kvale & Brinkmann, 2009, p. 245). I benefitted from the ability to remain flexible in the in-

terview process, improvising questions along the way, and allowing the interview to take a turn, if I believed 

it would contribute to the findings. 

Finally, it is an argument of positivists that there can be no validation of verstehen, a foundational element 

of interpretivistic research (Hudson & Ozanne, 1988). Validity concerns whether a method investigates what 
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it claims to investigate, and it is established by looking at the potential causes of invalidity, by continually 

attempting to falsify the findings (Kvale & Brinkmann, 2009). Thus, validity should permeate the research 

process: “Validation comes to depend on the quality of craftsmanship during an investigation, on continually 

checking, questioning, and theoretically interpreting the findings” (ibid., p. 247). Thus, interview studies ac-

tually find themselves uniquely situated in terms of validity. The researcher is able to probe the interviewees’ 

meanings right there during the interview, which is important and unique, contributing significantly to the 

quality of the research. In addition, the CSIF provided me with a unique opportunity to validate the findings 

by presenting them to a group of interviewees, who knew of my research agenda. This is the final, major 

contribution of the thesis: furthering the method of the case study integrity forum. The method has not been 

employed much so far but holds great promise for studies ahead. 

As mentioned in both the introduction and the analysis, a few words are warranted on the international 

perspective of cyber security in this concluding section. Due to the time and resources constraints of a thesis, 

this project was limited to Denmark. The insights that this provided are not generalizable, because of the 

nature of the methodology and methods employed, but could provide inspiration for similar studies in other 

countries and regions. Cyber security and cyberspace are fundamentally transnational issues, which is why 

further studies would benefit from focusing on several countries. Furthermore, the concept of professions 

and their practices also allows for a transnational study. National borders do not limit practice theory, rela-

tionism, and ecological thinking. Therefore, spreading the net of a study like this wider than a single nation 

would provide more pieces to the puzzle that is cyber security. 

Which countries would be interesting to study in this context? I mentioned above that the processes and 

actions in the European Union clearly affects the situation in Denmark. The interviewees emphasised the 

importance of the coming data privacy regulation. At the public consultation on IT security organised by the 
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Danish IT Industry Association there were also calls for more EU-cooperation. The European police organisa-

tion Europol has established a cyber security unit, opening up for such future partnerships. Thus, mapping 

the actors, ecologies, and institutions in this region would contribute to the understanding of the issue. 

Several interviewees also emphasised the United Kingdom and the USA as leading-edge states in terms of 

cyber security. The Danish government’s decision to place the CFCS under the auspices of the military intel-

ligence services resembles the decisions made these important allies. At the IT security consultation, both 

the UK and the USA were mentioned. Overall, it seems these countries are especially important when it 

comes to analysing the policy solutions to the problems posed by cyber security. Understanding both their 

national framework as well as how their practices spread across borders may inform us as to the decisions 

made transnationally, because this is the context in which the most important decisions on this point will be 

made.  



87 
 

7. Bibliography 
 

Abbott, A., 1988. The System of Professions. An Essay on the Division of Expert Labor. Chicago & London: 

The University of Chicago Press. 

Abbott, A., 1993. The Sociology of Work and Occupations. Annual Review of Sociology, Volume 19, pp. 187-

209. 

Abbott, A., 1995. Things of Boundaries. Social Research, 62(4), pp. 857-882. 

Abbott, A., 2004. Methods of Discovery: Heuristics for the Social Sciences. New York and London: W.W. 

Norton & Company. 

Abbott, A., 2005. Linked Ecologies: States and Universities as Environments for Professions. Sociological 

Theory, 23(3), pp. 245-274. 

Ashmore, W. C., 2009. Impact of Alleged Russian Cyber Attacks. Baltic Security & Defence Review, Volume 

11, pp. 4-40. 

Barrett, M. G. M., Bedford, D., Skinner, E. & Vergles, E., 2011. Assured Access to the Global Commons, 

Norfolk, Virginia: Supreme Allied Command Transformation, NATO. 

Benton, T. & Craib, I., 2001. Philosophy of Social Science. The Philosophical Foundations of Social Thought. 

Basingstoke & New York: Palgrave. 

Brock, D. M., Leblebici, H. & Muzio, D., 2014. Understanding professionals and their workplaces: The 

mission of the Journal of Professions and Organization. Journal of Professions and Organization, Issue 1, pp. 

1-15. 

Cavelty, M. D., 2008. Cyber-Security and Threat Politics: US Efforts to Secure the Information Age. Abingdon 

& New York: Routledge. 

Clarke, R. A. & Knake, R. K., 2012. Cyber War. The Next Threat to National Security and What To Do About It. 

New York: HarperCollins Publishers. 

Clemente, D., 2011. International Security: Cyber Security As A Wicked Problem. The World Today, October, 

67(8/9), pp. 15-17. 

Convertino II, S. M., DeMattei, L. A. & Knierim, T. M., 2007. Flying and Fighting in Cyberspace. Alabama: Air 

University Press. 

Cornish, P., Livingstone, D., Clemente, D. & Yorke, C., 2011. Cyber Security and the UK's Critical National 

Infrastructure, London: Chatham House. 

Danish Emergency Management Agency, 2013. Nationalt Risikobillede. [Online]  

Available at: http://brs.dk/viden/publikationer/Documents/Nationalt_Risikobillede.pdf 

Dinesen, S. L. & Sæther, H. B., 2013. Cyber Security. Securitizing cyber threats in Denmark, Frederiksberg: 

Copenhagen Business School. 



88 
 

Emirbayer, M., 1997. Manifesto for a Relational Sociology. American Journal of Sociology, September, 

103(2), pp. 281-317. 

European Commission, 2010. The European eGovernment Action Plan 2011-2015: Harnessing ICT to 

promote smart, sustainable & innovative Government, Brussels: European Commissions. 

Evans, D., 2011. The Internet of Things. How the Next Evolution of the Internet Is Changing Everything, s.l.: 

CISCO. 

Hansen, L. & Nissenbaum, H., 2009. Digital Disaster, Cyber Security, and the Copenhagen School. 

International Studies Quarterly, Issue 53, pp. 1155-1175. 

Hasselbalch, J. A., 2012. Letters Never Sent. Intellectual Property Rights and Internet Governance in 

Denmark, Frederiksberg: Copenhagen Business School. 

Hayden, M. V., 2011. The Future of Things 'Cyber'. Strategic Studies Quarterly, 5(1), pp. 3-7. 

Henriksen, A. & Ringsmose, J., 2014. Konflikt i cyberspace? Strategiske og juridiske implikationer (Conflict in 

cyberspace? Strategic and judicial implications), Copenhagen: DIIS, Danish Institute for International 

Studies. 

Hudson, L. A. & Ozanne, J. L., 1988. Alternative Ways of Seeking Knowledge in Consumer Research. Journal 

of Consumer Research, 14(4), pp. 508-521. 

Jacobsen, J. T., 2014. Kampen for en klar sondring i cyberspace. Kriminalitet, lulz, hacktivisme, spionage, 

terrorisme, sabotage eller krig? (The fight for a clear distinction in cyberspace. Crime, lulz, hacktivism, 

espionage, terrorism, sabotage or war?), Copenhagen: DIIS, Danish Institute for International Studies. 

Junio, T., 2012. Marching Across the Cyber Frontier: Explaining the Global Diffusion of Network-centric 

Warfare. In: Cyberspaces and Global Affairs. Farnham & Burlington: Ashgate Publishing, pp. 51-73. 

Katin-Borland, N., 2012. Cyberwar: A Real and Growing Threat. In: Cyberspaces and Global Affairs. Farnham 

and Burlington: Ashgate Publishing, pp. 3-22. 

Kvale, S. & Brinkmann, S., 2009. InterViews. Learning the Craft of Qualitative Research Interviewing. 2. ed. 

Los Angeles, London, New Delhi & Singapore: SAGE Publications. 

Lave, J. & Wenger, E., 1991. Situated Learning. Legitimate Peripheral Participation. Cambridge: Cambridge 

University Press. 

Moore, T., Clayton, R. & Anderson, R., 2009. The Economics of Online Crime. Journal of Economic 

Perspectives, Summer, 23(3), pp. 3-20. 

Moss, K. B., 2014. DIIS Policy Brief: Challenges to international regulation of cyber technology at war, 

Copenhagen: DIIS, Danish Institute for International Studies. 

Nissenbaum, H., 2005. Where computer security meets national security. Ethics and Information 

Technology, Issue 7, pp. 61-73. 

OECD, 2012. OECD Internet Economy Outlook 2012, Paris: OECD Publishing. 

Ortner, S. B., 1984. Theory in Anthropology since the Sixties. Comparative Studies in Society and History, 

26(1), pp. 126-166. 



89 
 

Padgett, J. F. & Powell, W. W., 2012. The Problem of Emergence. In: J. F. Padgett & W. W. Powell, eds. The 

Emergence of Organizations and Markets. Princeton & Woodstock: Princeton University Press, pp. 1-29. 

Perry, J., 2012. Viewpoint: Invisible Threats. In: Cyberspaces and Global Affairs. Farnham & Burlington: 

Ashgate Publishing, pp. 93-102. 

Rid, T., 2013. Cyber War Will Not Take Place. London: Hurst & Company. 

Saunders, M. N., Lewis, P. & Thornhill, A., 2012. Research Methods for Business Students. 6th ed. Harlow & 

New York: Pearson. 

Seabrooke, L. & Tsingou, E., 2009. Revolving Doors and Linked Ecologies in the World Economy: Policy 

Locations and the Practice of International Financial Reform, Warwick: CSGR Working Paper 260/09, Centre 

for the Study of Globalisation and Regionalisation, University of Warwick. 

Seabrooke, L. & Tsingou, E., 2013. Professionals and Power Vacuums on Demographic Change, 

Frederiksberg: Working Paper No. 82, Department of Business and Politics, Copenhagen Business School. 

Singer, P. & Friedman, A., 2014. Cybersecurity and Cyberwar: What Everyone Needs To Know. New York: 

Oxford University Press. 

Symantec, 2011. SMB Threat Awareness Poll. [Online]  

Available at: http://www.symantec.com/content/en/us/about/media/pdfs/symc-smb-threat-awareness-

poll.pdf 

[Accessed 30 April 2014]. 

The Danish Society of Engineers, 2014a. Big data: Gør verden til et bedre sted at være (Make the world a 

better place to be). [Online]  

Available at: https://ida.dk/sites/prod.ida.dk/files/goer_verden_til_et_bedre_sted_med_big_data_0.pdf 

[Accessed 26 August 2014]. 

The Danish Society of Engineers, 2014b. Big data: Privacy og vækst (Privacy and growth). [Online]  

Available at: https://ida.dk/sites/prod.ida.dk/files/big_data_-_privacy_og_vaekst.pdf 

[Accessed 26 August 2014]. 

Tolbert, P. S., 1990. The System of Professions: An Essay on the Division of Expert Labor [Book review]. 

Administrative Science Quarterly, 35(2), pp. 410-413. 

United Nations, 2014. United Nations E-Government Survey 2014, New York: United Nations Department of 

Economic and Social Affairs. 

Wenger, E., 1998. Communities of Practice - Learning, meaning and identity. Cambridge: Cambridge 

University Press. 

Zittrain, J., 2008. The Future of the Internet And How to Stop It. New Haven & London: Yale University Press. 

 

 

  



90 
 

8. Appendix: Interview guide 
Introduction 

 I study International Business and Politics at CBS. 

 I am writing my master thesis on cyber security in Denmark – specifically on the profession working 

with cyber security. 

 Thank you for taking the time to meet with me. 

 I have some issues and questions I would like to cover, but if you have anything you would like to 

add along the way, please feel free to interrupt. 

 The interview is anonymous and will not be recorded. 

 Do you have any questions before we begin? 

Questions 
1. Let me begin by asking you what you understand when I say ’cyber security’?  

a. Maybe: What associations do you get? 

b. Do you remember when you heard the expression ’cyber security’ for the first time? 

2. Do you see yourself as a part of the cyber security profession? 

a. If yes, how do you work with cyber security (specifically)? 

b. If no, then who is a part of the profession? Describe them. 

3. Background information on interviewee/cyber security profession 

a. What is your educational background? (Alternatively: What is the educational background of 

those in the profession?) 

b. Where have you worked before/what kinds of professional experience do you have? (Alterna-

tively: Where have they worked before/what kinds of professional experience do they have?)  

c. How big is the issue of cyber security in terms of debate in your area/work? 

4. What drives the development of the cyber security profession in Denmark? 

a. How do you see the pace of change in this area? 

5. Whom do you see as the actors within the field? Whom do you for instance work with on the topic? 

a. Who do you feel are the most influential people or organisations within cyber security?  

b. How are they influential? In terms of their technical skills or knowledge or in terms of their abil-

ity to shape policy? 

The end 
 I have no further questions. 

 Is there anything you would like to say or ask about before we finish the interview? 

 Would it be all right for us to stay in touch on LinkedIn if I have any follow-up questions? 

 Would you like to see the results of the thesis? 

 Thank you very much for your help! 

 


