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Abstract 
Cyberspace has come to characterize modern life and a majority of societies have become 

digitalized. Digital communities have also become a new factor within world politics and therefore 

also a new power element within the balance of sovereignty. Moreover, the use of the Internet is 

still rapidly expanding and has become the core component of everyday conduct for all actors 

within our society. However, the easy access to data brings along severe security issues and cyber 

attacks on public and private actors are reported on a daily basis. The large number of attacks has 

serious economic and social consequences, resulting in state officials across countries 

acknowledging the importance of a security cyberspace. Nevertheless, the number of cyber attacks 

is continuously rising and it is intriguing that although cyber threats are framed as a security issue, 

it seems to be difficult to implement effective measures in order to secure cyberspace. This research 

demonstrates that the many actors, different kinds of processes and a broader range of issues result 

in a different cyber politics, creating conflicting and competitive securitizations. These multiple 

securitizations make exceptional measures difficult to agree on and the ones adopted ineffective as 

they only cover parts of the actors and parts of the issues, resulting in a security gap. The 

securitization processes furthermore generate distrust and lack of knowledge sharing.    
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1.0 Introduction 

What was first invented by Pentagon’s Advanced Research Projects Agency in the 1960’s for 

military purposes and later developed by a British software engineer has changed the way we 

communicate, work and interact and has “come to characterize modern life” (Barett et al., 2011: 

34). The World Wide Web was introduced in 1991 and now a majority of societies have become 

digitalized and are connected to what we call cyberspace. Much has happened since 1991 and 

cyberspace has come to dominate all parts of modern society. There is still no universally accepted 

definition of cyberspace, as it encompasses everything from software, hardware, the Internet, 

information, cables, servers, computers, interaction between individuals, states, companies and 

cultures. Therefore cyberspace is somewhat a floating concept that is difficult to grasp. However: 

“the narrow meaning of the term (cyberspace) is the electromagnetic spectrum by which digital 

data are transmitted” (Ibid.: 34). This transmission of data has made societies increasingly more 

efficient and the digitalization is reaching into all of society as computers are being used for 

everything from flying airplanes and drones, teaching children in schools, supervising patients half 

way around the world, storing critical information, paying bills, transferring money, to 

communication between the state and the public. Digital communities have also become a new 

factor within world politics and therefore also a new power element within the balance of 

sovereignty (Ibid.). The development of technologies is constantly growing, creating a state of 

interconnectedness between different devises, as well as between industries and actors across the 

world (Eriksson & Giacomello, 2006). Information technology (IT) devises are also being produced 

at continually lower prices, making these technologies available to people outside first world 

countries. Therefore these technologies are becoming obtainable for people outside the political and 

economical elite of the west (Ibid.).  

Moreover, the use of the Internet expanded at an annual average rate of 290 per cent globally from 

2003 to 2009 and has become the core component of everyday conduct for all actors within our 

society. It is estimated that in 2020 sixty per cent of the world’s population will have access to the 

Internet. Fifty billion physical objects and devises will be connected to the Internet, which amounts 

to ten devises per online individual (Klimburg, 2012). Furthermore the amount of data available is 

increasing by the day and digitalization has become such an integrated component within our 

society that it has become a global common caused by the borderless nature and global accessibility 

of cyberspace. According to NATO, this means that loss of access to the Internet will have critical 
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consequences to the prosperity of a nation (Barrett et al., 2011). In other words, cyberspace has 

become a common good, and “the vast amount of digitized information that travels across the 

electromagnetic spectrum is the “payload” of cyberspace, and is available to anyone with the 

technical means, such as a computer or a smart phone, to gain access” (Ibid.: 35). However, the 

easy access to data brings along severe security issues. In fact the media is reporting cyber attacks 

on public and private actors on a daily basis. What constitutes a cyber attack can amongst other 

things be a Denial of Service (DDoS) attack. A DDoS attack overloads a server and thereby it 

becomes temporarily out of function and unavailable for the owner. Spam mails with viruses is also 

very common, like Phishing attacks, Botnet, Malware and preinstalled software and hardware 

which makes it possible for the perpetrator to switch this on at a preferred time. Cyber attacks are 

politically and economically motivated and are also being used for purposes of industrial and state 

sponsored espionage in an increasing rate (fe-ddis.dk, 2013). 

Security experts argue that there are now two types of companies: “those that have been hacked and 

those that don’t know they’ve been hacked” (nytimes.com, 2013). The large number of attacks has 

serious economic and social consequences, resulting in state officials across countries 

acknowledging the importance of a security cyberspace. This argument is based on institutional 

developments and acknowledgement from state officials (Hansen & Nissenbaum, 2009). President 

Obama stated in a speech of May 29th 2009 that “cyber threat is one of the most serious economic 

and national security challenges we face as a nation (…) economic prosperity in the 21st century 

will depend on cybersecurity” (President Barack Hussein Obama, whitehouse.org, 2009, 

whitehouse.gov). Furthermore, NATO works for assured access to cyberspace and it is therefore 

clear that cyber threats have been framed as a security issue by states. However, “one of the 

complexities of cyberspace is that it does not depend primarily on state power for security; over 

90% of networks are private and competitive in nature” (Barrett et al., 2011: 35). Although cyber 

threats are framed as a security issue, there are still a vast amount of hacking incidents especially on 

corporations. In 2012, there were reported 47,000 security incidents, 621 confirmed data 

disclosures, and at least 44 million compromised records in the US, which is a trend that spans 

across the world as can be seen by the many hacking incidents in states such as Denmark over the 

last years (Verizon, 2013). It is to be noted that this does not include all the attacks that go under the 

radar and in reality the situation is far more critical. 
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We find it intriguing that although cyber threats are framed as a security issue, it seems to be 

difficult to implement effective measures in order to secure cyberspace as the number of attacks are 

continually rising. This is therefore our motivation for the research and has led us to the following 

research question: 

 

1.1 Research question  

How come it is difficult to take effective exceptional measures in spite of the existing securitization 

of cyber threats? 

 

We argue that cyberspace has increased the interconnectedness of private and public actors. As 

these relationships are especially strong in Denmark, where most of the critical infrastructure was 

previously state-owned, we have chosen to look at the cyber security and the case of Denmark. 

Denmark is an especially interesting case as cyber security was added to the Act of Finance as a 

separate issue as recently as in 2013, and thereby highly relevant. As a result of this the Centre for 

Cyber Security was established in January 2013, emphasising the status of cyber security on the 

national political agenda. Thus, seen in the light of these recent developments, we have chosen to 

look specifically at how cyber security is dealt with in Denmark, by looking at the Centre for Cyber 

Security, its stakeholders within the critical infrastructure, as well as actors that are exempt from the 

definition. We will also take a look at actors beyond the Danish borders that influence cyber 

security measures in Denmark caused by the borderless nature of cyberspace.  

The purpose of this study is to highlight how cyber security measures seem incapable to deal with 

cyber threats that have arisen due to the increased digitalization and interconnectedness of actors. In 

our research we will be using the theory of Securitization from the Copenhagen School, which is a 

cluster of researchers that have focused on security studies and developed this theory. Through 

applying the theory to our empirical findings we aim to give policy- and decision-makers insight 

into what makes cyber security a unique security issue and why it is difficult to implement effective 

security measures. Thereby we aim to demonstrate how cyber security issues should be approached 

in order to implement effective measures in securing cyberspace. Moreover, we will apply the 

securitization theory in order to analyse the field of cyber security. Johan Eriksson and Giampiero 
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Giacomello state: “past research on this topic has been idiosyncratic and policy oriented, with little 

or no effort made to apply or develop theory” (Eriksson & Giacomello, 2006: 3). We, however, aim 

to give theoretical contributions to the theory of securitization, as we argue that the framework 

needs to consider cyber threats in order to encompass the characteristics of the new age of security 

issues. The influence IT systems have on the sectors and actors of the already existing theory also 

need to be considered. Moreover, we will analyse the many actors, the different kinds of 

securitization processes and the range of issues, that makes cyber security issues unique. This will 

be done in order to demonstrate what politics they result in, and to explore why exceptional 

measures seem ineffective. We will start by presenting our theoretical framework, as this is 

essential for our methodological approach and to how our empirical findings are analysed.  
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2.0 Theory 

National security has traditionally been handled by the military powers of states. Security studies 

not only focusing on warfare, were developed in the period after 1945 and made way for a broader 

literature on the concept of security in the aftermath of the Cold War (Hart, 2011). According to 

Buzan and Hansen (2009) this literature was distinct as it “took security rather than defense or war 

as its key concept, a conceptual shift which opened up the study of a broader set of political issues, 

including the importance of societal cohesion and the relationship between military and non-

military threats and vulnerabilities” (Buzan & Hansen, 2009: 1). The issue of security has thus 

been state-centric, focusing on the threats states can represent and be presented to. There has 

however been a development of both security and threats and the perception hereof. This became 

especially evident after the September 11th attack in 2001. The threats had transferred from being 

state and military-oriented to a threat not involving an enemy state, but rather terrorist groups. This 

created a new concept of security where parts of civil society could pose potential threats (Hart, 

2011). This resulted in an expansion of national security beyond the traditional understanding of the 

concept trough warfare and military operations. The result has been a higher degree of regulation 

and surveillance. There has arguably been a shift in the degree to which “a state of exception” has 

been used, which we will go further into depth with in the section on exceptional measures. Where 

this was previously used in periods of warfare, it is now applied to situations such as economic 

crisis, social tensions and so forth (Ibid.). Benjamin argues that the exception becomes the rule 

(Benjamin, 2003), and this has arguably influenced the theoretical literature on security. 

In the following section we will go in depth and deal with the securitization theory and the 

characteristics of the framework, as well as its relation to cyber security. This is important, as we in 

the analysis will discuss how cyber threats are framed as a security issue, and hence securitized, and 

what current measures are implemented in order to deal with these new threats. We aim to 

demonstrate that many more actors and a broader range of politics makes cyber security a distinct 

security issues, where conflicting securitizations make measures and practices difficult to agree on 

and less efficient, due to the lack of involvement of all actors and issues. Our argument is therefore 

that cyber threats are securitized, but that certain parts of the securitization framework are unable to 

encompass the characteristics of cyber threats.  The securitization framework is consequently 

important when discussing how cyber threats have been framed as an issue of security, and the 

effectiveness of the security measures taken. We will in the followings section justify our choice of 
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theory, before elaborating on the securitization framework.  

 

2.1. Choice of theory 

The Copenhagen School has won wide acclaim as being the most exhaustive, prominent and 

influential approaches to security studies, where securitization is an important part (Hansen & 

Nissenbaum, 2009). Ole Wæver, Barry Buzan and Jaap de Wilde are the main contributors to the 

Copenhagen School (Stritzel, 2007), and refer to the theoretical works of John L. Austin, Jacques 

Derrida, Carl Schmitt and Kenneth Waltz. They define securitization as “a successful speech act 

‘through which an intersubjective understanding is constructed within a political community to 

treat something as an existential threat to a valued referent object, and to enable a call for urgent 

and exceptional measures to deal with the threat’” (Buzan & Wæver, 2003: 491). As the theoretical 

perspective understands security as a discourse, by looking at the rhetorical structure and the 

political effect of expression and argue that this makes the approach of securitization particularly 

suited for answering our research question. This is because the Copenhagen School has widened the 

security agenda and the rhetorical structure and discursive modality.  

According to the securitization theory framing something as a security issue enhances the speed and 

urgency of the matters against the slowness of normal politics. Framing something as a security 

issue with words defines something as threatening and in need of urgent response through 

exceptional measures, which we will elaborate on later. We however argue that cyber threats have 

been moved outside of normal politics by framing it as a security issue, but that the many 

securitizations have resulted in ineffective exceptional measures. As the securitization theory has 

proven applicable to other security issues, it therefore becomes intriguing to explore how the new 

security issues of cyber threats differ from other security issues, urging a development of the theory. 

Furthermore, the state is the most important actor in the framework of securitization theory, because 

it requires “government decision and resource allocation or, more rarely, some other form of 

communal governance” (Hansen & Nissenbaum, 2009: 1159) to securitize an issue. In other words, 

although non-state actors are important in a security debate, the state is arguably the most powerful 

actor in the securitization process, as the process is dependent on the prioritizations made by the 

government. As the state is central in the securitization process, the theory becomes intriguing for 

us, as we aim to demonstrate that there are competitive securitizations between both private and 

public actors, which makes security measures hard to implement. It seems as though the inclusion 
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of a variety of actors in the cyber security debate can create concerns for the application of 

securitization theory when dealing with cyber security issues, because the theory mainly focuses on 

states and regions and does not include private actors and because Buzan, Wæver and de Wilde 

argue that: “the Pentagon designating hackers as “a catastrophic threat” and “a serious threat to 

national security” (San Francisco Chronicle, May 23, 1996: A11), which could possibly lead to 

actions within the computer field but no cascading effects on other security issues” (Buzan et al., 

1998: 25). This argument shows how cyber threats were underestimated and we therefore disagree 

with the argument.  

An aspect of the securitization theory that we found intriguing is the levels of analysis and the 

sectorial distinction of the theory. These distinctions of the theory are arguably applicable to 

traditional state-centric security issues. We argue however that cyber security spans across levels 

and sectors, creating an interrelation between these. Furthermore, the theory is also a useful tool in 

the process of analysis, because it highlights how security issues can be framed and how actors 

perceive these (potential) threats and can apply exceptional measures to solve or deal with these. 

Securitization is also a very interesting theory in the analysis of cyber security, because the way 

cyber security is perceived in society, reflects securitizations framing of security matter. We 

therefore see a potential gap that can be highlighted by studying cyber security issues in Denmark 

and by using the theory of securitization to explore cyber security further. We also find it intriguing 

to explore the issue of cyber security through securitization theory and will therefore use the 

theoretical framework by Barry Buzan, Ole Wæver and Jaap de Wilde: ‘Securitization – a new 

framework of analysis’, which will be explained and elaborated on in the following section. We will 

furthermore supplement this theoretical framework by using literature from academics that have 

applied, challenged and developed the theory.  

 

 2.2 The theory of securitization 

As mentioned, the theoretical discourse on security has been strongly affected by the idea that 

something can be securitized, mainly by the state. Especially the articulation of the theory of the 

Copenhagen School has been prevalent in the debate on securitization and according to Buzan, 

Wæver & de Wilde “security is the move that takes politics beyond the established rules of the 

game and frames the issue wither as a special kind of politics or as above politics. Securitization 
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can thus be seen as a more extreme kind of politics or as above politics” (Buzan et al., 1998: 23). 

Thus, securitization has aimed to create the possibility of conceptualizing security as something 

more than the military and military actions. At the same time it tries to provide certain criterion to 

security that distinguishes it from other types of politics, which we will elaborate on later. The fact 

that securitization is the process where an issue is taken beyond or outside “normal” politics, 

exemplifies strong parallels with the notion of “exception” (McDonald, 2008). McDonald argues 

that the Copenhagen School has been applied to analyse a variety of security issues, such as the 

foreign policy behaviour of states, the construction of transnational crime, and the “war on terror” 

(Ibid.), exemplifying the state-centric approach of the securitization theory.   

However, there seems to be a development of security issues that are securitized. As stated in the 

introduction, cyber security has been securitized both by international and regional actors, as well 

as by Danish authorities. Hansen and Nissenbaum question whether “the discourse on cyber 

security reinforces the state⁄nation as a referent object, how individual responsibility is articulated 

to support (or challenge) collective security and authority, and whether this rearticulates the 

understanding of ‘‘security politics’’ itself” (Hansen & Nissenbaum, 2009: 1160). We focus on the 

securitization of cyber threats, and therefore we will in the next section relate cyber security to 

securitization. Following this we will elaborate on the features of the securitization theory and on 

the process of securitizing.  

  

2.2.1 Securitization of cyberspace 

Cyber security as a securitizing concept is not new, but rather new in a context of political 

importance. The concept became relevant with the computer and information science, where the 

first use of the term “cyber security” was used in Computer Science and Telecommunications 

Board’s (CSTB) report from 1991. Here the term “security” was defined as the “protection against 

unwanted disclosure, modification, or destruction of data in a system and also [to] the 

safeguarding of systems themselves” (Hansen & Nissenbaum, 2009: 1160). However, there has, up 

to now, been a trend in addressing the issue of cyber security in a technical discourse focusing on 

how to develop efficient programs that reduce external attacks and virus rather than securitizing the 

issue. Thus the focus has rather been on “computer security” (Ibid.). Nissenbaum (2005) argues that 

the move from “computer security” to “cyber security” has involved combining the technical 
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discourse with national strategies on cyber security that have emerged, hence securitizing it. It 

should be stated that no such national strategy has been implemented by the Danish state. It can be 

said that the framework of national security is continuously expanding, although the means in 

dealing with the new threats has not been expanding at the same rate, and politicians and decision 

makers have framed non-military threats in traditional security terms. Nissenbaum and Hansen 

(2009) argue that it is within this frame that new issues such as cyber security have also been 

placed. When addressing cyber security, states have a tendency to focus on the protection of critical 

infrastructure, as it is a vital part of maintaining the state´s ability to function. The critical 

infrastructure has been vulnerable to attacks due to the interconnectedness of networks, and the 

possibility of being hacked by outsiders. The blurring of boundaries between the state and civil 

society that have occurred due to the Internet has challenged the traditional ways of thinking about 

security and sovereignty (Saco, 1999 & Dunn, 2003).  

The private sector is a crucial actor in the cyber security debate, as they are major owners of 

computer networks and because they possess vast amounts of experience and knowledge on the 

issue. The private corporations are also service providers of the state and therefore there is an 

interlinked relationship between the services of the private corporations and the infrastructure of the 

state. Therefore the Danish government recognizes that the private sector is co-responsible for 

working with cyber security and responding to cyber threats. The involvement of the private sector 

in this form of security means that the state can distribute responsibility to private actors. For the 

private sector the securitization of cyber security requires increased protection of corporations and 

corporate secrets, as well as efforts in combatting cyber crime (Hansen & Nissenbaum, 2009). As 

the boundaries of interests and responsibilities between the state and private organizations, and thus 

the boundaries between the political and economic sphere, are not clear-cut, working for cyber 

security requires a common understanding and goal (Ibid.).  

Forrest Hare (2010) argues that it is clear that states have indeed decided that there is a cyber 

security element to national security. This is based on the fact that representatives of nation-states 

indeed securitizes cyber threats in speeches and the like, and that we must therefore acknowledge 

that these play an important role in the debate of national security. Hare argues that this is 

recognized by academics in the field of security studies. Therefore, as cyber threats can be 

considered national security issues, Hare argues that theoretical security frameworks can be applied 

to the cyber security research. Furthermore, as cyber space is international in its nature, and because 
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the nation-state plays the most central role in securing cyber space, Hare stresses the importance of 

international cooperation on the domain. He argues, however, that the highly needed international 

cooperation on cyber security is problematic. The government experts from the Organization for 

Security and Cooperation (OSCE) met in 2009 for the first time, to discuss cyber security. 

However, the representatives were unable to reach a unanimous decision on which cyber security 

issues to focus on. According to Hare, this is caused by a variety of problems. Because of 

contradicting or conflicting policy recommendations presented by policy makers, and because of 

limited knowledge on the issue, alliances may be hindered in cooperating. Nation-states arguably 

have two options for dealing with cyber security issues, which are all related to what exceptional 

measures should be undertaken; they can either work on making themselves less vulnerable to 

threats, or work on preventing or reducing the impact of potential threats. The current situation is 

that some countries maximize security through alliances while other want to maintain neutral, 

which makes the issue of policy making increasingly complex, as there in cyber space are “many 

proposed solutions to addressing a wide array of threats” (Hare, 2010: 222). Therefore, as strong 

arguments can be found for both ways of dealing with threats in cyber space, this creates a situation 

where even though all states agree on which issues to securitize, this is no guarantee of a common 

agreement on what responses to the threats that should be implemented (Ibid.). These different 

perspectives on cyber security will, in turn, mean that an alliance working to defend against cyber 

threats will not function optimally. According to Hare, some states will emphasize law 

enforcement, without further considerations on military actions, while other states that are 

considering threats to their infrastructure to be critical, will lobby for collective military actions to 

cyber attacks.   

The policy agendas that are developed by state and non-state stakeholders are based on 

securitization of certain and specific cyber threats. “Disagreement of the feasibility of these 

recommendations is compounded by disagreement on the significance of underlying threats” (Ibid.: 

222). In order to reduce these differences and create an effective cooperation, it is important to 

agree on the securitization practices that lay the groundwork for the policy proposals. According to 

Hare the different approaches are problematic, as the interconnectedness and reduced relevance of 

geography in cyber space means that one state cannot provide security for an entire alliance. A 

successful work against cyber attacks requires all states to create their own defense against cyber 

attacks, as an unsuccessful defense in one nation can have an extensive impact on the rest of an 
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alliance. Thus strategies dealing with cyber threats may improve the defense of all nations in the 

alliance (Ibid.).  

As has been seen in the preceding section, the national actors and the sectors involved in the 

security agenda is important as it defines the securitization process. Furthermore international actors 

play an important role as to which level the measures to deal with the issue is taken. We will 

therefore in the following section elaborate on the actors and sectors of securitization.   

 

2.2.2 The actors and sectors of securitization 

The theory of securitization is a considerably new theory for analysis that aims to analyse security 

issues in a more openly fashion than traditional security studies, and: “based on a clear idea of the 

nature of security, securitization studies aims to gain an increasingly precise understanding of who 

securitizes, on what issues (threats), for whom (referent objects), why, with what results and, not 

least, under what conditions (i.e.,what explains when securitization is successful)” (Buzan et al., 

1998: 32). Thereby, when putting the theory of securitization into context, it raises the question of 

which levels of analysis is taken into account. We will in the following section explain the different 

levels of analysis that the theory addresses, in order to understand how securitization can be applied 

to create a better understanding of security issues.  

There is an on-going debate about the different levels of analysis within the security debate and 

who or what is the referent object, which is inspired from the similar debate in international 

relations. The purpose of defining the levels of analysis is to locate the different actors and analyse 

the relationship between these. The theory of securitization defines a referent object as the state or 

an individual, but it can also be defined as a structural system like “the nature of states” (Ibid.:5). 

The referent object therefore becomes an object of analysis and creates a better understanding of the 

placement of these in the security debate. Using the levels of analysis is a way to explain where 

certain things happen and are not strictly defined (Ibid.). As we will be looking at how cyber 

security is dealt with on different levels in society, both from an international, regional and national 

perspective, as well as on how cyber security spans across levels and creates an interrelation 

between the levels, this is an important element to highlight. According to Buzan et al. there are 

five frequently used levels of analysis (Buzan et al., 2008). The first are the international systems, 

which are the largest interacting actors with no system level above them. This level therefore 
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includes the whole planet, which in the case of cyber security entails the international debate on 

cyber security, and cyber warfare between nations and the many other actors involved. We will 

come back to this system in the analysis when discussing how the international actors deal with 

cyber security and on how this system influences the regional systems and Denmark. The second 

level of analysis is the one of the international subsystem, which is a group of units within the 

international system. These subsystems can be divided from the international system by a particular 

interaction. They cannot be territorially defined, which means that they are just subsystems, or they 

can be territorially defined, in which case they are regions. The definition of regions is also adopted 

by international relations. Regional disputes are also relatively recent phenomena and according to 

Buzan et al. became relevant in a post-cold war agenda. Regions can, as stated, be defined as a sub-

system with special characteristics and are geographical clusters such as the EU, Scandinavia, South 

Asia, and North America. According to securitization, they are subjects of analysis in themselves, 

but can have importance in the creation and the process of solving a security issue (Buzan et al., 

1998). Regions create legislative framework that define states actions. In regards to cyber security, 

the EU sets standards for the legal minimum demands for companies providing IT services and also 

for states. These EU standards are currently undergoing possible changes, which will influence 

Danish law. We will come back to this in the analysis.  Thirdly, there are units; actors that are 

composed by subgroups, organizations, communities and the like, that together are differentiated 

from others. These units are often states and nations. We will also be looking at these actors in the 

analysis, where we will be looking at the unit of Denmark and on how Denmark has implemented 

measures on cyber security that affects the subunits and individuals (see below). The fourth level of 

analysis is the subunits. These are groups within the units that are able or are trying to affect the 

decisions of the unit. We argue that these subunits can be seen as the corporations operating in 

Denmark, which to an extent are influencing national decisions or are trying to influence the 

decisions made on cyber security measures. Indeed they are setting the agenda as to what standards 

are set on cyber security for actors in Denmark. We will also look at this in the analysis. Fifthly, 

and lastly, there are the individuals, which are at the bottom level in the analysis of social sciences 

(Buzan et al., 2008). Individuals are affected by the level of security and especially with the level of 

digitalization the Danish state has had in all its services. Thereby individuals are affected at an 

increasing rate. 
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Another distinction the theory of securitization has is the sectorial distinctions, which is necessary 

in order to open up the security debate and make the security agenda wider. The widening of the 

security agenda began in the mist of the cold war, where new issues became a part of the political 

discourse of the military as mentioned earlier. This open security agenda was defined by Buzan, 

Wæver and de Wilde, and put into five main sectorial categories; the military, political, economic, 

environmental and societal sectors. The sectors do not have a similar definition of relationships 

within them. The political sector´s relationship is defined as a relationship build upon authority and 

governing reach, in opposed to the military, which is a relationship of “forceful coercion” (Buzan 

et al., 1998:7) Securitization opens up to a multi-sectorial approach to security and therefore 

includes other referent objects into the debate as mentioned earlier. Distinctive patterns might 

define the different sectors, but they are not uniquely separated, they are part of a greater whole. 

The purpose of the distinction is to analyse situations better, but they can never be seen as 

completely separated sectors according to the theory of securitization. The environmental sector 

might be a part of the political and economic discourse agenda and thereby the sectors influence 

each other (Ibid.). Sectors in Denmark are currently organized by sectorial responsibility where 

legislation covers each sector, and where there is no transversal legislation. This solution is 

intriguing to look at in relation to cyber security, which we argue spans across all sectors, making a 

rigid distinction between them problematic. We will therefore come back to the sectors and the 

sectorial responsibility later in the analysis. 

 

Within the sectors some actors can be defined as functional actors. They act on the behalf of the 

securitizing actor or referent object and therefore they influence the dynamics of the sector without 

having the responsibilities of the securitizing actor or referent object. In the military sector it is 

typically an assassin, companies who provide arms, weapons and so forth (Ibid.). They therefore 

play a part of the security issue, but are not a dominating actor. However, within the field of cyber 

security there are many functional actors, such as software and hardware providers. 

Cyber threats are, as previously mentioned, characterized by the fact that they span across all levels 

of security rapidly, due to the interconnectedness of the field. Regardless of the span of cyber 

threats, and the importance of the private sector in working with cyber security, the state is still, 

according to Hare, critical in addressing cyber threats. This is because the state remains the actor 

which holds the most power and authority, and which works extensively with national defence. In 
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the words of Krause and Williams “there can be no security in the absence of authority” (Krause & 

Williams, 1996: 232).    

 

Another interesting perspective in the debate on securitizing actors is the one of Buzan, Wæver and 

de Wilde they argue that “in well-developed states, armed forced and intelligence services are 

carefully separated from normal political life, and their use is subject to elaborate procedures of 

authorization“ (Buzan et al., 1998, p. 28). This means that in well-developed states civil life is 

separated from military and intelligence services, something that is necessary for the successful 

functioning of a state. When this form of separation is not in place most of normal politics is 

dragged into the security realm, creating a complicated and unsafe situation.  

The importance of institutionalized military security is the core argument of both those who want to 

restrict security studies to the military sector, but also those who advocate for the superiority of the 

state in matters of security. Buzan et al. argue however that the importance of this institution is not 

fixed in time and that a difficulty in securitizing new, controversial and existential security issues is 

that “they do not (yet) have institutions, and they find themselves operating in a political context 

dominated by security institutions designed for other types of threats” (Ibid.: 29). This is especially 

interesting in the context of cyber security caused by the placement of the Centre for Cyber 

Security, which we will come back to in the analysis. We will first look at what makes something a 

security issue.  

 

2.2.3 The qualities of a security matter – what makes something a security issue? 

When defining a security issue it demands a definition of the qualities it encompasses. As we argue 

that cyber threats are securitized, it is important to look at the qualities. According to the theory of 

securitization, a security issue can be defined by the traditional thoughts of military politics and 

security is defined by something’s ability or need to survive. A security issue poses a threat to a 

referent object and is in need of special measures being taken. Qualities can vary from sector to 

sector and are not sharply defined, like the nature of threats can change and cannot be assumed to 

have a certain or constant structure. The referent object in the military and political sector (IR) will 

usually be the state whereas in the environmental sector the referent object will be cross-regional 
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and not be defined by borders. Qualities have been recognized as a state official, whom is usually 

the securitizing actor according to the theory of securitization, uses the term ‘security’, as has been 

done in the case of cyber security. This usually results in emergency actions being taken and 

exceptional measures are allowed in order to solve this security issue. The term ‘exceptional 

measures’ is a very specific part of the theory of securitization, which will be explained later. When 

defining a security matter it is also important to look at the agenda behind the act of securitization. 

In the environmental sector, security issues are framed of both the scientists, which have become 

important in the political agenda. The scientific evidence is usually a professional evaluation that 

the public trusts and politics can use to shape their policy. Scientific or expert evaluations therefore 

have a specific authority in their nature and can shape the securitization debate according to its 

results. The political agenda has three main areas. The first is the state and public awareness of the 

security issue on the agenda, where the recognition of the issues is at its core. Secondly it is the 

acceptance of the political responsibility of handling the issue and the third area is the acceptance of 

the problems in the management of issues, which could be cooperative problem for example 

between states and institutions. Governmental standards as well as public standards and the media, 

shape the political agenda. However, these are according to Buzan, Wæver & de Wilde a more 

short-term influence than the scientific arguments (Buzan et al., 1998). The fact that there are not 

made extensive scientific work on the issue of cyber security and on the effects of a potential 

incident, would therefore arguably mean a more short-term influence, rather than an enduring 

change of the political agenda.  

Balzacq has further developed the theory of securitization and compliments the levels of analysis, 

actor and sector arguments from Buzan, Wæver and de Wildes original theory, as Balzacq focuses 

on the audience of the securitizing actor. Balzacq argues that there are three sets of factors in the 

securitization process; namely the audience, context and securitizing agent, which all affect the 

realization of securitization (Balzacq, 2005). The first of these, the audience, is composed by three 

factors: the frame of reference of the audience, how open and ready the audience is to be convinced, 

which is based on the knowledge and trust the audience has of the securitizing agent and the 

audience´s ability to accept or deny the mandate to public officials. The second set of factors 

concerns the effects of contextual factors on the responsiveness of the audience to the securitizing 

actor´s argument, and also how the listener interprets the sentences expressed by the securitizing 

actor. The third set of factors includes the ability of the securitizing actor to use appropriate words 

and frames of reference according to the context and audience, in order to convince the audience 
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(Ibid.). Buzan, Wæver and de Wilde argue that: “Securitization is essentially an intersubjective 

process. The senses of threat, vulnerability, and (in) security are socially constructed rather than 

objectively present or absent. Nevertheless, it is easier to achieve securitization under some 

conditions than under others” (Buzan et al., 1998: 57). Thereby the way actions of words can frame 

security issues, the theory of speech act, is also an important element of securitization theory, as it 

is arguably when something is framed, or expressed, as a security issue that it becomes one.  We 

will therefore explain this in further detail in the following section.  

 

2.2.4 The speech act theory – framing a security issue 

As previously argued, security issues are discussed in a way that requires urgency in the matter. 

This necessitates that things must be done quickly in order to maintain society´s survival. As Jef 

Huysmans argues, securitization of certain issues institutionalizes the speed and urgency of these 

matters against the slowness of normal (democratic) politics. “Saying” security defines something 

as threatening and in need of urgent response. Securitization should therefore be studied in 

discourse (Huysman, 2006). In a Danish context, cyber threats were securitized after hackers 

entered the servers of the Danish police force and stole a vast amount of social security numbers 

and information. Morten Bødskov, the Minister of Justice in Denmark, stated in the spring of 2013:  

“I can understand if people are worried, when they are made aware of a security breach in 

the registers of the police. (…) I will therefore ensure the public that all necessary resources 

have been initiated, to quickly handle and create clarity in this case” 

(www.justitsministeriet.dk).   

This moved the security matter onto an exceptional security agenda. The issue of cyber threats was 

therefore securitized by the Danish state. 

 

According to Rita Taureck (2006) defining and stating something as a security issue through speech 

act means that security has no longer a given meaning, but that it can be anything a securitizing 

actor intends it to be. It can therefore be said that the meaning of security is dependent on what is 

done with it and it is thus a social construction. Balzacq, when describing the speech act theory, 

argues that certain statements do more that just describing a reality, but rather realize a specific 
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action. “They ‘do’ things — they are ‘performatives’ as opposed to ‘constatives’ that simply report 

states of affairs and are thus subject to truth and falsity tests” (Balzacq, 2010: 175). A statement 

can express three forms of acts, that collectively constitutes the total speech act situation (Ibid.). 

These three acts are summarized by Jürgen Habermas as: “to say something, to act in saying 

something, to bring about something through acting in saying something” (Ibid.: 175).  Therefore 

saying something can demand action and not framing something, as a security issue therefore does 

not demand action being taken. According to Balzacq security can be seen as an illocutionary act, 

which means that it is “self-referential” in that it is created by the act of saying “security” (the 

speech act). However, this argument is problematic for the Copenhagen School because advocates 

of this theory stress that a successful securitization is dependent on an audience that agree on what 

is being identified as a threat (Balzacq, 2005). This means that for an issue to be identified as a 

threat there is a need for intersubjective practices. 

Thus, when something is a speech act it demands consent from the audience and therefore their role 

becomes important in creating a security discourse. This development has therefore arguably shifted 

the focus from speech act as production of security, to speech act as a component of the 

construction of security (McDonald, 2008). In a further development of the work of Buzan and 

Wæver, Bill McSweeney (1996) argues that the core argument of securitization is that security 

concerns the ability of a society to function under changing conditions. Society and identity are 

seen as objective realities, which mean that other components of society, and other values than 

those that are mainstream, are of little importance in security issues. The author’s aim is not to find 

alternatives to state security, which leads to individual security; that is to humanize security. The 

argument is therefore that in order to avoid methodological individualism, “we must treat society as 

a reality of its own (…) not to be reduced to the individual level” (McSweeney, 1996: 83). 

McSweeney argues that there are several questions that can be related to the before-mentioned 

state-centric approach, such as who speaks for the state? Who speaks for society? Whose security is 

to be protected? And whose identity is to be secured? Buzan and Wæver argue that anyone can 

speak on behalf of society, when they claim that a security issue has occurred. We argue that the 

debate of who constitutes the audience of the securitizing actor and the significance of the audience 

is important in the debate on cyber security, because of the many actors involved and the 

intersubjective securitization process. 

One of the issues Buzan et al. (1998) discuss is the issue of who has the power to define something 
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as a threat as well as under what condition the securitization of certain threats are facilitated. These 

are treated as both external and internal conditions of the speech act. The first condition is the 

internal condition referring to the grammar of security. The second refers to the social capital of the 

securitizing actor; that is the enunciator. This actor must be in a position of authority, although not 

necessarily in an official authority position, which will arguably affect the relationship between the 

speaker and the audience, and thereby the probability of the audience accepting the claims of the 

securitizing actor. Thirdly, the potential threat is more likely to be securitized if it generally is 

known to be threatening. This aspect does not necessarily lead to securitization, but it is definitely a 

facilitating condition (Buzan et al., 1998). As stated earlier, private corporations are an important 

part of the securitization process of cyber threats, and the debate on who should have the power to 

state that something is a security issue therefore becomes important.  

Furthermore Buzan et al. argue that some actors have a stronger right of survival than others and 

this is an important issue to discuss in relation to corporations and their position within society. 

Security remains a state dominated field where the state is viewed as the most important security 

referent. “Security is an area of competing actors, but it is a biased one in which the state is 

generally privileged as the actor historically endowed with security tasks and most adequately 

structured for the purpose” (Ibid.: 37). The state is regarded as working for the security of society, 

while firms are regarded as working for their own benefit. Thus, the question remains who should 

decide what should survive and the potential impact of a threat on society. If a corporation is 

threatened, the firm will arguably not be able to legitimize actions that go beyond their normal and 

legal frames, in order to avoid or limit the effects of the threat and thereby defend its existence, as 

the state can. Buzan et al. argues that unless the firm can prove the impact a threat on the state, the 

firm has no right to go outside the normal politics of the unit. Thus, as firms are naturally limited 

collective units they “rarely have a strong claim to a right of survival” (Ibid.:38). This can, 

however, be debated as corporations have an increasingly more important role in a variety of 

political and security issues.  For example the importance of corporations could be seen during the 

financial crisis, where the state financially supported banks that were facing serious difficulties or 

bankruptcy, as the banks were critical for the functioning of society. Furthermore, in the case of 

cyber security it can be argued that corporations indeed have the right of survival due to the impact 

that these actors can have on society, due to the interconnectedness digitalization has created.  
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When framing a possible threat as a security issue, there arguably needs to be taken measures in 

order to maintain the security of society. These exceptional measures are defined as they are, 

because they are exceptional compared to the measures taken in normal politics and are common in 

most security issues. We will therefore elaborate on these in the following section.  

 

2.3 Exceptional measures for security issues 

Securitization of an issue is an intensification and extension of what is called politicization. 

Politicization appears when an issue is opened and decided upon and therefore entails 

responsibility. Securitization, on the other hand, means to present an issue as existential and urgent. 

It is therefore so important that top leaders and government officials deal with this urgent matter 

before any other issue of the “normal” politics. Thus, when something is defined as a security issue 

it falls outside the “normal” or “conventional” political agenda, and therefore requires exceptional 

measures being taken. These exceptional measures are one of the reasons for why securitizing as an 

issue is generally not seen as a good thing, as it undermines democracy and gives the state control 

over actions taken to deal with the security issue. As cyber threats have been securitized, it becomes 

important to discuss which exceptional measures that have been implemented, and how successfully 

these have been implemented. We will therefore in the following section clarify how exceptionalism 

and exceptional measures are being defined.  

Exceptionalism is a widely used term that has flourished in political speeches, academic articles and 

the like, and has in academia mostly been used by political scientists and international relations 

scholars. The concept originates from Carl Schmidt’s legal theory of ‘the state of exception’, which 

has later been developed by Giorgio Agamben (Amoore & de Goede, 2008). Here the state of 

exception is a matter of sovereign power, which means who can decide whether there is a state of 

exception or not, and it is anchored in the juridical order (Ibid.). It is therefore a matter of laws 

being static and therefore lacking new evolvement, creating an exception (Agamben, 2005). 

James W. Ceaser has formulated a method to define the different ways in which exceptionalism can 

be used. According to Ceaser exceptionalism is both used in matters of domestic and foreign affairs. 

Therefore there have been disputes on whether it is acceptable to use the concept in certain matters 

or not. When the concept is used for domestic purposes, it is explained by taking political and 

historical facts and pointing out how one country is exceptional compared to another. The political 
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history is commonly used to explain how America is exceptional compared to other countries, 

because of its short lifespan and liberal character. On the other hand, when using exceptionalism in 

a foreign affairs context, it is commonly used to justify how a country can act differently than 

others, caused by their exceptional status. Examples could be in the justification of, how going into 

war to defend values and disseminate democracy, or being exempt from upholding the international 

human rights treaty. But time has shown that the concept has been used very widely by scholars and 

can explain the ranking of states, but also issues such as security matters (Ceaser, 2012).   

The word exceptionalism resembles an ideology caused by the suffix “ism” according to Ceaser. 

Ideologies claim to have an answer to all issues, which exceptionalism does not claim to. 

Exceptionalists use the theory to explain how some things can be categorized and understood 

differently in the context of politics (Ibid.). The concept also encompasses many different ideas. 

The concept of exceptionalism can either say that: “there is something different about” (Ibid.: 6) an 

object of interest or “something is special about” (Ibid.: 6) the object of interest. In descriptive 

social science, the first way of analysing an object of interest is looking at the meaning of 

“different” which is the most commonly used method. But when using the second method of 

analysis, “special”, it refers to the characters something possesses to be different in certain way and 

is therefore a normative claim (Ibid.). Specialness can be divided into two subdivisions, where the 

first is that something can possess a certain quality, and the second is that something embraces a 

task or a mission. The first method of analysis has spilled over into the political discourse, while the 

second is used to explain the lines of thought, where something is believed to be on a mission to 

change something. We will therefore only look at the first method of analysis where the discourse 

of exception has spilled over onto the political discourse. 

Hansen and Nissenbaum argue that the concept of “security” is based on a discourse of national 

security where an authority is confronting threats and enemies, makes decisions and adopts 

emergency measures, that is; exceptional measures, relating to the debate on exceptionalism. This 

type of security is an active concept that does something rather than being something. This, in 

addition to the emphasis on the urgency requirement of security, security has a particular discourse 

and a specific political force. Due to the urgency of security, the Copenhagen School argues that the 

security discourse may focus on other actors in the debate apart from the state or nation as 

threatened, as well as bringing in other actors other than from the military in order to ensure 

security, as long as it is working for national or international security and is accepted by relevant 
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parties (Hansen & Nissenbaum, 2009). As stated, by securitizing an issue, it is thus understood that 

the issue needs to be handled with urgency using exceptional measures, as Buzan states, “if the 

problem is not handled now it will be too late, and we will not exist to remedy our failure” (Buzan 

et al., 1998: 26). According to the Copenhagen School this has created the possibility of states to 

take exceptional measures, bringing in exceptionalism, and mobilize in order to handle the 

existential threats that are facing the nation. The state of exception with a focus on security issues 

have been a justification for surveillance and going into war, which have in recent times been seen 

in the post 9/11 political security agenda. When something is defined as an exception, it is not 

placed within the normal jurisdictional order and therefore exceptional measures can be taken into 

account, like blacklisting of suspected terrorism post 9/11 (De Goede, 2011). Therefore exceptions 

draw up the borders of the existing laws and their function. The modern liberal political 

communities depend on ‘founding crime’ to set the stage for the creation of law. This creates a 

dilemma, because the community that defines itself governed by law, is dependent on the ‘founding 

crime’, the exception, to be able to function (Aradau & van Munster, 2009). Exceptional policies 

have shown the distinction “between ‘ normal’ law and ‘extraordinary’ crime.” (Ibid.: 689). The 

exceptional issues therefore turns into social order and reshape the political society (Ibid.). 

Exceptional measures are a means to act on these events to try and prevent these from happening 

again and thereby bringing the future into the present (Amoore & de Goede, 2008). As Louise 

Amoore says:  

“The exception appears as a designation and not a decision, it acts and delineates, it does 

not meaningfully decide. It is consultative, it does deliberate, but yet it appears as a 

lightning strike of sovereign power because it defers to mathematical formulae and 

integrated software that give immediately actionable data. It does not entangle itself with 

political difficulty because the risk calculation is already made” (Ibid.: 117)  

What happens to exceptional issues that have an international character? Aradau and van Munster 

state that “The international is probably one of the most neglected dimensions in the governance of 

crime, having been associated with traditional inter-state relations.” (Aradau & van Munster: 

2009: 691). International matters traditionally concern the relations between states, where 

negotiations have been the method in war-like times. When returning to the concept from Agamben 

that the sovereign deciding on what is exceptional or not, the international aspect poses an issue of 

who is the sovereign and therefore calls for exceptional measures that might not entail states (Ibid.). 
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If an issue is successfully securitized the audience will accept these exceptional security measures 

and the potential violations of the rules that they entail. A security framework, such as 

securitization, places security above all other concerns and issues, and may therefore compromise 

important rights such as civil liberties if needed. It must therefore be accepted by the audience that 

in order to attain security, some freedom must be given up (Hart, 2011). The concept has therefore 

divided the debate and some are opposed to the ideas of exceptionalism and are known as 

antiexceptionalists. Antiexceptionalists are opposed to the idea of something being exceptional 

because they are defending social justice. In the process of defending social justice everything is 

equal and nothing should therefore overshadow another agenda. Exceptionalists use the concept in 

the political discourse to clarify a rank-order between the objects of debate and to ensure urgent 

issues are dealt with in a proper manner (Ceaser, 2012).  

The sovereign is not necessarily a state, but can be an individual who decides that there is an 

exception and how it is resolved (Amoore & de Goede, 2008). An exception therefore also becomes 

an explanatory tool when changing laws and governance because the law needs to fit the new and 

exceptional issues that have arisen. Exceptions create needs for exceptional measures that develop 

liberal democracies (Aradau & van Munster, 2009). But what happens when the security issue is not 

entirely in the hands of a sovereign state and new players are entering the game of ensuring a state?  

This is arguably the case for cyber security, and we will come back to this in the analysis. First we 

will reflect on the criticisms of the securitization theory.  

 

 2.4 Critical reflections on the securitization theory and the Copenhagen School 

Securitization theory has increased in importance over the last years as continuously more 

researchers and writers use securitization when analysing security politics within or beyond the 

sectors defined by Buzan, Wæver and de Wilde (1998). In addition to the authors, the theory itself 

is open to debates on the extension of the theory. We will use these debates as a stepping-stone to 

our analysis and will in the following section look at some of the most relevant criticisms to our 

case.  
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Pram Gad and Lund Petersen (2011) have found that the strands of criticism all try to develop, 

improve or criticize the theory of securitization. One strand of authors focuses on revising the 

theory in order to “produce more analytically operational criteria for successful securitization” 

(Pram Gad & Lund Petersen, 2011: 316) and others focus on the explanatory power the theory has 

beyond the West. Another strand of scholars focuses on the normative political implications of the 

securitization theory, and on the meaning of desecuritization.  

Catherine Charrett argues that we might have entered a “security obsessionism”, and that it is 

important that, as the usage of securitization theory increases, the theory is not left unpoliticized 

(Charrett, 2009). Although the Copenhagen School does not set out to judge what constitutes a 

justified threat and what does not, the theoretical school faces criticism for not addressing the 

normative issues of securitizing and its economic and political implications (Ibid.). In line with this, 

Floyd states that arguing for why we should be worrying about a certain security issue is one way of 

conducting normative securitization. However, she offers a set of criteria that allows an analyst to 

discuss whether a certain securitization is morally justifiable. The first criterion is that there is an 

objective danger that threatens the survival of an actor or an order. Secondly, the security object 

must be morally legitimate, meaning that the object must be essential for the satisfaction of human 

needs. Thirdly, the response to the security object must be suitable to the threat. This means that 

“(a) the security response must be measured in accordance with the capabilities of the aggressor 

and (b) the securitizing actor must be sincere in his or her intentions” (Floyd, 2011: 428). 

However, the question becomes; who should decide what is a suitable response to a threat? And 

who should be deciding the criteria for a sincere judgment? It is arguably problematic that these 

criteria are not defined, as this can lead to justifications outside what is acceptable.   

The debate on who should have the possibility to securitize a threat or issue is important to us as we 

are arguing that there are important non-state actors in the cyber security debate, as opposed to 

traditional security issues. In line with the arguments by Matt McDonald bellow, we therefore argue 

that the criteria for being a securitizing actor should be less rigid.   

Matt McDonald (2008) argues that although securitization theory is an important contribution to the 

security debate, the framework is problematic in several ways. Firstly, the form of how security is 

constructed is far too narrow as the focus is on the speech of powerful actors, such as political 

leaders. By doing this, other actors and other forms of representation are excluded from the 

discourse. He poses questions such as “through what processes are some actors empowered to 
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“speak” security on behalf of particular communities? And to what extent are there alternative 

articulations of security, and how have these voices been silenced or delegitimized?” (McDonald, 

2008: 568). The speech act is problematic as it is too narrow in the focus on the social and political 

context of the act, such as the dominant narratives of identity, the importance of how securitization 

plays out in different sectors and the importance of the audience. Thus, McDonald argues that these 

contextual factors are crucial for understanding how security works in different contexts, but that 

they are underemphasized in the securitization framework.  

The securitization by political leaders is also arguably problematic, as security is articulated solely 

from a specific place and by elites, which marginalizes the voices of citizens. As McDonald argues 

“such a focus serves to marginalize the experience and articulations of the powerless in global 

politics, presenting them at best as a part of an audience that can collectively consent to or contest 

securitization moves, and at worst as passive recipients of elite discourses” (Ibid.: 574). This has 

normative implications, which should be reflected upon when using the framework. Furthermore 

McDonald also argues that securitization has a too narrow definition of the context of the act, as 

there is only a focus on the moment of intervention. He argues that the fact that security issues can 

be constructed incrementally and over time is ignored. Thirdly, and most importantly, McDonald 

argues that the securitization framework is narrow because it “ignores the central importance of the 

way in which security (as a normative goal or expression of core values) is understood in particular 

contexts” (Ibid.: 564). This arguably creates a situation where security only acquires content 

through demonstrations of threat or dangers, which encourages a negative view of security. He also 

argues that the “speech act” is problematic as language is only one of the means of which meaning 

is communicated and that it is important also to emphasize the importance of images and physical 

action as possible forms of securitization, as well as other parts of the process of securitization. 

Extending the framework of securitization would therefore be appropriate. We will in the analysis 

highlight how cyber threats are securitized, not only through language, but also through practices.  

When using the securitization framework, an issue becomes a security issue at a certain moment. At 

what point the issue becomes a security issue can, however, be questioned. Is it at the moment when 

an issue is defined as a security issue (speech act)? Is it at the moment that an audience agrees to the 

framing of a security issue? Or is it at the point when extraordinary measures are implemented in 

coping with the issue? McDonald argues that the problems with focusing on the moment when an 

issue becomes a security issue are threefold. First of all, issues can be framed as a security issue or 
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threat over a period of time. Secondly, it does not help in understanding how or why a particular 

intervention became possible at that point. And thirdly, focusing on the moment and entering “panic 

politics” represent a problematic dichotomy between politics and security, as it suggests that there 

exists an “either/or” approach to politics. McDonald argues that although a security issue is framed 

so in a particular political community, there should also be a larger focus on understanding the 

discourse of security that underpins the representation of an issue as a security issue, rather than 

“securitization” and “desecuritization”. He argues that  

“What is problematic is that “securitization” is often viewed as shorthand for the 

construction of security, and that the assumption of security politics as negative and 

exclusionary is rarely interrogated beyond the particular contexts in which the framework is 

applied” (Ibid.: 566).  

Thus he is requesting a broader framework, which would increase the analytical value of the theory.  

 

These criticisms give important insight into how the securitization theory can be developed with the 

occurrence of new security issues. They will be used in the analysis as a steppingstone when 

discussing the securitizing theory in relation to cyber security, where we argue that there is a need 

for a broader framework, emphasizing the private actors role in new security issues. We also argue 

that there should be a debate as to who has the right to survive and who should have the power to 

frame a threat as a security issue, through language or physical actions. We will use the framework 

of securitization to further analyse cyber security in Denmark in accordance to our research 

question. The theory has thus provided us with a way of answering our research question. Our 

method, on the other hand, will provide us with the concrete sources of how to do this, and we will 

therefore explain our methodological consideration in the following section.  
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3.0 Methodology   

Our methodological approach to the research field is important, as we want to explain where the 

topic originates from and why we are conducting our research in a particular way. We will therefore 

account for how the research has been conducted, for what methodological reasons, in addition to 

explaining what effects the choice of method has for the research findings.  

Therefore we will the following section account for the methodological reflections related to our 

research question, theoretical basis. We will start out by clarifying our philosophical stance to the 

research topic, our research approach and our research design and strategy. Hereafter, the methods 

for the data collection and its effects on the reliability and validity of our findings will be discussed. 

Lastly the delimitation of our research will be addressed.  

 

3.1 Research philosophy  

The term research philosophy is related to the “development of knowledge and the nature of that 

knowledge” (Saunders et al., 2007: 101). The research philosophy we chose to adopt includes 

important assumptions of how we see the world, and these assumptions will therefore support our 

choice of research strategy and our methods of obtaining knowledge. Epistemological 

considerations are important, as we must reflect upon what we consider to be acceptable knowledge 

in the field of study, which we clarify further in the section below (Ibid.).  

According to Abbott (2004) there are two main strands of social sciences; positivism and 

interpretivism. Positivists believe that meanings in social life can be measured and that research is 

replicable and comparable, and is therefore independent of context (Abbott, 2004). In this case they 

take the philosophical stance of natural scientists, as they will be “working with an observable 

social reality and that the end product of such research can be law-like generalisations similar to 

those produced by the physical and natural scientists” (Remenyi et al., 1998, in Saunders et al., 

2007: 103) and can most generally be seen within the natural sciences.  

Interpretevists, on the other hand, rely on meaning through interaction and interpretation; thereby 

the emphasis in interpretivism is on the meaning of social life and not the measurement. 

Interpretivists argue that it is not possible to measure social life and that it is therefore not possible 

to decontextualize or universalize research results (Abbott, 2004). They argue that it is essential for 
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the researcher to acknowledge that the world is socially constructed and understand the difference 

between humans in our role as social actors. According to interpretivists the world and the meaning 

of something is subjective, and an objective view of the world is therefore impossible. Different 

phenomena are not only complex, they are also unique and it is therefore necessary to look at the 

totality in order to understand social phenomena. As we are looking at securitization of cyber 

threats, hence what security means, which indeed is contextual, we will be taking an interpretivistic 

approach to the research conducted. Securitization is a study of discourse, and thus based on 

language, which is clearly linked to interpretation. Looking at the issue through an interpretevistic 

approach is therefore needed. The interpretevistic approach will thereby help us in understanding 

how cyber security is regarded and what should be done in order to deal with the issue.  

Our epistemological stance of this international political economy (IPE) research will therefore 

follow the interpretivist view where our ontological position is the one of constructivism, as we are 

analysing cyber security with an ethnographic approach. An ethnographic approach is highly 

interpretivistic according to Abbott, and we have chosen to use the approach because of the highly 

sensitive information that cyber security deals with (Ibid.). Cyber security is also an area that has a 

very secretive culture and the people involved are very hesitant to talk and discuss the issue, 

therefore an ethnographic approach will enable us to meet and create personal connections, which 

will benefit how we collect the information we need to analyse the choice of subject. 

Constructivism believes that “social phenomena are continually reproduced in interaction” (Ibid.: 

52), which is the core of speech act theory, a part of our theoretical basis of this research. 

Furthermore, according to Steinar Kvale and Svend Brinkmann (2009) a phenomenological 

approach has a clear prevalence in qualitative research, such as the one we are conducting. This is a 

term that points to an interest in understanding social phenomena from the actors´ own perspectives 

and describing the world as experienced by the subjects, with the assumption that the important 

reality is what people perceive it to be (Kvale & Brinkmann, 2009: 26), relating to our 

interpretevistic approach.  

Social science tries to explain social life (Abbott, 2004). The aim of the thesis is to unfold cyber 

security and explore the issues of the securitizing process and explain this through empirical data. 

The world of cyber security is fast changing and we therefore encourage further study in this 

interesting field, because cyber security has a very unique, important and challenging part of our 

society that we believe will increase in importance.  
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Like Abbott argues, “Knowledge is always situated” (Ibid.: 50), and therefore we are aware of 

other forms of potential outcome, but the study will give a picture of similar situations beyond the 

issues of the interviewees and therefore have a small part of universal general knowledge 

incorporated within it (Ibid.). We will in the following sections justify our methodological approach 

and considerations. 

 

3.2 Research approach  

The choice of research approach is attached to the research philosophy, in which the study is 

conducted. In our considerations of the data collection, a small-N analysis was a natural choice of 

method caused by the highly sensitive data we wanted to collect. A small-N analysis is a study 

made up of a small number of cases, which “attempts to combine the advantages of single-case 

analysis with those of multicase analysis, at the same time trying to avoid the disadvantages of 

each.” (Abbott, 2004: 22). Because of the highly sensitive area, compiling the research data 

through a small-N analysis is most suitable and thereby using statistical data would not make us 

able to answer the research question to a full extent. A small-N allows the researcher to have an 

interpretive approach and the method can be used both by interpretivists and positivists and “its 

basic aim is to square the methodological circle by combining situated and transcendent 

knowledge” (Ibid.: 59). The cases are chosen carefully to create a full picture of the research area 

and it allows us to both create specific situated knowledge that can be transferred to other countries, 

cases and so forth because of the transcendent character of the knowledge (Ibid.). Our small-N 

analysis is the primary data of our thesis and consists of 19 interviews, which we will further 

elaborate on in the section on primary data. The choice of interviewees for the small-N analysis is 

based on the list of stakeholders from the Centre for Cyber Security at the Danish Defence 

Intelligence Agency and we chose to also include companies that are not a part of their list to get a 

comprehensive overview over cyber security in Denmark. As mentioned in the introduction, CFCS 

is a core element of our research and is fully elaborated on in the analysis. It is currently the only 

coordinated effort from the Danish authorities to handle the cyber security threat in cooperation 

with some private corporations. The small-N analysis also allows us to go more into depth with the 

interviewees. We will further explain how making interviews is the best way of obtaining the 

information we need for this thesis in a later section. Furthermore, there are two sets of research 

approaches; a deductive and an inductive approach. The choice of research approach will be 
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influenced by the extent to which one is informed about the theory in the start of the research or is 

inspired by the subject beforehand. This will in turn guide the design of the research project 

(Saunders et al., 2007). 

A deductive approach departs from the theoretical basis, which thereby forms a hypothesis. It 

involves the development of a theory, as well as developing a research design that is suitable to test 

the theory. As this approach is often used in order to explain causal relationships between variables 

through the use of quantitative data, the approach is often used in the natural sciences. The 

approach allows the anticipation of phenomena and prediction of its occurrence, and it is therefore 

often linked to the positivist research epistemology (Saunders et al., 2007). The inductive research 

approach, on the other hand, is chosen when the research is used to build a theory on the basis of 

the data collected. Supporters of induction argue that this approach allows an understanding of the 

way in which people interpret their social world, as well as avoiding an inflexible methodology that 

does not permit for alternative explanations to a phenomenon (Ibid.). 

When considering the topic we are researching and the approach we have taken to the phenomenon, 

we find it most sufficient to apply a combination of the two research approaches, which is often 

referred to as abduction. This is also argued by many to be advantageous as it gives us the 

possibility to both build on existing theory and develop it (Ibid.). Although extensive literature has 

been written on the theory of securitization, the focus on cyber security is not debated to the same 

extent. Deduction will therefore be used in order to apply securitization theory to the case of cyber 

security, in order to analyse the applicability of securitization theory to new security issues 

involving both private and public actors. Thereby, an inductive approach will be used in order to 

develop and expand securitization theory with a focus on cyber security as a contemporary security 

issue.  

 

We will thus use the theory of securitization to the extent of applying the elements of the theory and 

apply to the area of cyber security in order to understand how cyber security is securitized currently. 

The aim of the thesis is thereby to expand the theory where we argue it is needed, through 

researching the data collected from the interviews, in order for the theory to obtain applicability to 

the new age of security.  
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3.3 Research design and strategy 

Descriptive and explanatory research approaches were used in the beginning of the thesis when 

exploring theory, as this is advantageous in order to uncover what comprises securitization theory 

and in order to reveal the distinctiveness of the theory in relation to cyber security. We will in this 

section go into greater depth with the design and strategy of our research.  

 

Descriptive research is used in order to portray an accurate profile of the situation of security, and is 

used as a forerunner or piece of our exploratory research. This is because it is “necessary to have a 

clear picture of the phenomena on which you wish to collect data prior to the collection of the 

data” (Saunders et al., 2007: 134). However, this approach does not allow us to go further with the 

information and draw conclusion from the data. Therefore we are also using an explanatory 

approach in our theory section, in order to explain the relationship between securitization theory 

and cyber security.  

As the research proceeds, we will in the analysis, rely mainly on an exploratory research approach 

in order to discover “what is happening; to seek new insights; to ask questions and to assess 

phenomena in a new light” (Robson, 2002: 59). This approach is also taken in order to clarify the 

nature of the issue of cyber security in Denmark, looking through the lenses of securitization theory. 

We have chosen to conduct the research by interviewing experts in the field of cyber security, 

which we will go into greater depth within a following section. One of the advantages of using this 

approach is that we were flexible and adaptive to changes as new information came along the way, 

and were able to change our direction as new data and insight into the research field arose due to the 

interviews conducted. This gave us the opportunity to start out the research process with a broad 

focus, and narrow our research field as the research progressed. We started conducting the 

interviews early in the research process and therefore this applies to our research approach. The 

research field was also narrowed according to the information that was given to us by the 

interviewees, because we seek to research areas of current importance to the actors involved with 

cyber security. Arranging the interviews early in the process was a conscious decision, because this 

allowed us to form the subject of the thesis from the actual issues presented by the people working 

within the field. It also allowed us not to be presumed and it thereby also supported our wish to 

address current trends and issues within the field of cyber security.  
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3.4 The data sample 

When sampling the data we conducted a total of 19 interviews. This was done in order to get a 

holistic overview of the research area, with relevant actors from a variety of private sectors and 

public institutions. The selection of interview subjects was based on a variety of criteria, but also 

contains resemblances with snowball sampling (Saunders et al., 2007). The method of snowball 

sampling is that the sample of interviewees develops as the process moves along. An interviewee 

recommends another person that is relevant for the scope of the thesis, then this person recommends 

another person and so on. Thereby the interview sample is compiled as you go (Ibid.). The choice 

of interviewees is based on the list of stakeholders of the Centre for Cyber Security (see figure I), as 

mentioned earlier. However, by getting in contact with a few of the interviewees and conducting 

interviews with them, they identified further potential interview subjects. These new interview 

subjects in turn referred to new interview subjects and so on. This snowballing stopped when we 

found that the sample was as large as manageable and when we had covered essential areas (Ibid.); 

namely actors included in the Danish critical infrastructure as defined by CFCS (including both 

public institutions and firms), actors excluded from critical infrastructure, large Danish firms, small 

Danish firms and actors, experts (including consultancies and researchers) and interest 

organizations. This method is taken as we have been interviewing mainly decision-makers and 

people that are highly recognized within the field of cyber security. The network of people working 

with the issue of cyber security is relatively small, and getting in contact through previous interview 

subjects was therefore valuable.   

 

 



	   34	  

 

 

 

Figure I 

Figure I is based on the official list of stakeholders CFCS has and thereby shows how they are 

categorizing them (www.fe-ddis.dk). 

 

As seen in the stakeholder list of CFCS, concrete companies are not included, such as companies 

outside the critical infrastructure, we therefore created an applicable list based on the mentioned 

stakeholder list. However, in order to get a complete overview of the research area we also found it 

crucial to conduct interviews with interest groups, consultants who have vast experience working 
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with cyber security strategies, as well as organizations defined outside of the stakeholder list; that 

is, outside the critical infrastructure as defined by CFCS as seen below. To compliment the analysis, 

the companies outside the infrastructure would perhaps not have the same interests as the 

companies within the list, which could give the empirical data different perspectives. In order to get 

background information on theory and other relevant perspectives on cyber security, we also 

conducted interviews with researchers from Copenhagen University and Aarhus University. This 

both gave us insight into what was not relevant and interesting to include, but also on the 

perspectives that are the most relevant related to the thesis. We argue that the size of the data 

sample and the range of institutions interviewed have given the thesis greater overview and validity, 

and we will now explain the method of the data collection.  

 

List of interviewees: 

Public sector 
Thomas Kristmar  (CISO)   The Centre for Cyber Security  

Jack Johansen (CISO)   SKAT    
Jeanette Sporleder (Head of Office)  SKAT    

Kirstine Rytter  (Legal Special Advisor)  Ministry of Finance, Digitaliseringsstyrelsen 
   

Private sector 
Rasmus Theede (CISO)   KMD    

Jacqueline Johnson (Head of IT Security) Nordea     
Kurt Sejr Hansen (Corporate Security Officer) TDC    
Lars Højberg (Technical Security Manager) TDC    

Søren Olsen (Head of Security)  ATP    
 

Interest group/Union 
Birgitte Kofod Olsen (Chairman)   Council for Digital Security   

Poul Erik Skov Christensen (Chairman)  3F    
Henning Mortensen (Senior consultant)  Confederation of Danish industry, DI ITEK  

Peter Hansen  (Senior consultant)  Danish Energy Association  
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Consultancy 

Jørgen Sørensen (Partner in Security, Privacy and Forensic group) Deloitte   
Christian Kjær (Director for IT risk assurance) PwC/Information Security Forum   

 
Academia 

Kristian Søby Kristensen (Senior researcher) Copenhagen University   
Peter Lauritsen (Associate professor)  University of Århus   

 
Journalist 

Anders Rostgaard (Journalist)  Mandag Morgen    
 

Unquotable source 
CISO at a large company outside the critical infrastructure         

 

3.5 Data collection 

We will base the collection of data for the thesis on a multi-method qualitative study research 

approach, meaning that the research is based on qualitative data, including both secondary and 

primary data (Saunders et al., 2007). In order to answer our research question, it is required to 

obtain both theoretical understanding of the theory of securitization, the legal frameworks and also 

information from the practical side of cyber security, namely the empirical data collected from the 

interviews. Furthermore we will use the multiple heterogeneous data sources, which all have 

different features, and combine these in order to give a unified view of these data (Shi et al., 2012). 

In the case of our empirical data, we use information given to us by a variety of interview sources 

all working with cyber security and thereafter combine these in order to give a unified overview of 

the research topic. 

Whether qualitative or quantitative studies are more efficient, depends on the study conducted. It is 

therefore important to consider what type of study is going to be conducted before deciding on the 

type of data collection method (Blumberg et al., 2008). We have collected data through qualitative 

techniques, as these are especially valuable when conducting exploratory studies (Ibid.). The quality 

and validity of the data of this thesis is especially strong due to the amount of primary data 

collected, as well as the combination between primary and secondary data. In the following sections 
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we will explain our consideration on the collection of both primary and secondary data for this 

thesis. 

 

3.5.1 Secondary data 

In our exploratory study used secondary data in order to compile a clear understanding of the field 

and to create a unique research field that will give value to the rather unexplored area. In an 

exploratory study one seeks through “information or data that has already been collected and 

recorded by someone else, usually for other purposes” (Blumberg et al., 2008: 315). The secondary 

data compiled for the theory section and for the following analysis of this thesis is primary of a 

qualitative nature, as this suits the research topic. The secondary data was foremost collected in the 

start phase of the research period, and was collected from books, academic articles and journals, 

and from reports published by a variety of institutions and organizations. Another important source 

of secondary data was the articles in the media, from both regular newspapers and IT-magazines. 

This was valuable due to the fast and constantly developing field. The secondary data was useful to 

us as it gave us the possibility to study the importance of the issue of cyber security at different 

levels, both in terms of practice and in terms of the theoretical framework of this thesis. Cyber 

security also involves many different disciplines, such as accounting, IT-engineering, political 

science and economics, and we have therefore also sought insight into these disciplines to 

understand the field. This means that we have used secondary data for studying securitization 

theory and its relation to cyber security, as well as for studying the development of cyber threats 

and strategies on cyber security, both at a national and international level. It is valuable not only for 

writing the analysis, but also as background information before conducting interviews. This 

therefore laid the groundwork for our research focus.  

 

The theoretical basis of this thesis is the theory of securitization by Buzan, Wæver and de Wilde, 

and we will mainly use IPE methods as referred to in the previous section. We will also draw upon 

legal method and feed this into the main focus of the method. In legal method a legal issue is first 

identified and then compared to the relevant sources, namely which laws are applicable and help 

explain the legal issue (Brownlie, 2003). We will both draw upon international law, European law 
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and national (Danish) law, because these are strong influences on the current state of cyber security 

in Denmark.  

 

The secondary data thus became the backdrop and complement to our primary data as the secondary 

data was mainly collected in the beginning of the research period, and guided the development of 

the interview guide, thereby affecting the focus of the research and the development of this.  

 

3.5.2 Primary data: the interview approach  

As an important part of providing a holistic view of the exploratory study of cyber security in 

Denmark, we have conducted interviews from sources with a close relation to the core issues of 

cyber security. In line with our philosophic stance and our ethnographic approach when 

interviewing, we are strongly interpretivistic. Thereby the meaning will be analysed from the 

statements of the interviewees and used to answer our research question. 

We conducted a total of 19 interviews with relevant actors that we believe are core actors within the 

field of cyber security in Denmark (see data sample below) which lasted from between 30 minutes 

to 1,5 hours. The interviews consist mostly of semi-structured interviews, which have therefore 

been non-standardized, while some have been unstructured. This has given us the possibility of 

obtaining in-depth information from relevant actors from both public institutions and private 

organizations, as this type of data collection is particularly useful when “the research problem 

refers to a wide-ranging problem area and you as a researcher need to detect and identify the 

issues relevant to understanding the situation” (Blumberg et al., 2008: 386). As we wanted to 

discover what our respondents considered most important concerning cyber security and what 

concerns (if any) they had with the current solutions, the interview approach became the most 

suitable. They shared similar opinions, without being encouraged. Conducting interviews is also 

important in answering our research question and the data from the interviews is therefore a core 

element because the interviewees are providing us with unique knowledge about a very closed and 

inaccessible field. 

As an extension of the research approach, the choice of methodological approach was to make an 

ethnographic study through interviews. We found this approach most ideal, because it allowed us to 
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meet the people working with this highly sensitive area and thereby it was easier to have an honest 

conversation and thereby create trust. An ethnographic study “is a concrete version of the semantic 

explanatory program” (Abbott, 2004: 27), which “explains the world of social particulars by 

assimilating it to more and more general patterns, searching for regularities over time or across 

social space” (Ibid.: 28). The function of the ethnographic study is that it allows us to, through the 

interviews, search for common regularities across the different sectors (social space) and thereby 

analyse these in regards to the theory of securitization. This type of study is contextual, which is 

related to situated knowledge. It also allows us to have a direct interpretation of the statements from 

the interviews (Ibid.). 

By using the small-N analysis, there are some critical reflections one needs to consider. A critical 

argument towards a small-N analysis is that if there is more than one researcher, which in our case 

is the situation, then the researchers involved might not be viewing the same data in the same way 

(Ibid.). We carefully considered this before conducting the interviews and therefore we were both 

present during all the interviews. By both being present during the interviews this prevented us 

from potential conflicts or misunderstandings of the data collected because we both analysed the 

same data. 

The interviews were all semi- or unstructured, which means that we did not predefine possible 

explanations or ideas. Hence, we ensured that we covered important areas, based on the secondary 

data, but left it open to the interviewee to express novel and intriguing thoughts on an issue. At the 

same time, we as researchers, still had the possibility to define and control the situation as we 

introduced important topics and were able to follow up with critical questions to the answers given 

by the interviewees (Kvale & Brinkmann, 2009). In semi-structured interviews there is a list of 

themes that one wants to cover. The method is very open and therefore we had certain themes that 

we wanted to discuss, but they were not organized in a strict order. The questions varied from 

interview to interview as the context of the interviewee and the organization interviewed in relation 

to the research topic also varied. We therefore had an interview guide that contained questions in 

order to cover certain topics during the interview. Although the interviewees were asked the same 

core questions, some questions were added as the interview process proceeded because some of the 

interviewees raised interesting concerns and issues we wanted to further address in later interviews. 

And as Kvale and Brinkmann state that it depends on the study how strictly the researcher sticks to 

the questions and the sequence of these (Ibid.), we decided to leave this rather open in order to 
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invite the interviewee to give their perspective on the topic, as seen in the examples from our 

research themes and questions: 

Themes: 

-‐ The position of the company/state organization  

-‐ Level of threat 

-‐ Relationship between state and private corporations 

-‐ Difficulties for the current state of cyber security 

-‐ Potential solutions for better handling cyber security 

General questions: 

-‐ What do you see as the largest threats within cyber security?  

-‐ What are the biggest challenges for securing cyber space/IT systems? 

-‐ Is the organization you work for subjected to attacks? 

-‐ How do you view the current situation of cyber threats for companies/state organizations in 

general? 

-‐ Do you cooperate with any other firms/public actors? Who do you cooperate with? 

-‐ What are the benefits/challenges of cooperating with other actors? 

-‐ How could cyber security become better? 

The topics and questions were chosen after studying the field of cyber security in Denmark and 

finding issues that we wanted to further research. We found private and public cooperation on the 

issue important, as well as discovering potential problems in how cyber threats were dealt with in 

Denmark. The questions were therefore chosen in line with these findings. Furthermore, these 

questions and topics were chosen because we wanted to get an overview over how cyber threats are 

currently dealt with in Denmark. Therefore we chose questions that gave the interviewee the 

possibility to speak broadly on the topic, and we could thereby get into the issues that were 

intriguing.  

As the flow of the conversation was unique for each interview, the order of the questions also 

changed for each single interview, which is a characteristic of semi-structured interviews (Saunders 

et al., 2007). This was because certain interviewees addressed issues that were interesting and 

important to our research, and we therefore added those themes to the following interview in order 
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to get further insight into the topic and to test if there were common opinions on the topic. An issue 

that we were made aware of during our interview with Kirstine Rytter, exemplifying this, was that 

there is currently no security strategy in accordance with the digitalization strategy and that this is a 

severe problem. This was an interesting statement that we wanted to get further insight into. We 

therefore addressed this issue in later interviews with both public and private actors, which gave us 

interesting insight into what was the general discussion on this. Furthermore, questions were also 

added to the set of questions prepared when the interviewee addressed certain issues of interest that 

we found intriguing and therefore wanted to address further in the interview. The interviews took 

form as a conversation, meaning that we did not interrupt the interviewee if s/he wanted to address 

certain issues that were not prepared by us. This led to discussions that were highly valuable to our 

data set.  

The unstructured interviews with people in academia, Kristian Søby Kristensen and Peter Lauritsen, 

as well as with journalist Anders Rostgaard, were conducted to give a critical perspective towards 

our approach to cyber security. Søby Kristensen researches the military within the social sciences 

and has had little contact with cyber security, he was therefore rewarding to interview to see which 

direction cyber security was interesting. Likewise was Peter Lauritsen intriguing to interview, 

because his expertise within surveillance provided an interesting perspective. These interviews were 

also in-depth, but we did not have a set of questions we wanted answered. Rather we had an idea of 

the aspects we wanted explored with their expertise, and the interviewee was therefore given the 

opportunity to talk freely on topics they found relevant. This form of interview has been labelled an 

informant interview, as it is the interviewee´s ideas that guide the interview (Ibid.). The information 

they presented was used as guidance for further research, it was therefore highly usable and was a 

part of the theoretical delimitation considerations we had.  

 

After all the interviews were conducted and before we started working with the analysis, we 

listened through all the interviews and divided their main arguments into groups. By dividing the 

main arguments into groups, this gave us an overview of core issues and thereby we could conduct 

meaning condensations of the interviews. Meaning condensation means creating a synopsis of 

shorter statements based on all the meanings expressed in the interviews (Kvale & Brinkmann, 

2009). The meaning condensation we carried through was based on the steps proposed by Kvale 

and Brinkmann. We listened through the interviews in order to gather the core argument. We then 
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thematised to search for consistency in the statements from the interviewee´s point of view as 

understood by us, and thereby related the meaning unit with the purpose of the study. Lastly we 

made the themes into descriptive statements. When finishing off the work of the meaning 

condensation we collected the condensation from each interview and compared them, with the aim 

to extract the main sense of what was said and thereby create some core arguments, on which to 

build the analysis. But before we go on to the analysis we will look at the issues of reliability and 

validity.  

  

3.6 Reliability and validity  

This section will account for factors of validity and reliability of the data that could potentially 

challenge the results of the research conducted. The issues of validity and reliability are not only 

conceptual concerns, but also question the objectivity of knowledge and the nature of the research. 

Concerning the interview approach to collecting data, the question is also whether the knowledge 

produced can be objective (Kvale & Brinkmann, 2009).  

Validity is concerned with “the extent to which the researcher gains access to their participants´ 

knowledge and experience, and is able to infer a meaning that the participant intended from the 

language that was used by this person” (Saunders et al., 2007: 319). As we are taking an 

interpretevistic approach to our research this is highly important as we focus on the meaning of 

what the interviewee is saying, and on the meaning of security. Meaning is essentially what validity 

is about in an interpretevistic research. Validity thus concerns whether our method investigated 

what it is intended to investigate and whether our findings are about what they appear to be about 

(Kvale & Brinkmann, 2009). Using interview as a method of collecting data, we have used relevant 

interview subjects in order to match appropriate empirical findings to our research question. This 

has resulted in direct and strong information that has helped us understand the concept of cyber 

security in the context that we are exploring. Furthermore, we have attempted to enhance the 

validity of the research by providing multiple sources of data through both primary and secondary 

data, as previously described.  

Reliability refers to “the consistency and trustworthiness of research findings” (Ibid.: 245) and to 

what extent “your data collection techniques or analysis will yield consistent findings” (Saunders et 

al., 2007: 149), which means that they are reproducible by other research at another point in time. 
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Although we also base our findings on qualitative data “knowledge produced in interviews need not 

be subjective, but qualitative interviews may, in principle, be an objective mode of inquiry with 

respect to several key meanings of objectivity” (Kvale & Brinkmann, 2009: 244). However, we 

experienced some issues with the subjectivity of the interview objects, mainly because some 

interviewees may have taken a neutralized stance to an issue in accordance with the organizations 

official standpoint and thereby could not portray their subjective opinion. However, as we were 

aware of this, it did not become a problem. Furthermore, apart from certain interviewees that 

wanted to remain anonymous, all interviews were recorded. Due to the sensitivity of the issue of 

cyber security in organization, we started each interview with asking if the interviewee preferred to 

be recorded or not. Certain interviewees preferred not to be recorded, while one demanded full 

anonymity. Both requests were respected. Although we perceived that the interviewee was 

comfortable in answering the questions, we are also aware that the issue at hand is delicate and that 

interviewees may have been affected by the fact that the interview is recorded. At one occasion, we 

were asked to turn off the Dictaphone, because the interviewee would like to tell us something 

without it being recorded, because of the highly sensitive issue. In one case the interviewee was 

afraid of the consequences of potentially being victimized by hackers again and thereby turning off 

the Dictaphone was the only way we could get the information necessary for us to fully understand 

the field of research and answer the research question. These issues may have been seen as 

participant bias (Ibid.). However, in the end the secrecy the interviewees projected was valuable to 

our research. This was because it highlighted the sensitivity of the topic of cyber security and the 

lack of knowledge- and information sharing between actors, as well as the important issue of trust. 

Thus, not only did the interviewees give valuable information to us, but the way it was given was 

also crucial to our research.  

Another perspective on the validity and reliability of the study is our role as the interviewers. As 

interviewers we can, according to Kvale and Brinkmann, have a preconceived opinion on what the 

outcome of an interview should be. As mentioned earlier, we used the interviews to capture the 

essence of the cyber security issues and also to get data for analysing the area (Ibid.). Thereby we 

were very open and non-biased in the process of the interviews. Generally the objectivity of the 

knowledge produced from the interviews can be questioned and with an interpretivistic stand and 

objectivity of knowledge can be even further discussed. We therefore recognize that the 

interpretivistic stand can question the objectivity of the analysis, but as interviewers we strongly 
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acknowledged the importance of not being presumed when interviewing and therefore we asked 

open questions for the interviewee to answer as they saw fit.  

 

3.7 Delimitations 

One of the limitations to our research is the fact that we have interviewed highly ranked leaders 

within the various organizations. These leaders can arguably have different interests and points of 

view than for example technicians and others working with cyber security. However, as these 

leaders are decision-makers and the ones that communicate with both the state, other corporations 

and technicians, we found it essential to focus on these interview subjects.  

As the area of cyber security in Denmark is relatively new, the number of people working with 

cyber security within corporations, public institutions and organization is quite limited. This can be 

a constraint to our research because of the narrow number of potential interviewees. 

 

The theoretical underpinnings and our methodological approach have provided the analytical 

framework on which we will answer our research question. We will therefore in the following 

section move on to the analysis.  
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4.0 Actors and strategies of securitizing cyber threats 

Cyberspace has enabled societies to grow and expand their economies in a vast speed, which is 

making the world increasingly smaller. Saying the world has become smaller means that it is now 

possible to communicate across great distances continually faster and easier. The low cost of digital 

products have made them available for the population of the third world countries, which has 

resulted in the entire world becoming increasingly interconnected on all levels. It is estimated that 

1,8 billion people, one quarter of the earth’s population, have access to the Internet, which is one of 

the reasons for why cyberspace has become a global common (Barett et al., 2011). This has an 

effect on how the issue of cyber security is handled both on a national and international level. As 

shown previously, levels of analysis are “locations where both outcomes and sources of 

explanation can be located” (Buzan et al. 1998: 5). According to Buzan et al. these levels span 

from the international system and down to the individual level, including a variety of subsystems 

and units. Due to the international nature of cyberspace, in this section we aim to demonstrate how 

cyber security is a concept that spans across levels, from international systems, regions, nation-

states and the private sphere. We will discuss the dynamics of the interaction of the levels, as we 

will give an overview of the context in which cyber treats are securitized in Denmark. We will 

therefore start by looking at the processes of securitization at the international level, and zooming 

down to the EU, Denmark, and the private actors operating in Denmark, in order to map the actors 

and practices influencing the securitization in Denmark. This is central to our argument, as we aim 

to demonstrate that there are a variety of international and national actors that are securitizing cyber 

threats on different levels affecting securitization in Denmark, and that these distinct processes of 

securitization at all levels results in different politics where the multiple securitizations make 

exceptional measures difficult to agree on, and therefore less effective.  

 

4.1 The international processes of securitizing cyber threats 

Digital activities are of great benefit for governments, companies and individuals, because they 

make everyday communication with banks, international business conducts and so forth easier and 

more cost efficient. However this accessibility creates severe threats to our society and as Rasmus 

Theede, Chief Information Security Officer (CISO) at KMD, says:  
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“Cyber terrorism and cyber espionage are some of the most severe type of cyber activity we 

are experiencing. These threats are not only produced by China, but other countries are 

also developing great expertise in these types of activities. Iran is estimated to focus a lot on 

cyber terrorism” (Theede, 2013).  

The awareness that Theede shows concerning the cyber threats produced in foreign countries, 

represent a common understanding from both the public and private sectors. They are therefore 

aware of the fact that the cyber threats are international in nature. The interconnectedness that 

cyberspace has brought along makes things more efficient. However, this also poses an 

international threat to all levels and actors within our society, and thereby influences decisions 

made, and also the actions taken against cyber attacks. Cyber security can therefore not be seen 

exclusively in a Danish context, as ”assured access to and use of the cyber commons is a global 

concern” (Barett et al., 2011:37). Hence, we will in this section give an overview and discuss the 

international practices of securitizing cyber threats, and how these affect the securitization by both 

the public and private actors in Denmark.  

 

4.1.1 International actors and strategies of securitization  

In the international society, there is a general consensus that the development of cyberspace has 

become one of the most important transformative powers of contemporary societies. The digital 

awareness has been visible for some years now and the subjects of the debate have been everything 

from censorship of citizens to ethical boundaries of cyber warfare (Clarke and Knake, 2010).  

Private companies, nation states and individuals are subjected to cyber attacks on a daily basis. 

However, coordinated attacks against nations are still a rare occasion. An attack that is claimed to 

be the largest coordinated attack on a nation was the one towards the Estonian government in 2007. 

This attack came as a result of the Estonian government deciding to reallocate a Soviet memorial 

from the Second World War. Allegedly the Russian government was responsible for paralyzing the 

Estonian infrastructure with a cyber attack, which resulted in large economic consequences. 

Following this, the Russian army used a cyber attack in 2009 to paralyze Georgia when they entered 

into warfare with the country. This led the international society to reconsider their strategies and 

extensive attention has come to this area of security debate (Kessler & Werner, 2013). There are no 

official statistics on which countries use cyber attacks the most or which countries have the most 
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hackers, but the political debate points at a classical feud between the western allied countries 

against China, Middle Eastern countries and Russia.  

In the recent years the international political arena, government officials and military organizations 

have therefore been securitizing cyberspace and strategically organizing themselves, in order to 

meet these new threats to societies and nations, that cyberspace brings along (Ibid.). One 

predominant securitizing frontrunner in the political debate has been the United States of America, 

who in 2009, under the administration of President Obama, published the official Cyberspace 

Policy Review after having suffered sophisticated attacks on government databases (Kleiner et al., 

2013). This review acknowledges cyber threats to be one of the most serious threats of the 21st 

century, both to the economy and national security of the US and its allies (whitehouse.gov). By 

publishing the review, Obama showed that the digital threats were taken seriously and appropriate 

measures would be implemented to prevent and meet the challenges of the threats, as he explicitly 

stated in his speech at the White House:  

“From now on, our digital infrastructure, the networks and computers we depend on every 

day, will be treated as they should be: as a strategic national asset. Protecting this 

infrastructure will be a national security priority. We will ensure that these networks are 

secure, trustworthy and resilient. We will deter, prevent, detect, and defend against attacks 

and recover quickly from any disruptions or damage” (President Barack Hussein Obama, 

whitehouse.gov, 2009). 

Obama stating that cyberspace is a vital national asset shows how he securitizes it through speech 

act, and thereby he allows exceptional measures to be taken if necessary. The US, among others, 

has also at a regular rate accused Chinese, Russian and other non-allied groups for conducting state 

sponsored cyber espionage on the US and its allies. However, the leakage of information about 

securitizing practices showed by the recent Snowden case1, clearly illustrates how securitizing 

cyberspace does not only happen through speech act but also through practices. The American 

government has securitizing practices screening other governments, citizens of other countries and 

also within their own borders. This is a clear example of how the US has securitized cyber threats 

through practices, rather than speech.  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1 Edward Snowden: Whistleblower working for the NSA responsible for one of the most significant 

leaks in US political history (guardian.co.uk, 2013).  
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Caused by the floating nature of cyber attacks, it is however difficult to find the actual source or the 

so-called hacker. When looking at cyber threats, they are not a new type of problem. The nature and 

the different types of attacks is what make it different and they are organized in a different way than 

earlier (Sørensen, 2013), as Rasmus Theede mentions: “The threats posed from China have always 

existed. What is new is rather the professionalism of the attacks. I have been surprised by how 

advanced some of the attacks have been” (Theede, 2013). This thereby shows that cyber espionage 

has become an industry, perhaps beneficial for states when competing internationally, and that 

attacks are no longer random and unorganized. Therefore companies and their ability to bring 

wealth to a nation becomes a larger liability, because the Internet has facilitated access to 

information for espionage and other criminal activities (Klimburg, 2012). Thus locating the source 

of aggression is a very difficult task in the issue of cyber security. This is caused by cyberspace not 

being controlled by one single actor and there is not a single entry point that can grasp the 

complexity of cyberspace (Kessler & Werner, 2013). In other words, there is not one sovereign 

actor at the international level that handles cyberspace and thus it exists in its free and almost 

anarchistic nature. Consequently cyber security is about establishing resilience towards possible 

threats for states and companies and not investigating the origin of these attacks because it is nearly 

impossible, as well as an expensive task. This emphasizes the anarchistic nature of cyberspace, 

because it is very difficult to find and prosecute the perpetrators and thereby the consequences are 

almost non-existent. Questions are raised as to whose worries come to dominate and generate 

measures as opposed to others. How are the dynamics linked to the potentially indefinite source of 

attacks used in order to justify which threats are more urgent than others?  

This brings us to the questions of who is the securitizing actor in the international sphere, which 

differs from the traditional securitizing actor according to Kessler and Werner (2013), because of 

the complexity of the issues surrounding cyber security. Actors outside the normal securitizing 

authority, such as (IT) technicians, can also be a part of securitizing an issue through speech act:  

“Technification relates to the new vocabulary that cyber security introduces and that 

escapes rational discussion of laymen: the language viruses, codes, cryptography, server, 

hosts, databases requires a new understanding of how security might be ‘created’, 

‘sustained’, and ‘secured’. The necessary expertise does not rest with traditional security 

actors, but includes new networks, epistemic communities and experts” (Ibid.: 11).  
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This therefore differentiates cyber security from the traditional security issues, because the 

securitizing actors were experts, such as academics and government officials according to Buzan, 

Wæver and de Wilde (1998). Beyond the argument from Kessler and Werner as seen above, we 

claim that not only technicians are unique actors within the scope of cyber security, but also private 

actors can set the agenda. Like individuals, they have an incentive for protecting their data. This 

means that not solely actors of authority can securitize cyber threats through speech or practices. 

We argue that individuals and private actors can securitize cyber threats through practices such as 

securing their computers and systems. An international group that has set focus on cyber security 

issues in the international political debate is the hacking group Anonymous. This indefinable group, 

both in its size and location, has attacked governments, companies and targeted individuals, for 

economic, political or ethical benefits, and has therefore become a referent object for the 

securitizing actors for both states, companies and individuals. Furthermore, they have aimed at 

exposing the vulnerabilities in the security level of both private and public actors.  

When looking closer at the sectorial division in relations to the theory of securitization, it is 

apparent that all industries and individuals can be targeted. In the case of Estonia actors such as the 

parliament, ministries, banks and newspapers were attacked and it was thus not the critical 

infrastructure that was under attack in Estonia, which most countries spend their efforts on 

protecting. This therefore shows how attacks outside the critical infrastructure can have great 

consequences, as the sectors that were under attack in Estonia were both the economic, political and 

societal sector. Beyond the case of Estonia, politically motivated groups have also been using cyber 

attacks on the environmental sector. Furthermore the military sector is daily under attack in many 

countries (Cavelty, 2007).  

As shown, the international process of securitization is characterized by states being the most 

visible when securitizing through speech act. The reason for why companies are not as visible is 

that they are not obliged to report when and how they are attacked and tend to not enclose any 

details if it becomes publicly known that they are attacked. This is caused by the reputational 

damage an incident can have to a company. Therefore the international debate is mostly focused on 

state security even though many other actors play a large part in cyber security. However, there are 

also many groups of actors that define the state of cyber security, and amongst these are the private 

corporations. These firms, including for example software, hardware, it-service providers, and 

especially the soft- and hardware producers, are responsible for the level of security within the 
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products that they sell. Currently there are no legal requirements for the level of security of the 

products, like there are for products such as vehicles. Therefore the consumers are left on their own 

in the evaluation of the level of security (Kristmar, 2013). This also causes many problems in the 

supply chain management for companies, because malware or other methods can be placed within a 

product before it lands in the hands of a “trustworthy” company along the supply chain (fe-ddis.dk). 

This issue is one of the largest threats according to CFCS in an international perspective, because 

most of the hardware used in Denmark is being produced in other countries and it is almost 

impossible to ensure a product completely (Kristmar, 2013). This means that a variety of actors are 

potential victims to cyber crimes, and again raises the question of whose worries are the most 

dominating.  

An international influence that has a large impact on Denmark is the one of NATO. As a member 

state, Denmark is affected by the focus of NATO and as seen in the focus change, NATO has 

claimed cyberspace to be a global common and therefore directed their efforts towards cyber 

security (Barrett, 2011). The membership of NATO commits the Danish defence and is thereby 

influenced by the tendencies and the direction the organisation takes. Moreover, NATO has 

published a framework manual on how nations should analyse and deal with cyber security, where 

the recognition of private actors importance is clearly stated, furthermore “governments have a 

clear interest in assisting the private sector in protecting the nation’s essential services, wealth and 

growth potential” (Klimburg, 2012: 38). By expressing that states have an interest in protecting 

private actors, this securitization process is also recognized to be very different from member state 

to member state. Some countries regulate with legal frameworks, whereas other make incentive 

structures by tax exemptions (Ibid.). Therefore NATO does not recommend a certain method, but it 

does recommend the member states to include other actors in their strategies on cyber security. 

 

As demonstrated above, we argue that the international securitizing actors include everything from 

individuals, companies and states. A securitizing actor who securitizes through speech act must 

arguably be an actor of authority; conversely we argue that there are a variety of actors that 

securitizes cyber threats through practices. These securitizations take different forms and are often 

divergent across countries, as there is not one sovereign actor or body within the international 

security sphere of cyber security. As stated, the result can be contradictory or conflicting practices 

of securitization. There are, however, attempts to align the rules and benchmarks across nations in 
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order to create improved cyber security and reduce the conflicting practices. We will look at these 

in the following section.  

 

4.1.2 The challenge of international law´s compliance with cyber security issues 

In order to address and accommodate cyber threats internationally, efforts are being made to align 

countries approach to cyber security through treaties such as the Convention on Cybercrime from 

2001 solicited by the Council of Europe in Strasbourg. This treaty was signed by 51 states, among 

them were Canada, Japan, USA and all EU states. It is noted that 12 of the states that signed the 

convention have not yet ratified it. The purpose of the convention was, amongst other things, to 

align and codify rules of infringements of copyright, fraught and violations of network security 

(conventions.coe.int). But within the field of international security, cyber security brings along 

many interesting questions, because of its irregularities compared to traditional security issues. In 

the matters of cyber warfare, distinctions between peace and war are more difficult to define than in 

regular warfare:  

“Because the entire law of war regime has been built upon a Westphalian foundation (…) 

We are left pondering some fundamental questions (…) the international legal regime is 

lagging far behind the problems presented by the increasingly sophisticated technological 

possibilities in this area” (Walker, 2001: 337-338). 

It should however be mentioned that this form of international law only covers war between states 

and leaves out all cyber issues that are not related to warfare, and could be seen as inadequate to 

deal with cyber issues other than the ones that could be placed within the range of warfare. It is 

thereby relevant within the scope of this thesis, because the state of Denmark could potentially be 

attacked by another nation, like Estonia was. The Danish Centre for Cyber Security would hence be 

the unit that would be in charge of establishing security after an attack. These new types of attacks 

thus bring along legal problems and it therefore raises many questions such as; who is the attacker? 

And what constitutes an attack? Thus another effort was made to handle this new type of legal 

issue, namely the Tallinn Manual. This was arguably made as an expression of the insufficiency of 

conventional international law in dealing with cyber issues. The manual was an effort made by the 

NATO Cooperative Cyber Defence Centre of Excellence, by an international group of experts 

invited by the NATO centre. These experts were invited to formulate a manual on how the already 
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existing international laws apply to cyber warfare and cyber security issues. The position of this 

manual was not to represent the position or opinion of a certain state or international organization, 

but rather to use already existing and established laws (Schmitt, 2013). It also recognizes the 

possibilities for different interpretations of the laws, but the claim of the report is that when 

different actors are using the manual, the outcome of their interpretation should be the same. The 

manual does therefore manage to generate some consent on where states responsibility and 

jurisdiction is (Kessler & Werner, 2013). Kessler also argues that the Tallinn manual “reduces 

uncertainty through consensus on some issues, but also reproduces or even radicalizes 

uncertainty” (Ibid.: 25-26) because there is a lack of consent on which interpretations are best 

suited for a certain type of issue and it therefore leaves the debate with an open ending (Ibid.). 

However, cyber activities that reach beyond the use of force, such as cyber crime, are not addressed 

in the manual. This means that the manual focuses on the relations between nation-states rather than 

on security issues such as cyber espionage, theft of intellectual property and other criminal 

activities, which could harm states, private corporations and individuals. This is because these are 

not directly linked to the use of force or armed conflicts (Schmitt, 2013). One could therefore 

question the efficiency of the manual in dealing with the extensiveness of cyber issues, as the actors 

involved in cyber security issues reaches beyond the nation states, by also involving private actors 

and individuals. Furthermore there is no one sovereign that could hinder a breach of this form of 

soft law, and it can also be questioned if one could presuppose the involvement and compliance of 

private actors and states. Thus, the international legal system does not fully encompass the “new 

age” of cyber threat and leaves all future situations for interpretation and perhaps is required to 

establish new law based on an exceptional situation, calling for exceptional legal measures.  

 

The severity of cyber attacks has become a part of the political agenda within the international 

society and many countries and clusters of regions are securitizing cyber threats at a high rate. As 

part of securitizing the issue through speech act, some states have been subjected to severe attacks 

that have made state officials call out for international awareness and thereby cyber security has 

become part of the agenda. IT is no longer seen as a service asset, but a strategic national asset, 

which NATO amongst others has recognized. Because cyber security is an international issue in its 

nature, international law needs to be considered in this context, which has been proven not to be 

completely adequate for the use of digital problems. And although the problems related to 
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cyberspace are growing fast, the international community has difficulties coping with the issue of 

cyber security, as we can see by the occurrence of attacks. The characteristics that cyber security 

has, also makes it possible for other actors than the traditional ones to securitize the issue. This is 

because cyber security in part is a very technical issue, which brings in other actors into the 

securitizing process.  

As seen in the discussion above, the international cooperation and practices on cyber security 

affects the Danish approach to cyber security to a certain extent. However, there is no one 

international policy that is applied in all countries and we have demonstrated that divergent 

securitization across nations has made exceptional measures difficult to implement and the ones 

adopted less effective, also due to the lack of legislative power of the international treaties. 

Furthermore, the variety of actors that operate in the international community, including both 

private and public actors, adds to the range of issues and politics, creating conflicting 

securitizations. However, there have been made efforts in reducing conflicting practices, such as the 

ones of NATO. However, although NATO affects Denmark in relation to security and defence, the 

EU affects Danish law to a larger extent. The EU is a region that has made efforts in securitizing 

cyberspace across the European countries. We will therefore in the following section go into depth 

with the European processes of securitization and its actors, and thereby on how this affects 

securitization in Denmark.  

 

4.2 The European measures of securitizing cyberspace 

The EU is, according to the securitization theory, a territorially defined strong subsystem that 

implements a variety of regulations, policies and directives that are consequently adopted by the 

member states. Network and information systems are vital in the facilitation of the movement of 

goods, services and people, which constitute the foundation of the EU. As the Internet is global in 

nature, these networks create an increased interconnectedness between the member states of the 

Union. This means that a disruption in one member state can affect other members as well as the 

totality of the EU. In order to create a problem free functioning of the Internal Market, there is a 

need for resilient and stable network and information systems. Due to the interconnectedness of 

these systems, this must thus arguably be done on a European level (European Commission, Cyber 

security strategy of the EU, 2013).   
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As previously stated, Denmark is a member of NATO and is therefore affected by the actor´s 

defence focus. As Denmark opted out of the defence policy of the EU in 1992, it does not have 

military connections to the EU. This means that Denmark does not participate in the implantation or 

elaboration of actions that have defence implications. Although Denmark arguably has closer 

relations to the international community when it comes to defence, we argue that the actions of 

securitizing cyber threats reaches beyond defence. As Denmark is a member of the EU, decisions 

made at a supranational level ensuring the functioning of the internal market, is important to 

Denmark. Thus, with the exception of the Danish opt-outs, the Danish government and private 

actors in Denmark must act within the framework provided by the EU, and it therefore becomes 

important to discuss the development of cyber security on the European level. In this section we 

will give an overview of why cyber security is handled on a regional level and how the EU has 

securitized cyber threats not only through speech act, but also through practices, in order to evaluate 

the implications of these practices on Danish actors.  

 

4.2.1 The relationship between European securitizing actors 

The Internet has developed to the most influential instrument for global progress as mentioned 

earlier. This development has been allowed without the influence of governmental regulation. 

However, the increase of the misuse of the Internet has created a situation where the European 

Commission states that; “cyberspace should be protected from incidents, malicious activities and 

misuse” (European Commission, Cyber security strategy of the EU, 2013: 2), which is an example 

of how the EU has securitized cyberspace through speech act. The EU acknowledges that 

governments have a significant role in sustaining a free and safe cyberspace. However there is also 

a strong focus on the importance of private actors in ensuring a safe cyberspace: 

“Governments have several tasks: to safeguard access and openness, to respect and protect 

fundamental rights online and to maintain the reliability and interoperability of the Internet. 

However, the private sector owns and operates significant parts of cyberspace, and so any 

initiative aiming to be successful in this area has to recognise its leading role” (Ibid.: 2).  

Therefore the EU argues that the private sector should continue to play an important role in the 

everyday management of the Internet, and the EU thereby recognizes the important role the private 

corporations play in the securitization process of cyber threats. However, there is a need for a 
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framework of regulations in order to sustain a secure cyberspace. Due to the borderless nature of the 

Internet, there is a need for requirements for security, accountability and transparency, and the 

decisions on which policies should guide cyber security policy, need to be taken on a European 

level in order to unify the efforts across the European Union. These decisions will consequently 

affect the Danish government and Danish private actors.  

As the markets of the EU are highly interconnected, the EU has set out to create a program in order 

to improve the protection of the critical infrastructure, namely the “European Programme for 

Critical Infrastructure Protection” (EPCIP). This program was established as a result of a risk 

analysis after the terror attacks of 9/11, to protect possible terror attacks on European infrastructure. 

Although not solely related to cyber security, this program sets out to build an overall European 

approach to the protection of the actors that constitute the infrastructure with the highest criticality 

in the EU. The European critical infrastructure was in June 2004 defined as ”the physical and 

information technology facilities, networks, services and assets that, if disrupted or destroyed, 

would have a serious impact on the health, safety, security or economic well-being of citizens or the 

effective functioning of governments in EU countries” (Europa.eu). The sectors included are both 

private and public, and include: energy installations and networks, communications and information 

technology, finance, health care, food, water, transport, production, storage and transport of 

dangerous goods, and lastly the government. The Danish government and the CFCS later adopted 

this definition of critical infrastructure, exemplifying the influence of the EU on Denmark.  

 

4.2.2 The legal framework of the European Union on cyber security 

The EU has indeed framed cyberspace as a security issue through, among other things, speech act. 

Cyber security has therefore been framed as an issue outside of normal politics, on which there 

needs to be taken severe actions, or exceptional measures, in order to prevent harmful events that 

could potentially affect the entirety of the Union. However, by looking at some of the existing EU 

provisions in the area of cyber security, it becomes evident that as a securitizing actor, the EU has 

indeed put the issues of cyber security on the agenda not only through speech act, but also through 

practices, such as policies. In 2001, the European Commission stressed the importance of network 

and information security in its proposal for a European policy approach to the issue. This was 

followed by the Strategy for a Secure Information Society, which was adopted in 2006. In 2004, the 
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European Community established the European Network and Information Security Agency 

(ENISA), which aimed at creating a high level of network and information security across the EU. 

The revised regulatory for electronic communications have been in force since 2009 and imposes 

certain duties on the electronic communication providers. By May 2011, these requirements had to 

be imposed on a national level within all EU Member States, exemplifying the effect of EU 

decisions on for example Denmark. The data protection regulatory framework requires all actors 

that control data, such as banks and hospitals, to establish measures that enable protecting personal 

data. Furthermore, breaches of personal data must be reported to the national supervisory 

authorities, in order to create a more controlled situation and in order to become more resilient to 

such incidents across Europe (European Commission, Cyber security strategy of the EU, 2013).  

Not only has the EU established programmes and implemented policies in order to ensure network 

and information security, but it has also created institutions that take cyber security outside of 

normal politics. “The EU and the Member States need strong and effective legislation to tackle 

cybercrime” (Ibid.: 9). An example of how cyber threats are securitized at the European level is the 

Commissions establishment of the European Cybercrime Centre (EC3), which was established in 

January 2013. EC3 is a focal actor in the fight against cyber crime and is part of the European 

Police Office (EUROPOL). The Council of Europe Convention on Cybercrime is the basis for the 

creation of a binding international treaty that stipulates a framework, which is to be adopted by 

national legislation. The EC3 is intended to gather expertise on cyber crime across Europe in order 

to support analytical and operational capacity building in Member States, provide support on 

investigations on cyber crime and become a collective voice of cyber crime in Europe in 

cooperation with Eurojust (Ibid.).  

It is thus evident that cyber security has been on the agenda in the EU for quite some time. The 

programs, strategies and policies set forward by the EU, are clear examples of how the EU has 

securitized cyber threats not only through speech act, but also through practices, as the importance 

of the practices is not the wording of the text, but rather what the policies mean in practice. 

However, although the EU has more legislative power than the international collaborations, one 

could still question the effectiveness of the soft forms of European regulation, which is based on 

standards and practices that all presuppose the involvement of the private- both by companies and 

individuals. Although, as demonstrated, a variety of policies and programs have been implemented 

in order to securitize cyber threats and ensure cyber security, the countries are still exposed to cyber 
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incidents and there is still a large disparity between the levels of security amongst member 

countries. Thus, as the cyber threats are continuously developing, it is important that the policies 

develop at the same rate, also in order to ensure a unified security level across the union. We will 

therefore look at the future of cyber security in the EU in the next section.  

 

4.2.3 New securitizing practices – a proposal for a EU directive  

Despite the initiatives that are undertaken by the EU, the levels of security and capabilities across 

the Member States vary to a great extent. Considering the interconnectedness of the Member States 

on the issue, this fragmented approach is problematic as it creates an insufficient overall level of 

protection due to the low level of security by certain Member States. This therefore means that it is 

not sufficient for one nation to securitize cyber threats, and create enforcement to deal with the 

threats because of the high costs and the interconnectedness between states. All nations must 

cooperate in order to deal efficiently with cyber security. However, divergent levels of security 

across countries create distrust between actors, which is a precondition for knowledge sharing and 

cooperation. The result is that today there only exists cooperation between some Member States, 

which have a high level of preparedness and capabilities on the area of system and network security 

(European Commission, Proposal for a directive, 2013). Jacqueline Johnson, Head of IT Security at 

Nordea Bank, states that there is a need to harmonize the levels of security in the IT field in order 

for companies to operate effectively across borders.  

“There is an interest in being able to store information in other countries than in 

Scandinavia, Germany, England and France. We need to have some sort of guarantee for 

the security when considering this and therefore try to have some sort of minimum level 

across the EU” (Johnson, 2013).  

As can be shown by this statement by Johnson, there is not only a need for a unified approach to 

security, but it is also something that the corporations want as this will arguably make business 

operations more effective. However, there is a precondition of a security guarantee in order for the 

corporations to store information in other European countries. The general observation from our 

interviewees is that Scandinavian and western countries of the EU have higher levels of IT security 

than other Member States. As there is currently no effective mechanism at the EU level that ensures 

effective cooperation and knowledge sharing on incidents and risks, this creates divergent standards 
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across Member States, which consequently creates insufficient protection across the EU. 

Furthermore, it can create compliance costs for companies that have operations in multiple Member 

States.    

Acknowledging that there is a need to involve both states and private actors in the fight against 

cyber threats and securing cyberspace, as well as acknowledging the divergent security levels, the 

European Commission has made a proposal for a directive “concerning measures to ensure a high 

common level of network and information security across the Union” (European Commission, 

Proposal for a directive, 2013). This will arguably create a well-functioning internal market, which 

will close the existing legislative gaps, and thereby level the playing field by harmonizing the 

European security level. The objectives of the proposed directive are threefold. Firstly, the proposal 

requires the establishment of competent national authorities on network and information security in 

order to ensure that every Member State has in place a minimum level of national capabilities. This 

involves every member establishing Computer Emergency Response Teams (CERTs), which will 

adopt national security strategies and national security cooperation procedures (Ibid.). Secondly, the 

national CERTs should cooperate with other European CERTs in networks that enable safe and 

efficient coordination. This includes information sharing with other national competent authorities, 

as well as detection of threats and risk response at the EU level. The result should be a more 

effective cooperation on counter moves to network and information security threats and the 

resilience to incidents on the basis of the European cooperation plan on network and information 

security (Ibid.). The third objective is based on the Framework Directive for electronic 

communications. The aim here is to create a risk management culture that is based on the exchange 

of information between public and private sectors. It is especially important that the corporations 

that are part of the critical infrastructure outlined above and public administration assess the risks 

they are facing and thereby implement the measures that are appropriate to face these in order to 

ensure cyber security. These entities are thereby obliged to report to their national authorities on 

any cyber attacks that have seriously compromised their information systems and that have affected 

the operation of critical services of the entity.  

The aim of the proposal is therefore to create greater transparency and knowledge on the issue of 

cyber attacks and cyber risks. This is arguably needed on a regional level due to the relationship 

between Member States, as well as in order to level the playing field for corporations operating in 
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Europe. Thomas Kristmar, Head of Crisis Management and Operations Department at Centre for 

Cyber Security, argues that  

“The proposed EU directive will create greater transparency, because it will give 

corporations greater incentives to invest in cyber security. It is necessary to implement this 

directive on a European level, because implementing it on a solely Danish level would be 

unbeneficial for Danish corporations” (Kristmar, 2013).    

Creating a common minimum standard will reduce risks and create a common operational standard, 

and will therefore arguably be beneficial for all member states, as well as for the corporations 

operating in them. Rasmus Theede, CISO at KMD, argues that there are issues, such as how 

bureaucratic it should be done, that must be taken into consideration, but that the new EU directive 

will create a basis for a needed improved cooperation between the public and private in Europe.  

“In the US they have far better cooperation between state and corporations, than we have in 

Europe. Since we, in Europe, are tightly connected, the new EU directive will be an 

advantage as common minimum standards for the different regions and countries are set” 

(Theede, 2013). 

Theede thus requests a stronger collaboration between the private and public actors, such as the one 

that can be seen in the US, because of the interconnectedness of the European countries. According 

to him, this should be done by looking to the US for a framework for collaboration. There are 

currently divergent levels across the Union, which is the reason for the proposed directive. The lack 

of incentives for the corporations that manage the critical infrastructure in Europe to adopt the 

necessary steps to ensure network and information security, through risk assessment and 

management, have arguably created these divergent security levels across the EU. Although Theede 

is positive towards a European collaboration on cyber security, he questions the possibility of a 

unified security level across the Union: 

“The fact that cyber threats generally are not local, makes us far more positive to 

international cooperation on the issue, with among others the EU and the US, as well as 

between EU states. I personally think that it is a utopia to think that the countries of 

Scandinavia, which generally have a high level of IT security, and countries such as Greece, 

Portugal and Spain, which are all dealing with other severe economic issues, are all going 
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to participate in a strong IT security cooperation. In Scandinavia we have a distinctive IT 

infrastructure, compared to other countries” (Theede, 2013).            

It can thus be seen that although Theede requests a common minimum level of security, he also 

argues that it will prove difficult to raise the level of security in all European countries to the level 

of the Scandinavian countries. Thus, he is positive to the directive, but questions the effectiveness 

of it due to the divergent approaches to security across the union. Furthermore, one could question 

the effectiveness of a directive that presupposes the active collaboration of all actors, both private 

and public. Although information on incidents is vital in order for the national authorities to react to 

the threats and making appropriate strategic decisions, a vast amount of incidents or attacks are not 

reported to the authorities.   

The proposed directive also raises the question of where the responsibility of ensuring cyber 

security should lie. Although the EU is securitizing cyber threats, the responsibility is arguably still 

with the corporations, who indeed are essential players in reducing incidents. As opposed to 

traditional security issues where the state securitizes issues through speech act, we argue that 

security is now also produced through practices. Henning Mortensen from the Confederation of 

Danish Industry (DI) states that: 

“The security responsibility is placed with the companies and that is the way it should be. 

The legislation could be specified by the states on what the companies should do (…). The 

responsibility should be with the companies. Also, we welcome the suggested regulation 

from the EU, The proposed Cyber Security Strategy. This will ensure regulation and 

collaboration at a sufficient level” (Mortensen, 2013).  

Thus, according to him, the EU should create incentives for corporations to improve security, as 

this is needed in order to implement effective exceptional measures. However, the extent to which 

the EU should interfere in the operations of the corporations should be limited, as it is essentially 

the responsibility of the corporations to increase the security levels.    

 

As we have demonstrated in this section the EU has placed emphasis on cyber security and that the 

EU, through its legal framework, has securitized cyber threats both through speech act and also 

through practices. As a securitizing actor, the EU has securitized cyber threats through practices by 
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implementing a variety of programs and policies on the issue, in order to maintain a strong internal 

market. These policies, including the proposed EU directive, affect Denmark in that they are 

implemented on a national level, which means that Denmark is directly affected by the EU´s 

securitization of cyberspace, exemplifying the distinctiveness of the EU as a securitizing actor. 

However, there are also divergent levels of security across the member states of the Union, which 

we argue create issues within the internal market, resulting in the measures and practices 

implemented being less effective and difficult to implement. However, in order to evaluate the 

multiple actors involved in securitization in Denmark to a full extent, there is a need to look at how 

cyberspace is securitized at a national level. We will thus discuss this in the following section.  

 

4.3 The Danish actors and strategies in securitizing cyber threats 

Cyber security in a Danish context is a new and quite unexplored area. The methods authorities and 

other actors are taking, are constantly changing and developing at a fast rate in an effort of trying to 

keep up with the threats. Many actors are influencing the securitization of cyber threats in Denmark, 

which can be seen from the previous sections on the international and European securitizations. 

Furthermore, both public authorities in Denmark as well as private actors are involved in the Danish 

securitization process. We will therefore in the following section discuss how cyber threats are 

securitized in Denmark through both legal frameworks and other practices. We argue that cyber 

threats are securitized both through speech act and practices, but that the diverging securitizations 

between private and public actors generate distrust and make the securitization process less 

efficient.  

  

4.3.1 The public securitizing actors - the Centre for Cyber Security  

Cyber threats have been framed as a security issue in Denmark through speech act. However, we 

argue that practices are a prevalent element of the securitization process in Denmark, and we will 

therefore elaborate on these. In an effort of effectively trying to handle the issue of cyber threats, 

the Centre for Cyber Security was established, which is a clear case of securitization through 

practice. Before CFCS was established in the beginning of 2013, the Computer Emergency 

Response Team for the government (GovCERT) was placed with the IT- and Telecommunications 
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Agency within the Ministry of Science, Technology and Development. As an effect of the Law of 

Finance of 2013, which was formulated by the current government2, cyber security became a 

separate area (Corydon, 2013). CFCS is arguably inspired by developments of the focus on cyber 

security in other countries, and it is the first official unit in Denmark solely focusing on cyber 

security. According to Kristmar, CFCS will create an easy compliance for Denmark with the 

proposed EU directive, while others argue that CFCS cannot be placed under the Danish Defence 

Intelligence Services (FE) in that case, which we will further discuss later. Nevertheless, by opening 

this unit, cyber security was put on the agenda and thereby securitized. The securitizing act was 

made by the government in an effort to accommodate the new age of cyber threats. The Centre for 

Cyber Security was established under the Ministry of Defence, and refers to FE. FE has been 

operating with the Danish armed forces outside the Danish borders. The aim of the intelligence 

services is very much in line with how Buzan, Wæver and de Wilde think of traditional military. 

The Danish Defence Intelligence Services tasks set out in the Act on defence, and they are 

following this legal framework: 

"Military Intelligence Service is governed by and works under the authority of the Minister 

of Defence. 

Part. 2 Our mission is to collect, process and communicate information on conditions 

abroad affecting Danish security, including the Danish units, etc. abroad. 

Part. 3 In the first paragraph. 2, the company targeting conditions abroad service can 

include information about Danish nationals and persons residing in Denmark. 

Part. 4 Defence Intelligence may disclose information to the Police Intelligence Service to 

the extent that disclosure may affect the performance of service duties” (Trøjborg, 2001: 1). 

This shows how the task of the Danish Defence Intelligence Services is to collect, process and 

disseminate information on conditions abroad affecting Denmark's security, including the Danish 

military units and others who are sent to solve international assignments. The intelligence activity is 

directed towards conditions abroad and includes transnational situations. Here the focus of the 

intelligence service is especially on terrorism and proliferation of weapons of mass destruction as 
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2 The current government of Denmark was constituted on the 3rd of October in 2011 and consists of 

the Social Democratic Party, the Socialist People's Party and the Social-Liberal Party. 
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well as military, political, economic and scientific-technical information of importance to Danish 

security interests. This information is obtained over a wide range of options including electronic 

intelligence gathering. Furthermore, FE also cooperates with foreign partners (fe-ddis.dk). 

In the disruption of IT- and Telecommunication Agency, Digitaliseringsstyrelsen was established. It 

was placed under the Ministry of Finance and is in charge of the digital development of Denmark 

producing a digital strategy for Denmark from 2011-2015. One of the three main tracks is that 

citizens and companies will communicate with the state online and there will no longer be physical 

dialog, letters and other types of documents (digst.dk). This strategy forces companies to become 

digitalized, which can save both companies and the state large amounts of employees and money in 

dealing with these transactions. It thereby makes the relationship between these two actors more 

cost efficient. However, it leaves many companies vulnerable to potential cyber threats, because 

there is no alternative to the mandatory online communication with the state (Kristmar & Rytter, 

2013). In line with the digitalization strategy, no security strategy was developed, which Kirstine 

Rytter (2013) from Digitaliseringsstyrelsen acknowledges as a problem. The potential consequences 

of the strategy have therefore not been considered, and the security problems of the digitalization of 

society are therefore not included in any strategic considerations by the Danish state, which we see 

as a great problem. 

Another Danish actor that is expanding its capacity within cyber security is the Danish police 

intelligence Services (PET). PET announced on the 2nd of July 2013 the establishment of a ‘Cyber 

Task Force’. The number of cyber attacks in Denmark is continuously increasing, and PET 

therefore sees it necessary to open a special task force in order to prevent attacks and prosecute the 

perpetrators. It is argued by PET that the cyber threat is a concern to national security, and whether 

it is a case of cyber espionage, cyber-terrorism, hacker activism (hacktivism) or simple economic 

crime, the fundamental question is of criminal offenses, which must necessarily be subject to a 

comprehensive and effective police investigation (pet.dk). 

The apparent strategy of the Cyber Task Force is to have representatives from PET, the national 

police, the local police, the general prosecutor and the regional public prosecutors. The group will 

act as a forum for police coordination, cooperation and exchange of information and experience 

concerning electronic attacks targeting information and communication systems. Information on 

potential criminal offenses subjected to Danish criminal jurisdiction seen by CFCS will be provided 

and transferred to PET's Cyber Section for police consolidation and implementation of investigative 
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efforts either in PET or in the rest of the police (Ibid.). This is an effort of PET wishing to extend its 

own reach and influencing in the awareness in the field of cyber security in Denmark, and is 

possibly a reaction to the placement of CFCS within the FE. 

As this shows, cyber threats are securitized in Denmark and many efforts are being made by Danish 

authorities in order to securitize cyber threats through practices. Cyber threats have till date been 

securitized by numerous actors within the public sector in Denmark from FE to PET. However, in 

spite of the efforts made, a single coordinated national strategy on how to deal with cyber threats 

has not yet been made. This means that there is no agreement on how to securitize cyber threats, 

and we argue that this makes exceptional measures ineffective. Nevertheless, one concrete 

securitizing measure is GovCERT, which is placed under CFCS, as mentioned earlier. In trying to 

secure parts of the Danish infrastructure and Danish authorities, GovCERT is the only area where 

an actual effort and strategy for cooperation with private companies is made. We will therefore 

discuss the effectiveness of this measure in the following section by elaborating on GovCERT and 

its purpose. 

 

4.3.2 The Danish Governments securitization through GovCERT  

There are conflicting and competitive securitizations of cyber threats, also within the state. We will 

in the following section go greater into depth with GovCERT, the concrete effort that the Danish 

state has made in order to securitize and cope with cyber threats, in collaboration with the private 

actors.   

As stated previously, one of the services that the Centre of Cyber Security offers is the service 

provided by GovCERT. GovCERT stands for ‘Computer Emergency Response Team’ and it serves 

mainly the government. CERTs can aid many other units and one example of this is DKCERT, 

which supports the research institutions in Denmark such as the universities. The Danish GovCERT 

monitors mainly the Danish ministerial authorities, municipalities and regions, but a Danish 

corporation included in the critical infrastructure can also receive the services from GovCERT (fe-

ddis.dk). Only one private actor receives the services from GovCERT; namely KMD. KMD is a 

Danish IT firm that handles much of the IT infrastructure in Denmark (see appendix II), but 

according to Thomas Kristmar from CFCS it is not a part of the critical infrastructure. GovCERT is 

a monitoring service and as Henning Mortensen from DI explains; 
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“GovCERT retrieves the intelligence information through probes. Another way they get 

their intelligence information is from other defence and intelligence services and I’m sure 

that through these relationships some information is retrieved (…) This is something I base 

on the fact that intelligence services from different countries collaborate, this information is 

another source of credibility that the centre (CFCS) has” (Mortensen, 2013). 

The probes that GovCERT monitors information with, work in the way that they are physically 

attached to a company’s cable and thereby track all the incoming and outgoing digital information. 

Thereby GovCERT can also gain access to information that does not involve external cyber threats, 

which is one of the largest issues related to GovCERT and its services. The purpose is to track and 

look for certain patterns in the information that has the same pattern as existing malware or virus. 

GovCERT can thereby notify a company if they are under attack. The monitoring does not function 

as a complete guarantee, because GovCERT looks for an already existing virus and does, in theory, 

not detect new and unseen methods of attacking according to Mortensen: 

“You can say that the centre (CFCS) is in a quite special situation because part of this 

intelligence information is classified. Therefore we can imagine a situation, where the 

Centre receives information of threats towards one of DONGs networks, without telling 

DONG, because the information is classified” (Mortensen, 2013). 

This clearly shows that the placement and function of CFCS pose problems for the attractiveness of 

GovCERT, as they are dealing with classified information while at the same time being placed 

under FE. We will therefore further elaborate on this later, however the policy and jurisdiction of 

public actors in Denmark will first be addressed. 

 

4.3.3 Policy and jurisdiction of public securitizing actors in Denmark 

As the international systems are not sufficient in themselves in securitizing cyberspace, there is a 

need for national standards and policies to align the efforts. We will in the following section look at 

which Danish laws influence both the public and private actors. 

The legal implications that European law has on Danish law are vast, as a change in EU law affects 

Danish law. An example is the ‘Privacy Act’ (Persondataloven), which was established in 1995 and 

was a result of European legislation of protecting personal data. In the Privacy Act there are 
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important distinctions that are central to cyber security issues, because they influence the way IT 

systems and operations are structured, the collaboration between the state and private actors and it 

establishes how vital security is within IT. According to the Privacy Act, when handling data, the 

responsibility clearly belongs to the entity that “owns” the data. A company or organization can 

therefore not outsource the responsibility (Jensen, 2000: §3). The data that the Privacy Act refers to 

is data that can be compromising for an individual. This can be an individual’s CPR number, sexual 

orientation, medical history or bank information, which is usually data that the state, municipalities 

and regions handle on a daily basis. However, banks, private hospitals and other private companies 

are also in contact with this type of information and therefore many have to comply with the 

Privacy Act. The state and many municipalities have outsourced the operations of their IT systems 

to private corporations, but this does not make these companies responsible for the data, which the 

‘Outsourcing Act’ also states (Espersen, 2010). The company treating the data is called the ‘Data-

handler’ and can, as an example, be a variety of IT companies, such as KMD and CSC. The Privacy 

Act also states that data cannot be located outside the borders of Denmark (Jensen, 2000: § 4). This 

paragraph is commonly referred to as the “war-paragraph”. This therefore requires the location of 

the data to be within the Danish borders and therefore cloud services are limited to the Danish 

services. There are however exceptions to this specific paragraph of the law (Ibid.: § 27). The 

placement of the data can be placed in a third country, if the country lives up to a number of 

requirements. However ‘the registered’3 has to give his or hers consent before the data is placed in a 

third country. The Privacy Act therefore ensures that the data being handled within the IT systems 

are being protected with care and that the responsibility is placed with the organization that uses the 

information. This structure is made in order to protect individuals from being exposed, their 

information taken advantage of, and in order to ensure that the IT systems are designed and 

operated in alignment with the Privacy Act.  Nevertheless as Thomas Kristmar from CFCS argues:  

 “In my view, there are no sufficient incentives in place for companies to increase their level 

of cyber security. Security is still regarded as a cost and not as a business enabler. 

Legislation only as an incentive tool tends to create compliance and not thought through 

levels of security. In addition, legislation will always be behind, compared to the 

development of attacks” (Kristmar, 2013). 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3 The person whose data is handled (Jensen, 2000).  
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Thomas Kristmar thus states that the private sector does not have any incentive for increasing their 

level of security on their own and that legislation will always be behind, as is also argued by Aradau 

and van Munster (2009). This is therefore a clear incentive for the public wishing to pull the private 

sector into their strategy and develop a closer relationship with them in the effort of securitizing 

cyber threats. The Privacy Act is intended to protect personal data for individuals, but this law can 

be seen as the generation of soft legal regulation, where the regulation is based on standards, 

benchmarks and practices that all presume the involvement of private actors. Therefore this does 

not give strict requirement of compliance and they can thereby decide for themselves how they 

want to implement the regulation and to what extent they want to be aligned with this type of legal 

regulation. One example of an incident involving both the private and the public is the well-known 

case of CSC, where the servers were broken into. Although the responsibility was essentially with 

the state, as they were the “owner” of the data, CSC was seen as responsible for the protection of 

the data in their servers. The state did therefore not see it as their responsibility, exemplifying the 

misguidance the companies often feel.  This shows it can be questioned what influence the state 

actually has on private actors through legislation, because of its soft regulatory nature and the 

argument that laws will always be behind. Hence, the Privacy Act does arguably not give any 

guarantee that the data is completely safe from being attacked because cyber security is by many 

considered to be a zero sum game.  

 

4.3.3.1 Policy and jurisdiction of GovCERT 

The jurisdiction and authority of GovCERT was expanded after the establishment of CFCS in the 

beginning of 2013. Because of the complexity of the area of cyber security, the legislation in 

Denmark that affects the actors, their exertion and possibilities are therefore important to discuss. 

The Danish Intelligence Services, the police and the military is exempted from the Privacy Act 

(Jensen, 2000: §2), which means that they can access data and use this for the purpose of an 

investigation. This raises some concerns on the collaboration with private actors, and as Jørgen 

Sørensen, partner in Security, Privacy and Forensic group at Deloitte states, this can also be what 

some companies will use as an argument from refraining from collaborations with CFCS. Many 

companies are reluctant to be monitored by the state because the information that is monitored can 

be used for other purposes and the legal guarantee is not considered sufficient. Despite this distrust, 
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does this give GovCERT any viable advantage compared to the commercial alternatives, like 

Symantecs? Other commercial alternatives to GovCERT are governed by all legislation and can 

therefore not access or use the information that they are monitoring. Henning Mortensen from DI 

argues that: “If you imagine that a Chinese group would want to enter a specific Danish network 

for a particular reason, then it is more likely that a Danish authority would notice it, than Symantec 

would” (Mortensen, 2013). Intelligence agencies can retrieve information by other means than the 

probes and are also known for collaborating with each other; this thereby makes it possible for 

GovCERT to retrieve other kinds of information than the commercial alternatives and gives 

GovCERT a distinct advantage. However,  

“If you compare Symantec and GovCERT, then you can see that Symantec is a global 

company that has probes all over the world which monitors network traffic. Therefore they 

are very fast when figuring out what types of worms or virus, which is the current threat and 

could potentially hit other places in the world. This is creating fast knowledge sharing from 

an office in South Korea to one in Denmark, which can tell companies where to look. This is 

something the Danish government and GovCERT would never be able to do, because they 

do not have these probes all over the world” (Mortensen, 2013).  

This therefore requires that GovCERT would generate some statistical knowledge that they could 

share with their collaborative partners and create a transversal knowledge sharing, which is not the 

current perception of Rasmus Theede CISO at KMD;  

“Although we are not experiencing great effects of GovCERT yet, we are maintaining the IT 

of the state, and we are therefore part of the service. I find the fact that we are part of it as 

more symbolic, as there are many other systems that offer some of the same services as 

GovCERT. We are not receiving substantial warnings at the moment, and therefore it is 

more symbolic as we want to support the initiative. We hope that within a few years, with 

among other things the implementation of the new EU directive, there will be more action, 

as there will be higher requirements from the state on this issue. In connection with the 

Privacy Act, it is evident that the state will have to allocate more resources to cyber 

security, than today. Due to the development on this issue, it is positive to be a part of 

GovCERT from the very beginning” (Theede, 2013). 
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Therefore CFCS collects data to a much larger extent than it provides information, which many 

companies find problematic. This clearly shows how there is no substantial advantage in receiving 

the services from GovCERT, because of the numerous alternatives that are available and of their 

higher quality. It is thereby also questionable if the placement of GovCERT is appropriate, which 

we in our empirical data have seen many opinions on, and which will therefore be discussed further 

in the next section.  

 

4.3.4 The Centre for Cyber Security and its problematic placement 

When the decision of establishing the Centre for Cyber Security was made and financial means 

were appointed in the Act of Finance, cyber security was acknowledged as an important security 

issue. The placement of CFCS was therefore a matter of political agreements and resources. The 

resources within cyber security of The Danish Defence Intelligence Services are valued to be better 

than the ones of The Danish Police Security and Intelligence Services (anonymous source, 2013). 

Traditionally in Denmark, the military has been a separate entity and has not been operating within 

the society, like Buzan et al. points out; “In well-developed states, armed forces and intelligence 

services are carefully separated from normal political life, and their use is subject to elaborate 

procedures of authorization” (Buzan et al., 1998: 28). Therefore the placement of CFCS is of great 

debate and not all agree with the political decision, as Birgitte Kofod Olsen, Chairman of the 

Council for Digital Security, argues: 

”Based on the model required by the new EU directive on cyber security, I believe that 

Denmark needs an independent cyber security institution. This institution must be 

independent from the military intelligence service (FE). In my view this could either be done 

by placing the responsibility with DK-CERT, which already has some of the responsibility 

for the Danish national cyber security, or by placing it completely separated in a new entity. 

The essential element here is to ensure that the institution is regulated by legislation that 

protects the legal rights of the citizens” (Kofod Olsen, 2013). 

Kofod Olsen is not the only person who is concerned with the placement of CFCS. The proposed 

EU regulation will require that all member states will have a CERT available for all companies and 

the state, which can yet again change the placement of the services of GovCERT. The placement of 

CFCS causes some political disagreements, because not all will want to be monitored by an 
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intelligence agency. The placement of CFCS is a central point in this argument, because placing 

CFCS within an intelligence service makes it exempt from some Danish laws. Therefore it has 

authority to go further with the data that they receive or retrieve. Moreover, by having an 

intelligence service in charge of the securitizing process when collaborating with private 

corporations it is possible for GovCERT to use the information for more than preventive purposes. 

Another critical argument towards the placement, is that there is no guarantee for what the 

employees of CFCS could potentially do with the information, as seen in in the case of Edward 

Snowden from the NSA in the US. Being able to access all data from companies leaves them rather 

open and vulnerable, which clearly is not in their interest. Thomas Kristmar from CFCS, on the 

other hand, does not agree with Kofod Olsen, as he clearly states; 

“I don't see any issues with the placement of the Centre (CFCS). In my view, it is placed 

better under the responsibility of the Ministry of Defence, than under the Ministry of 

Finance, because the defence already deals with cyber security and are therefore capable to 

undertake the responsibility. The placement also makes it possible to benefit from the 

collaboration with other intelligence agencies and to detect cyber attacks based on 

intelligence” (Kristmar, 2013).  

The conflicting arguments of the actors from the private and the public sector clearly shows how 

the disagreement in the handling of cyber threats causes distrust and lack of common understanding 

of the intentions and purpose of GovCERT. The placement of CFCS is therefore not only a political 

debate, but can also have consequences for the collaboration with private corporations. In line with 

the argument of Buzan et al. that in well-developed countries, the military is separated from the 

civil society, Kirstine Rytter agrees and further elaborates:  

“It can be a problem that the Centre for Cyber Security is placed where it is. To perform 

authority in the civil society is something that belongs to the Ministry of Defence. The 

traditional approach is that the defence protects the external border. They fight abroad to 

protect our values and so on, but to have the authority to work within the Danish society is 

not something we (in Denmark) have had traditions for. Intelligence services also have a 



	   71	  

different perspective on what should be transparent in society” (Rytter, 2013).  

Kurt Sejr Hansen (2013) CISO at TDC agrees with and further argues: 

“Although we do not have a problem with the placement of the Centre for Cyber Security, I 

find it puzzling. The tasks of FE are to work with external threats beyond the Danish 

borders, while GovCERT is supposed to work with security issues within the Danish 

borders“ (Sejr Hansen, 2013). 

This argument shows how the “transnational is blurring the distinction between the internal and 

external, and destabilizing related concepts: sovereignty, territoriality, security” (Bigo, 2000: 320). 

Bigo suggests that the merging of inside and outside security is reshuffling the way security is 

working. This is caused by the external agencies, such as the army and intelligence agencies of the 

defence looking inside the borders, when searching for external enemies (Ibid.). Likewise are 

internal security agencies, such as national police force, looking beyond the borders when searching 

for internal enemies? An example of this is international networks of crime related to internal 

networks, Bigo means that this shift in internal and external focus “can be seen as attempts to re-

draw a border between an inside and an outside, a border different from the state frontiers” (Ibid.: 

321). However the placement of CFCS can be seen as an enormous victory for the Danish defence, 

in times where budgets have been cut and departments have been shut down. However, the 

placement of CFCS with the Danish Defence Intelligence Agency and not, as mentioned earlier, 

with the Danish Police Intelligence Agency, makes it a monitoring unit and does not give it 

authority or incentive to investigate cyber crime, as Kirstine Rytter further elaborates on: 

“The way it is now is that GovCERT monitors online traffic, mostly on public organizations. 

They only have limited jurisdiction, because they can say what the problem is, but they do 

not have authority to investigate, that is the jurisdiction of the police. But if what is called 

state sponsored terrorism, where for example a foreign state attacks the Danish critical 

infrastructure, then it is the Danish defence forces responsibility to defend or attack” 

(Rytter, 2013). 

It can thereby be discussed whether the placement of CFCS is appropriate if the threats come from a 

domestic source and who actually benefit from the services that CFCS provides if it cannot conduct 

investigations. On the other hand the newly announced opening of ‘Cyber Task Force’ within PET 



	   72	  

opens up the possibility for a unit that can investigate. However, this will also create problems, 

because of the lack of a national strategy for cyber security in Denmark. As an extension of there 

being no coordinated strategy, this causes a security gap between the two units, which raises the 

question: Could it also be that the prioritisation of CFCS and companies are not compatible, 

because the private companies have no interest in being monitored by the state? As an extension of 

Bigo’s argument that internal and external authorities are reshuffling, Buzan et al. argues; “For 

many of the advanced democracies, defence of the state is becoming only one, and perhaps not even 

the main de facto, function of the armed forces” (Buzan et al., 1998: 22). This argument is very 

much in line with the development of the Danish armed forces and the placement of CFCS. The 

victory of the Danish military to be the ones to discharge the digital agenda is a clear example of the 

argument of Buzan et al.  

 

As shown, the placement of CFCS causes concerns primarily within the private sector, because 

CFCS is exempt from parts of Danish law. Even though GovCERT is not intended to use the data 

for other purposes than monitoring cyber treats, this causes trust issues between actors. In line with 

this argument, Bigo points out that intelligence services are moving away from their original intent 

and is beginning to work within the borders of countries, as is the case of FE. This is an unusual 

situation for the traditions of a western democracy and is in line with the argument of Buzan et al. 

that defence services are moving away from their de facto purpose. We argue that the different 

ideas and practices of securitization by private and public actors generates difficulties and makes 

the securitization process less effective than it could have been if there was a common agreement. 

Furthermore, the divergent ideas of the placement of the CFCS generate distrust and makes 

exceptional measures difficult to implement. We will now look at the sectorial responsibility of the 

Danish state and the implications for the securitization of cyber threats in Denmark.  

 

4.3.5 The sectorial responsibility and its confliction with securitizing cyberspace   

The different sectors in Denmark are organized by legislation that covers each sector and the 

responsibility of this legislation is of the ministry responsible for the sector. There is thereby no 

transversal legislation as Thomas Kristmar states:  
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”There is no transversal legislation. The current legislative structure is sector specific - it 

resembles a silo. The Centre for Cyber Security is an attempt to create a coordinated effort. 

The Centre coordinates the military and civilian sectors. In the military sector, the Centre 

has a firm mandate for implementing and auditing the level of security. Apart from the 

telecom sector the Centre for Cyber Security can give counselling in the civilian sector, 

however, it is the responsibility of each sector to have adequate security and robustness in 

its own infrastructure” (Kristmar, 2013). 

As seen earlier, the coordinated effort of CFCS has an ineffectual outcome because the private 

actors lack of trust with the initiative. However, the sectorial responsibility is rationalized in the 

theory of securitization, because the different sectors are organized differently and can therefore be 

analysed separately. Buzan et al. also mention that there are relations between the different sectors 

and the division is made to simplify the process of analysis (Buzan et al., 1998). How does the new 

age of digitalization affect this? Is the silo structure of the responsibility and legislation suitable 

when dealing with cyber security? We will come back to this in a later section on the increased 

relationship between sectors in the light of IT.  

 

4.3.6 Private actors role in securitizing cyberspace 

Many companies have, not as a result of political changes, but caused by the efficiency that 

digitalization bring along, turned production and daily routines into digital routines. Digital 

communication and IT- based products are now common business-models in Denmark. Large 

corporations like Grundfoss produces digitally controlled and regulated pumps (www.grundfos.dk), 

while Dong Energy has a core business unit that provides intelligent power control (www.dong.dk), 

which can be controlled with a smartphone. Private corporations are at an on-going rate providing 

increasingly more components to the digital society as Christian Kjær, director for IT risk assurance 

at PwC says:  

“A lot is happening in the area of cyber security. This is partly due to the fact that 

companies today are increasingly dependent on the Internet and inter-connected with 

customers, suppliers, hosting providers etc. (…) Manufacturing companies are beginning to 

have more focus on cyber security. This is due to the fact that their production facilities are 
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supported by IT and if these industrial control systems and administrative systems shut 

down, it can have great business impact” (Kjær, 2013). 

Private corporations are also handling most of the IT operations for the state, because of the high 

rate of outsourcing and privatization of IT organization from the state as Lars Højberg, Technical 

Security Manager at TDC, says; “private corporation’s own networks, servers and systems that the 

nations are users of”. Therefore by increasing the digitalization of the society, the security of this 

public/private relationship becomes increasingly important. Because private corporations are such a 

large part of cyber security, they provide the state with many of the services that go directly to the 

public. Should they therefore be seen as a securitizing actor? Currently private companies are 

legally responsible for the systems they provide, but not for the data that is within the systems 

(Outsourcing Act). When an incident occurs private companies have no interest in going public, 

thereby no private actors are publically seen as securitizing actors. We will come back to how 

private corporations can contribute to securitizing cyberspace in the section of knowledge sharing.  

An important aspect of how Danish corporations handle cyber security within the organization is 

the common information and security standards, which are used in order to create common 

understanding between corporations.   

 

4.3.7 Information and security standards – creating a common understanding of IT security  

As mentioned in a section above, companies are not legally responsible for the data within their 

systems if they are providing a service to the state. However, when outsourcing the operation of IT 

systems and services, companies and the state can ensure themselves by outsourcing to a company 

that is certified in accordance to an information security standard. The most commonly used and 

trusted standard is ISO27001, which is an international standard. When outsourcing to a company 

that is certified ISO27001, the company is required to live up to the many criterions within the 

standard (27000.org). Public Danish organizations, like SKAT (the Danish tax authorities) are 

required to live up to DS484, which is a Danish standard (Johansen, 2013). This standard is based 

on the ISO standard and is becoming outdated and the ISO27001 is becoming the most common 

standard for both public and private actors. Companies can choose not to be certified in ISO27001 

and therefore only be compliant with parts of the standards and rather use ISO27002, which 

requires less of the company. The standards can be an active method for the state and companies to 
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choose which company they want their IT to be outsourced to and thereby these standards help 

create some level of transparency, because of the requirements. However it is merely a standard that 

describes how an organization needs to consider and implement measures.  How and what they do 

is up to the organization itself. Therefore the standards cannot be seen as a rigid and complete 

instrument that ensures IT systems in the same and in a complete way. This shows that companies 

and the government use both hard and soft laws, but also standards when ensuring IT systems and 

in the effort of preventing attacks. Both the standards and the legal frameworks do not entail 

complete and identical practices, which thereby causes different ways of securitizing across actors 

and sectors.  

 

What can be seen from the discussions above is that cyber threats have indeed been securitized 

through speech act and also through practices both at the international, European and national level. 

We have demonstrated that when securitizing cyber threats at all levels, private actors play a larger 

part of the handling of the security issue compared to other security issues, which make the issue of 

cyber security unique. At the international level benchmarks and common practices have been 

introduced. The proposed EU directive will alter the way member states deal with cyber security 

and will have an effect on the securitization process of cyber threats in Denmark due to the 

minimum demands the law includes. Although raising issues of trust, the efforts in a Danish context 

are mainly seen in the effort of CFCS and the services of GovCERT. However, although 

securitizing cyber threats, these practices have proven insufficient. We argue that with the inclusion 

of international, national, private and public actors, cyberspace has proved itself as a distinct 

security issue, including more actors than in traditional security issues and a broader range of 

issues, resulting in different types of politics. We have demonstrated that these multiple and 

sometimes conflicting securitizations made by both pubic and private actors, make exceptional 

measures less effective or impossible to implement because they only cover parts of the actors or 

parts of the issues. We furthermore argue that the use of IT systems and digitalization has created a 

more complex structure of actors involved in handling the issue, and that cyber security spans 

across all levels. The digitalization and the use of network and information systems have also 

increased the interdependence between actors and sectors within these levels, and we will therefore 

in the following section discuss these important interrelations.   

 



	   76	  

5.0 Securitizing actors and the issues of the interconnected relationship  

Our research has shown that the digitalization of both private and public sectors have resulted in an 

increased interdependence between the many actors. However, there has to date not been created an 

evaluation of the relationship between the different actors of the critical infrastructure in the Danish 

society.  

With the use of IT systems and the Internet, actors at all levels in the national and international 

community are becoming increasingly interconnected. An example of the cascading effect and the 

importance of securing the critical infrastructure was stated by Peter Hansen, Senior Consultant at 

the Danish Energy Association:  

“In September 2003 all of east Denmark and southern Sweden was under a complete 

blackout, because of a major power outage. The center of Copenhagen was out in about an 

hour, and the rest of Zealand was out for up to six hours. This put everything on a standstill 

(…) In the beginning, no one knew what was going on, not even the energy companies. 

When the value-of-lost-load was calculated afterwards, they estimated the society costs to 

be around 490 Million DKK (…) Much was learned from this experience, but it is almost 10 

years ago now, and the question is if we can still remember it” (Hansen, 2013). 

This power outage was not caused by a cyber attack, but a similar situation could occur as a result 

of a cyber attack. Thus, as Hansen explains, the cascading effect of one incident can have severe 

consequences on other actors and on society as a whole. And as there is no evaluation of the 

relationship between sectors, we will in this section discuss the interdependence between actors and 

systems at different levels in society. We aim to demonstrate that the multiple and often conflicting 

securitizations between actors, that are creating ineffective exceptional measures, are far more 

severe due to the interconnectedness between the actors created by digitalization. Furthermore, as 

opposed to Buzan et al. (1998) who claim that firms rarely have a strong entitlement to a right of 

survival, we will argue, in line with NATO as mentioned earlier, that the impact the corporations 

can have on the Danish state should give them this right.  

Based on our findings, we aim in this section to demonstrate how cyber security is a concept that 

spans across sectors, industries and connects the public and private sectors, making the 

securitization process more complex. We will argue that there is a need for public and private 

cooperation on cyber security in Denmark, because the number of actors involved in securitizing 
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cyber threats is larger than when securitizing traditional security issues. As we argue that there is a 

need for common securitization practices in order to effectively deal with cyber threats, we will in 

the following section discuss the interconnected relationship between the securitizing actors.   

 

5.1 The interconnected relationship created by IT systems  

No interdependence evaluation of the Danish critical infrastructure or research of the Danish society 

and the influence that IT systems have in this context, have been made. In order to properly 

evaluate the effects of one system being broken down by a cyber attack, this is arguably needed. As 

mentioned earlier, most of the Danish critical infrastructure is controlled by IT systems, which have 

made them more effective and more cost efficient. Mortensen from DI also argues that critical 

infrastructure is the most important aspect of the ability for society to function. It is also important 

to understand the effects that critical infrastructure has on other institutions and organizations in 

society and the interconnectedness of the IT systems. IT systems are built and run in many different 

ways, but one common feature is that companies who operate large server parks commonly host 

them. These server parks can host a variety of systems, dependant on their customers. It resamples a 

large library, where the data is not necessarily stored in an alphabetic order, but rather in the server 

that is most appropriate in size and velocity. Thereby multiple systems can be located within the 

same server and the servers are connected through cables and other technical solutions, which make 

the systems interconnected and increasingly vulnerable. Many governmental systems are also 

heavily dependent on systems such as Java that NemID is connected to, which mean that as a 

citizen of a country, there are no alternative systems if an incident occurs. This therefore makes the 

boundaries between different systems, organisations and sectors within society less apparent, as IT 

systems are the foundation of the business conducts. Poul Erik Skov Christensen (2013), Chairman 

of 3F (United Federation of Danish Workers) states that “All corporations and organizations are 

completely dependent on having a functional IT-system”. He acknowledges that these IT systems 

are significantly interlinked and today private corporations and public institutions buy IT services 

and programs that are provided by third parties because it is not cost-efficient to have these 

operations in-house. This means that multiple actors use the same IT systems, which in turn means 

that if there are vulnerabilities in a system, these actors are all affected. This can in turn create 

cascading effects, as previously discussed.  
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IT-systems can create severe situations exemplified by the Java case, which has been heavily 

debated in Denmark due to the high number of both public and private actors using the system and 

how alternatives to the system are not available. The program provided by Oracle has been under 

scrutiny and criticism due to breaches in the security frame of the program, which was detected due 

to a high number of cyber attacks and flaws in the operation of the system. Java supports the 

systems of NemID, which is a common user-based log-in solution for Danish Internet banks, 

government websites and many private corporations. The breaches and vulnerabilities of the 

program therefore have severe effects on both private and public actors.  As we argue that the 

ineffective exceptional measures make the actors increasingly vulnerable to incidents, we argue that 

there is a need for a unified strategy or approach to securitized cyber threats.    

 

It is evident that the use of IT systems and solutions has created interconnected relationships 

between actors and sectors on all levels. This relationship has been created for a variety of reasons. 

Due to the high rate of digitalization of the state there has been an increase in the dependence on 

corporations for developing and delivering IT solutions. Furthermore the privatization of the critical 

infrastructure in Denmark has increased interdependence between private actors and the state.  As 

there has been an increase in the use of network and information systems, this poses potential threat 

of hacking and shutting down vital lifelines within society, causing cascading effects between 

corporations. This is especially severe in the case of critical infrastructure, where attacks can have 

effects far beyond the certain sector. This interconnectedness, in turn, means that cyber security 

spans across all sectors, because of the possible cascading effect that a cyber incident could create 

in the Danish society. Cyber security initiatives should span across sectors in order to securitize 

cyber threats efficiently. Buzan et al. (1998) argue that distinctive patterns can define each sector, 

although they are part of a greater whole.  Although one could argue that the IT sector could be 

included as an addition to the sectors provided by Buzan et al. (1998), we rather argue that cyber 

security, as an extension of the IT sector, spans across all sectors. Furthermore many actors, such as 

companies and public organizations, are securitizing through practices by for example classifying 

threats and installing software systems. The securitization is often non-transparent and becomes 

trivialized. 
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Due to the interdependence of actors and cascading effects of attacks, caused by the use of IT 

systems and solutions, the question becomes where the responsibility of the public securitizing 

actor CFCS stops. Is critical infrastructure a delimited area where the CFCS can renounce its 

responsibility, if an attack occurs beyond critical infrastructure? We have found the question of 

responsibility one of the issues that hinder a common understanding and common actions in 

working towards a successful securitization of cyber security. Furthermore, we argue that the 

interconnectedness of the different actors, a result of the use of digital solutions, make a common 

approach to securitization even more urgent, as different politics of securitization makes 

exceptional measures difficult to agree on. The lack of a common understanding and effective 

exceptional measures will in turn increase the vulnerability of the actors affected by cyber threats. 

We will therefore in the following sections look at the relationship between private and public 

actors, between private actors themselves and between sectors.  

 

5.2 The interconnected relationship between public and private securitizing actors 

The Danish state and private actors are arguably becoming increasingly interconnected due to the 

use of IT systems. Jack Johansen states that “we (SKAT – the Danish tax authority) are dependent 

on others and the collaboration with them” (Johansen, 2013). Here Johansen refers to the private 

companies whom SKAT outsources their operations of their systems to. This clearly shows how 

public and private actors are dependent on others in keeping a high level of security within IT 

systems. This is because private companies and public organisations are cooperating through and 

with many systems, which are thereby making them increasingly connected. As we argue that the 

ineffective exceptional measures, created by conflicting securitizations, make the actors 

increasingly vulnerable to incidents, we will discuss the interconnectedness between public and 

private actors as a result of digitalization.   

Due to the high rate of digitalization of the state there has been an increase in the dependence on 

corporations for developing and delivering IT solutions, because it has become a commodity like 

many other services that the state provides through partners. Today KMD, the formally state-owned 

company, operates more than 400 IT systems that support the Danish welfare state and is one of 

many companies that do so (kmd.dk), like CSC that was mentioned earlier. There is a strong 

relationship between the state and a company like KMD as KMD provides the systems that ensure 
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that the Danish population receives key welfare benefits such as daily allowance, state pension and 

paternity and maternity allowances. Furthermore each month Danes working in the public and 

private sectors receive their salary through the payroll system provided by KMD and no longer 

receive the information by regular mail, but through email. This digitalization has therefore become 

the backbone of society, which is profoundly dependant on receiving these services on time, not just 

for the single individual, but for society as a whole. These systems and services tie all actors 

together and therefore cyber security has become an issue, not just for every single entity in the 

system, but for the systems to function as a whole.   

The state is reliant on fully functional systems provided by KMD, amongst others. Even though 

KMD has the capacity and knowledge to support the state, it also makes the state more vulnerable 

due to the lack of the state’s control of their systems. If an incident or a cyber attack were to occur 

in KMDs systems, the state would be heavily affected, as we saw in the case of CSC in the summer 

of 2013, where over a million CPR-numbers were stolen from CSC databases from the police 

register (Elkær, 2013). This strongly exemplifies the increased interconnectedness and 

vulnerabilities the Danish society is facing. This interdependence between the private and public 

actors therefore requires a strong relationship, as Rasmus Theede from KMD argues; 

 “The fact that KMD works closely with and for the state has created a strong relationship 

with state entities. I am part of a variety of forums and have close communication with 

various government entities, also with the police and defense, whom we also have more 

informal communication with. We inform them on our actions in the case of a possible 

attack. They also have an interest in getting information from us, as this gives them 

knowledge on what is happening in the private sector” (Theede, 2013).  

The privatization of the Danish critical infrastructure, like the energy sector, has arguably also 

increased the interconnected relationship between private actors and the state. The state is 

dependent on a functioning critical infrastructure and will therefore also be heavily affected by 

incidents that happen to private providers of critical infrastructure because these will compromise a 

well-functioning Danish society. It is by law (the Privacy Act and the Outsourcing Act) not the 

responsibility of the company if an incident occurs, but the state, and therefore the state is highly 

dependent on the level of security within a company. If companies choose to have a high level of 

security it is commonly considered to be a business enabler and therefore companies can experience 
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great financial damage if they are known for not having a high level of security within their IT 

services.  

Based on what is currently defined as critical infrastructure (EPCIP), Henning Mortensen from DI, 

amongst others, argues that there is a clear interdependence between the providers of critical 

infrastructure. They are composed of both private and public actors, and the relationship is 

enhanced due to the digitalization of these actors. It is therefore important that the Danish state 

focuses on providers of critical infrastructure when it comes to cyber security, because the impact 

can have vast consequences for the society.  

“There is an interdependence between the different critical infrastructures. If you for an 

example don’t have electricity, then you cannot retrieve gas, our hospitals and light signals 

wont function, we can’t pump up water and if we can’t pump up water then we have no 

electricity, which leads to a third thing not working. This can quickly turn into a domino 

effect within society, if you can shut down some of these critical infrastructure components. 

This is why critical infrastructure is the absolute most important and a good prioritization of 

the centre” (Mortensen, 2013). 

The resources of the state are limited and therefore Mortensen means that taking care of the critical 

infrastructure is first priority. This interdependence and possible cascading effect in the Danish 

society in the occurrence of an incident, arguably requires close collaboration between private 

actors and the state. However, Henning Mortensen argues that there also are interdependencies 

between the state and the corporations outside the definition of the critical infrastructure, although 

not to the same extent as the providers of critical infrastructure. Nevertheless, the effect of a cyber 

attack that severely damages the IT system of a corporation can shut the operation down, which can 

have cascading effects on the society as a whole. According to Mortensen, this could require closer 

cooperation between public and private actors because “if Lego is shut down, then about 2500 

people are not able to work, and that is of course not only a Lego issue but also a societal issue, 

because the society loose income. Here I believe that the state could play some part” (Mortensen, 

2013). As he mentions, the state currently does not have resources to help companies outside the 

critical infrastructure, and they are not included in the strategy of CFCS and therefore they are left 

to care for themselves if an incident occurs. A large company might have the finances to hire 

consultants to help them regain their ability to function, but some smaller companies do not. This 

leaves a security gap, which we will go greater into depth with later.  
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As can be seen by the previous discussion, the private and public actors are highly interconnected. 

This interconnectedness is reinforced by the use of IT systems and solutions. This means that an 

incident can have cascading effects beyond the single actor, emphasising the need for a common 

securitization, and effective exceptional measures.   

 

5.3 The interconnected relationship between private securitizing actors  

A vast majority of private actors within the critical infrastructure are operating with digitalized 

devises and services. Christian Kjær at PwC argues that “companies today are increasingly 

dependent on the Internet and inter-connected with customers, suppliers, hosting providers etc.” 

(Christian Kjær, 2013). This shows how corporations have become increasingly interconnected 

because services are tied to IT systems. We argue that there is a need for a common approach to 

securitization in order to implement effective exceptional measures, and in order to make the actors 

less vulnerable to incidents as these can have severe cascading effects. We will therefore discuss the 

interdependence between private actors. Private actors have, as Lars Højberg from TDC argues, 

increasingly recognized that corporations are vulnerable to many of the same cyber threats.  

“I see a large increase in attention towards cyber security from organizations and private 

corporations whom we work and collaborate with. This is caused by the change in threats 

and the increase in attention from the media. Many fear that; ‘if it can happen to my 

neighbor, then it can happen to me’. This is a line of thought more and more companies 

have. The issue of hacking is by now something everyone can relate to” (Højberg, 2013).  

The level of security within the company can affect many customers of TDC, both individuals and 

other private actors. This line of thought is also enhanced by the fact that corporations use services 

of other corporations. The effect of this is that if one private actor experiences a cyber attack, it can 

affect the rest of the supply chain. Christian Kjær from PwC argues that corporations, such as 

manufacturers, are beginning to have increased focus on cyber security, as their production facilities 

are supported by IT. If these industrial control and administrative systems shut down, it can have 

critical effects on the business on the corporation because IT is a core business enabler. Jørgen 

Sørensen from Deloitte further explains: 
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“If we look back, then cyber security has become more and more important, but never really 

crucial for the existence of a company, like it is today. If you don’t have a certain level of 

security, then you cannot conduct any business in this digital world” (Sørensen, 2013).  

This shows how private actors and the level of security they have can greatly affect others. Private 

actors are regulated by soft laws and benchmarks and are therefore securitizing in many different 

ways and implementing exceptional measures of their own choice. This creates various 

securitizations, which can have great influences on other parts of society. We will in the following 

section look at the interdependence between sectors and how the Danish legal system influences 

this.  

 

5.4 The interconnected relationship between sectors 

Sectors as defined by Buzan et al. (1998) cannot be completely separated and, as Henning 

Mortensen from DI argues the interdependence of both sectors and networks results in cascading 

effects if one system is attacked. This means that an attack that breaks down a part of the Danish 

critical infrastructure can have effects far beyond this. However, Denmark has implemented 

sectorial responsibility, where sectors are delineated clearly. This sectorial responsibility therefore 

does not take the interconnected relationship into account.  

Nevertheless, we argue that if one sector has a lower level of security, this will influence another 

sector although they do not have a direct part in the attack. If one successfully shuts down the 

energy sector, this influences many other parts of society and therefore there is interdependence 

between what is officially defined as critical infrastructure and what is not. As Peter Hansen from 

the Danish Energy Association argues, the clients of the energy sector are not promised electricity, 

but are encouraged to have a backup if they depend on electricity, like hospitals usually have a 

backup generator in case of emergency. Hansen therefore also argues that the cost of breaking down 

an energy system goes far beyond the loss of the energy company.  This means that although the 

responsibility of securing energy supply is a sectorial responsibility of the Danish energy sector, the 

effects of a lack of energy supply can reach far beyond this sector. Furthermore, as the institutions 

and corporations operating within the different sectors are increasingly interconnected due to the 

use of various IT systems and networks, this creates a stronger interconnectedness between the 

sectors. It can therefore be argued that the sectorial responsibility is problematic when working with 
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the issue of cyber security.   

Concerning the critical infrastructure, the interdependence of using various network and 

information systems pose potential threat of hacking and shutting down vital lifelines within 

society, causing cascading effects between actors within the sectors. An example of this is the one 

of Estonia as mentioned earlier. Till date there has not been a coordinated cyber attack on Denmark, 

mainly hackers that aim their efforts towards economical profits.  

Henning Mortensen argues that the separation between actors included in the definition of critical 

infrastructure and other companies, is not clear-cut. This is, among other things, because the effect 

of shutting down one company, and thereby one sector, can result in other corporations both within 

and outside the definition of critical infrastructure being hindered in executing their operations and 

that the state should and could play a larger part of securing the IT infrastructure and make 

coordinated efforts. Mortensen argues that the state must securitize more than merely the critical 

infrastructure, because the societal consequences of an incident are too great. Without securitizing 

beyond the critical infrastructure, effective exceptional measures cannot be taken. These effective 

exceptional measures are however vital, as we have demonstrated by the cascading effect of an 

incident.  

 

Due to the interdependence, private actors are an important part of the securitization process of 

cyber threats. We therefore argue that not only do the corporations have a right to survive, in 

reference to the securitization theory, but there is, more importantly, a need for them to survive. A 

close collaboration between private actors and the state is required in order to securitize cyber 

threats to a sufficient extent, and in order to implement effective exceptional measures. As 

demonstrated, the conflicting securitizations make exceptional measures ineffective as they only 

cover parts of the actors and parts of the issues, and these ineffective measures make the actors 

vulnerable to incidents, due to digitalization and the use if IT systems. Furthermore the diverging 

securitizations and the lack of effective exceptional measures generate distrust, lack of knowledge 

sharing and create issues with the placement of responsibility. We will therefore discuss these 

challenges in the following section. 
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6.0 The challenges of implementing effective exceptional measures  

Cyber security can be seen as a floating concept, which increases the complexity of the security 

issue. Cyber security spans across both sectors and levels and unlike traditional security issues it 

involves a variety of actors, including both public and private actors. We argue that the many 

actors, with their divergent politics of securitization make exceptional measures difficult to agree on 

and ineffective, because they do not cover all issues and actors. The issue therefore becomes what 

the challenges of divergent securitizations by different actors are? And what the result of inefficient 

exceptional measures is? In this section we aim to demonstrate that there also are divergent 

opinions on where the security responsibility should be placed, and hence also on who should 

securitize and how it should be done, resulting in a security gap. Furthermore, we demonstrate that 

the ineffective exceptional measures generate distrust and lack of knowledge sharing.  

 

6.1 Conflicting opinions on the distribution of responsibility between actors 

The issues that have become apparent from the previous discussion is the floating nature of cyber 

security, and where the responsibility of cyber security should be placed. Legally the responsibility 

is placed with the company or organization that “owns” the data, as seen in the Privacy Act and 

Outsourcing Act, but is it enough to create a strong infrastructure in order to securitize cyberspace? 

As opposed to traditional security issues, cyber security is thus dependent on actions from 

corporations as well as the state, which means that in order to fully securitize cyberspace, actions 

cannot only be taken at a political level, but must also be a focus within the corporations. We aim to 

demonstrate that the divergent securitization practices by the different actors are, among other 

things, a result of conflicting opinions on the distribution of responsibility. These conflicting 

opinions result in a security gap, which hinders an effective securitization through exceptional 

measures. We will therefore discuss the distribution of responsibility between private and public 

actors.  

 

6.1.1 The placement of responsibility for implementing exceptional measures  

The Danish state has securitized cyberspace by framing it as a security issue through both speech 

act and practices, as mentioned earlier. The establishment of CFCS and offering services to private 
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corporations shows how the state has acknowledged that there is a need for cooperation between 

public and private actors in order to be prepared and resilient. However, the division of 

responsibility is not clear-cut, because some areas seem to be left unconsidered, hindering effective 

exceptional measures. Based on the interviews conducted, we argue that there is a blurry line 

between what the Danish state is doing, what the corporations are doing, as well as what 

corporations and interest groups expect the state to do. Kofod Olsen from the Council for Digital 

Security highlights these boundaries, and argues that there is need for a better cooperation between 

the state and private organizations and that there especially is a need for more coordination when it 

comes to the distribution of responsibility. All private organizations and public institutions 

interviewed recognize that they themselves are responsible for securing cyber security within their 

own organization, as they are required to by law (Outsourcing Act §4 & the Contingency Act §24). 

How far this responsibility reaches, however, differs to a great extent between the actors as these 

conflicting and competitive securitizations make exceptional measure difficult to agree on. 

According to Henning Mortensen the responsibility for the level of security is placed sufficiently 

where it is. It is, by law placed with the owner of the data, which he thinks is the right placement. 

He argues that it is important that the state places focus on cyber security, but that the responsibility 

for securing the private actors from attacks should be with the corporations themselves. According 

to Mortensen, this is because securing the private actors from cyber attacks is benefitting the 

corporation on all levels. Furthermore, large corporations often have the capabilities that are needed 

in order to secure the IT system. They also interact with a long list of security providers like 

Symantec, who deliver antivirus and firewall solutions, somewhat the same services as GovCERT 

provides. From the interviews conducted with large private corporations, such as TDC, Nordea and 

ATP, it seems that these private actors are uncertain as to what the state is currently doing on the 

issue of cyber security, as well as to what the public actors can contribute with, that the private 

actors are not already handling themselves. And while CFCS sees the private actors as their direct 

stakeholders, these organizations prefer using commercial solutions for securing the organization. 

The private actors interviewed also use the services of other private security providers rather than 

the services provided by GovCERT, because they are unsure of what GovCERT can actually 

provide. It is unclear what GovCERT can provide that Symantec cannot. Many are also altogether 

unfamiliar with the services provided by GovCERT. Furthermore, it is evident that the private 

actors perceive GovCERT as a commercial service that are in direct competition with other 

commercial services, such as Symantec. Peter Hansen states that  
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“We have a dialog with GovCERT, understood in the way that they are relatively new, and 

we are interested in knowing what they can offer us compared to other commercial services 

from IBM and such. We see these warning services from GovCERT like a commercial 

service, and we expect that other service providers, like IBM and Microsoft, can provide 

similar services as GovCERT can” (Hansen, 2013).  

As this shows, many are unsure of what GovCERT can provide. Some private actors are also unsure 

of what a closer collaboration with the state could result in. This seems to be the case of ATP where 

Søren Olsen, CISO at ATP, mentions that “I can neither see any point in having a closer 

relationship with the state, nor on what issues this collaboration should concern.” It seems as 

though the private actors perceive security to be the responsibility of the corporations, but that the 

public actors could provide information on trends in cyberspace, such as recent viruses and types of 

attack. Jacqueline Johnson from Nordea argues that GovCERT should warn companies if they have 

new intelligence information that would be beneficial for Danish corporations. Currently there is 

not an issue with the division of tasks concerning cyber security, but rather that the state has not 

sufficiently defined its own responsibility as Kofod Olsen argues:  

“Corporations have the responsibility of delivering products of a certain standard defined in 

a contract, but when the state purchases a product or a service that is implemented on a 

national scale and when use is required from all citizens and corporations, the state also 

has an obligation to ensure for a reliable fail-over system. We see banks doing this. Why 

shouldn’t the state do it? It is the public infrastructure that's at stake. In my opinion it is a 

big problem that the Danish state currently seems not to acknowledge and take on this 

obligation” (Kofod Olsen, 2013).  

As this shows, in spite of the legal division of responsibility, actors are expecting the state to make 

a coordinated effort to ensure parts of the digitalization, which influence others significantly. Kofod 

Olsen thus argues that there is a need to acknowledge the importance of ensuring cyber security 

from the states perspective, and supports a stronger collaboration between public and private actors. 

In line with this argument from Kofod Olsen, Mortensen argues that there is a need to do more in 

order to ensure a reasonable collaboration between the private industries and the public sector in 

general and more so with regards to critical infrastructure.  
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“If we start talking about areas where private companies provide critical infrastructure such 

as electricity, water, heat, healthcare services, then we enter a field where the public sector 

plays a more important role towards the companies that provide these services” (Mortensen, 

2013). 

Both public and private actors acknowledge the importance of securing the critical infrastructure, 

which is critical for sustaining a functional society, and that it should be a co-responsibility between 

the public actors and the private providers of critical infrastructure. However, as we have previously 

discussed the importance of interdependence between public and private actors, and the possible 

cascading effect of a cyber attack, how should cyber security be handled in the corporations outside 

the critical infrastructure? As these private actors are not included in the stakeholder list of CFCS 

and there are divergent securitizations and opinions on the distribution of responsibility, we argue 

that the result is a security gap. This will be discussed in the next section, as we argue that the 

security gap results in ineffective securitization. 

 

6.1.2 Security gap – A lack of coordinated efforts when implementing exceptional measures 

The Danish state has securitized cyber threats by including the private actors in the critical 

infrastructure. We argue that the securitization and exceptional measures are ineffective as it only 

covers parts of the actors, resulting in security gaps that need to be covered because of the 

interconnectedness between sectors and systems. These security gaps exist because there are private 

actors that are not offered state services; services that are arguably needed in order to efficiently 

deal with cyber incidents in the organization. The fact that CFCS does not include corporations 

outside the critical infrastructure makes cyber security incidents become more critical for the 

medium and small sized corporations. They do not have the same resources or capabilities, as the 

larger corporations, to deal with cyber security issues. It is therefore unclear who the corporations 

outside the critical infrastructure should turn to both before and after a potential cyber attack, 

something Jacqueline Johnson from Nordea argues is a great problem: 

“When something happens to small and medium sized companies then they have a really 

difficult time sorting it out. Nordea is a large corporation and we have our own CIRT team, 

which other medium sized companies do not have. When companies do not have this or 
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procedures, then an attack just gets worse, because it goes so fast and the solution is not 

calling the police” (Jacqueline Johnson, 2013).  

Johnson thereby shows how there is a security gap when dealing with cyber security, because not 

all actors have the same capabilities and are not secured to the same extent. Due to the 

interconnected relationship between sectors, corporations and public actors, the lack of focus on the 

corporations outside the definition of critical infrastructure can cause severe effects. If a company 

outside critical infrastructure is attacked and does not possess the appropriate means to deal with the 

attack, this can cause cascading effects far beyond the specific actor. Kirstine Rytter states that 

“there is a need, especially for small and medium sized companies, to receive counselling on what 

to do about threats and to receive warnings about these threats” (Rytter, 2013). Not only is there a 

need to help securing small and medium sized companies, but these private actors might need this 

counselling more than the larger corporations due to lack of resources.   

Securing smaller corporations is also important as the motivations for cyber attacks are not only 

economically motivated, but are politically driven, as was the case of the shutdown of the 3F 

website and the direct attacks on their internal infrastructure. This means that the realm of what 

should be secured has reached new limits, which ads on to the complexity. The issue that 3F was 

faced with during severe cyber attacks on their network in 2012, were of severe character, and had 

consequences for many of its members. 3F referred the case to the police, but because 3F is not 

included in the critical infrastructure, they experienced that they were under-prioritised and that 

they were not recognized to the extent that was needed. Jørgen Sørensen (2013) from Deloitte 

argues that “There is no doubt that if DONG was attacked, then GovCERT would help in a 

completely different way than in the case of 3F”. This criticism of the state shows the security gap 

and how some private actors are not provided the same security services. 

Due to the under-prioritisation, 3F therefore decided to solve the issue by the use of commercial 

solutions.  In this case they turned to the private consultancy firm Deloitte, who efficiently solved 

the case. As 3F is a resourceful organization, the expenses that were needed to find a solution were 

tolerable. However, this is not the case for all corporations outside the definition of critical 

infrastructure. This means that smaller and less resourceful companies would have great problems 

in dealing with the severity of cyber threats, as they do not have anyone to turn to for advice or 

help. The result may be that there is less focus on cyber security than necessary and it becomes 

evident that there are differences in opinions as to who should protect what, and to what extent the 
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state should be responsible for securing private organizations. Based on own experience and in line 

with other interviewees, Poul Erik Skov Christensen from 3F argues that: 

“The corporations that have smaller IT departments, and therefore less expertise, than we 

have, are basically left on their own to solve issues related to a cyber attack. The state 

should prioritize cyber security to a far greater extent than they are currently doing, and 

offer their support to organizations when such incidents occur” (Skov Christensen, 2013).  

Based on the interviews, we have thus found that although both the private and public actors are 

securitizing cyberspace by framing it as a security issue for the Danish society as a whole, the result 

has been divergent securitizations. These different securitization practices have resulted in 

diverging opinions as to where the responsibility of cyber security should be placed. There is an 

evident need for coordinated and clear distribution of responsibility, as the corporations can have 

immense impact on the functioning of the Danish society. We therefore argue that these private 

actors operating both within and outside the critical infrastructure should have the right of survival 

and that the public actors should include private actors into the distribution of responsibility, in 

order to create common securitization practices and implement efficient exceptional measures. A 

sufficient distribution of responsibility, however, requires actors to share knowledge and 

information on how to deal with cyber security. We argue that the divergent and conflicting 

securitizations make exceptional measures difficult to agree on, and generate distrust and lack of 

knowledge sharing. We will therefore focus on this in the following section.  

 

6.2 The lack of knowledge sharing and its impact on effective exceptional measures 

We have demonstrated that the multiple and divergent securitization of cyber threats has made 

exceptional measures difficult to agree on and the measures adopted are ineffective because they 

only cover parts of the issues and actors involved in the securitization process. We aim in this 

section to demonstrate that this has generated distrust and lack of knowledge sharing, as we through 

the interviews conducted have found that there is a common understanding of lack of knowledge 

sharing between both public and private actors, and between the private actors themselves, due to 

lack of trust between actors. Knowledge sharing is, however, needed in order to create common 

securitization practices and implement efficient exceptional measures, as cyber security is difficult, 

if not impossible, to handle without full knowledge from all actors.  
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6.2.1 Knowledge sharing between public and private securitizing actors   

Caused by the strategy of the state, through the Finance Act of the current government, cyber 

security from the states perspective is mainly handled by CFCS. We will in the following section 

look at the current knowledge sharing between the public and private actors and the potential 

challenges to common securitization practices the lack of trust poses. There is a common 

understanding between all our interviewees that knowledge sharing is not only important between 

corporations, but also between the state and corporations because: “The lack of openness and 

knowledge sharing between organizations basically make it far easier for hackers to operate and 

execute terror” (Skov Christensen, 2013) and currently “Amongst companies there is absolutely no 

openness about the attacks they are suffering from” (Sørensen, 2013), which is a great difficulty in 

the development of a coordinated and complete effort within cyber security.  

Our interviewees commonly agreed on a definition of sharing obtained knowledge, as a mutual 

process where everyone is involved and contribute with knowledge and thereby everyone learns 

from each other’s experiences. The newly opened CFCS has retrieved information from many of 

our interviewees to build their analysis on, but none of them have experiences that CFCS has ever 

contributed with any information other than their general evaluations of the level of threat provided 

on their website. Jack Johansen from SKAT explains the relationship as the following: “They 

(GovCERT) can only give counselling, so we only receive advice from them and it is not like they 

are active and go in and help in any way” (Johansen, 2013), which further builds on our argument 

of a security gap. As an extension of this statement, there is a general agreement that CFCS could 

benefit from being an informational agency. By the information that CFCS receives, they could 

generate broad analyses, that are not publicly available, but available for their collaborative partners 

and thereby the information would be held classified, anonymous and not available for the general 

press. As a consultant Jørgen Sørensen from Deliotte often experiences how private corporations 

call upon his help because the help and information the state provides is not satisfactory: “I still 

mean that the state could play a bigger part in regards to sharing information. They could make 

some proper informational campaigns” (Sørensen, 2013). However, an informational campaign 

could clash with the placement of CFCS, because the information dealt with in CFCS could be of 

classified character and therefore not possible to share.  

The potential of CFCS is not fully taken advantage of according to the interviewees from the 

private sector. Henning Mortensen from DI believes that CFCS has not proven to their stakeholders 



	   92	  

and the public, what the benefits of collaborating with them are, which could be the reason for why 

only one company uses the services of GovCERT. Rasmus Theede from this collaborative 

company, KMD, says:  

“Although we (KMD) are not experiencing great effects of GovCERT yet, (…) there are 

many other systems that offer some of the same services as GovCERT. We are not receiving 

substantial warnings at the moment, and therefore it is more symbolic as we want to support 

the initiative. We hope that within a few years, with among other things, the implementation 

of the new EU directive, there will be more action, as there will be higher requirements from 

the state on this issue” (Theede, 2013). 

By Theede stating that not much is provided by the state, this shows the general opinion on the 

ineffectual outcome of the current cooperation between CFCS and the private actors. GovCERT has 

not stated an example of what they are capable of to many of their stakeholders and Rasmus Theede 

further explains that KMD helps GovCERT more than GovCERT helps them (Theede, 2013). KMD 

also sees the services that they purchase4 from GovCERT as a way of creating a good relationship 

with one of their biggest clients, the state. A company like Nordea, which is not monitored by 

GovCERT, but provide them with information, also sees the information that they provide 

GovCERT as insurance, in a case of an emergency. The one company that does fully collaborate 

with GovCERT, namely KMD, is very open towards the collaboration and only have few 

limitations towards it:   

“We only have few restrictions in a collaboration with GovCERT, but we are of course 

restrictive on the data that we distribute and on who should have the opportunity to read it. 

GovCERT does not read through the data, but rather look for recognizable patterns in the 

data in order to see if there are any attacks under way. The more corporations that sign on 

to the services of GovCERT, the greater possibility the state has to get an overview over 

existing threats“ (Theede, 2013). 

Not all agree with Theede on having a carefree relationship with CFCS and the services of 

GovCERT, because the probes can be used for surveillance and retrieving information from a 

company rather than monitoring potential attacks towards the company.  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
4 The services from GovCERT have a yearly cost of 82.360 DKK (Holm, 2013). 
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Currently there are no incentives for sharing knowledge between public and private actors, apart 

from the purpose of keeping a close and good relationship with the state. Most companies are not 

sharing information because of the competitive advantage they are trying to obtain by not sharing 

knowledge on how to prevent and be resilient towards an attack. The reputational damage that the 

leak of information about their vulnerabilities can have would also be large. The lack of sharing 

knowledge is well recognized by many and as mentioned earlier, within the EU proposal, it will be 

demanded of companies to report incidents so the state can have a general idea on the level of 

threat. The incentive structure in general for companies sharing knowledge between the state and 

corporations is very vague, but as Jack Johansen from SKAT says:  

“I think that there will be an increase in the attention and awareness in the way information 

is being handled. This is to ensure that it is handled with care by exposing the security 

breaches. This will heighten the security level and will create a better basis for preventing 

incidents” (Johansen, 2013). 

Even though many agree that sharing knowledge between the different actors and having an open 

culture when it comes to cyber security is important, many private actors still think that sharing 

information about a company’s vulnerability is not beneficial for the company’s ability to compete 

on the market. Therefore many refrain from sharing information about the attacks that occur on a 

daily basis. With the new EU proposal more openness is required and Henning Mortensen is 

relatively positive towards the proposed EU directive, as he believes that it could potentially break 

down the barriers for sharing information. He also argues that the new EU directive will increase 

the transparency, which is a positive development. “There is a lot of taboo in regards to attacks at 

the moment, but it happens to most companies and the more you share experiences with others, the 

better we all can prepare for similar incidents” (Mortensen, 2013).  Thus the lack of openness and 

knowledge sharing hinders efficient securitization, as it creates divergent approaches to cyber 

security. Lars Højberg from TDC agrees with this and further elaborates:  

“The fact that you rapport the incidents is something I think is positive for Denmark, so you 

are a part of creating a legitimate national and international overview of what threats are 

most relevant. Thereafter one could rapport these results anonymously to the media, which 

would be healthy for the development of cyber security, because this would help many 

CISO’s communicate this to the management and heighten the level of security” (Højberg, 

2013) 



	   94	  

However, some disagree with Højberg as the EU proposal might not benefit the companies that do 

report incidents, as they would appear weaker than the companies who rapport less. It is argued that 

it is difficult to control if companies are actually reporting all their incidents or just some, in order 

to protect their reputation. The question is therefore, who would ensure that the private actors report 

all incidents? Birgitte Kofod Olsen argues that the EU directive might not create transparency and 

knowledge sharing, because one cannot be sure that all companies are doing the same, and the 

consequences are too great to be fully transparent if others are not (Kofod Olsen, 2013). Therefore 

the EU incentive structure, which by law is trying to make companies report incidents, is vague in 

its effort. The general agreement is that more cooperation would benefit both the state and private 

corporations, as Kirstine Rytter mentions: 

“This secrecy in regards to incidents is something we have to work on, one way or another. 

We here in Digitaliseringsstyrelsen, would like a greater cooperation between Center for 

Cybersecurity and other public organisations, so we can talk about what issues there are 

and what we can do about them in the future. I think especially private corporations have a 

hard time breaking with this secrecy, because it can cause reputational damages out of 

proportions” (Rytter, 2013). 

Nevertheless, there seems to be a potential trust issue, especially concerning the international 

corporations operating in several countries. Several interviewees point to the fact that there are 

many companies in Denmark that might be partly or completely owned by foreign interests. These 

corporations may have an issue with sharing confidential information with Danish authorities. 

Jørgen Sørensen states that “there is a trust gap between the Centre for Cyber Security and 

companies. One could easily imagine that an international corporation would decline the Danish 

state getting involved” (Sørensen, 2013). Thomas Kristmar from CFCS, on the other hand, argues 

that, in the end, it is a matter of culture whether they wish to use the services of GovCERT or not. 

According to the theory of securitization, in well-developed countries the military and therefore the 

intelligence services have been carefully separated from the normal politics and thereby also the 

public and private corporations (Buzan et al., 1998). This is therefore very much in line with the 

argument that private actors might be hesitant towards having an intelligence service being able to 

monitor all the information going through and from the company, because the military becomes a 

part of the public agenda.  
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We therefore argue that there are clear trust issues between private and public actors. These trust 

issues are generated by the divergent securitizations and the different opinions on suitable 

securitizing practices. It is obvious that private actors have issues with sharing information and 

knowledge with the state, which we argue is needed for the implementation of efficient practices 

and exceptional measures. However, Søren Olsen from ATP argues that knowledge sharing 

between private actors is far more important than cooperation with the state. There seems to be a 

trend that the private actors prefer using networks of private corporations, where Chief Information 

Security Officers meet and share experiences. Nevertheless, although there is more knowledge 

sharing between private actors themselves, we demonstrate that there are also evident trust issues. 

We will therefore discuss knowledge sharing between private actors in the following section. 

 

6.2.2 Knowledge sharing between private securitizing actors 

As mentioned earlier, a common acknowledgement derived from the empirical data is focused on 

how knowledge sharing is important in creating resilience towards cyber attacks. Private and public 

actors are not sharing large amounts of information and knowledge, and it seems as though 

companies prefer sharing certain information and knowledge with other companies either within or 

outside their own industry.  Companies rather use the many forums for Chief Information Security 

Officers. Here they meet and discuss current trends, issues and threats. A common finding in the 

empirical data is however, that most companies admit that they are generally not inclined to be very 

open about the attacks that the company they work for are subjected to. The reason for not sharing 

information on cyber attacks is caused by the non-beneficial nature of showing weaknesses in the 

companies’ security infrastructure. By showing weaknesses, it can cause a negative effect on stock 

prices, potential partnerships, loss of current partnerships, reputational damage, among other things. 

We argue that the lack of trust and willingness to show weaknesses hinders common securitizing 

practices and the implementation of effective exceptional, because full knowledge is not being 

transferred between actors, which are mainly left to develop strategies on the basis of own 

experiences. Private actors share knowledge with many different intentions. One example is when 

companies engage in new business opportunities. Then they are using the expertise from other 

companies that have had similar business ventures. However knowledge is based on how to build a 

resilient infrastructure, and not on showing the effects of the attacks. Here the state does not guide 

or help companies on how their IT infrastructure can be protected or how other companies have 
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acted when venturing abroad. The lack of informative structure the state has in cyber security 

therefore caused the companies to create informal relations and thereby guide each other 

(Anonymous source, 2013). 

The knowledge sharing does not exist in set forums and is something shared between private 

networks and acquaintances across sectors, which is commonly limited to the companies who are 

processing large amount of data and have large annual revenues. This therefore leaves out many 

other smaller companies who potentially could suffer the same type of loss. Two forums that many 

CISOs use are the ‘Chief Information Security Officer forum’ and the ‘Information Security 

Forum’. These forums are often used to “share and discuss experiences and knowledge on incidents 

and solutions to security issues” (Olsen, 2013). They are informal forums, and  

“The information we share in the forums is valuable. As corporations often meet the same 

challenges when for example implementing new systems, we might as well share knowledge 

and help each other, as well as getting others opinions and concerns on different issues. We 

are very open in the chief information security officer forum, because we all agree that what 

is being said within the forum is not communicated to third parties” (Olsen, 2013).  

Søren Olsen from ATP further elaborates on the informal meetings the forums have and says that he 

cannot imagine having a formal collaboration with other corporations. However, one sector that is 

known for being the only sector that shares knowledge within the sector is the financial sector. This 

sector has for many years experienced coordinated attacks, and therefore the actors within this 

sector are well aware that it does not give them a competitive advantage not sharing obtained 

knowledge. According to Jørgen Sørensen from Deloitte and Jacqueline Johnson from Nordea, this 

is because each actor is aware that it could potentially be under attack at any point in time. 

“Sharing information is a good way of helping each other and I have never heard about 

anyone who has misused the information, so we (within the financial sector) speak rather 

openly, well, we don’t have to say anything specifically, like how big our losses have been” 

(Johnson, 2013). 

This shows how the actors in the financial sector, which have been subjected to a vast amount of 

attacks for many years, have found it necessary to share knowledge amongst each other. Other 

sectors are generally more hesitant in sharing knowledge about their security experiences like Lars 
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Højberg from TDC explains: “Openness is not necessarily defined in one way, one thing is 

openness in the public. Not a lot of companies are interested in showing their weaknesses in public, 

because this can influence their business” (Højberg, 2013). Because having a strong level of 

security is a business enabler KMD uses a general rule and do not share knowledge with 

competitors but:  

“I can see that there are benefits from knowledge sharing with competitors, and we share 

knowledge to a certain extent. The corporate world of cyber security is quite small, where I 

obviously know and talk to many people. But we try not to share too many ideas and 

solutions to cyber security issues, because that is part of our know-how. So there is a certain 

degree of trade secrets. (…) I am part of a variety of chief information security officer 

forums, and if there are competitors in the forum, there are limits to what can be shared and 

discussed. Therefore I am attempting to be part of forums where competitors are not 

members” (Theede, 2013). 

It thus becomes clear, that even though private actors prefer exchanging information with other 

private actors, the amount of knowledge shared is limited. We argue that this is hindering a 

successful securitization of cyber security, as well as hindering the implementation of efficient 

exceptional measures.    

Noticeably, sharing knowledge might in theory be a good solution when trying to further develop 

the security within cyberspace, but are there any complications other than the hesitations from the 

companies? Going back to the theory of securitization, securitizing an issue causes exceptional 

measures to be taken. By using exceptional measures, this allows measures outside “normal” 

conducts to be taken. We argue that measures that are being taken are not only a result of speech 

act. Rather than using the services provided by GovCERT, private actors implement measures by 

installing software and implement surveillance. Therefore securitization is seen as a process of non-

transparent practices. Thereby we see two potential problems on the issue of knowledge sharing and 

securitizing cyber threats. The first is that companies being monitored by the probes from 

GovCERT can be used for surveillance purposes if the government sees it necessary. The Danish 

Intelligence Services are exempt from the Privacy Act and they thereby do not need permission 

from the company to monitor the information flow. The second issue we find in accordance to 

exceptional measures and the sharing of information is that if companies are forced to share 

information in accordance to the EU proposal, surveillance will be used to insure that the 
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corporations are actually reporting all the incidents that they are suffering from. In this context, 

many companies are not aware of the attacks they are suffering from and some companies might be 

subjected to something they are not fully aware of. These two concerns are also very much in line 

with Jørgen Sørensens argument that there is a trust gap between the state and corporations, because 

knowledge sharing is a potential viability for these firms. We find that there are issues in having a 

completely open structure, because exceptional measures can be taken and thereby create a 

surveillance culture that the companies might not be interested in. 

 

We argue that there are two main issues that are hindering efficient securitizing practices, and 

thereby effective exceptional measures in Denmark. We have demonstrated that the many actors, 

the broad range of issues and securitizations, as well as the sensitivity of cyber security have 

generated these issues. Firstly, there seems to be an issue with the distribution of responsibility 

concerning cyber security. There are uncertainties and disagreements as to what the public actors 

are doing, what the private actors are doing, as well as what private actors expect of the state. 

Moreover, there are divergent opinions as to how close the collaboration between the public and 

private actors should be. The security gap that has emerged, due to the lack of focus on the smaller 

corporations outside the critical infrastructure, is an important issue, considering the 

interdependence that IT systems have created. Secondly, there is a great issue of lack of knowledge 

sharing, based on distrust. Private actors seem reluctant to share information with the state due to 

issues of trust, although some would like to rely on the state in the event of an incident. And even 

though private actors to a greater extent share information and knowledge with each other than with 

the state, “the industry suffers from lack of openness from all companies” (Højberg, 2013). We 

have thus demonstrated divergent politics of securitization make exceptional measures difficult to 

agree on and ineffective, because they do not cover all issues and actors. Furthermore, there are 

divergent opinions on where the security responsibility should be placed, and hence also on who 

should securitize and how it should be done, resulting in a security gap. Additionally, we have 

demonstrated that the ineffective exceptional measures generate distrust and lack of knowledge 

sharing. 
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7.0 Concluding remarks - Empirical findings and theoretical contributions  

Digitalization has come to dominate all levels of society, ranging from individuals to large 

enterprises and states. The efficiency of digitalization has, however, also created security issues. 

Cyber attacks occur on a daily basis with or without actors knowing about it, and the number of 

attacks continues to rise. It has therefore become a core security issue in modern society. This 

motivated us to go further into depth with the puzzle of why it is difficult to implement effective 

exceptional measures in spite of the securitization of cyber threats, and has therefore been the focus 

of our research. In this section we aim to illustrate our findings and our theoretical contribution. 

Furthermore, as we see the issue of cyber security as highly important, we will also recommend 

further research based on our findings.  

 

The Danish government has securitized cyber threats through both speech act and practices. Cyber 

security was included in the official national security agenda in Denmark through the Act of 

Finance, which resulted in the establishment of the Centre for Cyber Security on the 1st of January 

2013. Beyond the Danish borders actors both at the international and the European level have 

securitized cyber threats and have implemented directives, standards and benchmarks on cyber 

security, all affecting the measures taken on this security issue in Denmark. Furthermore, the EU 

has proposed a new EU directive in order to ensure a high level of network and information security 

across the Union. The issue of cyber threats is therefore moved out of normal politics and onto the 

security agenda. According to the securitization theory this creates a state of exception, which 

requires exceptional measures to be taken. However, although securitizing cyber threats, these 

practices presuppose the involvement and compliance of all actors and have proven insufficient in 

implementing effective exceptional measures. As private actors own most of the networks and 

services and operate servers and systems for the state, they are vital in securing cyberspace. Private 

actors therefore play a larger part in the handling of the security issue when compared to other 

security matters, and we find it crucial that this is acknowledged by the state. We have thus 

demonstrated that a state-centric approach cannot be taken, due to the importance of the private 

actors in the securitization process, making the issue of cyber security unique. The many actors 

involved in securing cyberspace create diverse and competitive securitizations through practices 

rather than speech act. As demonstrated, the actors at these levels include both the state (public 

actors) and companies (private actors) and the measures taken include different software and 



	   100	  

practices that comply with the soft laws to which they are required to be aligned with. Moreover, 

many companies and public institutions are compliant with international standards, such as 

ISO27000. However, this is a standard where companies themselves can choose which measures 

they want to implement in order to comply. This generates different and sometimes conflicting 

exceptional measures between actors in the securitizing process.  

Furthermore, we have found through our research that all actors and sectors are interconnected. 

This interdependence between sectors, actors and levels emphasises the need for a coordinated 

effort in implementing exceptional measures. However, as demonstrated, the many actors involved 

in the securitization process and the interconnectedness between these, create multiple 

securitizations making exceptional measures ineffective. The interdependence of network systems 

can create cascading effects as a result of a possible attack, and distinguishes cyber security from 

other security areas. Although the networks of organizations and institutions are not necessarily 

directly connected, the magnitude of the effects a possible attack would go far beyond the computer 

networks themselves. We therefore find it crucial to re-evaluate the definition of critical 

infrastructure in Denmark because IT systems are controlling the majority of operations. By re-

evaluating the definition based on the EPCIP rapport from 2004, the Danish government would be 

able to make a comprehensive national strategy, which we also find critical for the securitization 

process of cyberspace. A national strategy is required because of the interconnectedness between 

the sectors, actors and systems, as an attack could “compromise systems and networks in ways that 

could render communications and electric power distribution difficult or impossible, disrupt 

transportation and shipping, disable financial transactions, and result in the theft of large amounts 

of money” (CSTB, 2002: 6). An attack could therefore not only break down the critical 

infrastructure of a nation, but also have cascading effects beyond this. This is in line with our 

argument that cyber security is not a state-centric issue and therefore it creates a need for all actors 

to be involved in the securitizing process. Furthermore, the IT networks have also broken down the 

traditional boundary of the nation state, as cyberspace is borderless in its nature. This means that it 

is possible for perpetrators to operate from a distance, making it far more difficult for the state to 

protect the nation and its infrastructure from attacks.  

Through our findings we have emphasised the effects of the exceptional measures taken and 

demonstrated that they become ineffective and generate distrust. This distrust causes an absence of 

knowledge sharing between public and private actors. Private actors are unwilling to share 
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information with the state due to the placement of the Centre for Cyber Security within an 

intelligence agency.  As CFCS is exempt from many legal frameworks, a majority of the private 

actors from our empirical data refrain from a full collaboration with GovCERT. This is caused by 

the fact that the probes that GovCERT installs in theory can be used for other purposes than 

protecting a company’s IT systems. One could argue that, because cyber security is of such critical 

importance, exceptional measures are taken without all actors being aware. This would therefore 

create unwilling surveillance by the state and not a cooperative environment, which we see most fit 

in the development of cyber security. We find it necessary for CFCS to reconsider its strategy 

towards their stakeholder. Moreover, the state also needs to consider the placement when 

formulating a national cyber security strategy.  

Furthermore, even though private actors share information and knowledge with each other to some 

extent, the industries suffer from lack of openness caused by a fear of potential reputational 

damage. We argue that knowledge sharing is crucial for creating expertise on the area of cyber 

security, as well as vital for developing effective exceptional measures. However we have 

demonstrated that the securitization by actors often take form of non-transparent practices, creating 

multiple and competitive securitizations, and we argue that this lack of knowledge sharing between 

all actors hinders the implementation of effective exceptional measures. Moreover, the diverging 

securitizations and the multiple opinions on the placement of responsibility for ensuring cyber 

security have resulted in an absence of focus on the smaller corporations outside the critical 

infrastructure. We have demonstrated that this security gap is caused by disagreements as to which 

measures the public and private actors are taking and what private actors expect of the state. In 

addition there are conflicting opinions on the expectations as to how close the collaboration 

between the public and private actors should be. The security gap could potentially cause cascading 

effects throughout the sectors, due to the interconnectedness of the IT systems that society is deeply 

dependant on.   

 

Based on our findings, we argue that placing cyber security on the security agenda and introducing 

CFCS is not sufficient when securitizing cyber threats in Denmark. There is currently no 

coordinated effort in securing cyberspace and public authorities neglect the cooperation with private 

actors. It is caused by the fact that CFCS does not have a mutual relationship with their stakeholders 

and does not consider collaborative partners beyond the critical infrastructure. The lack of a 
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coordinated national strategy on cyber security will also create difficulties in implementing 

exceptional measures, because vital actors (the corporations) are not included. 

We have therefore demonstrated that the many actors, different kinds of processes and a broader 

range of issues result in diverse cyber politics, creating conflicting and competitive securitizations. 

These multiple securitizations make exceptional measures difficult to agree on and the ones adopted 

ineffective as they only cover parts of the actors and parts of the issues, resulting in a security gap. 

The securitization processes furthermore generate distrust and a lack of knowledge sharing.    

 

In order to implement effective measures, we recommend that CFCS should be used as an 

informative organization that provides its stakeholders and companies both outside and within the 

critical infrastructure with information that could heighten the general level of resilience. 

Furthermore, there is a need for developing a national strategy for cyber security, complementing 

the national strategy of digitalization. Moreover we stress cross-sectorial forums to be created 

including both public actors and corporations. This could arguably encourage knowledge sharing 

established through forums, where openness and trust would be at its core.  

 

 

By applying our empirical findings to the theoretical framework of the theory of securitization, we 

request a development of the theoretical framework. Although cyber threats have been securitized 

through speech act in Denmark, the required exceptional measures are difficult to agree on and the 

ones that have been implemented are ineffective. Therefore we have demonstrated that the issue of 

cyber security underlines shortcomings in the securitization framework. We have shown that a 

larger emphasis must be placed on the private actors role in the new security issue, as there is not 

one sovereign actor that controls the securitization process because of cyberspace´s borderless 

nature. This therefore makes the state-centric approach of the securitization theory non-applicable 

to this new security issue. We stress the importance of developing a broader framework, 

emphasising the importance of private actors roles in the securitization process. Furthermore, we 

have found that not only do the securitizations take form through speech act, but also through 

practices, which is prevalent when securitizing cyber threats. Securitization can take form through 



	   103	  

practices, such as regulations and standards, as well as installing software and IT security systems. 

These practices are not framing cyber threats as a security issue through words, but it is clear that 

actors perceive these threats as a security issue through the practices implemented. Furthermore, 

due to trust issues and the lack of knowledge sharing between actors, the securitization practices 

become non-transparent. This in turn means that although an issue is securitized by framing it as a 

security issue through speech act, exceptional measures are not necessarily effective, due to the 

multiple non-transparent securitization practices by the many actors. We therefore argue that the 

theoretical framework of the securitization theory must be developed by placing more emphasis on 

the importance of securitization through practices and not solely through speech act. 

Moreover, in order to encompass this unique new security issue, the theoretical framework of 

securitization must be further developed, by emphasising the overarching nature of cyber threats. 

Not only do cyber security span across levels, from the international systems to regions, units and 

subunits, it also creates interconnectedness between sectors. The use of IT systems creates an 

interconnected relationship between private and public actors both within and between sectors. 

Cyber security therefore becomes a common referent object for the sectors and actors. This does not 

make cyber security a separate security issue, but rather an integrated issue within the many levels 

and sectors, and the securitization theory should consider it as being so by adding this dimension to 

the framework. 

 

 

We have in our research placed a focus on the security issues of taking exceptional measures in 

spite of the existing securitization of cyber threats. The high level of digitalization and the security 

issues created in the mist of cyber attacks is important to highlight. We have provided an overview 

of the challenges of implementing effective exceptional measures, regardless of the securitization of 

cyber threats. Based on our findings, lastly we want to encourage further research within the field. 

We found that IT is an important element within the critical infrastructure because IT systems are 

controlling power supplies, water systems, the telecommunication sector and so forth. Furthermore, 

NATO sees cyberspace as a global common, and therefore we find it relevant to research to what 

extent IT is affecting the critical infrastructure. The research could be based on an economic 
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analysis of the impact of an attack. Research could also be conducted in order to re-define critical 

infrastructure and thereby create a re-evaluation of the EPCIP rapport from 2004. Furthermore, as 

seen in our empirical data, there is a large degree of distrust between actors that amounts to a lack 

of knowledge sharing. Therefore we find it significant to do a cultural analyse of knowledge sharing 

between actors on cyber security, because this is a core issue in further developing a resilient 

structure within our society. Moreover, we find it relevant to study how private and public 

partnerships could be established when cooperating on cyber security developments. This could 

encompass the placement of the Centre for Cyber Security within an intelligence agency and the 

problems this causes because they are exempt from many legal frameworks. We would also like to 

encourage research in possible incentive structures for cyber security, because we believe that 

incentive structures can both create better cooperation and heighten the level of security. Lastly we 

encourage further research on our theoretical contributions. 
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9.0 Appendices 

  

9.1 Appendix I 

List of interviews conducted: 

 

Public sector 

Thomas Kristmar     CISO  

Centre for Cyber Security    Date of interview: 18.03.13 

 

Jack Johansen     CISO  

SKAT     Date of interview: 10.04.13 

 

Jeanette Sporleder     Head of Office  

SKAT     Date of interview: 10.04.13 

 

Kirstine Rytter     Legal Special Advisor   

Ministry of Finance, Digitaliseringsstyrelsen  Date of interview: 19.03.13 

 

Private sector 

Rasmus Theede      CISO   

KMD     Date of interview: 21.03.13 

 

Jacqueline Johnson      Head of IT Security  

Nordea      Date of interview: 12.03.13 
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Kurt Sejr Hansen     Corporate Security Officer  

TDC     Date of interview: 09.04.13
  

 

Lars Højberg     Technical Security Manager 

TDC     Date of interview: 09.04.13 

 

Søren Olsen       Head of Security  

ATP     Date of interview: 08.04.13 

 

Interest group/Union 

Birgitte Kofod Olsen     Chairman    

Council for Digital Security    Date of interview: 15.03.13 

 

Poul Erik Skov Christensen    Chairman  

3F     Date of interview: 10.04.13 

 

Henning Mortensen      Senior consultant  

Confederation of Danish industry, DI ITEK   Date of interview: 12.03.13 

 

Peter Hansen     Senior consultant  

Danish Energy Association   Date of interview: 15.04.13 

 

Consultancy 

Jørgen Sørensen  Partner in Security, Privacy and Forensic group   

Deloitte     Date of interview: 20.03.13 
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Christian Kjær     Director for IT risk assurance 

PwC/Information Security Forum    Date of interview: 15.03.13 

 

Academia 

Kristian Søby Kristensen    Senior researcher   

Copenhagen University    Date of interview: 19.03.13 

 

Peter Lauritsen      Associate professor  

University of Århus    Date of interview: 21.03.13 

 

Journalist 

Anders Rostgaard      Journalist   

Mandag Morgen     Date of interview: 05.03.13 

 

Unquotable source 

CISO at a large company outside the critical infrastructure           

Date of interview: 11.04.13 
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9.2 Appendix II 

Actors monitored by GovCERT 

Computerworld.dk 04.03.13 (Viewed the 27th of June 2013) 

 

Ministries  

- The Ministry of Employment 

- The Ministry of Children and Education  

- The Ministry for Business and Growth  

- The Ministry of Finance  

- The Ministry of Climate, Energy and Building  

- The Ministry of Culture  

- The Ministry of the Environment  

- The Ministry of Housing, Urban and Rural Affairs 

- The Ministry of Science, Innovation and Higher Education  

- The Ministry of Taxation  

- The Ministry of Social Affairs and Integration 

- The Prime Ministry  

- The Ministry of Transport  

- The Ministry of Foreign Affairs  

- The Ministry of Economic Affairs and the Interior  

 

National authorities 

- The National Police Force  

 

Municipalities 

- The Municipality of Hillerød  
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- The Municipality of Odense  

 

Private corporations 

- KMD 
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9.3 Appendix III 

CD	  with	  recorded	  interviews 


